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- Senior security researcher at NSR (National Security Research
Institute of South Korea)

- Speaker at Black Hat Asia 2017 and HITBSecConf 2016/2017

-Authorof t he book dhemuiti-ecse OS prindipeest 1 ¢
andstructure, Vol .1&20
- a.k.a kkamagui, @kkamaguil

- Senior security researcher at NSR

- Embedded system engineer

- Interested in firmware security and loT security
- ak.a davepark, @davepark312
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-We present new S&SIeap@kt\oecstudbr\

hardware -based security

- S3 sleeping state cuts off the power of CPU and devices

- We Iintercept control flow while system wakes up and subvert
hardware-based security

-We present new Dhost Pomeroa@®VE-ROLT- Yy

16837)

-fLost p @eBoftwae vunerabsity in tBoot which is a
reference implementation of Intel TXT

- We explain the vulnerability in detail and show mitigation



Background
Boot Protection Mechanisms

Intel Trust Execution Technology (TXT)
and tBoot

Lost Pointer Vulnerability and Demao.

Mitigation and Conclusion
(with Black Hat Sound Bytes)
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- Power Consumption == Cost
- Many companies worry about power consumption,b e c a u s e
- Low Power Consumption = Low Electricity Fee!

- Power Consumption == Running Time
- Your laptop works on BATTERY!
- Low Power Consumption = Long Running Time = Inner Peace!
-We wi sh the battery could | ast
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- Impacts of ACPI sleeping states are as follows:
- SO: Normal, no context Is lost
- S1: Standby, the CPU cache is lost
- S2: Standby, the CPU Is
- S3: Suspend, CPU and devices are
- S4: Hibernate, the CPU, devices, and RAM are

- Sb: Soft Off, all parts are



b

blbek hat Impacts of ACPI Sleeping Statés

ASIA 2018

- Impacts of ACPI sleeping states are as follows:
- SO: Normal, no context Is lost
- S1: Standby, the CPU cache is lost

POWER OFF ?!

- Sb: Soft Off, all parts are
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- Sleeping states cut off the power of CPU, devices, and
RAM!

- If the OS works with sleeping states, security hardware
must do so

- Because of power off, their states need to be restored
and reinitialized for waking up

If we Intercept sleep and wake up,
we can do something interesting!



