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Attacker poses as a legitimate person or business 

Convinces victim to wire money to a fraudulent account or 
share sensitive information

1. Receive fraudulent email

2. Be the impersonated sender in email sent to other 
organizations



• A supplier requests funds be wired to a new account

• Company or government organization requests payment for products, services, 
taxes or other fees

• An executive sends an email request for a time sensitive transaction 
• Usually requiring an immediate funds transfer
• Often states it is a highly confidential transaction (no telling anyone else)

• Executive requests the Human Resources, Payroll or Audit department to send 
them employee earnings statements, tax records or other personal information







Corporate Websites

Malware Infections

Dragnet Phishing

Friendly phone call

Attackers can use tools like 
Maltego to automate 
information gathering



• Paid web services like Sharpmail
• Downloadable tools like EMS - E-mail Spoofer
• Use SMTP server to create your own

• There are common variations and character substitutions
• Be especially wary of long domain names

• Infect user's device
• Exploit weak or reused passwords to gain access
• Take advantage of an open mail relay



• Dropping a letter from long domain names
john.doe@abacusproperty.com.au john.doe@abacuspoperty.com.au  

• Substituting characters 

john.doe@singaporeair.com john.doe@sinqaporeair.com

• Using dashes or word combinations
john.doe@kasikornbank.com john.doe@kasikorn-bank.com

• Using alternate top level domains
john.doe@samsung.com john.doe@samsung.co



Hosting services, like 
VistaPrint, are 
frequently exploited 
to launch spam and 
fraud attacks.  

Real Singapore Air Registry Impersonated Registry 







Below is an example of an altered Reply-To that is similar enough to fool users

➢ NOTE: The attacker uses the domain name in both the "From" and "Reply-To" fields, but moves it 
(Company name changed from actual incident)

Received: from localhost ([72.167.218.4 ]) 
User-Agent: Workspace Webmail 6.4.6 
Message-ID: <.......wbe@email01.godaddy.com>

From: Brett Peter <brett@cogswellcogs.com>

Reply-To: Brett Peter   brett.cogswellcogs@mail.com

This is what the user 
sees when they receive 
the email

This is the address that 
gets loaded when they 
reply

Extract from the message header



• The "Received From" message header field will point back to the open relay server 

• An attacker can use your own systems against you to spoof internal staff

• They can also target your business partners and the email will look like it came from you

• Hosting provider IP ranges are generally considered trusted by email filtering services

• If both the attacker and legitimate business partners are hosted by a service provider, 
like GoDaddy, it makes IP blocking the sender impossible



Spoofing the President of the Company - 1st Email

Spoofing the President of the Company - 2nd Email

you shortly to explain you all the 

➢ NOTE: These two emails were followed by a call to the intended victim from "Mr. Gordon", but the finance 
person involved, quickly realized that Mr. Gordon did not have a good grasp of the organization or business. 
They disconnected from the call and reported the incident to management and security.



Kindly send me the individual 2015 W2s and earning summaries for all 
of our company staff for a quick review.

Seagate Technology, learned March 1, 2016 that an employee who 
thought a phishing e-mail was a legitimate internal company request 
sent information on 2015 Forms W-2 for current and former domestic 
employees to an unauthorized third party.



➢ These often get past traditional email security filters

The look-a-like attached document is 
really an image with an embedded link

Files are attached to email 
with misleading links to 
malicious sites



1. People

2. Business Process and Policy

3. Technology



✓ Involve fund transfers
✓ Ask for sensitive information 
✓ Press for urgent action

NOTE: This may not apply if 
your email security gateway 
does URL re-writing



✓ Business processes must match policy requirements



➢ Examples: ProofPoint Targeted Attack Protection & Microsoft Advanced Exchange Online Protection



➢ Does not prevent attackers from spoofing the message "From" address

➢ Often spoofed when scammer has a domain in shared hosting environment (Trusted Sender)

➢ Does not prevent attackers from spoofing the message "From" address

➢ Limited by low adoption rate due to implementation complexity

➢ Verifies the "From" domain matches the "Return-Path" domain checked by SPF 

➢ Verifies the "From" domain matches the “d= domain name” in the DKIM signature



➢ You could alternately add text to the top or bottom of the message body

NOTE:
Use an addition outbound transport 
rule that strips [External] from 
replies

or
Add an exception to the incoming 
rule that looks for [External] and 
does not re-add it during a 
conversation



✓ Be sure to allow sufficient time to monitor and identify external senders 











➢ Use periodic informational bulletins to raise awareness of specific scams 
that users may be exposed to





➢ Select the location of "outside the organization"
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