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About me
Henry Li

• Trend Micro CDC Zeroday discovery Team

• Security Researcher

• Six Years Experience

• Expert in browser 0day vulnerability 

analysis, discovery and exploit. 

• Won the Microsoft Mitigation Bypass 

Bounty in 2016

• Won the Microsoft Edge Web Platform on 

WIP Bounty

• MSRC Top 17 in year 2016

• twitter/weibo: zenhumany



Jack Tang

• @jacktang310

• 10+ years security

• Browser

• Document

• Mac/Windows Kernel 

• Virtualization 

Vulnerability



• Bypass Address Space Layout Randomization(ASLR)

• Bypass Control Flow Guard(CFG)

Agenda



• Conservative Garbage Collection Weakness

• Previous research

• Microsoft Improvements

• Overcome Microsoft's Improvement

Bypass ASLR



Attack Surface 1

• Garbage Collect

• Conservative Mark-Sweep GC

• does not distinguish between data and pointers in the 

program at run-time

• Accurate garbage collection

• have the ability to identify all pointers in the 

program at run-time

Conservative Mark-Sweep GC



Mark-SweepMark-Sweep: Initialize phase



Mark-Sweep: Mark phase



Mark-Sweep: sweep phase



Attack Surface 1
Conservative Garbage Collection



Attack Surface 1
weakness



• 2009,@yuange1975, found the Conservative GC weakness In 

IE9

• 2013,Dion,use the timing attack bypass ASLR on flash and 

Firefox

• 2013,@ga1ois,use the timing attack bypass ASLR on IE11

• 2015, ZDI researcher use an new attack 

method(MemoryProtection) bypass the ASLR on IE11

previous research

http://weibo.com/ga1ois?refer_flag=1005055013_


• Side Channel: Javascirpt out-of-memory exceptions  

can reveals information about the state of the 

heap.

• MemoryProtection

• Memory Pressure

ZDI research



• MemoryProtection

• Free an object allocated from MemoryProtection,not free memory 

to the Operation System, add the memory to an waitlist

• Waitlist memory is greater than 100,000 bytes, then do the free 

algorithm.

• Free algorithm: if the waitlist memory address is not in 

current stack, free the memory, else not free memory 

ZDI research



ZDI exploit method



• Use MemGC replace the MemoryProtection

• Reduce side channel attack surface

Microsoft Improvements



• MemoryProtection

• Do Conservative Mark-Sweep GC on Stack,Register

• MemGC

• Do Conservative Mark-Sweep GC on Heap,Stack,Register

MemoryProtection vs MemGC



Reduce side channel attacks

• Introduce Abandonment class in Rendering Engine

• Intelligent algorithms for Garbage Collection

Reduce side channel attack surface



• When Out of Memory, not throw Out-of-Memory 
Exceptions,just crash the current process.

Abandonment::OutofMemory



Edgehtml



Abandonment::OutOfMemory



• In Microsoft Edge,when call CollectGarbage( ) 

function from the Javascript ,the engine decides 

whether perform garbage collection based on a set 

of algorithm.So you can not real-time triggering 

GC to Collect Garbage.

Intelligent algorithms for garbage 
collection



Microsoft Edge CollectGarbage



• Can prevent zdi's exploit method

• Still used the conservative mark-sweep GC algorithm 

management memory

• Did not solve the problem from root cause

Evaluate Microsoft's improvements



• New side channel Attack Surface

• Real-time triggering GC

• Bypass ASLR

Bypass ASLR



• When use the following code to alloc an ArrayBuffer, if 
process don't have Contiguous block of memory is larger 
than the alloc_size, it will throw out of memory 
Exception. So use the following code, we can detection 
the state of the heap.

New side channel Attack Surface



ArrayBuffer allocate memory



• In Chakra Engine, the CollectGarbage Function do 
nothing, when you call it, it won’t Collect the 
Garbage.

• In Chakra Engine,  function 
memory::recycler::largealloc<0> alloc large 
memory, when you allocate an memory by 
largealloc<0>,it will check the GC manager’s 
Memory whether meet the needs of users to 
allocate memory. if not, it will trigger mark-
sweep Garbage Collect immediately.

Real-time triggering GC



LargeAlloc



myCollectGarbage



Suppose the size of the dll which will be loaded in process is target_vm_size

1.Allocate memory in a pattern: 

1>Allocate target memory : Allocate a regions which the virtual address space size is 
target_vm_size, and the virtual address space’s begin address(call it target_address) is 
belongs to [guess_begin_address, guess_end_address],call this memory target_memory.

2>Do memory pressure : Allocate memory,make sure there is not a continuous vm space 
which size is greater than target_vm_size.

2.Create an spointer_array, save the address which in [guess_begin_address, 
guess_end_address] and the address%0x1000 is zero.

3.freed the target_memory, called myCollectGarbage( ).

4. Calculate the target_address

Traverse spointer_array,for each index in array, do the following things:

1> Set spointer_array[index] = 0;

2> Load the target dll to process in try/catch statement, if it throw an excepetion, 
continue to next loop.Else,load dll success, the target_address equal  guess_begin_address
+ index*0x1000

Exploit step in IE11



Calculate the target_address



Exploit
Exploit:Memory presuue



Code in IE11

Exploit:Data reference to target memory



Exploit: two references



Exploit: arraybuffer free



Exploit: Calculate the target_address

• Code in IE11



Exploit: Calculation target_address



Exploit:target memory free



Exploit: Load dll



Demo 1:Bypass ASLR in Microsoft Edge



Demo 2: Bypass ASLR In IE11 on Windows 10



• Affect All the Microsoft Browser use the Conservative GC

• Microsoft Edge in Windows 10

• Internet Explorer 8,9,10,11 on all windows platform

The impact of this weakness



• Bypass CFG

Bypass CFG



Why we need CFG bypass vulnerability



• eshims!VirtualProtect to bypass CFG and DEP

• Vuln Type: Call Sensitive API out of context

• Module: Eshims

• Operation System: Windows 10 14367 32 bit

• BYPASS CFG/DEP

Eshims bypass CFG



Eshims Architecture in Microsoft Edge



• eshims.dll is a module in Microsoft Edge

• eshims have following hook functios,the functions 
are CFG valid.

Eshims hook functions



Eshims exploit



Eshims exploit



• ZDI Researchers: Abdul-Aziz Hariri, Simon 

Zuckerbraun , Brian Gorenc

• @yuange1975, @ga1ois
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