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Specialization:
Process Control

J Mostly on offence side

. 7 years in process control
security research

J On and Off 13 years in security

Specialization:
Power Sector

. Mostly on defense

J >10 years experience in
power engineering

] 8 years in security
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Setting Context

Industrial Control Systems and Cyber-
Physical Hacking
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SCADA Network Operational
Technology (OT)

((

Know how to

g run Win95

ventil & boss

Always blamed
Physical
application
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Challenging assumptions
Man-in-the-SCADA
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J Insecurity by design of majority of industrial protocols

] Mechanics of MITM attack is well understood and tons of

ns
=
tools are readily available (almost Plug&Play) “

2 We simply DON’T KNOW BETTER (yet)
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1 &.e80086 192.168.1981.14 152.168.181... EGD 75 Data Msg: ExchangelD=8x80888882, RequestID=88141
r 2 B.ea00a8 192.168.181.14 152.168.181... EGD 94 Data Msg: ExchangeID=8x888288881, RequestID=88141
! 3 8.999977 192.168.181.14 192.168.181... EGD 75 Data Msg: ExchangelD=-8x000888082, RequestID=08142
4 8.999977 192.168.181.14 152.168.181... EGD 84 Data Msg: ExchangelD=8x808868881, RequestID=08142
5 1.9994952 192.168.181.14 152.168.181... EGD 04 Data Msg: ExchangeID=8x@88808881, RequestID=08143
i b6 1.999452 152.168.181.14 152.168.181... EGD 75 Data Msg: ExchangeID=8x88888882, RequestID=08143
| 72 94948417 192 168 16871 14 192 168 1817 EGD 04 Nata Mzo: Fwchaooge T0=GwEEEEERR 1 BennestTH=AA1AL

Version: 1

RequestID: 142

ProducerID: 192.168.181.14
ExchangeID: BxBBa22281

Timestamp:

Status: No error, data consumed (2)

Ugh :-(
| need protocol
parsers. | knew it!

ConfigSignature: 257

4 Data (28 bytes)
Data: @46008885d60e8dTddefdf4fda387adeasIcocdf
[Length: 28]

ff ff ff ff ff ff 2c 27 d7 19 dé 23 @3 @8 45 88  ...... P

82 58 b 3d @@ BB 85 11 Se B2 cP ad BS Be cB al Po=oas Mallea

65 ff 84 B85 47 46 @@ 3c ©c 8d ed @1 Be BB cP al E...0F. 4 aaaaa..

65 Be 01 B0 @@ 88 de ef df 4f 88 ae c5 18 B2 86 Tococoooc Mocoooc
@848 60 B8 01 81 @0 @B 5c b5 4a 4e REEERECTNGEETEGE 0 L ... .. Y. NP

CELT R AT dd ef df 4f d9 38 7Va 4e a5 3c Bc 41 L0...0.8 zN.<10
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Let’s look into the packet

243 19,.53770100¢ 172.16.192.10

172.16.192.30
172.16.192.10

Modbus/TCP

78

Query: Trans:

87 Response: Trans:

Q; Unit:

1, Func:

3: Read Holding Registers

3: Read Holding

Reglisters

245 19.78689100¢ 172.16.192.30

+ Frame 245: 87 bytes on wire (696 bits]),
+ Ethernet II, Src: Raspberr 95:7h:ac (ba:

Modbus,/TCP

87 bytes captured (696 bits) on interftace 0
27:eb:95:7b:ac), Dst: Vmware b4:34:14 (00:0c:29:b4:34:14)

+ Internet Protocol Version 4, Src: 172.16.192.30 (172.16.192.30), Dst: 172.16.192.10 (172.16.192.10)
+ Transmission Contral Protocal, Src Port: asa-appl-proto (502), Dst Port: 54034 (54034), Seq: 1544, Ack: 961, Len: 21

— Modbus/TCP

Transaction Identifier:

Protocol

Identifier:

Length: 15
Unit Identifier: 1

- Modbus

a

0

Function Code: Read Holding Registers (3)
Byte Count: 12

Reglster
Reglster
Reglster
Register
Reglster

Register

Q000 00 Oc 29
0Ol1o 0O 49 85
Qo220 cO 0a 01
QO30 0l c5 12
0040 7O f2 00
Q050 00 00 01

0 (UINT16) :
1 (UINT16]) :
2 (UINT18):
2 (UINT18):
4 (UINT16) :
5 (UINT18) :

b4 34 14 bs
43 40 Q0 40
f6 d3 12 a9
d3 00 00 01
00 00 00 Q0
00 00 00 Q0

27
o5
ks
01
of

eb 95
dd 1la
fe bd
08 0a
ol 93

ac 08 00 45 00
10 cO le ac 10
ac 84 14 80 18
Qg 82 34 00 05
0g 01 00 Q0 QO

Q; Unit:

1, Func:
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Let’s look into the packet

Protoco

BAChet-APDU
BAChet-APDU
BAChet-APDU

Length Info
59 Confirmed-REQ  readProperty[ 12] dewice, 1688 object-name
65 Complex-ACK readProperty[ 12] device,168@ object-name
127 Unconfirmed-REQ unconfirmedPrivateTransfer V=8 SN=1

Destination
16.181.1.18
152.168.1.117
152.168.1.117

Saource
152.168.1.117
16.181.1.18
16.181.1.18

Ma. Time
42 79.717..
43 79.885..
44 37.178..

e
+ Abstract Type:
BE)

» Context Walue
» Context Walue
» Cantext Walue
- {[3]

» |Abstract Type:
BTE)

» Context Walue
» Context Walue
» Context Value

50.478615 (Real)

Relative humidity

(as 3 DATA
(as 4 DATA
(as 1 DATA

octets)
octets)
octets)

73.963737 (Real)

Temperature (F)

(as 3 DATA
(as 4 DATA
(as 1 DATA

octets)
octets)
octets)

- 1[3]

> Abstract Type: 1887.412354 (Real) ?‘)?

@l 75 ba c@ ba c@ @@ 5d @@ @@ 81 @4 8@ 55 @a bS5  .u..... ] e--. u..

@l 12 ba c@ @1 @@ 10 @4 ©9 08 19 @1 2e OC 82 BB  ........ ........

@6 48 10 @8 20 @@ 3= @c @@ 30 00 @2 19 55 3e 44 .@..).. ..... U>D

42 49 el 9 3f 5b @4 @@ @@ Oc @@ B0 @@ @1 19 55 BI..2[.. ....... U
epca e [TUCIEENTNE 3f 5b @4 00 @@ Oc @9 80 8@ @5 ﬁ?[ ........

19 55 3e 44 44 87 ed 32 3f 5bh @4 @@ 8@ 3F 2 LUDD..2 ?[...2/
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ﬂ

<

@

15:15:13.176324 172.21.21.1 172.21.21.77 Modbus/TCP 66 5487 Query: Trans: 6685; Unit: 1, Func: 3: Read Holding Registers 3'
15:15:13.171773 172.21.21.77 172.21.21.1 Modbus/TCP 239 Response: Trans: 6685; Unit: 1, Func: 3: Read Holding Registers é
15:15:13.185097 172.21.21.1 172.21.21.77 Modbus/TCP 66 6000 Query: Trans: 6686; Unit: 1, Func: 3: Read Holding Registers g
15:15:13.186750 172.21.21.77 172.21.21.1 Modbus/TCP 179 Response: Trans: 6686; Unit: 1, Func: 3: Read Holding Registers “(:3
A AL B NI TR S SIS O, B A S A2, An AL e o e, o L o, At x -~ = = = far 30" o . X (%]
= [}
Register (Modicon : 0.000000 '§
Register (Modicon : 0.000000 £
Register (Modicon : 71185.000000 &
Register (Modicon : 71185.000000 oy
Register (Modicon : 8.525818 gn
Register (Modicon ¢ 8.694681 T
Register (Modicon : 1234.960635 %
(Modicen : 3.696970 b

b8 ca 3a d5 a6 ff 88 580 c2 fe 50 42 08 @0 45 00 e P St o5 e S g

00 el 9f fe 00 @@ ff 86 98 9f ac 15 15 4d ac 15 .......v cosn.n M.. }3

15 91 81 f6 2 35 8@ bf 7b c3 2d cf b4 2a 50 18 ..... Baa fa—iaiaPa =

1c ac 11 88 90 00 1a 1d ©0 00 @0 b3 01 @3 b @1 ........ ........ o

ad 20 00 00 00 ©7 00 81 de 01 59 90 00 06 00 81 ........ aisYm e iaia g

dl @1 59 00 90 @6 00 2e 60 @1 59 00 8@ 83 00 61 Yaoain N a I} g

af 91 59 @@ 00 @9 60 61 af 01 59 00 00 080 80 58 Y ol wa¥aX '%

1070 ea 90 0@ 00 28 00 00 08 80 47 8b 98 80 47 8b 69 (ane GG g
@080 0@ 41 08 1d 6a 41 @b 9b 26 40 6c 80  .A..jA. [N @1 3
200 90 @0 8o 01 2c 43 27 00 00 00 @0 00 20 00 @0 8o s ms oat il ]
20 20 00 00 OD 0D OO GO OO0 0D 00 00 00 B2 8B B8  ........ ........ é

G0 G0 00 02 O0 00 OO OO 0O 0D 0O 00 00 G0 @B @8  ........ ........ <

[}

2

%

S

&

=
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434 1.070135 10.85.64.50 10.21.81.252 DNP 3.0 162 from 16 to 1024, len=255, Unconfirmed User Data, TL fragment 23 [TCP segment of a reassembled PDU]
553 1.131345 108.85.64.50 108.21.81.252 DNP 3.0 112 from 16 to 1824, Response

748 1.447104 10.21.81.252 10.85.64.50 DNP 3.0 78 from 10824 to 16, Read, Internal Indications

749 1.518921 10.85.64.50 10.21.81.252 DNP 3.0 75 from 16 to 1824, Response

777 1.844267 10.21.81.252 10.85.64.560 DNP 3.0 78 from 1024 to 16, Read, Internal Indications

785 1.908871 10.85.64.50 108.21.81.252 DNP 3.0 75 from 16 to 10824, Response
1199 2.219736 108.21.81.252 108.85.64.50 DNP 3.0 78 from 10824 to 16, Read, Internal Indications
1211 2.283874 10.85.64.50 10.21.81.252 DNP 3.0 75 from 16 to 1824, Response
1269 2.594731 10.21.81.252 10.85.64.50 DNP 3.0 76 from 1024 to 16, Read, Class ©
1560 2.961068 10.85.64.50 10.21.81.252 DNP 3.0 162 from 16 to 1024, len=255, Unconfirmed User Data, TL fragment 28 [TCP segment of a reassembled PDU]
1571 3 422347 1A 85 RA 50 10 21 81 252 DNP 3 A 112 from 16 +n 1824  Recnonse

> Object(s): Binary Input With Status (0Obj:81, Var:82) (0x0102), 48 points
4 Object(s): 16-Bit Analog Input (Ob3j:3@, Var:82) (0x1e02), 70 points
> Qualifier Field, Prefix: None, Range: 8-bit Start and Stop Indices

4 |Point Mumber @ (Quality: Online), Value:

[Point Index: @]

> Quality: Online

Value (16 bit): 1678

Point Number (Quality: Online), Value:
Point Number (Quality: Online), Value:
Point Number (Quality: Online), Value:
Point Number (Quality: Online), Value:
Point Number (Quality: Online), Value:
Point Number (Quality: Online), Value:
Point Number (Quality: Online), Value:
Point Number : Online), Value:

@30 81
8d
00
o1
b7
80
o1
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42 22.216012 192.168.0.100 192.168.0.2 Modbus/TCP 66 Query: Trans: 2; Unit: 1, Func: 6: Write Single Register

43 22_223384 192.168.0.2 192.168.0.100 TCP 6@ 502 » 15425 [ACK] Seq=9@ Ack=85 Win=11680 Len=0

44 22.230517 192.168.0.2 192.168.0.100 Modbus /TCP 66 Response: Trans: 2; Unit: 1, Func: 6: Write Single Register

45 22431841 192.168.0.100 192.168.0.2 TCP 54 15425 » 502 [ACK] Seq=85 Ack=102 Win=65419 Len=0

46 28.010511 192.168.0.100 192.168.0.2 Modbus /TCP 66 Query: Trans: 2; Unit: 1, Func: 3: Read Holding Registers

47 28.013147 192.168.6.2 192.168.0.160 TCP 6@ 5802 » 15425 [ACK] Seq=182 Ack=97 Win=11668 Len=0

A8 28.825390 192.168.0.2 192.168.9.100 Modbus /TCP 83 Response: Trans: 2; Unit: 1, Func: 3: Read Holding Registers
= 49 28.230019 192.168.0.100 192.168.0.2 TCP 54 15425 » 502 [ACK] Seq=97 Ack=131 Win=6539@ Len=0

> Frame 48: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
> Ethernet II, Src: PhoenixC 8c:36:75 (@0:80:45:8¢:36:75), Dst: WistronI a4:f5:3a (3c:97:0e:ad:f5:3a)
> Internet Protocol Version 4, Src: 192.168.08.2, Dst: 192.168.0.100

> Transmission Control Protocol, Src Port: 502, Dst Port: 15425, Seq: 102, Ack: 97, Len: 29

> Modbus/TCP
4 Modbus

.000 8011 = Function Code: Read Holding Registers (3)

Danya 2pe - A E
Byte Count:
Register ® (UINT16):

Register 1 (UINT16):

Register 2 (UINT16):

Register 3 (UINT16):

Register 4 (UINT16):

Register 5 (UINT16):

Register 6 (UINT16)}: ©

Register 7 (UINT16): @

Register 8 (UINT16): ©

Register 9 :
3c 97 Qe a4 f5 3a 0@ a® 45 8c 36 75 08 00 45 @0 <....1.. E.bu.._E.
00 45 00 11 00 00 40 06 8 eb cO a8 00 82 cO a8 B
20 64 @1 6 3c 41 80 44 7Je da e2 88 bc c9 50 18 d..<AD ~. ... P.

2d a@ 2e 92 00 00 90 92 0O 00 00 17 01 03 14 00 e ieea eeaaaaan
68 90 61 00 63 09 6b PO 65 00 64 PO 00 0V PO 00 h.a.c.k. e.d.....
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Mo. Time Source Destination Protocol Length Infao
7 28.475.. 192.168.224.1 192.168.224.96 DNP 3.8 334 from 36541 to 65432, len=255, Unconfirmed User Data, TL fragment 1
8 258.574. 192.168.224.1 192.168.224.98 DNP 3.8 122 from 36541 to 65432, Response
9 37.322.. 192.168.224.98 192.168.224.1 DNP 3.8 69 from 65432 to 65532, Read, Class 8123

» Point Number 2@, Value: 1
» Point Number 21, Value: 1
» Point Number 22, Value: @
4 Object(s): 16-Bit Analog Input Without Flag (Obj:3@, VRr:84) ed4), & points

* Qualifier Field, Prefix: None, Range: 8-bit Start afjd Sto .
> 1

* [Mumber of Items: &]
» Point Number @, Value: @

» Point Number 1, Value: S&
» |Point Number 2, Value: 17
» Point Number 3, Value:

14 81 d@ 23 4a 48 3a @1 14 @1 e9 46 4a 48 3a 81 ...#JH:. ...FJH:.
14 81 bd 4e 43 48 3a @1 14 @1 9a 56 4a 48 3a 81  ...NJH:. ...VIH:.
14 81 6d 62 43 48 3a @1 14 @1 35 @7 4b 48 3a 81  ..mbJH:. ..5.KH:.
14 81 17 @b 4b 48 3a @1 14 @1 55 36 4b 48 3a 81  ....KH:. ..UGKH:.
14 81 3@ 3a 4b 48 3a @1 14 @1 a8 b9 4e 48 3a 81  ..@:KH:. ....NH:.
14 81 87 bd 4e 48 3a @1 @1 81 d9 23 50 48 3a 81  ....NH:. ...#PH:.
@3 81 6@ T4 70 48 3a @1 @1 @1 @@ @0 16 83 43 38 .. .pH:. ...... ca
@218 le @4 00 G0 05 02 @0 35 00 [HRLE 00 90 00 @0 80  ....... g ......

B8 Ba 82 88 88 B3 81 81 81 8l 8l 81 8L Bl @1 0 L....iees saaaaan
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J—. o Donuts? (Ok, it was a joke)
O Can be Expression Result = 120!
_ . (03FC2001.PIDA.PV |+ 03FC2014.PIDﬂ 03VAPORS. AUXCALCA.C[3] ;]
Direct measurement PV PV 3ux calc -

— Result of computation 1

Bit counts/%/EU  EU -> Engineering Units

Celsius/Fahrenheit
Centimeters/meters/miles/light years
Pa/kPa/mPa/Psia/Psig/Atm/Bar
Kgh/m3h/nm3h/scmh/kscmh

Keep guessing....

O O O O O O
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New Information to Build New
Assumptions

Configuration of a Single point
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Operates on Operates on
raw data information

http://krakenautomation.com/images/KrakenPyramid.jpg
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D feed

0 10 20 30 40 50 60 72
Hours

J Raw sensory data rarely can be used directly. The electrical output of a
sensing element is usually small in value and has non-idealities such as
offset, sensitivity errors, nonlinearities, noise, etc.

J Raw transducer output is subjected to signal conditioning such as
amplification, filtering, range matching, etc.
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Everything what can be
measured or set is called POINT

1 01 01 11 01001 «———

0-4095

1 01 01 11 01 0 O 1 —

1 01 01 1 1 0 1 0 0 1 —

1 01 01 11 01060 1 —m

12 bit ADC resolution
(defines the quality of data translation)

1/O card
with ADC

+/-10 V dc

0-10V dc
0-5V dc
4-20 mA

4-20 mA,

1/O card
with ADC

|/O card
with ADC

a

1/O card
with ADC

a

A

Sensor calibration:
e.g. measuring
from 0to 32 m3/h

/

~ Low and High
limits:
LO 10 m3/h
HI 25 m3/h
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. 10V d
Everything what can be B/ 10V dcc
measured or set is called POINT 0-5V dc
4-20 mA Sensor calibration:

e.g. measuring
from 0 to 30 m3/h

3017 [ /Ocard | 14mA, /
101111001001 «——| "°° | N Low and High
1024 8 mA limits:
(O IETS IR S RO N I O I O A I Vlv/i?hCZBdc « LO 10 m3/h
12 mA HI 25 m3/h
m
100000000000&'/_0“”0':
with ADC
110 a1 a8 [ ocard | 18MA
with ADC

12 bit ADC resolution
(defines the quality of data translation)
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7200 Raw counts are

scaled into useful
units, which could
be different to
different data users

scalin 35
& 20

11

)
20& 208 F
m¥/h [Psisbar) m/h ke/h

Raw data Engineering Units
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4dmA 20mA
| | | |
i | 21mA
] ]
] ]
e 4095 counts >
] ]
| |
Offset | ' Over range
] 4095 counts —
|
| |
4mA 20mA
0% in engineering 100% in engineering
units units

Data scaling is case-specific

Conversion of raw data inte

Current | EUvalues

3 mA
4mA

12mA
20mA
21mA

-6,25%
0%

50%
100%
106,25%
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| am working at a pump station

trying to get it going, I am a civil engineer
not electrical so here's my question - The PLC guy is
taking all the analog signals, take for example a
pressure transmitter (0 to 150 psi range) and in his

http://control.com/thread/981642471

program uses some O to 4095 range to display the 0-150 pS| range -> 4-20 mA

signal where as the telemetry guy uses 819 to 4095 to .

figure his signal so when the PLC get zero pressure he 12 bit ADC (0_4095)

gets 0 but when the RTU gets zero pressure he gets

819 in some field in his program. Anyway you can see 0-4095 819-4095

where this could lead to a problem if the signal goes

to the RTUfirs.t and then the PLC or vice versa. SCADA D One engineer uses 819 counts offset to
reads everything from the RTU whereas the HMI at

the site take everything from the PLC and things are detect under-range, another does not
not matching up. Someone gotta give but who's right?

Where did they come up with 819 to 4095? That's my J Leads to inconsistencies in data

main question. Any help is appreciated. Thanks.

readings across data path
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Learning More from Use Cases

Use Casel: Power Substation
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Chris Sistrunk at
Power Substation

blackhat Measuring power line
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1200:5
Tra nus??rrrlner CT H ow H

I > Line 200
PT 1000:1 90 MW
Potential

Transformer 114 kV

Breaker A

______ 115kV Bus 468 Amps
é} Power 3-Element
34.5kV Bus Transformer Transducer
3@, Wye
[] [ ]
to Relays, Panel Meter,
Feeder1l Feeder 12 + DC - & SCADA RTU, HMI

Properly select PT and CT ratio to allow some % of overload on the circuit, so
the measurements will not top out at 100% when the actual values are higher.
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Level 5 — Enterprise Network

Level 4 — IT Apps, Outage Mgmt, Billing m

DMZ — Mirror Historian, Applications

Level 3 — EMS, Historian m

Level 2 — Front End, SCADA Master

Level 1 — Transducer, Meter, RTU XDUCER

Wide Area

Network
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J Typically multivendor

J Non-homogeneous configuration requirements
) Decentralized configuration
J Requires careful integration

] Often (still) old equipment and networks with limited
resources and bandwidth
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— m*
— +
Yscapa = M7 X e b Transducers may be:

0-1mA
or
4 -20mA
(which require an offset b)

X e — initial (measured) value

m, b — scaling factor and offset
for each time the data moves
from one device to another

J MW Engineering Limit = (PT ratio) * (CT ratio) * (Transducer Multiplier) *
(Line Connection Type) =(1200/5)(1000)(1500)(1)/1000000 =300MW

J Transducer Output Range =0 to +/-1mA - 0—+/-300MW/mA scale
If transducer output = 0.25mA, then 0.25*300 = 90 MW
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RTU

SCADA protocol
= —=
RTU DB
J RTU Analog input card (16-bit Analog to Digital Converter) 15 bits plus +/- sign bit

-32768 to +32767 counts = -1mA to 1mA = 300MW/mA
+90 MW = .25%32767 = +8192 counts

(1 RTU Database = same size 2 90MW is stored as +8192 bits (+25% of db)

(d SCADA Protocol has 12-bit bipolar analogs (-2048 to 2047 counts)
SCADA protocol value MW =.25*2047 = 512 counts
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SCADA DB

FEP [

J +512 bipolar counts from RTU to Front End Processor on a 12-bit protocol (0 — 4095)
1 count = 300MW/2047 = 0.073242 MW per count unipolar
(remember MW is a bipolar value)

The FEP has to shift the bipolar value to a unipolar value to store it in the database!

(J FEP database value = 512 incoming counts + offset of 2048 = 2560 counts
FEP database = 16 bits =0—- 32767 counts
2560 counts / 65535 counts = 0.039063 = 3.906309%

(] SCADA database = 32 bits = 0—-4294967295 counts
3.906309% * 4294967295 = 167774307 counts AND SO ON....
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ASA =0T AN

* Level 5 — Enterprise Network

D

a Level 4 — IT Apps, Outage Mgmt, Billing

t

3 DMZ — Mirror Historian, Applications
Level 3 — EMS, Historian

F -

I Level 2 — Front End, SCADA Master 312 counts

o L @ | 2560 counts

W Level 1 — Transducer, Meter, RTU XDUCER p ” 167774307 counts
Level 0 — CT, PT ["‘\ %
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Exploitation: Eg e
._— 01017

10 ./

traditional IT .
SO
il

hacking tools

engineering attack
tools
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. From the individual devices (e.g. RTU, FEP, DB, etc.) 27th Chaos Communication Congress

We come in peace

— May or may not be easy/rational thing to do Building Custom Disassemblers

Instruction Set Reverse Encineerin
] From servers L

http://data.proidea.org.pl/confidence/
indivi io fi ' 9edyc] ial je/FX.pdf
J From individual config files on workstations edycja/materialy/prezentacje/FX.p
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Start Page Project: SOUTH_RTUS X

Main Page

-
Application List

| _}Open Application(s) . . Add Application __ Change Application .., Remove Application(s) J Enable Application(s) 3 Disable Application(s)

ﬂ Application Properties 1]3 Export Application 1%Impor‘t Application . Verify & Fix Application Show Disabled Applications _‘] Reports

Please use the Ctrl and Shift keys to select multiple applications

Applications on the D20MX Enabled Application Version Date Modified Modified
= J # | Server Applications =
z 5% DNP v3.00 DPA System Point Database Properties @
= : # Automation Applications Client/Automation Apps | Advanced Control Lockout Sub Group
z ‘il =»  calculator DTA DCA Appl Name DCA Instance| DI Points | DO Points | CT Points | AI Points | AD Points | DV Points | “
+§9 Communication Watchdog DNP 3.00 DCA
. DMNP V3.00 DCA 1 252 143 0 111 0 11 =
z I%O o Redundanqr LS DMNP V3.00 DCA 2 292 143 0 111 0 11
- j@ Supporting Applicatigns DNP V3,00 DCA 3 292 143 0 111 1] 11
: Communication Watchdog 0 50 0 0 0 0 0
# Internet Protocol Stack Calculator DTA 0 0 0 0 0 0 0
N ﬁ@ System Point Database IP Redundancy Monitor 0 5 ] 0 0 0 0
d i 1240 582 0 457 0 45 -
+-Eg Wesmaint I+
< | N
] __]g Data Link Applications
e 1=~ - = Points _@ Descriptors ﬁ Move
+ == # Bridgeman s
i [T . e e
g oK x Cancel 7] Help
>
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Start Page Project: SOUTH_RTUS 'X

Start Fage Project: SOUTH_RTUS SOUTH_RTUS/ACMEZ30KV/DNP V3.00 DCA %

Main Page
Icons Tables l
ApplicatTor:Jst DCA Configuration ] Device Configuration Device Point Map | Device Foll
— A.__ o E
_}OpenAppIication(s) . . Add Application - Change Application .., Remove Application(s) Er & 83 = G x % mj 83 _1 ﬁ @
a Point Descriptors g : . .
_________ ﬂApplicatiun Properties Poink DCA Cbject Tupe Murber Of Device Poinkts
Description Info l 1 F‘.na]l:ug II'IFILIt 16 3
Please use the Ctrl and Shift keys = o E-inar‘g Trnput 3
= Digital Inputs Digital Qutputs Analog Inputs | Deyices -
I;«p!)licatlnns on the D20 3 @ % o l ) M Binary Output =
=} J # Server Applications 2 8 - | = 4 M &nalog Input 16 5
: Point Description :
e oo | SRS : T @ siory Tt :
= -mkm #  Automation Applicatio 2 Lins 1 - MYAR : B Binary Output z
el E) Line 1 - kv 7 M Analog Input 16 7
+ﬁ0 Calculator DTA 4 Line 1 - 1A P g E-inar‘g Tnput =
+§ Communication W 5 Line 1 - 1B ;
S - o g Uine 1 - 10 ] B Binary oukput 3
4'[0 IP Redundancy Mo 7 Line 1 - Fault Dist 1@ ] ,qna],:,g Input 16 7
) Line 1 - Fault Am :
_.;]Q Supperting Applicatiol = -‘\I]W;Tog 5 —a;PP\RE p= i; g :Tnar":l ;nEutt 2
# Internet Protocol < i Analog 18 - SPARE 1nary tutpu
11 Analog 11 - SPARE 13 M &nalog Input 16 3
13 ﬁg S',.rstem Point Data . 47 dnalan 47 _ TDADF 14 E EI'I nar‘g II'IFILIt 3
+'E9 G e P 15 B Binary Output 2
Description
—-jo Data Link Applications 16 M &nalog Input 16 1@
+§0 Bridgeman (e oK ¥ Cancel = 17 B Binary Input &
i 15 M Binary output 3
“ 19 H Analog Input 16 o]
L 2a H Binary Input 2
21 M Binary Output 5]
22 M fnalog Input 16 ]
23 M Binary Inpuk g
24 H Binary Ouktput o]
25 H analog Input 16 @
26 M Binary Inpuk 64
27 M Binary Ouktput 8
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Excel sheets of helpful eng

A B C D E F G H | J K L M I 0 P ~ V
B 25 1500 @
7 | Enter Engineering Limits Maote: PT and CT ratios are chosen with the proper amount of engineering overrange 3 1500 '
a 360.00 MW Example: 150EY will normally be used an a 115kY line (~30% overrange) e
g 150.00 K The nexttab (Substation Transducer Calc) has many popular PT and CT ratios for convenience
10 1200.00 AMPS
11 1200:5 3-element transd o
12 |Analog Meter Readings (0-1mA range) CT Line 1 90.00 1
13~ Enter o Enter - Enter s Simplified Y I 114.00 [
14 | mA reading mA reading mA reading Substation I PT ELERILY Amps
15 0.25 90.00 076 114.00 0.39 468.00 Cne-line ! l Y
16 BER A . 1000:1
17 | Digital SCADA Values (in the Substation RTU to the SCADA Host) Phase-to-Phase i =
18 Enter ADC RTU Database |RTU Protocol Bipolar] Host Raw Host Engr Limit 115KV Bus
19| MW [14-bit counts| 16-bit counts 12-bit counts _ |12-bit counts| Eng Hi 360 THE HELPFUL
20 a0.00 4086 a8182 12 2560 Eng Lo -360
21 XFMR 1
22 Enter ADC RTLU Database RTU Protocol Unipola] Host Raw Host Engr Limit E “ I" E E H
23 kN 14-bit counts| 16-bit counts 12-bit counts 12-bit counts| EngHi 150 G
24 114.00 12451 24903 2 3604 Eng Lo 0 34.5kV Bus
25
26 Enter ADC RTU Database |RTU Protocol Bipolar] Host Raw Huost Engr Limit
27 AMP3 14-bit counts| 16-bit counts 12-bit counts 12-bit counts| EngHi 1200
28 468.00 G389 12779 793 2846 Eng Lo -1200
20
a0 I The ADC The RTUDE  This SCADA Protocol
kY| has 14-bit  has 16-bit has 12-bit analogs
3z resolution  analog register Ex: Telegyr 8979 ‘
33 with a sign bit Yes |wanted to show how difficult scaling could be with
34 This happens in the real world...AHHH. . why not ju
1=
26 |Chris Sistrunk
3 Example Substation Transducer Calc Subnet Solutions-Host Scaling o 4
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Learning More from Use Cases
Use Case?2: Distributed Control System (DCS)



o Single vendor

blg}ckhat“ Typical architecture

o Homogeneous
ASIA 201z

configuration
requirements

L UL

" K
| Overstl Batancs Surmerary___ T
T — t
Remote Operations

o Centralized configuration
' from the DCS server

Supervisory
control
W @FTM ‘ Regulatory
i control
t :!.‘ e’g& %H




b|£3;khat~ Typical data scaling

ASIA 2017

E < {’ exponent

2 1D g S

= ™ © 12345 = 12345 x 107*

2 2 & —— O~

-é % 2 significand base

2 SE  Floating point — €D uln [T

fwe — &

5 W o

c Y c

g § | Level 2

. Floating point | Protocol

§ 0-100% -> EU Controller

£ X bits -> 0-100% 10 card

= . with ADC Level 1
4-20 mA —> X bits eve

4-20 mA Sensors Level O

\_ y,
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DATAACQ:DATAACQ Block, daca - Parameters [Project]

Block Preferences I Template Defining ] Insertion I
Main I Alamms | Identification ] Dependencies I Block Pins I Configuration Parameters I Monitoring Parameters l
Name : |daca] Execution Order in CM: |20

Description : # |Feed Flow Control

Engr Units : # IBPH

— Process Variable (
PV Source Option :  { ONLYAUTO ¢ ALL PVEU Range Hi : 5000
PVEU Range Lo :
PV Source :

PV Extended Hi Limit : 5100
PV Format : D1 ¥

il

PV Extended Lo Limit : 29

PV Character: INONE vl kLow Signal Cut Off: NaN

—Clamping/Filtering

Clamping Option : " DISABLE {* ENABLE

Lag Time : |0 minutes

Point configuration is loaded into controller and
stored on a DCS server
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DATAACQ:DATAACQ Block, daca - Parameters [Project]

Block Preferences . Block Preferences | Template Defining | Insertion I
Main I Alams I |dentifi Main Alams ] Identification I Dependencies ] Block Pins Configuration Parameters Monitoring Parameters |
N [dacal “Namf—umns On-Del Off-Del DeadBand
: aca n-Delay -Delay eadBan:
e Trip Point Priority afen'ty Time {sec)  Time (sec) Value DeadBand Units
Description :#  [Feed Flow Contr £V ok Bkt [2150) [urGenT x| o [o o [ = PERCENT " EU
PV High : 3350 v| |0 0 0 1 ¥ PERCENT ¢ EU
Engr Units : # IBPH I IH'GH _I l I l l
PV Low : {2700 [HGH =] |o [0 o f1 ¥ PERCENT (" EU
OV Low Low : 1000 URGENT »| [0 o 0 f1 {* PERCENT ¢ EU
r Process Varnable
Positive Rate of Change : NaN NONE « 0 IO IO
PV Source Option : ' ONLYAL .
Negative Rate of Change : ]NaN |NONE ﬂ o o ID
PV Source : Bad PV : [low =] |o o 0
High Signfficant Change : INaN
PV Format : D1 v
Low Significant Change : NaN

PV Character: I NONE v I

—Clamping/Filtering

Clamping Option : " DISABLE {* ENABLE

Lag Time : |0 minutes

Point configuration is loaded into controller and
stored on a DCS server
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Point configuration

AN,

DATAACQ:DATAACQ Block, daca - Para REGCTL:PID Block, PIDA - Parameters [Project] , 21 x|
| :
s Block Preferences — ic;ikn:n Configuration Parameters | Monitoring Parameters I Block Preferences | Template Defining ] Insertion
i ain . - : ;
= I Aams | Identficat .’ Main |  Algorithm SetPoint Oupst | Mams | SCM | Identfication | Dependencies | Block Pins |
—Alam Limits
Name : Idacal ( \
PV High High - SP: I~ Enable Advisory SP Processing
Description : # IFeed Flow Control an hian -
PV High : i .
EngrUnts:#  [BPH o  Input Range Advisory SP Value: |
W
U PV Low Low : High Limit: ISODO [~ Enable PV Tracking
- Process Variable Posttive Rate of Chal Low Limit: Io [ Enable PV Tracking in Auto/Init
PV Source Option :  {* ONLYAUTO X e
egative Rate i
[V Enable SP Rampin
PV Source : Bad PV : ~ Timeout o
High Significant Char Mode: - Nomal Ramp Rate:
MAN 100
PV Format : D1 v S
Euye. Soaticant Time: Io Max. Ramp Deviation: | 50
. [none  +] :
EY Caayacter: [V Pause SP Ramping on Anti-Reset Windup
SP Tolerance: IO
= [ Enable Pushing SP
Clamping Option : " DISABLE {* ENABLE
Lag Time : ID minutes

Point configuration is loaded into controller and
stored on a DCS server
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DATAACQ:DATAACQ Block, daca - Para| DATAACQ:DATAACQ Blog

Block Preferences | Block Prl
Main I Alamms | Identificati Main Alams ’ !
—Alam Limits ]
Name : |daca|
Description : # IFeed Flow Control PV High High :
PV High :
Engr Units : # |BPH
¥ PV Low :
\ PV Low Low :
P Variabl
Gl Positive Rate of Chal
PV Source Option : ¢ ONLYAUTO
Negative Rate of Chi
PV Source : Bad PV :
High Sianfficant Char
PV Format : D1 =
Low Significant Char
PV Character: INONE vl
—Clamping/Filtering
Clamping Option : ¢~ DISABLE {* ENABLE
Lag Time : IO minutes

REGCTL:PID Block, P: | REGCTL-PID Block, PIDA - Parameters [Project]
|

Configuration Pi

High Limit:

Low Limit:

r~ Timeout ——
Mode:

Time:

SP Tolerance

I~ Enable Pushing

Main | Al '

Point configuration

Block Preferences |

Configuration Parameters ] Monitoring Parameters |
Main | Agoithm |  SetPoint Output Mams | SCM | Identification
(Output Limits \ — Control Variable
High Limit {%): CVEU Range Hi: ISODD
Low Limit (%): |-5 CVEU Range Low: lD
Extended High Limit (%): |106.9
\ Extended Low Limit {%): l-6.9 J
N _
Rate of Change Limit (%):  |NaN Output Bias: l
Minimum Change (%): Io Qutput Bias Rate: I
Safe OP (%): NaN
OP Tolerance Limit (%): [D_
Output Indication | Direct >l

Point configuration is loaded into controller and
stored on a DCS server

Template Defining

Dependencies

21x]

Insertion
Block Pins




b|£3=khat Retrieving point configurati

ASIA 2017

] Directly from the controller
— DCS controllers are not easily obtainable to the
attacker for analysis

] Get access to engineering station and grab the
project folder of interest

— Manual search, inconvenient

. Query config from DCS Config DB
— Hundreds and hundreds of tables

- Some DB entries may not have descriptions -> need
to find the “manual”

P.S. Honeywell’s manual on controller parameters
is 2478 pages long. Happy reading!
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DATAACQ:DATAACQ Block, SQL - Parameters [Project] i )

ler  &dd-Ins ‘Window Help

| | -|+| I | |&|’ =3 Block Preferences I Template Defining | -

e = 4|1 | _| El 1= Main | Alamms I Identification I Dependencies I Block Pins I Configuration Parameters Manitoring Parameters
A

E% C300_BMT : SQL_ TEST [Project] —
— Name I Execution Order in CM: |1E' t

9 ™ S & EEY -

| - Y - Description : # |SOL
a)2 Engr Units : # %
OATAACO OATAACD
SQL
 Process Varable
PVWSRCOPT OMLTAUTO PV SOIJI'CE OD‘“OI"I . r:. ONLYJ“QUTO r\- ALL PVEU Hange HI . 1D|}
PAFILTTIME o
PVEULO 1] PWEL Range Lo : |
PYEUHI 100 PV Source : I,'-_I_I TO vl : ’
glﬁ J e | PV BExended Hi Limit : |1|}2_5
- omat: D1 z PVBtended loLmt:  [25
PV Character: INONE vl Low Signal Cut Off: MalN

r Clamping/Fitering

Clamping Option : * DISABLE " ENABLE

Lag Time : Iﬂ' minutes

[~ Show Parameter Names oK I Cancel Help




Edit Wiew Query Project Debug Tools Window Help
F T S A @ DNewQuery (PR MRS K @9 - - S5 e
: '||?Execute b Debug :JEG'%JEHEHME @;;j;;:@;j|;'g|-§§

Object Explorer M Al <O Oueryl.sq| -
Connect~ & 3 m 7 [#] L.§ -kelect * from STRATEGY where STRATEGY.StrategyName £=
=] - select * from STRATEGY PARAM VALUE where STRATEGY PARAN VALUE.StrategyID-20@12875; -
= select * from STRATEGY PARAM VALUE where STRATEGY PARAM VALUE.ParamID=14731;
=] dbo.STRATEGY
|
|
|
|
|
|
B |
B |
B |
B |
B |
B |
Ca =
Ca 100% ~ 4| | i
S ] Results _'5: I'H'Iessagesl
= StrategylD [[TemplatelD | ProjectlD | StrategyMame | EEC [10C [ DOC | LastOC | LfeCycle | ChatData | Coord | Loz
= CH 1 [ 20012875 : 57 1 SaL 97 | 32750 1 0 1 (ke F7-2Z27Be9-51501 | O
g
g
g
g
T
T |
L
L
L
L
L
o « |
o) —




‘ File Edit WView Query Project Debug Tools Window Help

i.;‘ﬂ'J'JHﬂ|.=lNeruew Mehimin| & @B 9-0-2-5| b
i 34 g | |ps_erdo || ¥ Execute P Debug B o« 33 = |3 u gAY = 2| =

Object Explorer M Nl 50| CQueryl.sg| i B -
Connect~ 3 3d m 7 | #] ; Sselect * from STRATEGY where STRATEGY.StrategyMame='SQL'; =
= ﬂ select * from STRATEGY_PARAM VALUE where STRATEGY _PARAM VALUE.Strateg§ID=28@12875; -
= select * from STR;—‘-ITEG‘r’_F‘;l.R;-‘-.'-'._‘»";!-._UE where STRATEGY PARAM VALUE.ParamID=IZ 3T
B
E=|
=
E=|
=
E=|
E=|
E=|
E=|
E=|
E=|
E=|
= |
= Ca =l
Gl 100 % « 4| | |
::JJ 1 Results | _'_'1 Messages
T
ca3 |St|—.:|t ID | ParamlD | Paramindex | IntegerValue | RealValue | StingWalue | BLOBValue | TempDefAttr
Ca 1 20012875 14663 1] MULL MULL SQaL MULL 1
¥ 2 20012875 | 14664 0 MULL NULL % MULL 1
¥ 3 20012875 | 14704 1] 3 MULL MULL MULL 1
lj 4 20012875 | 14708 1] MULL 50 MULL MULL 1
:_,J h 20012875 4737 1] 3 MULL MULL MULL 1
L & 20012875 § 14731 ] MULL 10 MULL MULL 1 )

BEUUUUDremme®

HEHEEEEE




File Edit Wiew Query Project Debug Tools Window Help

P S e | vewouery [y R UL T & B9 - - S5 b
- ,ﬂ_f]’_{ﬁ“ps_erdb '|| ¥ Execute P Debug © \./S;;u_' = EHSHL“IE @Q.Ejfchci_”; 2|§

Object Explorer M Al <0 Query1.sg| . .o -
Connect~ & @ m [ 2] ; Slselect * from STRATEGY where STRATEGY.StrategyName='SQL'; £5
= :I select * from STRATEGY PARAM VALUE where STRATEGY PARAM VALUE.StrategylDagBRl 2875 ; -
= select * from STRATEGY PARAM VALUE where STRATEGY_PARM_UALUE.PHFEHID
1 dbo.STRATEGY
E|
3
E|
E|
E|
E|
E=|
E|
E|
3
E|
E|
Ca [
Gl 100 % ~ 4| | |
— 1 Resuts | 3 Messages
L
= Ca StrategylD | ParamID | Paramindex |Irrteger‘u’alue RealValue | StringValue |ELDE‘u’E|Iue |TempDefﬁd'tr (B
Ca 1 | 20002704 [ 14731 0 NULL 1 MNULL NULL 1
¥ 2 20003033 § 1473 0 NULL 6 MULL NULL 1
\ 3 20003046 § 1473 0 NULL 6 MULL NULL 1
tj ‘ 4 20003063 § 1473 0 NULL 6 MULL NULL 1
T 5 20003094 § 1473 0 NULL 6 MULL NULL 1 |
T 6 20003174 § 1473 0 NULL 120 MULL NULL 1
L 7 20003273 | 1473 0 NULL a0 MULL NULL 1
= 3 20003332 | 1473 0 NULL 200 MULL NULL 1
':J" 9 20003400 § 1473 0 NULL 200 MULL NULL 1
ta 10 | 20003407 § 14731 0 NULL 200 MULL NULL 1
ca 11 | 20003414 § 14731 0 NULL 200 MULL NULL 1 ;I
I_\.L%J _:"'I TR AT !ii i i -‘ n KILIL 1 N- iii -J RILIL 1 KIL 1L 1 |




File Edit Wiew Query Project Debug Tools Window Help

Pl S @ Avewquery (e R IG| & A9 o - S5 b
E,ﬂ_fﬂﬁ”pﬂ_erdb v|| ¥ Execute P Debug © \/315 = EHETI“@ QQ.EJQJ@EJ|;

Object Explorer M Al <0 Query1.sg| L
Connect~ & @ m [ 2] j Slselect * from STRATEGY where STRATEGY.StrategyName='SQL'; £5
= - select * from STRATEGY PARAM VALUE where STRATEGY PARAM VALUE.StrategylRad@al 2875 =
E select © from STRATEGY g - cTRATEGY PARAM VALUE.ParamID
1 dbo.STRATEGY
=
=
=
=
=
=
=
=
=
=
=
=
Ea =
Gl 100 % = | |
- 1 Resuts | 3 Messages
LA
¥ | StrategylD | ParamlD | Paramindex (B
[ 1 | 20002704 [ 14731 0
l_,J 2 20003035 14731 0
l_.J 3 20003046 14731 0
l-'J 4 20003053 14731 0
\ '
l_,J 5 200030594 14731 0 |
T 6 20003174 § 14731 0
[ ] 7 20003273 14731 0
a 8 | 0003332 | 14731 0
S 9 | 20003200 | 14731 o
£ 10 | 20003407 14731 0
Ca i 20003414 14731 0 ;I
I_\'L/%J _:"'I RN AT !iii i -‘ n RILIL 1 KILIL 1
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Learning More from Use Cases
Miscellaneous : What’s Different Plant by Plant
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] Plant is rarely operated with a help of a single DCS
— Different plant units are operated by different DCSs, often of
different vendors
— Some units are operated by the PLC-based architectures

— Old/legacy pieces of equipment

. Smaller plants or utilities are operated by non-homogeneous-
vendor equipment configured by multiple integrators

) Specialized equipment or applications
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We interviewed more than 10 control engineers from multiple
industries of different work experience globally

J Data scaling and formatting depends on multiple factors
— Experience years of the control engineer
— Equipment/application/protocol constraints
- Requirements to data quality
— Data normalization
— Best practices (sometimes country/continent-dependent)

— Customer preferences
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Configurations can be customized tailored
to meet the scaling needs of a tremendous
range of equipment and applications
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PLANT 1 PLANT 2

Data normalization allows to compare data sets obtained in
different scales or context

1 Comparison of measurements from two J Monitoring performance of equipment
distinct plants . Engineers perceive equipment

d Communication of equipment working on performance faster/better when
different range and scale of measurements numbers are presented in % instead of

(e.g. different size/type of boilers in the plant) actual EU
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Anatomy of the Cyber-Physical
Attack

From Script-Kiddie to Competent Attacker
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wiod’lrejuswis :@21N0s
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Cyber-Physical
attack

Not easy as
well

: | Most critical
Manipulate the Capture process [V Prevent

process feedback hardest to @ response aég
achieve ! ! ’
Direct Indirect Direct Estimated Operators Control system
J l l or Derived (including safety)
. ot _ _ Modif
change; controller/ obfservatlon or calculations limits
manipulation operator about ° prlocess
values

of actuators process state
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Purge
Oxygen Feed Recycle Gas T g

* |
COZ2 Purge
i ;H—FCDZ - 9
ompressor _Removal
e 1
Ethylene L )
Feed I—l rﬁ—ﬁ
|:|_
- Decanter = i »
P ~ .
Organic
100- Safety Product
—:h.
5= o : shutdown
Vaporizer ; -
Scrub Stream
20- o L i e
Acetic Acid Ty B 1|:||:|_: 0- e
Recycle :
|:|_
— S e

Acetic Acid
Feed
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] State Estimator (SE)

] Kirchoff’s Current Law

— Current flowing into a substation,
group of substations, or a grid
must equal current flowing out

~ System |
_ Substation | |
ey \ 350 MWy
- il v Commerceton

N 5 0 N
650 MW
Residenceburg

w9 500 MW
| Natural Gas

 S—

118 MW

Wind Fam

—~ — —~ —~— —~— — ~

300 MWy
Industryville

P.S. Hire Ruben Santamarta to hack the SE

https://credc.mste.illinois.edu/applet/pg http://shinnai.altervista.org/papers_videos/STATG.pdf
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] State Estimator (SE)
Substation 2 _
-1034 MW

] Kirchoff’s Current Law

+1000 MW
-266 MW : : ;
o0 MW Current flowing into a substation,
0 MW \ , — group of substations, or a grid
300 el , ,’/ = , X Residenceburg

must equal current flowing out

1000 MW
ol Hvdroelecu'ic

500 MWy
Natural Gas

300 MW — 118 MW
Industryville paa I Wind Farm

. e .. T . HE

P.S. Hire Ruben Santamarta to hack the SE

https://credc.mste.illinois.edu/applet/pg http://shinnai.altervista.org/papers_videos/STATG.pdf
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J The attacker pushes the process outside of normal

operational envelope
— She may lose visibility into process measurement

) Sensor calibration; signal clamping; truncation

] Data scaling 32,767 f/ ﬁ
— E.g. during process probing the attacker 0
will make small changes to the process \ /

which may get “lost in translation” -32,768

http://www.indiana.edu/~emusic/361/images/digitalaudio-clipping.png

5000089 -> scaled into 0-4095
5000089 -> floating point 5*10°
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J The attacker pushes the process outside of normal
operational envelope
— She may lose visibility into process measurement

) Sensor calibration; signal clamping; truncation

- Data scaling CAUTIO N

- E.g. during process probing the attacker
will make small changes to the process
which may get “lost in translation” U NCERTAI N
5000089 -> :Icaled into 0-40*95 6 OUTCOM E
5000089 -> floating point 5*10
n AHEAD
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J From the attacker standpoint single monitoring point is preferable

] By all means, the most hacker-friendly way to monitor process data
in (RT)DB or Historian

) Historians typically rely on data compression
for storage space optimization

- “Unimportant” data is removed

http://blog.dataparcsolutions.com/process-data-compression-why-its-a-bad-idea
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http://www.the-amateur-photographer.com/raw-vs-jpeg/

IT DEPENDS

http://photographersconnection.com/should-you-photograph-in-raw-or-jpeg-lets-settle-this/
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. The problem with data compression is that
data LOST FOREVER

— Missing data is interpolated

1 Historical data might not be appropriate for a
feedback loop, especially for high precision
attack

— Because of lost data fidelity

http://blog.dataparcsolutions.com/process-data-compression-why-its-a-bad-idea
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J Alarms can be generated

— On the controller
— In (some) DB
- By a dedicated application

J May or may not be transmitted over wire

. Depending how the plant is configured, alarms can
be suppressed in a dedicated application

— Alarm shelving; changing priority of alarm; etc.

J Cause alarm flood

- To be honest | have not idea (yet) how exactly to do it
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Archiver Qp«mdsheﬂ

— JMANH 4

Repons Web HMI
Application 1

|

[

1

@ MatrikonOPC

Universal Connectivity

Hardware

Mark VDCS

Server

mmi ﬂ
_1 L ———]
Triconex ~ APACS DirectDCS  Faxboro DCS Hone,weu TPS RS3RNIDCS
Tricon (TDC 3000) DCS

OLE for Process Control (OF

HAVEX: Using OPC, the malware

component gathers any details about
OPC server and connected field devices

and sends them back to the C&C.

— Query controllers for config data

- R/W configurable parameters

— Query process data; monitor alarms

— Issue control commands (if configured)

- In short, OPC allows achieving almighty
privileges with minimal hacking efforts

ALERT-14-176-02A

https://ics-cert.us-cert.gov/alerts/ICS-
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Key Takeaways

Turning this audience into ICS Superheros
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J Once the access is gained to ICS infrastructure, the attack still needs to
be performed

- We need to do more applied research on understanding what the attacker
needs to do and why

ICS/SCADA security

Man-in-the-Middle / e \ Man-in-the-SCADA

IT security - OT security

(cyber-security -> “ (causing impact on the
taking over the operations -> process
infrastructure)
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J There are PERCEIVED and REAL threats in ICS world. We
need to challenge the assumptions about perceived threats

J Successful MITM attack requires a great deal of knowledge

P
<
about data point configuration “

- It involves extensive reconnaissance and specialized knowledge

] Everything what is marked as must be protected more
conservatively than the prisoners in high-security correctional facilities

- Lock away config files, monitor access e
y EonTiE | TOP SECREY
— Harden DCS/SCADA servers e ——

- Upgrade OPC to OPC UA (please)
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J Understanding point configuration fundamentals

reveals an additional attack surface
J Instead of modifying data directly

Modify the configuration of
the data point

— Change sensor calibration or its
range. Good for alarm suppression
and blinding operators & controllers

a Take advantage of it

Taking advantage of point config

Never Trust Your Inputs: Causing ‘Catastrophic
Physical Consequences’ from the Sensor (or
how to fool ADC)

A. Bolshev & M. Krotofil. Black Hat Asia 2016

Safety PLC/
Control PLC  Logger/DAQ
L ) P OV (actuator is OFF)
CA:r?Jﬁj 1.5V (actuator.,JS‘ON)
loop v

Actuator
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Any Q?

Chris Sistrunk

chris.sistrunk@mandiant.com
@chrissistrunk

P ANDIANT
Honeywell - A FireEye® Company

Marina Krotofil
marina.krotofil@honeywell.com
@marmusha



