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Our Ultimate Goal
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Attack Scenario toward Goal

Phase 1. Extract authentication key for recharging using
- side-channel analysis attack
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2. Target Device Detalls
— Introduction of Target Device
— Authentication Protocol Analysis
— Cryptosystem



Target device

—

e Transit card
— Pre-paid transit card for the freeway in Korea
— Over 800 million cards were issued and used
— Cafeteria and convenience store in the freeway service area
— Movie theater, Airport car park etc...

» Contact Smartcard
— Equipped with cryptographic engine in hardware level

— Countermeasure employed against side-channel attacks
— Support ISO/IEC 7816 standard and KS X 6924 Korea standard
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Crypto Algorithm Analysis

« Sign & verify

[ P, (128-bit ] [ P, } [ N ] => performs crypto Algorithm
l l l « 128-bit Block cipher & operation mode
Noem 9 \1_ ir“““-“>6f — Crypto function => Two Triple-DES
I — Cipher Block Chaining (CBC) mode
[ Crypto J [ Crypto } [ Crypto J - Initial Vector
i — (0128
l l l  Signature value
[ Cy ]— [ G, } [ @ ] — Most significant 32-bit of last ciphertext block
L « Padding rule

signature (32-bits)
— 80 00 00 00 ...
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3. Key Recovery Attack
— Attack environment & Measurement Set-Up
— Attack Overview
— Attack Results




Attack Environment

 Attack under the secure transit card
— APDU commands for recharging the card

Measurement setup
/

e Hardware
— Board
— Card reader

command > ~\

response

-

[ Reader

- Communication

— Oscilloscope :
- \ with card
— Spectrum Analyze I | W
- Smartcard stofR signals _. oower
control ’ EM
- Oscilloscope

o SOftwa re control
— For the acquisitions(Customized) _‘m — Eﬂﬂg
: lnterea signa

— Signal preprocessing(Customized)

— Analysis(Customized) " siona - Froquency

- Matlab Acquisition Ia:.naly.SIS
- Filtering

I Oscilloscope | Spectrum analyzer



Attack Overview

Phase 1 : Locate the positon of T-DES
1. I/O signal analysis
2. Visual Inspection
* Find similar patterns
3. Plaintext CPA

» Find location of relating plaintext

« Can deduce location of target
operation from plaintext location




Attack Overview

EEEmNyg
wu® Ny
. a,

\Il(/l K, K, ’o" ’0“
\ 4
P—[ Enceypion ]—[ Decypion ]—[ Enceppion ]—c Phase 1 : Locate the positon of T-DES
2-Key Triple DES Encryption l I/O Slgnal analyS|S

2. Visual Inspection
* Find similar patterns
3. Plaintext CPA
» Find location of relating plaintext

« Can deduce location of target
operation from plaintext location

Phase 2 : DPA Attack for key recovery

1. Pre-processing
» Compression
+ Alignment
2. First Round attack in the DES
» 48-bit Key recovery
* 6-bitwise CPA
3. Correction of error
* Prevent error propagation
* Method based on BS-CPA
4. 2-15 Round attack
» 56-bit full-key recovery
» 32-bitwise CPA
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Phase 3 : Verification of restored the key

% - Compare the signature value through card response
* with the signature value generated by recovered key

‘e - This is only way to confirm the validity



Attack Overview
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2. Visual Inspection
* Find similar patterns
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» Find location of relating plaintext

« Can deduce location of target
operation from plaintext location

Phase 2 : DPA Attack for key recovery
1. Pre-processing
» Compression
+ Alignment
2. First Round attack in the DES
» 48-bit Key recovery
e 6-bitwise CPA

3. Correction of error ‘
* Prevent error propagation 0
 Method based on BS-CPA ’,’. If fa“' return to the
4. 2-15 Round attack " beginning
«  56-bit full-key recovery aeet’ . .
. 32-bitwise CPA E)ef:dat until the key is
. Phase 3 : Verification of restored the key
“ - Compare the signature value through card response Tremendous trials and
%, with the signature value generated by recovered key errors!!

LT - This is only way to confirm the validity



Some Problems for Key Recovery

* Hiding Countermeasure
— Pre-processing for mitigation
* Filtering, Alignment
— Increases the number of traces

» Alignment
— Align, whenever guess the location of target operation

— There is no good reference pattern
» By effect of hiding countermeasure

— Need elaborated work
« One or two point of misalignment leads to attack failure
* More requirement of time cost, memory
— Compression of trace
— Parallel processing



Visual Inspection

 Search for similar patterns
 Execution of three crypto function
=>6 T-DES

s0|— Overview measurement

-DES$ -DES T-DES ' : ‘ 5 T-DES

\ )
| |

Voltage

Session Key gen Signature gen

ot — 1 Crypto function — 2 Crypto function
— 2 T-DES — 4 T-DES
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Plaintext CPA

« Perform after alignment
 Result of CPA
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Plaintext CPA

« Perform after alignment
 Result of CPA
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Plaintext CPA

« Two possible intervals for target operation
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48-bit key recovery
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Full Key Recovery

 Correlation coefficients for the Hamming distances between rounds(2-15)

Correlation

1073

of the T-DES
» Correct key guess => Observe 14 peaks
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Verification of Restored Entire Key
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100100000FAESZCTBASCEDSAR4BC010101959000002F0000BD16000000100400000004710781000
100100000FAEIB4FADSCESBFB150010101959000002F0000B016000000100400000004710781000
100100000FRAECFEIE911955BE46D010101959000002F0000BD16000000100400000004710781000
100100000FAECEAR04B351Te2T770010101995000002F0000BD16000000100400000004710781000
100100000FRAEQTTRAGAG086ESA3DECLI01015939000002F0000BD16000000100400000004710781000
100100000FAEFOF2ZEBISE5CES6FT0101019599000002F0000BD16000000100400000004710781000
100100000FAESE6FEGBCDDDEEACED10101995000002F0000ED16000000100400000004710781000
100100000FAEDEDTDAC43CCeT70DF0101015959000002F0000BD16000000100400000004710781000
100100000FAECTE0ETDDEE4825820101015959000002F0000B016000000100400000004710781000
100100000FAEAREFEASOS25853AD010101959000002F0000BD16000000100400000004710781000
100100000FAEEEE2E83E29AF02FE1010101959000002F0000BD16000000100400000004710781000
100100000FAESSOAFETEFOB45635010101959000002F0000BD16000000100400000004710781000
100100000FAESBDSECEE2BESED48010101995000002F0000ED16000000100400000004710781000
100100000FAEEBSESETS25E0160D7010101959000002F0000BD16000000100400000004710781000
100100000FAE3ZSDFS6ECBTD0O12FEQLIQ1015959000002F0000BD16000000100400000004710781000
100100000FRAE365148FBE3B878F60101015959000002F0000BD16000000100400000004710781000
100100000FAEETOBSAESSEBESADE010101959000002F0000BD16000000100400000004710781000
100100000FRAED3T1A0BC10450394010101959000002F0000BD16000000100400000004710781000
100100000FAEFCFFSTF396B6437TE010101939000002F0000BD16000000100400000004710781000
100100000FAEIEZ6E4643CBACIEB010101995000002F0000ED16000000100400000004710781000

Response values from the card including signatures
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= C#Windowstsyst
E——

Signature
Signature
Signature
Signature
Signature
Signature
Signature
Sdgnature
signature

Jugwe. re

Signature
Signature
Signature
Signature
Signature
Signature
Signature
Signature
Signature
Signature
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2875c7ha?Al4c318bc3aBa28bfhfff2c
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601cA?3al5516192h?1eedfhhf fd511468

Generated signatures by ourselves



4. Recharging Simulation



Balance Information

NEHIA = Il HES = ;-._-,
Card 99
Number _
?

%20,050 «1

(a) Before recharging,
check balance with ATM

(b) Balance : 20,050 (¥)

4

der: Cemplus USH Emart Card Reader @

-

DF SELECT
: BBA4B4B88EI15841592E5359532E
: 4444463831 : 19 p’

&
\ Initialize [EP

3 EMD - B0n424R0E7H BEBRSRZ 3
,.t ECU : 9998 458881

\

-
. “.'

12 BWITES

RECHARING

t of money you wish te recharge
lance : 10888_ b

(d) Execution of our recharging program.
Insert amount of money you wish to recharge => 10,000 (%)

1

S 4Y Llaptop

Proaram

Card
Number

W30,050

Glalbal Ai.:

(c) Recharging Tool (F) After recharging,

Balance : 30,050 (%)

1 : 19 BT

(e) Completion of recharging



5. Conclusion



Conclusion

« Demonstrated that side-channel analysis attack is serious threat in
real-world
— Hacking the Korea transit card in a black-box manner
— Showing financial damage through unauthorized recharging balance

e Practical attack

— Trials and errors
« Approx. six months

— Current extracting key in same device
« Approx. 63 hours (trace collection : 58 hours + Attack : 5 hours)

e Further works

— For black box attack, combination of reverse engineering and side-
channel attack

— Go on attack for any commercial devices!
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