What Malware Authors Don't Want You to Know - Evasive Hollow
Process Injection

In this whitepaper, we will look at different types of process hollowing techniques used in the
wild to bypass, confuse, deflect and divert the forensic analysis. I also present a Volatility
plugin hollowfind to detect these different types of process hollowing. Before looking at the
different types of process hollowing, let’s try to understand the normal process hollowing, its
working and detection. To explain the normal process hollowing I will use memory image
which is infected with Stuxnet.

What is Process Hollowing?

Process Hollowing or Hollow Process Injection is a code injection technique in which the
executable section of a legitimate process in the memory is replaced with malicious code
(mostly malicious executable). This technique is used to blend in malware as a legitimate
process and using this technique attackers can cause a legitimate process to execute malicious
code. The advantage of this technique is that the path of the process being hollowed out will
still point to the legitimate path and by executing within the context of legitimate process the
malware can bypass firewalls and host intrusion prevention systems. For example if
svchost.exe process is hollowed out the path will still point to the legitimate executable
(C:\Windows\system32\svchost.exe), but only in the memory the executable section of
svchost.exe is replaced with malicious code, this allows the attackers to remain undetected
from live forensic tools.

Working of Process Hollowing?

The following steps describe how malware normally performs process hollowing. Let’s
assume there are two processes A and B, in this case process A is the malicious process and
process B is the legitimate process (also called as remote process).

e Process A starts a legitimate process B in the suspended mode as a result of that the
executable section of process B is loaded in the memory and also the PEB (process
environment block) identifies the full path to the legitimate process and PEB's
ImageBaseAddress points to the address where the legitimate process executable is
loaded.

e Malware process A gets the malicious code (mostly executable) to inject. This code
can come from the resource section of the malware process or from the file on the
disk

e Malware process A determines the base address of the legitimate process B so that it
can unmap the executable section of the legitimate process. Malware can determine
the base address by reading the PEB (i.e PEB.ImageBaseAddress).

e Malware process A then deallocates the executable section of the legitimate process
e Malware process then allocates the memory in the legitimate process with read, write
and execute permission, this memory allocation can is normally done at the same

address where the executable was previously loaded.

e Malware then writes the PE Header and PE sections of the executable to inject in the
allocated memory.

e Malware then changes the start address of the suspended thread to the address of entry
point of the injected executable.
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e Malware then resumes the suspended thread of the legitimate process, as a result of
that the legitimate process now starts executing malicious code.

Detecting Process Hollowing using Memory Forensics

This section focuses on detecting process hollowing technique, since the code injection
happens only in memory it is best detected using memory forensics. Stuxnet is one of the
malware which performs hollow process injection using the steps mentioned above. In this
whitepaper, [ will cover some of the steps relevant to detecting process hollowing using
memory forensics.

a) Detecting from Parent Child Process Relationship

Process listing shows two suspicious Isass.exe process (pid 868 and pid 1928) which was not
started by winlogon.exe or wininit.exe but these processes were started by services.exe (pid
668). This is one of the technique to detect process hollowing, on a clean system
winlogon.exe will be the parent process of Isass.exe on pre-Vista machines and wininit.exe
will be the parent process of Isass.exe on Vista and later systems.

:~/Volatility# python vol.py -f stuxnet.vmem pslist | grep -i lsass
Volatility Foundation Volatility Framework 2.5
0x81e70020 lsass.exe 680 624 19 342 0 0 2010-10-29
17:08:54 UTC+0000
Ox81c498c8 lsass.exe 868 668 P 23 0 0 2011-06-03
04:26:55 UTC+0000
0x81c47c00 lsass.exe 1928 668 4 65 ¢) 0 2011-06-03
04:26:55 UTC+0000
:~/Volatility# python vol.py -f stuxnet.vmem pslist -p 668
Volatility Foundation Volatility Framework 2.5
Offset(V) Name PID PPID Thds Hnds Sess Wow64 Start

0x82073020 services.exe 0 2010-10-29
17:08:54 UTC+0000

:~/Volatility# python vol.py -f stuxnet.vmem pslist -p 624
Volatility Foundation Volatility Framework 2.5
Offset(V) Name PID PPID Thds Hnds Sess Wow64 Start

0x81da5650 winlogon.exe 0 2010-10-29
17:08:54 UTC+0000

b) Detecting by Comparing the PEB and the VAD structure.

Hollow process injection can also be detected by comparing the results from the PEB
(process environment block) structure and the VAD (Virtual address descriptor) structure.
The PEB structure resides in the process memory and keeps tracks of the full path to the
executable and its base address, whereas VAD structure resides in the kernel memory and
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also contains information about the contiguous process virtual address space allocation and if
there is an executable loaded the VAD node contains information about the start address, end
address and the full path to the executable. Comparing these two structures for discrepancy
can tell if a process is hollowed out.

In the below screenshot running the dlllist plugin shows the full path to Isass.exe (pid 868)
and the base address (0x01000000) where it is loaded. The dlllist plugin gets this information
from the PEB

:~/Volatility# python vol.py -f stuxnet.vmem dlllist -p 868

Volatility Foundation Volatility Framework 2.5
3K KoK o KoK o K oK 3K KoK 3 oK oK o o oK o oK o oK oK oK K oK K oK K oK oK oK oK 3K o oK 3K o oK o o oK ok o oK ok o oK oK oK oK o K ok o K ok K ok ok ok ok ok

lsass.exe pid: 868
Command line : "C:\WINDOWS\\system32\\lsass.exe"
Service Pack 3

:\WINDOWS\system32\1lsass.exe
:\WINDOWS\system32\ntdll.dll
:\WINDOWS\system32\kernel32.d11l
: \WINDOWS\system32\ADVAPI32.dll
: \WINDOWS\system32\RPCRT4.dl1l

: \WINDOWS\system32\Secur32.dll
: \WINDOWS\system32\USER32.d11

: \WINDOWS\system32\GDI32.dl1l

Oxaf000

0xf6000 Oxffff
0x9b000 Oxffff
0x92000 Oxffff
0x11000 Oxffff
0x91000 Oxffff
0x49000 Oxffff

aNaNeNaNaNaNaNe!

In the below screenshot running the ldrmodules plugin (which relies on VAD in the kernel)
does not show full path name to the Isass.exe, the reason for this is because the malware
umapped the Isass.exe process, as result of that the full path name is no longer associated
with the address 0x01000000, looking for this discrepancy can give an indication of hollow
process injection.

:~/Volatility# python vol.py -f stuxnet.vmem ldrmodules -p 868
Volatility Foundation Volatility Framework 2.5
Pid Process Base InLoad InInit InMem MappedPath

0x00080000 False
0x7c900000 True \WINDOWS\system32\ntdll.d

0x77e70000 True \WINDOWS\system32\rpcrt4.
0x7c800000 True \WINDOWS\system32\kernel3
0x77fe0000 True \WINDOWS\system32\secur32
0x7e410000 True \WINDOWS\system32\user32.

0x01000000 False
0x77f10000 True \WINDOWS\system32\gdi32.d

0x77ddo00606 True \WINDOWS\system32\advapi3
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¢) Detecting using suspicious memory protection

Hollow process injection can also be detected by looking for suspicious memory protection.
Running the malfind plugin (which looks for suspicious memory protections) shows
suspicious memory protection (PAGE _EXECUTE READWRITE) at address 0x1000000
(which is base

address of lsass.exe) indicating that Isass.exe was not loaded normally (but was injected).
Any executable that is normally loaded will have a memory protection of

PAGE EXECUTE WRITECOPY. This further confirms that Isass.exe (pid 868) loaded at
0x1000000 is not legitimate.

Process: lsass.exe Pid: 868 Address: 0x1000000
Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE
Flags: CommitCharge: 2, Protection: 6

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 0O
b8 00 00 00 00 GO 0O 00 40 GO 00 00 GO 0O 00 00
00 00 00 0O 0O 0O 00 00 00 00 00 OO0 OO0 0O 0O 0O
00 00 00 0O 00 00 GO OO 00 0O GO 0O do 66 00 00

4d DEC EBP
5a POP EDX
920 NOP

0003 ADD [EBX],

Automating Process Hollow Detection using HollowFind Plugin

HollowFind is a Volatility plugin which automates detection of process hollowing by
comparing the discrepancy in the PEB and VAD. Below screenshot shows hollowfind plugin
in action. Running the hollowfind plugin on the stuxnet infected memory image identified
both Isass.exe processes (pid 1928 and pid 868) and it also reports the the invalid exe
memory protection (PAGE EXECUTE READWRITE) and process path discrepancy
between the VAD and PEB and also it disassembles the address of entry point (read further to
know more on this), also notice a jump to the address 0x1003121 at the address of entry
point.
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:~/Volatility# python vol.py -f stuxnet.vmem hollowfind
Volatility Foundation Volatility Framework 2.5
Hollowed Process Information:
Process: lsass.exe PID: 1928 PPID: 668
Process Base Name(PEB): lsass.exe
Hollow Type: Invalid EXE Memory Protection and Process Path Discrepancy

PEB Comparison:

Base Address(VAD): 0x1000000

Process Path(VAD):

Vad Protection: PAGE_EXECUTE READWRITE
Vad Tag: Vad

Base Address(PEB): 0x1000000

Process Path(PEB): C:\WINDOWS\system32\lsass.exe
Memory Protection: PAGE_EXECUTE_READWRITE

Memory Tag: Vad

Disassembly(Entry Point):
0x010014bd e95f1c0000 JMP 0x1003121
0x010014c2 0000 ADD [EAX], AL
0x010014c4 0000 ADD [EAX], AL
0x010014c6 0000 ADD [EAX]1, AL

Hollowed Process Information:
Process: lsass.exe PID: 868 PPID: 668
Process Base Name(PEB): Lsass.exe
Hollow Type: Invalid EXE Memory Protection and Process Path Discrepancy

PEB Comparison:

Base Address(VAD): 0x1000000

Process Path(VAD):

Vad Protection: PAGE_EXECUTE_READWRITE
' ELRETHRET

Base Address(PEB): 0x1000000

Process Path(PEB): C:\WINDOWS\system32\lsass.exe
Memory Protection: PAGE_EXECUTE_READWRITE

Memory Tag: Vad

Disassembly (Entry Point):
0x010014bd e95f1c0000 JMP 0x1003121
0x010014c2 0000 ADD [EAX], AL
0x010014c4 0000 ADD [EAX], AL

Once the plugin detects the hollowed process the plugin also displays similar processes which
can help in quickly identifying the process anomaly. In the below screenshot notice how both
Isass.exe processes (pid 868 and pid 1928) is associated with parent process services.exe (pid
668) indicating that these two processes are not legitimate, whereas the legitimate lsass.exe
process (pid 680) has winlogon.exe (pid 624) as its parent. The hollowfind plugin also
displays the suspicious memory regions which can help in identifying any injected code. In
the below screenshot apart from the address 0x1000000 (which is the executable base
address) there is one more address 0x80000 (in pid 868) where a PE File was found and the
memory protection is set to PAGE EXECUTE READWRITE permission, indicating an
executable being injected into this address.
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0x010014f8 0000 ADD [EAX], AL
0x010014fa 0000 ADD [EAX], AL
0x010014fc 00 DB 0x0

Similar Processes:
lsass.exe(868) Parent:services.exe(668) Start:2011-06-03 04:26:55 UTC+0000
lsass.exe(680) Parent:winlogon.exe(624) Start:2010-10-29 17:08:54 UTC+0000

lsass.exe(1928) Parent:services.exe(668) Start:2011-06-03 04:26:55 UTC+0000

Suspicious Memory Regions:
0x80000(PE Found) Protection: PAGE_EXECUTE_READWRITE Tag: Vad
0x1000000(PE Found) Protection: PAGE_EXECUTE READWRITE Tag: Vad

The suspicious memory regions can be dumped with -D option as shown below. After
dumping the suspicious memory regions the injected executable at address 0x80000 was
submitted to VirusTotal, the VirusTotal results confirm it to be the component of Stuxnet.

:~/Volatility# python vol.py -f stuxnet.vmem hollowfind -D dump/
Volatility Foundation Volatility Framework 2.5
Hollowed Process Information:
Process: lsass.exe PID: 1928 PPID: 668
Process Base Name(PEB): lsass.exe

File name: process.868.0x80000.dMp < f—

(&=
@

Detection ratio: 51/57

Analysis date: 2016-09-21 20:32:16 UTC ( 0 minutes ago )

[ Analysis @ File detail X3 Relationships © Additional information ® Comments ) Votes

Antivirus Result Update
AlLYac Backdoor.Generic.577628 20160921
AVG Hider.IRJ 20160921
AVware Trojan.Win32.Generic!BT 20160921
Ad-Aware Backdoor.Generic.577628 20160921
AegisLab W32.W.Stuxnet.ad!c 20160921
AhnLab-V3 Worm/Win32.Stuxnet.N495400904 20160921
Antiy-AVL Worm/Win32.Stuxnet 20160921

Types of Process Hollowing
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In this section lets focus on different types of process hollowing techniques used by malwares
and see how some of these techniques can confuse the security analyst and divert the forensic
analysis. Lets also see how hollowfind plugin can help in detecting such attacks.

a) Example 1: Skeeyah's Process Hollowing (allocation in a different address and PEB

modification)

Skeeyah performs all the steps mentioned above with slight difference, malware starts the
svchost.exe process in suspended mode which gets loaded into the address 0x01000000 as

shown below

0012FBT7C
00000000
00000000
00000000
00000000
00000004
00000000
00000000
0012FBOC
0012FBSO
7C809B49
00000000
00000000
TFFDAOOG
00000000
00400000
00000000

0012FACC:

Stack[0

Stack[0000(
Stack[0000(
kernel32.d
debug007: 7l

hw.exe: 004

{Synchroni

?

Vv aAavasavw pawsaSsas  ApR A VS SR R AN VRIS T

00401149 1lea eax, [ebp+StartupInfo]

0040114C push eax ; lpStartupInfo EFBEACE

0040114D push 0 ; lpCurrentDirectory 0012FADO

0040114F push 0 ; lpEnvironment gﬁgg%

00401151 push CREATE_SUSPENDED ; dwCreationFlags gﬁ;ﬁ%

00401153 push 0 ; bInheritHandles 001 2FAEY

00401155 push 0 ; lpThreadAttributes gggg?

00401157 push 0 ; lpProcessAttributes 0012FAFO

00401159 push 0 ; lpCommandLine gg}gi:i:

0040115B mov ecx, [ebp+lpApplicationName] 0012FAFC
i - . 0012FBOO

0040115E push ecx ; lpApplicationName 612FBok

0040115F call ds:CreateProcessaA < 0012FBO8

00401165 test eax, eax 31'};:;5;

00401167 jz loc_401313 ¢

Hex View-1

0012FBSC 6D 33 32 5C 63 68 6F 73 m32\suchost.exe.

0012FBSC 12 03 10 02 10 82 10 02 5 -5

0012FBAC 01 63 01 03 o1 83 01 03 : i

0012FBBC 01 ©3 01 03 01 63 01 03 01 03 01 03 01 03

|0012FBcc 01 63 01 03 01 63 01 03 10 62 01 03 01 03 .

AN12FRNC A1 AR A1 AR A1 AR FA 240 14 AN A 92 Q4 7 rasl

Malware determines the base address of the legitimate process by reading PEB+8
(PEB.ImageBaseAddress) and then deallocates the executable section of the legitimate

process as show below

=] EAX 01000000 «
EBX 7TFFDCOOO w debug!

004011FE
004011FE loc_4011FE:

0040120B push

AAAAIAIA wmee

MEM COMMIT or MEM RESERVE ; flAllocationType

-

Fala i TasaAm stm UrmAmonY

0012FBOC
0012FB10
0012FB14
nn12FR1R

00000000
7C90DEF®
00380000
00000000
00000000
00000000
AnAAARAA

004011FE mov eax, [ebp+Buffer] L — ~
00401201 push eax 0012FAF4  7C809B4S kernel32.dll:kernc |
00401202 mov ecx, [ebp+ProcessInformation.hProcess] e piche dapooit o

ntdll. dll:ntdl1_Nt
debug023 : 00380000

It then allocates the memory in the legitimate process with read, write and execute permission
at a different address (0x00400000) and then copies the exectuable to inject into this address.
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00401209 push PAGE_EXECUTE_READWRITE ; flProtect
0040120B push MEM COMMIT or MEM RESERVE ; flAllocationType 12FAED |
00401210 mov edx, [ebp+IMAGE_NT HEADER] B N s
00401213 mov eax, [edx+IMAGE NT HEADERS.OptionalHeader.SizeOfImage]| [0012FrEC 00003000

ERA P L 0012FAFO 00000040
00401216 push eax ; dwSize 0012FAF4  7C809B49 kernel32.dll:k:
00401217 mov ecx, [ebp+IMAGE NT HEADER] AR Lol
0040121A mov edx, [ecx+IMAGE NT HEADERS.OptionalHeader.ImageBase] 0012FB00 00000060
0040121D push  edx ; Ipaddress i R
0040121E mov eax, [ebp+ProcessInformation.hProcess] 0012FBOC 00006000
00401221 push eax ; hProcess sl ot
00401222 call ds:VirtualAlloCEX — 0012FB18 00000000
00401228 mov [ebp+lpBaseAddress], eax Rt i
0040122B cmP [ebp+lpBaseAddress], 0 UNKNOWN D012FAEO: Si (Synchronize'

Malware then overwrites the PEB.ImageBaseAdress of the legitimate process with the newly
allocated address. In the below screenshot malware overwrites the PEB.ImageBaseAdress of
svchost.exe with the new address (0x00400000), this changes the base address of svchost.exe
from 0x1000000 to 0x00400000 (which contains injected executable)

004012B9 loc_4012B9: ; lpNumberOfBytesWritten
004012B9 push 0 012FAEC 00000034 ~
& 0012FAE4 TFFD4008
004012BB push 4 ; nSize CLIPL 3 00350114  debug020: 00350
004012BD mov edx, [ebp+IMAGE NT HEADER] ol gggggggg
004012C0 add edx, 34h 0012FAF4 00350228 debug020:00350;
004012C3 push edx ; poi_imagebase ik Gl e
004012C4 mov eax, [ebpt+lpContext] 0012FBOG 00400000 hu.exe: 0640000
004012C7 mov ecx, [eax+CONTEXT. Ebx] ; reading PEB o e
004012CD add ecx, 8 0012FBOC  000OOO0O
004012D0 push ecx ; lpBaseAddress '33}22}8 23223233
004012D1 mov edx, [ebp+ProcessInformation.hProcess] gg}ggg:g gggggggg
004012D4 push edx ; hProcess 0012FB20 00000000
004012D5 call ds:WriteProcessMemory o overwrites the base {unxnown 0012FAES: st (Synchronizew
004012DB mov eax, [ebp+IMAGE_N'1‘_}{EmR’\ < >
al1ll004012DE mov ecx. [ebob+lpBaseAddress]
100.00% (1846,5025) (769,7) 000012D5 004012D5: hollow_process_injection+lEE (Synchronized with EIP)
3] Hex View-4 o0& x

00350134 ©0 10 00 00 00 00 00 00
00350144 00 10 00 00 00 00 10 60
00350154 10 00 00 00 00 00 00 00
00350164 3C 00 00 00 00 00 00 00
00350174 00 00 00 00 00 00 60 00
00350184 0O 0O 0O 00 00 00 00 00

Malware then changes the start address of the suspended thread to the address of entry point
of the injected executable by setting CONTEXT. Eax and using SetThreadContext api and it
then resumes the thread

.V\I'IV.LI_U.L o v CUA; S IILVCESSiudLIvVLIIA LAV U LVvCToo]) =
004012D4 push edx ; hProcess 012FAEC  [TTTILD

004012D5 call ds:WriteProcessMemory ; overwrites the base address in the PEB ES}?EEES gggggggg ::2392
004012DB mov eax, [ebp+IMAGE NT HEADER] 0012FAFS 00000003 .
004012DE mov ecx, [ebp+lpBaseAddress] el S eered NG
004012E1 add ecx, [eax+IMAGE NT HEADERS.OptionalHeader.AddressOfEntryPoint] |ooizrees 7C90DEFe ntdll
004012E4 ad alym " .__ Y=g 0012FBO8 00380000 debugt

0 . 0012FBOC 00000000
004012E7| mov [edx+CONTEXT. Eax], ecx ;|Setting the address of Entry point [eoi12rBi0 oeceeeee
004012ED mov eax, [ebp+tlipContex Rl el ooy
004012F0 push eax ; lpContext gg:gg:;g gggggggg
004012F1 mov ecx, [ebp+ProcessInformation.hThread] 0012FE24 00000009
004012F4 push ecx ; hThread 38}§£§§§ gggggggg
004012F5 call ds:SetThreadContext

E UNKNOWN 0012FAEC: S$1 (Syr
004012FB mov edx, [ebp+ProcessInformation.hThread] ¢
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004012ED mov eax, [ebp+1pcgntext] 0012FAFO 00000044 ~
004012F0 push eax ; lpContext b ot
004012F1 mov ecx, [ebp+ProcessInformation.hThread] )FAFC 01000000
A 2FE 00400000 hw.exe 4 |
004012F4 push ecx ; hThread 2FBO4 7C9GDEF® ntdll. dll:ntdl
004012F5 call ds:SetThreadContext 2FE 00380000 debug023: 00380l
004012FB mov edx, [ebp+ProcessInformation.hThread] [ 33233333
004012FE push edx ; hThread »jr‘ : gggggggg
004012FF call ds:ResumeThread -« 2FB1C 00000000
00401305 jmp short loc 40130B 2FB20 00000009
- FB24 00000000
B2 00000000

This type of process hollowing can be detected by comparing the PEB and VAD. In the
below screenshots dlllist plugin shows the full path to svchost.exe (pid 1824) and the base
address (0x00400000) whereas ldrmodules plugin (which relies on VAD in the kernel) does
not show any entry for the svchost.exe, the reason for this is because when the malware
hollowed out the svchost.exe process, the entry for that was removed in the VAD, looking for
this discrepancy can give an indication of hollow process injection.

:~/Volatility# python vol.py -f infected.vmem dlllist -p 1824
Volatility Foundation Volatility Framework 2.5
3 3k ok 3k 3k K 3K 5k 5k 3k 3k 3k 3k 3K 5K 5k ok 3k 3k >k 3k 3K 3k 3k 3k 3k 3k 3K 3k 3k 5k ok 3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3K 5k ok ok 3k 3k 3K 3K 5k 5k 3k 3k 3k 5k 5k 5k 5k >k >k >k %k %k
svchost.exe pid: 1824
Command line : "C:\WINDOWS\system32\svchost.exe"

Size LoadCount

0x7000 Oxffff
Oxatooo OXtTTtT
0xf6000 Oxffff
0x91000 Oxffff
0x49000 Oxffff
0x26000 0x1
0x1cab00 0x1
0x9b000 0x18
0x92000 Oxa
0x11000 0x5
0x2d000 0x2
0x13d006 0x2
0x58000 0x9
0x8b000O 0x1

: \WINDOWS\system32\svchost.exe
:\WLINDOWS\system32\ntdlLL.dLL

: \WINDOWS\system32\kernel32.dll
:\WINDOWS\system32\USER32.d11

: \WINDOWS\system32\GDI32.d11l
:\WINDOWS\system32\ShimEng.d11l
: \WINDOWS\AppPatch\AcGenral.DLL
: \WINDOWS\system32\ADVAPI32.d11
: \WINDOWS\system32\RPCRT4.d11

: \WINDOWS\system32\Secur32.dll
: \WINDOWS\system32\WINMM.d11l

: \WINDOWS\system32\ole32.d11l

: \WINDOWS\system32\msvcrt.dll

: \WINDOWS\system32\0LEAUT32.d11

C
C
C
C
C
C
C
C
C
C
C
C
C
C
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:~/Volatility# python vol.py -f infected.vmem ldrmodules -p 1824
olatility Foundation Volatility Framework 2.5
Process InLoad InInit InMem MappedPath

1824 svchost.exe 0x7c900000 True True \WINDOWS\system32\ntdll.dll
1824 svchost.exe 0x7c800000 True True True \WINDOWS\system32\kernel32.dll
1824 svchost.exe 0x773d0000 True True True \WINDOWS\WinSxS\x86_ Microsoft.
-Controls_6595b64144ccfldf_6.0.2600.5512_x-ww_35d4ce83\comctl32.d1l
1824 svchost.exe 0x77f60000 True True True \WINDOWS\system32\shlwapi.dll
1824 svchost.exe 0x769c0000 True True True \WINDOWS\system32\userenv.dll
1824 svchost.exe 0x77dd0000 True True True \WINDOWS\system32\advapi32.dll
1824 svchost.exe 0x77be0000 True True True \WINDOWS\system32\msacm32.dll
1824 svchost.exe 0x77c00000 True True True \WINDOWS\system32\version.dll
1824 svchost.exe 0x76b40000 True True True \WINDOWS\system32\winmm.dll
1824 svchost.exe 0x77e70000 True True True \WINDOWS\system32\rpcrt4.dll
1824 svchost.exe 0x6f880000 True True True \WINDOWS\AppPatch\AcGenral.dll
1824 svchost.exe 0x774e0000 True True True \WINDOWS\system32\ole32.dll
1824 svchost.exe 0x7e410000 True True True \WINDOWS\system32\user32.dll
1824 svchost.exe 0x77f10000 True True True \WINDOWS\system32\gdi32.dll
1824 svchost.exe 0x77120000 True True True \WINDOWS\system32\oleaut32.dll
1824 svchost.exe 0x5cb70000 True True True \WINDOWS\system32\shimeng.dll
1824 svchost.exe 0x76390000 True True True \WINDOWS\system32\imm32.dll
1824 svchost.exe 0x7c9c0000 True True True \WINDOWS\system32\shell32.dll
1824 svchost.exe 0x77c10000 True True True \WINDOWS\system32\msvcrt.dll
1824 svchost.exe 0x5ad70000 True True True \WINDOWS\system32\uxtheme.dll
1824 svchost.exe 0x5d090000 True True True \WINDOWS\system32\comctl32.dll
1824 svchost.exe 0x77fe0000 True True True \WINDOWS\system32\secur32.dll
:~/Volatility#

This detection is already automated in the hollowfind plugin. In the screenshot below
hollowtind plugin shows the hollowed process (svchost.exe with pid 1824), it also reports
that the VAD entry for the process executable is missing, it shows the discrepancy between
the VAD and PEB and it shows the executable injected at the address 0x00400000

:~/Volatility# python vol.py -f infected.vmem hollowfind
Volatility Foundation Volatility Framework 2.5
Hollowed Process Information:
Process: svchost.exe PID: 1824 PPID: 1768
Process Base Name(PEB): svchost.exe
Hollow Type: No VAD Entry For Process Executable

PEB Comparison:

Base Address(VAD): 0x0
Process Path(VAD): NA
Vad Protection: NA

Vad Tag: NA

Base Address(PEB): 0x400000

Process Path(PEB): C:\WINDOWS\system32\svchost.exe
Memory Protection: PAGE_EXECUTE_READWRITE

Memory Tag: VadS

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00
b8 00 00 00 G0 0O 00 6O 40 00 00 0O 0O 00 00 00
00 0O 00 0O 00 00 0O OO0 0O OO OO 0O 00 0O 00 0O
00 00 00 00 00 OO0 0O OO0 0O 0O OO 00 eO 0O 00 0O

The hollowfind plugin after detecting the hollowed process, also shows the similar processes.
In the screenshot below the hollowed process (svchost.exe with pid 1824) doesn't have a
parent process (because the parent process was exited) whereas other legitimate svchost.exe
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processes have a parent of services.exe (pid 696) and also notice the discrepancy in the
creation time. On a clean system, the legitimate svchost.exe process is started by
services.exe, this indicates that svchost.exe (pid 1824) is malicious. The hollowfind also
detected the suspicious memory regions (this is the region where executable was injected)

Bimilar Processes:
svchost.exe(1824) Parent:NA(1768) Start:2016-05-12 14:43:43 UTC+0000
svchost.exe(960) Parent:services.exe(696) Start:2016-05-10 06:47:25 UTC+0000
svchost.exe(1104) Parent:services.exe(696) Start:2016-05-10 06:47:25 UTC+0000
svchost.exe(1144) Parent:services.exe(696) Start:2016-05-10 06:47:25 UTC+0000
svchost.exe(876) Parent:services.exe(696) Start:2016-05-10 06:47:25 UTC+0000

svchost.exe(1044) Parent:services.exe(696) Start:2016-05-10 06:47:25 UTC+0000

Suspicious Memory Regions:
0x400000(PE Found) Protection: PAGE_EXECUTE READWRITE Tag: VadS

b) Example 2: No process hollowing (allocation in a different address and PEB
Modification)

In this section we will look at another malware sample which performs different type

of process hollowing which cause discrepancy in some of existing plugins, this could be
deliberate attempt to trick security analyst and the forensic tools. Lets first try to understand
how the malware performs process hollowing (or no process hollowing)

Malware creates svchost.exe in the suspsended mode which is loaded into the address
0x01000000 as shown below

o = — = EAX 7C80236B w kernel3Z.dll

004017ED push ecx EBX 7C839725 w kernel32.dll
004017EE mov ecx, [esp+3CCh+arg 0_svchost] ECX 0012FE80
004017F5 push edx peepbiisons
004017F6 push Y EDI 0012FE6C
004017F8 push Q EBP 003500F0
004017FA push | CREATE SUSPENDED | ESF.012FATC
004017FC push 0 <_
004017FE push 0 e
00401800 push 0 Fi :
00401802 push  ecx \ S il e
00401803 push 0 R = <
004/01804 call eax ; CreateProcess|
00401807 test eax, eax 3] Trreads
00401809 jz loc_40193C Decimal ~ Hex State
§908  38C  Ready
).00% (-20,16609) (973,4) 00001805 00401805: hollow process_injection+715 (Synchronized with EIP)
ex View-1 0 & x [T Stack view
e L tuunns snnsnssal=]: A S

2FEAD 00 00 0O 00 60 0O 60 0O ©O0 0O 60 00 06 60 00 00 ..
FEE 00 00 00 06 60 00 00 0O ©0 06 60 00 00 00 00 00 ..
FEC 00 60 00 00 60 0O 00 0O ©60 00 00 00 06 00 00 00
2FEDO 00 ©0 00 00 60 00 00 00 ©0 00 00 00 00 ©0 00 00 .....
2FEE 00 00 00 00 60 00 00 0O ©0 00 00 00 00 60 00 00 .....
INOWN 0012FE80: Stack[0000038C]):0012FE80 (Synchronized wit

J12FA8Y 00000000
)12FA 00000000
012FA: 00000000

UNKNOWN 0012FA80: St

v(<

% e # sarieedon
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Malware then allocates a memory in the remote process (svchost.exe) at address
0x00400000.This memory is allocated with read, write and execute (RWX) permission. In
this case the malware did not unmap (hollow out) the memory at the address 0x01000000

(where suspended svchost.exe was loaded).

00401893 jz

short loc_40182a4

Y

=

%4018 95 mov

ecx,

[ebp+IMAGE NT HEADERS.OptionalHeader.SizeOf

J0% (79,18463) (1237,14) 000018A2 004018A2: hollow_process_injection+7B2 (Synchronized with EIP)

€ View-1

I0BO 87 OE 41 3F B3 28 4A 3F
10CO 87 OE 4E 3F B2 28 4R 3F
10D0 52 69 63 68 B1 28 4A 3F
IGEO 90 00 00 00 00 00 00 00
10F0 4S5 00 00 4C ©1 03 00

B1 28 4B 3F FA 28 4A 3F
S9 37 41 3F B2 28 4A 3F
00 00 60 00 00 60 06 60
00 00 60 00 00 00 06 60
16 A1 36 S4 00 00 00 60

0 & x (@ Stack view
¢.A?I(J2I(K?(J? A\ BO12FA9Q
¢.N?:(J?YTA?:(J? 0012FAY!
Richi(J?........ 0012F A9 T=—yuy e
................ 0012FA9C 00003000
R Lo 0012FAAD  00O000Y4O

'_‘Egy"un 1dle Process General | Statistics | Performance | Threads | Token | Modules | Memory |Erwironment | Handles | Comment:
- C]system MIHide free regions
- T]smss.exe
“Jesrss.exe Type Size Protection Use Total WS
3 vate B RW a
- @ winlogon.exe iivate e f I
= Tservices.exe Private 4k8 RW aK8
vmacthip.exe or wvat-:—) 256 kB RW Stack (thread 1580) j:g
Clsvchost.exe Image 24k8 WCX C:\WINDOWS\system32\svchost exe ] s
host.exe T TR LML el e ey e 12k8
Mappe 144 kB 8
- Clsvchost.exe Lm:d -43 :E Sw TEB (thread 1580) j:é
4 wuauclt.exg Private k8 RW FEB a8
TJsvchost.exe Private 64k8 R USER_SHARED_DATA ake
Tsvchost.exe
Tspoolsv.exe
Tligs.exe
i vmtoolsd.exe
i VMUpgradeHg
= ¢ TPAutoConnS}
& TPAutoConi|
Malg.exe
Misass.exe
Mopcs
™Interrupts
= Wexplorer.exe
i VMwareUser.exe
jusched.exe
= Pidaq.exe
- Tlppsx.exe <
Tsvchost.exe

00401877 push MEM COMMIT or MEM RESERVE EAX 00000034
0040187C push ecx it vt
0040187D push edx / EDX 00400000 w ppsx.exe:0040¢
0040187E push eax ESI 00350000 » debugld:0035¢
0040187F call [esp+3DCh+addr_virtualallocex] ; VirtualAllocEx n once
00401883 mov ebx, eax ESPOO12FA90 w Stack[0000042¢
00401885 test ebx, ebx <
00401887 jz loc_40193C 5 Moddes
Path
o = [ C:\Documents and Settings\Ac
0040188D mov eax, [esp+3C8h+addr writeprocessmemory] (ﬂ"“""""‘“""“"-*”‘"““'
00401891 test eax, eax

(@ Threads
Decimal Hex State
5 1064 428 Ready

psx . exe: 00400000

\

Malware then writes the PE file to inject (which it extracted from resource section) into the
remote process (svchost.exe) at the allocated address 0x00400000
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EAX 7C802213 w kernel32.dll:kernel3

00401895

“ ppsx. oxe: 00400000

mov ecx, [ebp+IMAGE_NT HEADERS.OptionalHeader. 81zeOfHeaders§x:$$3:“
00401898 mov edx, [esp+3ceh+susp_proc_hand1e] EDX 00000034 -
0040189C push 0 ESI 00350000 » debugd19:00350000
0040189E push  ecx ; size of headers s e
0040189F push esi ; decrypted pe ESPO12FA90 w Stack[00000428]:0012
004018A0 push ebx ; address where data will be written <
004018 . ndle {5 ModJles
004018 Path
i (31 C:\Documents and Settings\Administr:
= SR A AMTMAAWIC mirbam 2N s mmnbhale Al
00401824
00401824 loc_4018A4§ ) WS Treeas
00401824 xor edi, edi e e
00401826 cmp [ebp+IMAGE NT HEADERS.FileHeader.NumberoOfSections], d:‘Nlom o s

004018AA -be

L00.00% (200,18883) (1253,5) 000018A2 004018A2:

&) Hex Viev-1

short loc 4018F9

hollow_process_injection+7B2 (Synchronized with EIP)

a &8 x| 3] Stack view

38350000 H SA 90 60 03 00 00 80 04 00 00 00 FF FF 00 00 A‘BBIZF‘!SB

703500104 B8 00 00 60 00 00 00 60 40 00 00 00 00 00 00 00 0012FA94 psx.exe:00400000)
103500204 ©0 00 00 G0 00 00 00 00 00 00 00 00 00 00 00 00 |0012FA98 B0 debug019:00350000
103500304 00 00 00 60 00 00 60 00 00 00 00 00 FO 00 00 00 ... 0DO12FASC  00000HOO

J0350040f OE 1F BA OE 00 B4 69 CD 21 B8 ©1 4C CD 21 54 68 ..1..1.-t+, I. 1Th 0012FAAD  ©BBOEEOO

103500500 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F i. program+canno OO12FAA4Y OO12FF8Y4 Stack[0000OH428]:0012FF8HY
10350060 74 20 62 65 20 72 7S 6E_ 20 69 6E 20 44 4F 53 20 t-be‘run‘in-DOS BO12FAAS EADYECET -

Malware then overwrites the PEB.ImageBaseAdress(PEB+8) of svchost.exe with the new
address 0x00400000, at this point according to the PEB the svchost.exe is loaded at
0x00400000 whereas VAD still thinks the svchost.exe is at 0x01000000

EAX TFFDEGOS
g0s01n02 puSh b EBX 00400000 w ppsx.exe:004(
00401908 push eax ECX 00000034

00401909 mov eax, [esi+CONTEXT._Ebx] ; PEB of remote process EDX 00000003 «

0040190F add eax, 8 ; PEB+8 -> ImageBaseAddress Eg:g:zg:dmwwzam
00401912 push eax EBP 003506F0 t debug019:003
00401913 ESPOO12FA90 w Stack[00000Y

EIPOO4O1914

e Ansnssan

% hollow_procet

Nnaniano

n
100.00% (-117,20560) (562,13) 00001914 00401914

[B Hex View-1
30350124 (] 60 40 60 §o 10 00 00
10350134 OUTOUTUUTOUT04 00 00 00

0350144
30350154
10350164
30350174

00 04 00 00 00
00 10 00 00 00
10 00 00 00 0O
8C 00 00 00 00

00 00 08
00 10 00
00 00 00
00 00 00

Malware then changes

00 02 00 00 04 00 00 00
00 00 00 00 00 SO 00 00
02 60 60 60 00 60 10 00
00 10 00 00 00 00 00 00
00 00 00 00 A8 32 00 00
00 60 00 60 00 00 00 00 i

N c ader.AddressOf] &Ml
0040191B mov eax, [esp+3C8h+addr_setthreadcontext] Path
0040191F add edx, ebx ; edx contains addressofentrypoint ¥ C!\Documentsand Settings\
00401921 test eax, eax
00401923 mov [esi+CONTEXT._ Eax], edx ; modifies address of entry
00401929 jz short loc_401933 3 Threads
Decimal ~ Hex  State
=l | T 1064 428 Ready

FTaermli2r0hirra» 220
hollow _process_injection+824 <synchromzed with EIP)

0012FQ9C 00000004
0012FARD 00000000
0012FRAY OO12FF8Y Stack[000004281:0012FF84

the start address of the suspended thread to the address of entry point

of the injected executable by setting CONTEXT. Eax and using SetThreadContext api and
then it resumes the thread

vvavacau v A LS ARG AYa SO « VR b A e e+ SR e 1 e KA ke Y A N
0040191B mov eax, [esp+3C8h+addr_setthreadcontext] :
0040191F add edx, ebx ; edx contains addressofentrypoint £
00401921 test eax, eax E
00401923 mov [esi+CONTEXT. Eax edx modifies address of entry point :
00401929 jz short loc_ 401933 E

s = i

0040192B mov

0040192F push
ush

00401930
00401931

ecx,
esi
ecx

[esp+3C8h+var_ 3A8]

hthread

r
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il s =

00401933

00401933 loc_401933:
00401933 mov edx,

[esp+3C8h+var 3A8]

e

00401937 push edx ; hthread
00401938 call [esp+3CCh+addr resumthread] ; ResumeThread
YyYyYyvyy l' vy

(IS

0040193C

0040193C loc_40193cC:

0040193C pop edi

0040193D pop esi

0040193E pop ebp

0040193F pop ebx

nNNan1Q4n =aAA acn ARNM

This technique of not hollowing out the suspended process and modifying the PEB causes
discrepancy in some of the plugins. In the screenshot below dlllist plugin (which relies on
the PEB which resides in process memory) shows that the base address of svchost.exe (pid
2020) is at 0x00400000 whereas the Module listing from ldrmodules plugin which rely on
kernel structures (VAD) shows the discrepancy in the base address indicating that
svchost.exe is loaded at 0x01000000. Apart from the base address discrepancy notice the
Inload, and InMem values are set to False indicating that svchost.exe could be hidden (which
is not true because dlllist output shows the presence of svchost.exe). This discrepancy in the
base address for the same process (pid 2020) can confuse the security analyst, the normal
reaction could be to rely on the ldrmodules output because it relies on kernel structures (and
also because it is giving a feeling that svchost.exe is unlinked)

root@localhost:~/Volatility# python vol.py -f taidoor.vmem dlllist -p 2020

Volatility Foundation Volatility Framework 2.5
3 3k > 3 o e 3 o e 3k o e 3k S e ok e e ok e e ok e e ok ek S e ok S e ok e ke Sk e e ok ke e Sk ke e Sk ke e ke ke ke Sk e ok Sk e Sk Sk Sk ok ok ok e ok ok o ok ok ok ok ok ok

svchost.exe pid: 2020
Command line : svchost.exe
Service Pack 3

0xafo00
0xf6000
0xfe000
0x58000
0x49000

:\WINDOWS\system32\svchost.exe
: \WINDOWS\system32\ntdll.dll
: \WINDOWS\system32\kernel32.dll
: \WINDOWS\system32\MFC42.DLL
:\WINDOWS\system32\msvcrt.dll
: \WINDOWS\system32\GDI32.d1ll
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root@localhost:~/Volatility# python vol.py -f taidoor.vmem ldrmodules -p 2020
Volatility Foundation Volatility Framework 2.5
Pid Process Base InLoad InInit InMem MappedPath

svchost. 0x01000000 \WINDOWS\system32\svchost.exe
svchost. 0x00280000 \WINDOWS\system32\normaliz.dll
svchost. 0x78130000 \WINDOWS\system32\urlmon.dll
svchost. 0x76b40000 \WINDOWS\system32\winmm.d1l1l
svchost. 0x77f60000 \WINDOWS\system32\shlwapi.dll
svchost. 0x77c00000 \WINDOWS\system32\version.dll
svchost. 0x5ad70000 \WINDOWS\system32\uxtheme.dll
svchost. 0x78000000 \WINDOWS\system32\iertutil.dll

Let’s rely on the Idrmodules output (which comes from the kernel structure) and lets use the
base address reported by ldrmodules(0x01000000). let’s investigate further and see what
happens. First lets focus on the svchost.exe with base address 0x01000000 (later we will
focus

on the address 0x00400000). Dumping the executable using the base address (0x01000000)
reported by ldrmodules confirms that it is an executable. In this case dlldump plugin was
used to dump the executable because it allows you to dump any PE file using its base
address.

root@localhost:~/Volatility# python vol.py -f taidoor.vmem dlldump -p 2020 -b 0x01000000 -
D dump/
Volatility Foundation Volatility Framework 2.5

Module Base Module Name Result

0x816d65e0 svchost.exe 0x001000000 UNKNOWN
module.2020.18d65e0.1000000.d11

root@localhost:~/Volatility# cd dump/

root@localhost:~/Volatility/dump# file module.2020.18d65e0.1000000.d11l
nodule.2020.18d65e0.1000000.d1l1l: PE32 executable (GUI) Intel 80386, for MS Windows

Submitted the PE File dumped using the base address 0x01000000 to VirusTotal does not
show any Anti virus detections, indicating that it’s not malicious.
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52 total

SHA256: 5ed405a07b87816achf38d1727f589822f{35aa2e93ba56a2c4c3243ba95ce3ed $
File name: module.2020.18d65e0.1000000.dll —y
Detection ratio:  0/55 ‘f O O
Analysis date 2016-06-25 13:52:51 UTC ( 1 minute ago )

= Analysis @ File detail © Additional information  Comments Q) Votes 3 Behavioural information

Antivirus Result Update

ALYac V] 20160625

AVG (V] 20160625

AVware V] 20160625

Ad-Aware V] 20160625

AegisLab V] 20160624

Extracting the strings from the PE File dumped using the base address 0x01000000 does not
show many strings as shown below (in fact it has very less strings, only 9 strings in the entire
executable). So in this case we dumped the suspended (legitimate) svchost.exe process
executable (residing at 0x01000000) not the actual malicious component.

root@localhost:~/Volatility/dump# strings module.2020.18d65e0.1000000.d11
1This program cannot be run in DOS mode.

ADVAPI32.d1ll
KERNEL32.d1l1l
NTDLL.DLL
RPCRT4.d1l1

Looking for suspicious memory protections by running the malfind plugin does not shows
any suspicious memory protection at the address 0x01000000 whereas it shows a suspicous
memory protection at the address 0x00400000 (this is the address where malicious
executable was injected, which was also reported by dlllist). This indicates that there is no
malicious component at the address 0x01000000 but there is malicious component at address
0x00400000.
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root@localhost:~/Volatility# python vol.py -f taidoor.vmem malfind -p 2020
olatility Foundation Volatility Framework 2.5

Process: svchost.exe Pid: 2020 Address: 0x400000

ad Tag: VadS Protection: PAGE EXECUTE_READWRITE

Flags: CommitCharge: 5, MemCommit: 1, PrivateMemory: 1, Protection: 6

0x00400000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00

0x00400030 00 00 00 00 00 00 00 00 0O 0O 0O 0O fO 0O 0O 0O

Now let’s shift our focus to the svchost.exe with base address 0x00400000 (reported by
PEB). Dumping the svchost.exe with base address 0x00400000 and submitting to VirusTotal
confirms this to be the malicious component.

root@localhost:~/Volatility# python vol.py -f taidoor.vmem procdump -p 2020 -D dump/
olatility Foundation Volatility Framework 2.5

Process(V) ImageBase Name Result
Px816d65e0 0x00400000 svchost.exe OK: executable.2020.exe
File name: executable.2020.exe oo \Q‘

IDetection ratio: 25/54 I

Analysis date: 2016-06-25 14:41:28 UTC ( 1 minute ago )

= Analysis @ File detail © Additional information & Comments ) Votes fH Behavioural information

Antivirus Result Update
ALYac Generic.Malware.Fdld!.05C5C271 20160625
AVG Downloader.Generic14.CXN 20160625
Ad-Aware Generic.Malware.Fdid!.05C5C271 20160625
AhnLab-V3 Trojan/Win32.Agent.C74807 20160625
Antiy-AVL Trojan[Downloader]/Win32.Rubinurd 20160625
Arcabit Generic.Malware.Fdld!.05C5C271 20160625
Avira (no cloud) TR/ATRAPS.Gend 20160625
BitDefender Generic.Malware.Fdid!.05C5C271 20160625

Extracting the strings from the PE file of the of the svchost.exe with base address
0x00400000 this time shows more strings and it also contains references to the C2 ip
addresses, indicating that we have detected the malicious executable.
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211.232.98.9
128.91.197.123
200.2.126.61

%S . php?1d=%06d%s&ext=%s

http://%s:%d/%s . php?id=%06d%s&ext=5%s

%temp%\
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/
http://%s :%d/%s .php?id=%06d%s

0. 0 0 O O
%C%C%C%C3C

As you can see malware was able to create a discrepancy causing confusion and diversion
which might trick the analyst to miss the actual malicious component and also it was able to
deceive the plugin which rely on kernel structures.

The hollowfind plugin can detect this discrepancy by comparing the VAD and PEB. In the
below screenshot the hollowfind plugin detected the discrepancy in the base address and the
memory protections, this allows one to quickly identify the malicious component. In this case
even though there is discrepancy in the base address but the memory protection of

PAGE EXECUTE READWRITE at the address 0x400000 tells you that this is the
malicious component.

Hollowed Process Information:
Process: svchost.exe PID: 2020 PPID: 2012
Process Base Name(PEB): svchost.exe
Hollow Type: Process Base Address and Memory Protection Discrepancy

PEB Comparison:

Base Address(VAD): 0x1000000

Process Path(VAD): \WINDOWS\system32\svchost.exe
Vad Protection: PAGE_EXECUTE_WRITECOPY
ELRETHR'ED

Base Address(PEB): 0x400000

Process Path(PEB): C:\WINDOWS\system32\svchost.exe
Memory Protection: PAGE_EXECUTE_READWRITE

Memory Tag: VadS

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 0O 00
b8 00 00 00 00 GO 00 00 40 GO OO 00 60 GO 00 00
00 00 00 00 0O 0O 0O 0O 00 00 00 00 OO0 0O 0O 0O
00 00 00 00 00 GO 00 00 00 GO 0O 00 fO GO 00 00

The hollowfind plugin also gives the similar processes and the suspicious memory regions
which can help you spot the parent process discrepancy, creation time discrepancy and the
injected code.
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Similar Processes:
svchost.exe(2020) Parent:NA(2012) Start:2016-04-09 15:36:18 UTC+0000
svchost.exe(960) Parent:services.exe(572) Start:2016-04-03 18:44:53 UTC+0000
svchost.exe(1064) Parent:services.exe(572) Start:2016-04-03 18:44:55 UTC+0000
svchost.exe(832) Parent:services.exe(572) Start:2016-04-03 18:44:53 UTC+0000
svchost.exe(748) Parent:services.exe(572) Start:2016-04-03 18:44:53 UTC+0000
svchost.exe(892) Parent:services.exe(572) Start:2016-04-03 18:44:53 UTC+0000

Suspicious Memory Regions:
0x400000(PE Found) Protection: PAGE_EXECUTE_READWRITE Tag: VadS

¢) Example 3: Kuluoz's process hollowing (Address of Entry Point Modification )

In this section let’s try to understand how Kuluoz causes diversion, by understanding the
technique we can better understand how to detect and counter such malware techniques.
Kuluoz creates svchost.exe process in the suspended mode which loaded svchost.exe at
address 0x120000

ViLriLuLuouo aca cua, L‘:Uyl DILUCCooS1IIvimgocaioilg

012F1E89 push edx ; lpProcessInformation
012F1E8A lea eax, [ebp+StartupInfo]

012F1E8D push eax ; lpStartupInfo
012F1E8E push 0 ; lpCurrentDirectory
012F1E90 push < lpEnvironment
012F1E92 push CREATE SUSPENDED| ; dwCreationFlags
012F1E94 push S bInheritHandles
012F1E96 push 0 ; lpThreadAttributes
012F1E98 push 0 ; 1pP i es
012F1ESA push offset CommandLine

012F1ESF push 0 ; 1p

012F1EAl call CreateProcessh <

012F1EA7 mnov ecx, [ebpt+ProcessInformation.hProcess]
012F1EAD mov [ebp+sus _proc handle], ecx

012F1EB3 mov edx, [ebp+ProcessInformation.hThread]
012F1EBYS mov [ebpt+var 9C], edx

012F1EBF push 0

Instead of using VirtualAllocEX and WriteProcessMemory api call, kuluoz uses a different
trick. It first creates a section in its own address space, copies the malicious code into the
created section and then maps a view of this section with read, write, execute(rwx)
protections in the remote process using NtMapViewOfSection API. As a result of this a
memory is allocated in the svchost.exe process at address 0x60000 also the malicious code is
copied into that address (this is the code which performs the malicious actions)
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UVLIZFLIFBD MOV  pee RS S DS S el
012F1FC7 push PAGE _EXECUTE READWRITE
012F1FC9 push O s =

012F1FCB push 1

012F1FCD lea ecx, [ebp+sect size]
012F1FD3 push ecx

012F1FD4 push 0

012F1FD6 push 0

012F1FD8 push 0

012F1FDA lea edx, [ebp+view base addr]
012F1FEO push edx
012F1FEl1 mov eax, [ebp+sus proc handle]
012F1FE7 push eax
012F1FE8 mov ecx, [ebpt+handle section]
012F1FEB ecx

012F1FE [ebp+ntmapviewofsection]] ; NtMapViewOfSection maps in remote }
012F1FF 5, T

012F1FF8 mov edx, [ebp+view base addr]

012F1FFE mov [ebp+rem view base addr], edx

012F2001 push PAGE EXECUTE READWRITE ; flProtect

012F2003 push .
012F2008 push T
012F200D push 0018FDES -m 00 06 00§00 00 00 00 00 00 00 00 00 00 00 00 ......
— 0018FDF8 ™=—go=go=00=00~A0 OA 01 00 44 00 00 00 00 00 00 00 ....&.
012F2015 mov 0018FE08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......
| (1049, 47) 000113EC 012¢1Ff CO18FE18 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......
0018FE28 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......
0018FE38 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......
ed C:\Windows\system32 0p18rE48 00 00 00 00 AO OA 01 00 00 00 00 00 00 00 69 77 ....A.
0018FE58 68 00 00 00 20 65 6D 77 03 01 00 00 00 EO FD 7F h... ‘e

*'VGAuthService.exe General | Statistics | Performance | Threads | Token | Modules| Memory |Environment | Handles | Job  [GPU | Disk and Network | Comment
iivmtoolsd.exe e = ==
ide free regions ings... res|
42 TPAutoConnSvc.exe »
Base address Type Size Protection Use Total WS Private WS Share:
8 TPAutoConnect.exe 0x10000 Private 128kB RW 8k8 8k8
»'svchost.exe 0x30000 Mapped 16k8 R 16 k8
: 0x40000 Mapped 4kB R 448
*'svchost.exe 2 48 By P i
+ dllhost.exe 4 0x60000 Mapped 68 kB RWX 32k8
: : 5848 RVX 218
¢»msdtc.exe 0x120000 Image 32KB_WCX C:Windows\System32\svchost.exe 20k8
»' Searchindexer.exe Cx1700 418 418
769 - svehostexe (2928) (0360000 - 0x71000) == TR =™ | 218
* wmpnetwk.exe (7 A, -
b S5 8b ec 81 ec ac 00 00 00 53 56 S7 60 fc 33 d2 U........ svW'.3. 28
" svchost.exe 0« g 64 8b 15 30 00 00 00 8b 52 Oc 8b 52 14 8b 72 28 d..0....R..R..r( [}
0x7ffdet d 6a 18 59 33 ££ 33 cO ac 3¢ 61 7c 02 2¢ 20 cl cf j.¥3.3..<al., .. M 4k8 4k
" |sass.exe 0x7ffdf 0d 03 £8 e2 £0 81 f£ Sb bc 4a 6a 8b 5a 10 8b 12 ....... [Eayeases 4k8 4k8
3| 0x7ffeqf 4 75 db 89 5d d8 61 8b 4d d8 8b 41 3c 8b 44 08 78 u..].a.M..A<.D.X
*llsm.exe q 03 c1 8b 50 10 8b 70 1c &b 78 24 89 55 €8 8b 50 ...P..p..xS.U..P

@20 03 d1 03 £9 03 f1 33 db 89 55 a0 89 7d f4 c? ......3..U..}..
85 Sc ff ff ff 47 65 74 S0 c7 85 60 £ff ff £f 72 .\...GetP.. '...r
@ 6£ 63 41 c7 85 64 ff £ff £f 64 64 72 65 66 c7 85 ocA..d...ddref..
@ 68 £f £f £f 73 73 88 9d 6a ff ff f£f 89 5d fc 8b h...ss..j....]..
45 fc 8b 04 82 03 c1 8d 95 Sc ff ff ff c6 45 ef E........ \....E.

41 csrss.exe
& conhost.exe
& winlogon.exe

- d o1 89 45 £8 2b dO c7 45 £0 Oe 00 00 00 8b 45 £8 ..E.+..E......E.

4 ,,explorer.exe J8a 00 3a ¢3 74 Ob 8b 7d £8 3a 04 3a 8b 7d £4 74 ..:.t..}.:.:.}.t
- d 03 88 Sd ef ££ 45 £8 ££ 4d £0 75 el 38 5d ef 75 ..]..E..M.u.8).u
ivmtoolsd.exe d 08 ££ 45 £c 8b 55 a0 eb b6 8b 45 £c Of b7 04 47 ..E..U....E....G

; d of b7 55 e8 2b c2 8b 74 86 04 Bd 85 6¢ £f £f £f ..U.+..t....l...
“«fridag.exe 50 03 £1 51 c7 85 6c ££ £f ££ 47 65 74 4d c7 85 P..Q..l...GetM..

1 70 £f £f £f£f 6f 64 75 6c c? 85 74 £f £f ff 65 48 p...odul..t...eH

4 'msorder.exe /

» 'svchost.exe
‘= ProcessHacker.exe

0 61 6e c7 85 78 £f ff ff 64 6C 65 41 88 9d 7c £ff an..x...dleA..|.

 £f £f £f d6 89 85 54 ff £f ff Bd 45 90 50 f£ 75 ......T....E.P.u

45 90 4c 6f 61 64 c7 45 94 4c 69 62 72 c? ..E.Load.E.Libr.

61 72 79 41 88 S5d 9c ff d6 89 85 58 ff £f E.aryA.].....X..
7 74

Close

8d E.Proc.E.ess....

Malware then creates another section in its own address space and copies the svchost.exe
content into the created section and then patches the svchost.exe at the address of entry point,
it just modifies 7 bytes (i.e. 3 instructions). It then unmaps the section in the svchost.exe
where its executable is loaded (i.e 0x120000), at this point the svchost.exe is hollowed out,
notice in the below screenshot how the entry for svchost.exe is no longer present.
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ULZFZ1AU Stack view
012F21A0 loc_12F21A0:

d,

012F21A0 nop 0018FC74
012F21A1 mov edx, [ebp+baseaddr svchost] 0018FC78 IB[
012F21A7 push edx 0018FC7C 00000005
012F21A8 mov eax, [ebp+sus_proc_handle] 0018FC80 00008000

0018FC84 00000000
0018FC88 00000000
0018FC8C 00000060

. =t
0122188 mov  ecx, [ebptsize of image] bo16rces 00090570
012F21BB mov [ebp+sect _size], ecx 0018FC98 00000F94

[GenemllStaﬁsﬁmIPerformance]ThreadslTokenIModules MemoryiEnvironmentIHmdleob ]GPU ]DiskandNetwork]Oommenf

[V Hide free regions Strings... l [ Refresh
Base address Type Size Protection Use Total WS Private WS Sharea
1> 0x10000 Private 128 kB RW 8kB 8kB
1 0x30000 Mapped 16 kB R 16 kB
> 0x40000 Mapped 4kB R 4kB
1> 0x50000 Private 4kB RW 4 kB 4kB
» 060000 Mapped 68 kB RWX 68 kB
» 0x170000 Private 256 kB RW Stack (thread 3988) 4 kB 4 kB
1 0x77690000 Image 1,288 kB WCX C:\Windows\System32\ntdIl.dlI 24 kB 12 kB
1> 0x778f0000 Image 4kB WX C:\Windows\System32\apisetschema.dll
> 0x7ffb0000 Mapped 140kB R 32 kB
1> 0x7ffde000 Private 4kB RW PEB 4 kB 4 kB
1 Ox7ffdf000 Private 4kB RW TEB (thread 3988) 4 kB 4 kB
» 0x7ffe0000 Private 64 kB R USER_SHARED_DATA

Malware then maps the section (which contains patched svchost.exe) into the remote process

(svchost.exe) at the same address 0x120000 with read, write, execute (rwx) protection, also in
the screenshot below the tool no longer shows the full path to the svchost.exe (this is because
of hollow process technique).

UiZFZIDI 183 A, (enprIact siTe)
012F21D9 puxh
012F21DA pash
012F21DC pash
012F21DE push
012F2180 lea

nax
0
0
0
ecx, [ebptview base addr)
012r21%6 pusxh wex
ndx
eax

o
b
~
b
-
-
-3

» [ebpésus proc handle)
» [ebp+var A0)

012F21F¥
012521 - :
[ebp+EventAttributes . nlangth), 0Ch

nov

nov [ebp+EventAttributes . lp@scurityDesoriptor), 0
012F2215 mov [ebp+EventAttributes . blnheritHandle], 1

oV

mov

nov

012F21ED pash

ecx, dword 12E1008

001 8FT | 00 22 00§00 00 %A ¢ 00 00 0D ©2 GO 00 00 OO ...... | e
ot Lo B¥00 80 00 &0 44 00 00 ©0 00 00 00 OO ..... C..D.....
OOIEFEOS 00 0D 09 00 00 00 00 $3 00 00 0D $3 00 00 00 00 ....iiiiisin
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. VGAuUmnservice.exe General | Statistics | Performance | Threads | Token | Modules| Memory | Environment | Handles | Job | GPU | Disk and Network | Comment
i vmtoolsd.exe

i v Hide free regions Strings...
«[E TPAutoConnSvc.exe
’ Base address Type Size Protection Use Total WS Private
E .
5 TPAutoConnect.exe 0x10000 Private 128kB RW 8 kB
i svchost.exe 0x30000 Mapped 16k8 R 16 kB
0x40000 Mapped 4kB R 4kB
*'svchost.exe 0x50000 Private 4k8 4kB
» dllhost.exe Qean000 Maoood £8 LR 68 kB
. dt 4 0x120000 Mapped 32k8 32kB
+»msdic.exe 0x120000 Mapped: Commit 32kB 32kB
» Searchindexer.exe ORT 7 PYETE o 418
0x77, 24 k8 1
M meneth.eXe s " svchost.exe (2928) (0x120000 - 0x128000)
i svchost.exe 07l 00 00 00 04 geks
0x7 00 00 00 40 B
» |sass.exe ox7f 00 00 00 00 4k8
0x7ff 00 00 00 00
+ Ism.exe ‘ b4 09 cd 21
6f 67 72 61 6d 20 63 61 6e 6e 6f is program canno
41 csrss.exe 72 75 6e 20 €9 6e 20 44 4f 53 20 t be run in DOS
@ conhost.exe 0d 0d Oa 24 00 00 00 00 00 00 00 mode...
— a4 1lc c0 c7 a4 1c c0 c7 a4 1c c0 ..r..
.wmlogon_exe a4 1c c0 ce dc 89 c0 c6 a4 1c c0 ..

£ a4 1c c0 ce dc 8f c0 d6 a4 1lc <0 ..
ad 1c c0 ce dc 88 cO c6 a4 1c cO ..
a4 1lc c0 52 69 63 68 c7 a4 1c c0 ..
00 00 00 SO 45 00 00 4c 01 04 00
00 00 00 00 00 00 00 €0 00 02 01 ..
3a 00 00 00 14 00 00 00 00 00 0O ..
10 00 00 00 50 00 00 00 00 12 00 .
02 00 00 06 00 01 00 06 00 01 00 ..
00 00 00 00 80 00 00 00 04 00 00

« Jexplorer.exe
i vmtoolsd.exe
«¢idaq.exe
+» msorder.exe
» svchost.exe

Comparing the address of entry point of the legitimate svchost.exe (on the left) and the
patched svchost.exe (on the right) process shows the difference in the 7 bytes at the address
of entry point, whereas all other bytes are same. These 7 bytes turn out to be 3 instructions
which

will redirect the control flow to the malicious code that was injected before (at address
0x60000)

Re-read Write Go to... 16 bytes per row b2 Save... Cose Re-read Write Go to... 16 bytes per row v Save... Close

root@localhost:~# rasm2 -d 906800000600c3
nop
push 0x60000

ret
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Malware then resumes the suspended thread as result of that malware executes the code at the
address of entry point of svchost.exe which will redirect the control to the malicious code (at
address 0x60000) which performs malicious actions.

Let’s look at a memory image infected with Kulouz, the technique mentioned above attempts
to creates confusion and diversion by creating discrepancy in the dlllist and Idrmodules
making it look like the suspect svchost.exe process is malicious. In this case, even though the
suspect svchost.exe process is patched but it is not completely malicious, the malicious code
is at a different location. In the screenshot below the notice the svchost.exe process path
discrepancy and the base address is 0x00a00000.

root@localhost:~/Volatility# python vol.py -f kuluoz.vmem --profile=Win7SP0x86 dlllist -p
3056

Volatility Foundation Volatility Framework 2.5

sk ok ok ok ok ke s sk ok ok ok ok ke e s e e ok ok ok ok e e s ok ok ok ok ok ke s e e ok ok sk sk ke ke e ok sk sk sk ke ke e ke o ok sk ok ok ok ok ke ke ok ok ok ok K

svchost.exe pid: 3056

Command line : svchost.exe

Size LoadCount Path

0x8000 oxffff C
UX773C0000  UX13Couw OXTTTT C:\Windows\SYSTEM3Z\ntdll.dll
0x75900000 0xd4000 oxffff C:\Windows\system32\kernel32.dll
0x757c0000 0x4a000 Oxffff C:\Windows\system32\KERNELBASE.d1l1l
C
C
C

:\Windows\system32\svchost.exe

0x75e30000 0xac000 Oxffff C:\Windows\system32\msvcrt.dll
0x758e0000 0x19000 Oxffff C:\Windows\SYSTEM32\sechost.dll
0x75b20000 0xalooo Oxffff C:\Windows\system32\RPCRT4.dll

root@localhost:~/Volatility# python vol.py -f kuluoz.vmem --profile=Win7SP0x86 ldrmodules -
p 3056 | grep -i a00000
olatility Foundation Volatility Framework 2.5

3056 svchost.exe 0x00a00000 True False True

Running malfind plugin shows the suspicious memory protection at the address(0x00a00000)
where svchost.exe is loaded indicating that svchost.exe was not normally loaded. If you just
dump the suspect svchost.exe process and analyze you will be spending time analyzing the
legitimate svchost.exe (execpt the 3 instructions which are patched, the rest all are legitimate
code). It becomes important to detect the actual malicious code.

Process: svchost.exe Pid: 3056 Address: 0xa00000
ad Tag: Vad Protection: PAGE EXECUTE READWRITE
Flags: Protection: 6

4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00
b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 0O 00 0O 00 00 00
00 00 00 00 00 00 00 00 0O 00 00 00 d8 00 00 00

0x00a00000 4d DEC EBP
0x00a00001 5a POP EDX
0x00a00002 90 NOP
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The malfind also detected another address 0x60000, even though it doesn't contain
executable but looking at the disassembly it looks like it contains code (where the svchost.exe
process execution will be redirected).

olatility Foundation Volatility Framework 2.5
Process: svchost.exe Pid: 3056 Address: 0x60000
ad Tag: Vad Protection: PAGE EXECUTE_READWRITE
Flags: Protection: 6

55 8b ec 81 ec ac 00 00 00 53 56 57 60 fc 33 d2
64 8b 15 30 00 00 00 8b 52 O0c 8bh 52 14 8b 72 28
6a 18 59 33 ff 33 c0 ac 3c 61 7c 02 2c 20 cl cf
0d 03 f8 e2 f0 81 ff 5b bc 4a 6a 8b 5a 10 8b 12

0x00060000 55 PUSH EBP
0x00060001 8bec MOV EBP, ESP
0x00060003 8lecac000000 SUB ESP, Oxac
0x00060009 53 PUSH EBX
0x0006000a 56 PUSH ESI

Even though malfind is very useful and helped in detecting the suspicious memory regions it
is still possible to miss the actual malicious code injected at address 0x60000 (unless the
security analyst is aware of this technique). Hollowfind plugin helps in detecting this type of
process hollow technique and also it disassembles the address of entry point which can help
in detecting such redirection attack technique. In the below screenshot hollowfind plugin
detected the invalid exe memory protection and the process path discrepancy, in addition to
that the plugin also shows the disassembly of the address of entrypoint, which shows the
redirection to the address 0x60000 (using the push and ret instruction)

Hollowed Process Information:
Process: svchost.exe PID: 3056 PPID: 3040
Process Base Name(PEB): svchost,exe
Hollow Type: Invalid EXE Memory Protection and Process Path Discrepancy

PEB Comparison:

Base Address(VAD): 0xa00000

Process Path(VAD):

Vad Protection: PAGE_EXECUTE_READWRITE
Vad Tag: Vad

Base Address(PEB): 0xa00000

Process Path(PEB): C:\Windows\svstem32\svchost.exe
Memory Protection: PAGE EXECUTE READWRITE

Memory Tag: Vad

Disassembly(Entry Point):
0x00a02104 90 [\ [0]
0x00a02105 6800000600 PUSH DWORD 0x60000
0x00a0210a c3 RET
0x00a0210b 681821a000 PUSH DWORD 0xa021f8
0x00a02110 e875fcffff CALL Oxa0ld8a

The plugin also displays similar processes and the suspcious memory regions. In the below
screenshot the suspect svchost.exe (pid 3056) process was started by order.exe(pid 3040) and
also shows that the address 0x60000 contains code.
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Similar Processes:

svchost.exe(3056) Parent:order.exe(3040) Start:2016-05-11 07:31:52 UTC+0000

svchost.exe(1152) Parent:services.exe(496) Start:2016-05-11 06:35:30 UTC+0000
svchost.exe(1068) Parent:services.exe(496) Start:2016-05-11 06:35:30 UTC+0000
svchost.exe(1328) Parent:services.exe(496) Start:2016-05-11 06:35:30 UTC+0000
svchost.exe(624) Parent:services.exe(496) Start:2016-05-11 06:35:29 UTC+0000
svchost.exe(712) Parent:services.exe(496) Start:2016-05-11 06:35:29 UTC+0000
svchost.exe(764) Parent:services.exe(496) Start:2016-05-11 06:35:29 UTC+0000
svchost.exe(876) Parent:services.exe(496) Start:2016-05-11 06:35:30 UTC+0000
svchost.exe(916) Parent:services.exe(496) Start:2016-05-11 06:35:30 UTC+0000

Suspicious Memory Regions:
0x60000(No PE/Possibly Code) Protection: PAGE_EXECUTE READWRITE Tag: Vad
0x310000(No PE/Possibly Code) Protection: PAGE_EXECUTE_READWRITE Tag: VadS
0xal0000(PE Found) Protection: PAGE EXECUTE READWRITE Tag: Vad

d) Example 4: Modifying Kuluoz to be more Evasive (Changing the Memory Protection to
PAGE_EXECUTE _WRITECOPY)

From the previous example, we saw that Kuluoz was able to divert the analysis but its
malicious code was detected because of the suspicious memory protections
(PAGE_EXECUTE READWRITE) if there is a way to change that protection at the same
time manage to execute code it can bypass the malfind plugin thereby making it even more
stealthier. To test this I modified Kuluoz code to do two things

o Instead of creating svchost.exe in the suspended mode, I created explorer.exe in the
suspended mode, the reason is because explorer.exe is normally started by
userinit.exe and it terminates itself which means userinit.exe will not be in the process
listing (and will not show as parent for explorer.exe). So if malware starts
explorer.exe, injects code and terminates itself, it can become hard to tell based on the
parent process.

e As mentioned in the analysis of Kuluoz, it maps memory section containing malicious
code into the remote process using NtMapViewOfSection with read, write,
execute(RWX) permission but if we can map that memory section containing
malicious code with PAGE _EXECUTE WRITECOPY protection we should be able
to bypass the malfind plugin but the problem is Microsoft does not support this flag
PAGE EXEXCUTE WRITECOPY in the memory allocation API's like
VirtualAllocEx as per the documentation(as shown in the screenshot). It turns out that
we can set the PAGE EXECUTE WRITECOPY protection by using the native api
like NtMapViewOfSection, so I modified the Kuluoz code to do that

Enables execute, read-only, or read/write access to the committed region of pages
PAGE_EXECUTE_READWRITE
0x40 Windows Server 2003 and Windows XP: This attribute is not supported by the
CreateFileMapping function until Windows XP with SP2 and Windows Server 2003 with SP1

Enables execute, read-only, or copy-on-write access to a mapped view of a file mapping object
PAGE_EXECUTE_WRITECOPY]
0x80

An attempt to write to a committed copy-on-write page results in a private copy of the page being
made for the process. The private page is marked as PAGE_EXECUTE_READWRITE, and the

hange is written to the new page

This flag is not supported by the VirtualAlloc or VirtualAllocEx tunclinns.l

Windows Vista, Windows Server 2003, and Windows XP: This attribute is not supported by
the CreateFileMapping function until Windows Vista with SP1 and Windows Server 2008.

Below are details of the modification done to kuluoz to make it more evasive.
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Kuluoz malwares sample was modified to create explorer.exe in the suspended mode instead
of svchost.exe. The explorer.exe was loaded at base address 0x570000 with the
PAGE EXECUTE WRITECOPY(WCX) protection (because at this point it is normally

loaded)
00DB1E83 lea edx, [ebp+ProcessInformation] Stack view
O00OD81E89 push edx ; lpProcessInformation [0020ED60 00000000
00D81E8A lea eax, [ebp+StartupInfo] 0020FD64
00D81ESD push eax ; lpStartupInfo 0020FD68 00000000
0OD81ESE push 0 ; lpCurrentDirectory 0020FD6C 00000000
00D81E90 push ; lpEnvironment 0020FD70 00000000
00D81E92 push | CREATE SUSPENDED|; dwCreationFlags ggggg_"g ggggggg;
00D81E94 push Y ; bInheritHandles OO?OFD""C 00000000
00D81E96 push 0 ; lpThreadAttributes OOéOFDéO 0
00D81E98 push 0 ¢ 1PESSaaSS) RuLss 0020FD84 0020EDSC S
O00D81E9A push offset CommandLine ; 0020FD88 00000000
00DB1ESF push 0 ; lpHpp & OTTvam 0020FD8C 00000005
|00OD81EAl call CreateProcessA 0020FD90 00000000
00D81EA7 mov ecx, [ebpt+ProcessInformation.hProcess] 0020FD94 00000000
00D81EAD mov [ebp+sus_proc_handle], ecx 0020FD98 00000000
O0OD81EB3 mov edx, [ebpt+ProcessInformation.hThread] 0020FDSC 00000000
00D81EBY9 mov [ebp+var 9C], edx 0020FDAO 00000000
00D81EBF push 0 s UNKNOWN 0020FD64: (Synchr
00D81EC1 push 18h s
00DB1EC3 lea i - - [
00D81EC6 push HexViewl —— =
00DB1EC7 push [00D710CC 65 78 70 6C 6F 72 65 72 2E 65 78 65 00 6E 65 6F | explorer.exe|neo Al
00D81ECY mov ||00D710DC [TRRIEEREY] 00 00 00 00 00 00 00 00 00 00 00 00 v
0ONR1RCF mneh 00D710EC 00 00 00 00 55 8B EC 81 EC AC 00 00 00 53 56 57 ....Ui8.8%...SVW =\
Processes ms\mm'mx
Name L explorer.exe (2588) Properties ol ]
* VGAuthService.exe General | Statistics | Performance | Threads | Token | Modules  Memory | Environment | Handies | GPU | Disk and Network | Comment
]
i vmtoolsd.exe V' Hide free regions Strings... Refresh
«[2 TPAutoConnSvc.exe
Base address Type Size Protection |Use Total WS Priv
@ TPAutoConnect.exe 0x10000 Private 128k8 RW 848
» svchost.exe 0x30000 Mapped 16 kB R 16 kB
0x40000 Mapped 8kB R B kB
» ' svchost.exe 0x50000 Private 4kB RW a8
Dot 266 L 4B
', dithost.exe I 0x570000 Image 2,564 kB WOX C:\Windows\explorer. exe 28 k8
+»msdtc.exe : riipm e T S o 2048
0x778f0000 Image 4kB WX C:\Windows\System32\apisetschema.dll
*' Searchindexer.exe 0x71b0000 Mapped 140k8 R 3248
* wmpnetwk.exe 0x7ffd3000 Private kB RW PEB 48
Ox7ffdf000 Private 4kB RW TEB (thread 2580) 4kB
*'svchost.exe 0x71fe0000 Private 61k8 R USER_SHARED_DATA
i Isass.exe
= Ism.exe
41 Ccsrss.exe
@ conhost.exe
| @winlogon.exe
4 . explorer.exe
Zvmtoolsd.exe
«fridag.exe
«ridag.exe .
‘ »
«» msorder.exe
__explorer.exe o
‘= ProcessHacker.exe

CPU Usage: 0.73% Physical memory: 390.79 MB (76.40%) Processes: 45

Malware was then allowed to create a section in its own address space, after which it copies
the malicious code into the created section and then maps a view of this section in the remote
process, at this point instead of allowing the malware to map the section with read, write,
execute(RWX) protection (which is constant 0x40), it was modified to map the section with
write copy (WCX) protection by changing the constant value to 0x80. As a result of this
memory was allocated in the explorer.exe process at address 0x60000 also the malicious code
was copied in that address (this is the code which performs the malicious actions). Notice in
the below screenshot the memory protection of the allocated memory is set to write copy
(WCX) instead of read, write, execute (RWX)
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P
00D81FCY push 0 0020FD64 00000060
O00D81FCB push 1 0020FD68 0020FEF8 Stack|
OOD81FCD lea ecx, [ebp+sect size] 0020FD6C 00000000
00D81FD3 push ecx 0020FD70 00000000
00D81FD4 push 0 0020FD74 00000000
00D81FD6 push 0 0020FD78 O0020FDAC Stack|[
00D81FD8 push 0 0020FD7C 00000001
OOD81FDA lea edx, [ebp+view base addr] 0020FD80
0OD81FEO push  edx 0020FD84
OOD81FE1l mov eax, [ebp+sus proc handle] DOZ0FDES b
00D81FE7 push P — 0020FD8BC 00000005
& 0020FDS0 O00010AAO0 debugl
O0OD81FE8 mov ecx, [ebp+handle section 0020ED94 00000000
OOD81FEB push  ecx ) ) ) ) ) 0020FD98 00000000
00D81HEC call [ebp+ntmapviewofsection] ; NtMapViewOfSection maps in remote P (0 0rpoc 00000060
OOD81FF2 mov [ebp+var C4], eax 0020FDAO0 0000005C
OOD81FF8 mov edx, [ebp+view base addr] UNKNOWN 0020FD84: Stack([ (Synchr
OOD81FFE mov [ebp+rem view base addr], edx \4 il
00D82001 h DACE PVEAIITE DRANLD TR S1poor oot .
00D82003 | Hex View-1 (@ ;Et;jp"du
00D82008 oozomul g 00 00 ooloe 30 FD 7F 05 00 00 00 A0 OA 01 00 G....0%..... a.. ML ciBase.
00D8200D | |0020FD94 00R00N00R00EE60N00E00R00NSCE00N00R0 O S irta.dll
Processes | Senvices | Network | Disk
Name -l explorer.exe (2588) Properties
& vmtoolsd.exe General | Statistics | Performance | Threads | Token | Modules| Memory  Environment | Handles | GPU | Disk and Network | Comment
4 [E TPAutoConnSvc.exe 7] Hide free regions pr—
(2 TPAutoConnect.exe
- Base address Type Size Protection Use Tot
*'svchost.exe 0x10000 Private 128k8 RW
#'svchost.exe 0:30000 Mopped 1616 R
_ 0x40000 Mapped 8k8 R
« dllhost.exe Riiata s
1 4 0x60000 Mapped 68 kB WCX
¢»msdtc.exe I Reie T I
= Searchindexer.exe Coi
+ wmpnetwk.exe gs;g: ' explorer.exe (2588) (0x60000 - 0x71000) |
+ svchost.exe ox778f 000000055 8b ec 81 ec ac 00 00 00 53 56 57 60 fc 33 K
N Ox7ffoey 0000001 64 8b 15 30 00 00 00 Bb 52 Oc Bb 52 14 Bb 72 3
»|sass.exe ox7ffd3{ 0000002 6a 18 59 33 ££ 33 cO ac 3c 61 7c 02 2c 20 cl =
B 0000003@ 0d 03 £8 e2 £0 81 f£f Sb bc 42 6a 8b Sa 10 8b
= Ism.exe g;z:& 0000004 75 b 85 5d d8 61 8b 4d 8 &b 41 3c b 44 08
— 0000005@ 03 c1 8b 50 10 8b 70 1c 8b 78 24 89 55 e8 &b
4r csrss.exe 0000006 20 ‘0:3 dl 03 £9 03 f1 3; db 89 S5 a0 89 :d £4
0000007 85 Sc ff ff ff 47 65 74 50 c7 85 60 ff ff ff
-conhOSt.exe 0000008 6£ 6; 41 c7 85 64 ff ff £ff gd 64 72 65 66 c7
‘ @ winlogon.exe 0000009 68 ££ ££ ££f 73 73 88 9d 6a ff ff £f 89 5d fc
. 0000002 45 fc 8b 04 82 03 cl1 Bd 95 Sc ff ff ff c6 45
« Jexplorer.exe 000000b 01 89 45 £8 2b dO c7 45 £0 Oe 00 00 00 Bb 45
- 000000c@ 8a 00 3a c3 74 Ob 8b 7d £8 3a 04 3a 8b 7d £4
4 vmtoolsd.exe 000000dd| 03 88 Sd ef £f 45 £8 £f 4d £0 75 el 38 5d ef
3 000000 08 £f 45 fc 8b 55 a0 eb b6 8b 45 fc 0f b7 04
«ridaq.exe 20000020 OF b7 55 @b 2b 2 8b 74 66 04 84 85 6c £f ££
i 0000010 S0 03 £1 51 c?7 85 6c ff ££f £f 47 65 74 4d c7
‘“ldaq'exe 00000114 70 £f f£f ff ‘6:1 64 7§ 6c c7 85 74 ff ff ff ‘6:5
4% msorder.exe 0000012 61 6e c7 85 78 ££ £f £f 64 6c 65 41 88 9d 7c £f an..x...dleA..|.
. 0000013 £f £f ££f d6 89 85 54 ff £f ff Bd 45 90 S0 ££ 75 ......T....E.P.u
__explorer.exe 0000014 d8 €7 45 90 4c 6f 61 64 c7 45 94 4c 69 62 72 c7 ..E.Load.E.Libr.
0000015Q 45 98 61 72 79 41 88 5d 9¢c ff d6 89 85 58 ff ff E. A.).....X..
‘= ProcessHacker.exe 0000016q] £7 8 45 a4 50 ££ 75 d8 o7 45 a4 45 78 €9 T4 7 . .E.B.u. .E.Exit.
0000017 45 aB 50 72 6f 63 c7 45 ac 65 73 73 00 ff d6é 8d E.Proc.E.ess....
Malware then creates another section in its own address space and copies the explorer.exe
content into the created section and then patches the explorer.exe at the address of entry
point, it just modifies 7 bytes (i.e. 3 instructions). It then unmaps the section in the
explorer.exe where its executable is loaded (i.e. 0x570000), at this point the explorer.exe is
hollowed out
Stack view
00D821A0 loc D821A0:
e Ogggggg debug015
00D821A1 mov edx, [ebp+baseaddr svchost] i)
00D821A7 push  edx i i
P 0020FDSC 00000005
00D821A8 mov eax, [e.bp+sus_proc_handle]/ 0020FD90 00281000
00D821AE push  eax : = : B 0020FD94 00000000
00D821AF call [ebp+Ntunmapviewofsection] ; NtUnmapViewOfSection 0020FD98 00000000
00D821B2 mov [ebpt+var C4], eax 0020ED9C 00000060
00D821B8 mov ecx, [ebpt+size of image] 0020FDAO0  0000005C
00D821BB mov [ebp+sect_size], ecx 0020FDA4 00000A1C
00D821C1 mov edx, [ebpt+baseaddr svchost] 0020FDA8 00000A14
00D821C7 mov [ebpt+view base addr], edx 0020FDAC 00281000
AAAAAA — - = _— = NnNN2NETNRN nnNINTTa Aahu~NN2
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Malware then maps the section (which contains patched explorer.exe) into the remote process
(explorer.exe) at the same address 0x570000 with read, write, execute (RWX) protection.
The below screenshot shows the mapped memory in the explorer.exe process, also notice the
tool no longer shows the full path to the explorer.exe (this is because of hollow process

technique).
00D821CD push PAGE_EXECUTE_READWRITE Stack view
00D821CF push 0 0020FD60 00000064
00D821D1 push 1 0020FD64 00000060
00D821D3 lea eax, [ebptsect size] 0020FD68  BlEINIA
00D821D9 push v 0020FD6C 00000000
0020FD70 00000000
00D821DA push 0
00D821DC h 0 0020FD74 00000000
pus 0020FD78 0020FDAC
00D821DE push 0 _ 0020ED7C 00000001
00OD821E0 lea ecx, [ebpt+view base addr] 0020FD80 00000000
00D821E6 push ecx 0020FD84 00000040
00D821E7 mov edx, [ebp+sus proc handle] 0020FD88 7FFD3008
00D821ED push edx 0020FD8C 00000005
OOD821EE mov eax, [ebp+var A0] 0020FDS0 00281000
00D821F4 push eax 0020FD94 00000000
00D821F5 call [ebp+ntmapviewofsection] ; NtMapViewOfSection maps into y 0020¥D98 00000000
00D821FB mov [ebpt+var C4], eax 00Z0FDSC 00000060
00082201 mov [ebp+EventAttributes.nLength], 0Ch 0020FDAO  0000005C
00D8220B mov [ebp+EventAttributes.lpSecurityDescriptor], 0 UHEHOWRIG0Z0ED6aERSEack]
00D82215 mov [ebp+EventAttributes.bInheritHandle], 1 4 L
ggg Hex View-1 E
00D 0020FEF8 00 00 4E 00 00 00 00 00 00 00 00 00 ..W...N......... N
00D 0020FF08 00 10 28 00 44 00 00 00 00 00 00 00 ...... (E DI -
=t 0020FF18 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 ................
_Jexplorer.exe (2588) Properties =] @]
| General | Statistics | Performance | Threads | Token | Modules| Memory |Envir t| Handles | GPU | Disk and Network | C t|
v Hide free regions Strings... J [ Refresh
Base address Type Size Protection Use Total WS Priv
0x10000 Private 128 kB RW 8 kB
0x30000 Mapped 16 kB R 16 kB
0x40000 Mapped 8kB R 8kB
0x50000 Private 4kB RW 4 kB
0x60000 Mapped 68 kB WCX 68 kB
000 Prate 256.kB RW ot 4kB
4 0x570000 Mapped 2,564 kB RWX 32 kB
0x570000 Mapped: Commit 2,564 kB RWX 32kB
0! 24 kB
0x778f000 (1 explorer.exe (2588) (0x570000 - 0x7f1000) =
0x7ffb000| 32kB
Ox7ffd300{ ©0000000¢ 4d S5a 90 00 03 00 00 00 04 00 00 00 £ff £f£f 00 OO M2.............. 4 kB
ox7ffdfood 00000014 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ........ Oenoococ 4K8
0x7ffe000 00000029 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......cuvueeuunn
X/ 00000039 00 00 00 00 00 00 00 00 00 00 00 00 d8 00 00 00 ..........c.cnn..
00000049 Oe 1f ba Oec 00 b4 09 cd 21 b8 01 4c cd 21 54 68 ........ oot 0
00000059 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f is program canno
00000064 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 t be run in DOS
00000079 6d 6f 64 65 2e 0d 0d O0a 24 00 00 00 00 00 00 00 mode....$.......
00000089 aa 16 a2 89 ee 77 cc da ee 77 cc da ee 77 cc da ..... LA AL IS, e
00000099 e7 Of 59 da e6 77 cc da e7 0f 5f da c7 77 cc da ..Y..W...._ ..W..
000000agieeiNcddaidbii 3N ccldate7 0 £4 88 cdas/e TR coRdasew e s s e te H st
000000byg e7 Of 4f da c5 77 cc da e7 0f 58 da ef 77 cc da (a0 com 2o im
000000cq €7 Of 5d da ef 77 cc da 52 69 63 68 ee 77 cc da IRy chEwrees
00000049 00 00 00 00 00 00 00 00 S0 45 00 00 4c 01 04 00 ........ PE..L...

AnAAAA~

en

nc

-

~_

A An

An

An

An

An

An

An

-

An

An

Malware then resumes the suspended thread as result of that malware executes the code at the
address of entry point of explorer.exe which will redirect the control to the malicious code (at
address 0x60000) which performs malicious actions and also notice after resuming the thread

how the patched explorer.exe is running on the system.
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Processes | Senvices | Network | Disk

Name ¢ PID CPU 1/0 total ... Private bytes User name [
"' audiodg.exe 1516 14.64 MB ...\LOCAL SER\ \
@ conhost.exe 2688 612 kB WIN-T9...\test (
»csrss.exe 356 1.25 MB NT ..\SYSTEM (
1 csrss.exe 404 0.12 17.36 MB NT ..\SYSTEM (
i 'dllhost.exe 2064 2.71 MB NT ...\SYSTEM (
i'dwm.exe 1336 1.33 MB WIN-T9...\test [
" explorer.exe 1348 0.03 27.29 MB WIN-T9...\test \
IZ';explorer.exe 2588 l 14.43 MB WIN-T9...\test \
i’ Interrupts 0.75 0 I
» IpOverUsbSvc.exe 1732 7.42 MB NT ...\SYSTEM \
i |sass.exe 504 0.01 2.85 MB NT ...\SYSTEM 1|
" Ism.exe 512 1.19 MB NT ..\SYSTEM |
J»msdtc.exe 2240 2.42 MB ...\NETWORK € |

Now to check if the modified memory protection of the memory (where the malicious code is
injected) can bypass the malfind plugin, memory image was taken and memory forensics was
carried out

The screenshot below shows two instances of explorer.exe running on the system and also
notice both explorer.exe parent process could not be determined because they are terminated,
so this makes it slightly hard to detect based on the parent process. There are other things that
can be used to detect, like looking for multiple instances of explorer.exe running on the
system and the creation time of the process.

root@localhost:~/Volatility# python vol.py -f kuluoz_mod.vmem --profile=Win7SP0x86 pslist
| grep -i explorer

Volatility Foundation Volatility Framework 2.5

0x877e7230 explorer.exe 1348 1328 24 723 0 2016-06-24
13:28:21 UTC+0000

0x8256e3d8 explorer.exe 2588 160 6 209 0 2016-06-26
10:04:34 UTC+0000

root@localhost:~/Volatility# python vol.py -f kuluoz_mod.vmem --profile=Win7SP0x86 pslist -
p 24

Volatility Foundation Volatility Framework 2.5
ERROR : volatility.debug : Cannot find PID 24. If its terminated or unlinked, use
psscan and then supply --offset=0FFSET

root@localhost:~/Volatility# python vol.py -f kuluoz_mod.vmem --profile=Win7SP0x86 pslist -
p 6

Volatility Foundation Volatility Framework 2.5

ERROR : volatility.debug : Cannot find PID 6. If its terminated or unlinked, use
psscan and then supply --offset=0FFSET

Running the dlllist plugin (which relies on PEB) shows explorer.exe is loaded at base address
0x570000. Whereas using ldrmodules (which relies on VAD structure) and grepping for that
base address does not show the full path to the explorer.exe. This kind of behaviour occurs
when the legitimate process executable memory is deallocated and then the memory is re-
allocated at the same address, at this point comparing the results from the dlllist plugin (PEB)
and Idrmodules plugin (VAD) is giving an indication of hollow process injection. But if you
dump the explorer.exe from the memory and analyse it will not give you much because that is
not performing the malicious actions, it is just redirecting, and this is a diversion tactic
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root@localhost:~/Volatility# python vol.py -f kuluoz_mod.vmem --profile=Win7SP0x86 dlllist
-p 2588

Volatility Foundation Volatility Framework 2.5
sk sk ok s ke ke e e e o ok ok ok ok ke ke ke e e e ok ok sk sk ke ke e e e s o ok sk sk sk ke e e e e e ok ok ok sk ok sk e ke e ke o ok ok ok sk sk sk ke e ke o sk ok ok ok ok ok ok ok ok ok

explorer.exe pid: 2588
Command line : explorer.exe
Service Pack 1

0x281000 Oxffff
0x142000 OXTTTT
0xd5000 Oxffff
0x4b000 Oxffff
0xalooo Oxffff
Oxac000 Oxffff
0x19000 Oxffff
0xa2000 Oxffff

:\Windows\explorer.exe
:\Windows\SYSTEM32\ntdll.dll
:\Windows\system32\kernel32.d1ll
:\Windows\system32\KERNELBASE.dl1l
:\Windows\system32\ADVAPI32.dll
:\Windows\system32\msvcrt.dll
:\Windows\SYSTEM32\sechost.dll
:\Windows\system32\RPCRT4.d11l

alalaslasEkaslaslais

root@localhost:~/Volatility# python vol.py -f kuluoz_mod.vmem --profile=Win7SP0x86
ldrmodules -p 2588 | grep -i 0x00570000
Volatility Foundation Volatility Framework 2.5

2588 explorer.exe 0x00570000 True False True

Running the malfind plugin only detects the suspicious memory allocation at 0x570000
(where explorer.exe is loaded), this time it did not detect the address 0x60000 (where the
malicious code is residing), this is because the memory protection was changed to

PAGE EXECUTE WRITECOPY and malfind does not look for this memory protection.
Again, this diversion tactic can lead an analyst to dump the explorer.exe and analyse it (but
they will be missing on the actual malicious component located at 0x60000 and might be
wasting time analyzing the explorer.exe)

Process: explorer.exe Pid: 2588 Address: 0x570000
Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE
Flags: Protection: 6

0x00570000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00
b8 00 00 00 00 00 00 00 40 00 00 60 00 00 00 00
00 00 00 00 00 00 00 0O 00 0O 00 00 00 00 00 00
00 00 00 00 00 00 00 0O 00 0O 00 00 d8 00 00 00

4d DEC EBP

5a POP EDX

90 NOP

0003 ADD [EBX], AL
0000 ADD [EAX], AL
000400 ADD [EAX+EAX], AL
0000 ADD [EAX], AL

The hollowfind plugin is designed to detect this type of evasion, the hollowfind plugin
detects suspicious memory protections like malfind plugin apart from that it also detects any
memory regions which does not contain PE file but has a memory protection of

PAGE EXECUTE WRITECOPY. In the below screenshot the hollowfind plugin reports
the hollowed process explorer.exe (pid 2588) and it also detected the redirection to the
address 0x60000
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Hollowed Process Information:
Process: explorer.exe PID: 2588 PPID: 160
Process Base Name(PEB): explorer.exe
Hollow Type: Invalid EXE Memory Protection and Process Path Discrepancy

PEB Comparison:

Base Address(VAD): 0x570000

Process Path(VAD):

Vad Protection: PAGE_EXECUTE_READWRITE
Vad Tag: Vad

Base Address(PEB): 0x570000

Process Path(PEB): C:\Windows\explorer.exe
Memory Protection: PAGE_EXECUTE_READWRITE
Memory Tag: Vad

Disassembly(Entry Point):
0x005a0efa 90 [ [0]
0x005a0efb 6800000600 PUSH DWORD 0x60000
0x005a0f00 c3 RET
0x005a0f01 6830105a00 PUSH DWORD 0x5al030
0x00530f06 e8cl11d0O0OO CALL 0Ox5a2ccc

In the below screenshot the hollowfind plugin also detected the similar processes and the
suspicious memory regions, and it also detected the address 0x60000 as suspicous because
this address does not contain a PE file but still has a memory protection of
PAGE_EXECUTE_WRITECOPY.

Similar Processes:
explorer.exe(2588) Parent:msorder.exe(160) Start:2016-06-26 10:04:34 UTC+0000
explorer.exe(1348) Parent:NA(1328) Start:2016-06-24 13:28:21 UTC+0000

Suspicious Memory Regions:
0x60000(No PE/Possibly Code) Protection: PAGE EXECUTE WRITECOPY Tag: Vad
0x370000(No PE/Possibly Code) Protection: PAGE_EXECUTE_READWRITE Tag: VadS
0x570000(PE Found) Protection: PAGE_EXECUTE READWRITE Tag: Vad

e) Example 5: Kronos Process Hollowing (Changing the Memory Protection to
PAGE_EXECUTE _WRITECOPY)

Few days back I came across a malware sample called Kronos which performs similar
redirection mentioned above, this sample hollows out the explorer.exe process, patches the
address of entry point and attempts to redirect execution flow inside an executable which was
injected with PAGE _EXECUTE_ WRITECOPY protections. While testing this executable
the explorer.exe crashed as shown below, but still the memory image was taken for further
analysis.
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Name PID CPU 1/0O total ... Private bytes User name Description

» ' svchost.exe 1876 1.19 MB ...\NETWORK € Host Process for Wil
+ dllhost.exe 2088 2.86 MB NT ..\SYSTEM COM Surrogate
J»msdtc.exe 2256 2.5 MB ...\NETWORK € Microsoft Distribute:
4 Searchindexer.exe 2480 15.99 MB NT ...\SYSTEM Microsoft Windows
» SearchProtocolHost.exe &t Windows Explore 2.16 MB NT ...\SYSTEM Microsoft Windows
« SearchFilterHost.exe Windows Explorer has stopped working e 1.28 MB NT ..\SYSTEM Microsoft Windows
 taskhost.exe Windows can check online for a solution to the problem 2.6 MB WIN-T9...\test Host Process for Wi
* wmpnetwk.exe 8.27 MB ...\NETWORK € Windows Media Pla)
+ svchost.exe # Check online for a solution and close the 3.12 MB ...\LOCAL SER\ Host Process for Wi
4 svchost.exe program 776 kB NT ..\SYSTEM Host Process for Wil
= WerFault.exe 3 Close the program 4.23 MB WIN-T9...\test Windows Problem R
* WmiApSrv.exe 1.14 MB NT ...\SYSTEM WMI Performance R
» taskhost.exe ¥/ View problem details 4.94 MB ...\LOCAL SER) Host Process for Wii
* Isass.exe ou4 2.76 MB NT ..\SYSTEM Local Security Authc
* Ism.exe 512 1.18 MB NT ...\SYSTEM Local Session Mana
45 csrss.exe 404 0.10 17.07 MB NT ...\SYSTEM Client Server Runtin
@ conhost.exe 2708 620 kB WIN-T9...\test Console Window Ho
winlogon.exe 452 2.3 MB NT ...\SYSTEM Windows Logon Ap}
4 _.explorer.exe 1364 0.03 31.48 MB WIN-T9...\test Windows Explorer
i vmtoolsd.exe 1560 1.59 174.41 k... 5.3 MB WIN-T9...\test VMware Tools Core
= ProcessHacker.exe 3908 0.81 8.69 MB WIN-T9...\test Process Hacker
explorer.exe / 860 1.39 MB WIN-T9...\test Windows Explorer

Running the hollowfind plugin on the kronos infected memory image detected the suspicious
process and the redirection attempt to the address 0x6f60b at the address of entry point

:~/Volatility# python vol.py -f kronos.vmem --profile=Win7SP0x86 hollowf|

olatility Foundation Volatility Framework 2.5
Hollowed Process Information:
Process: explorer.exe PID: 860 PPID: 3412
Process Base Name(PEB): explorer.exe
Hollow Type: Invalid EXE Memory Protection and Process Path Discrepancy

PEB Comparison:

Base Address(VAD): 0x820000

Process Path(VAD):

Vad Protection: PAGE_EXECUTE_READWRITE
Vad Tag: Vad

Base Address(PEB): 0x820000

Process Path(PEB): C:\Windows\explorer.exe
Memory Protection: PAGE_EXECUTE_READWRITE
Memory Tag: Vad

Disassembly(Entry Point):
0x00850efa 680bf60600 PUSH DWORD 0x6f60b
0x00850eff c3 RET
0x00850f00 006830 ADD |EAX+0x30|, CH

The plugin also detects suspicious memory region where a PE File was found with
PAGE _EXECUTE_ WRITECOPY protection but with no memory mapped file.

Similar Processes:
explorer.exe(860) Parent:NA(3412) Start:2016-09-21 08:00:26 UTC+0000
explorer.exe(1364) Parent:NA(1324) Start:2016-07-26 18:21:32 UTC+0000

Suspicious Memorv Reaions:
0x60000(PE No Mapped File) Protection: PAGE EXECUTE WRITECOPY Tag: Vad
0x820000(PE Found) Protection: PAGE EXECUTE READWRITE Tag: Vad
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Inspite of executing Kronos malware multiple times it crashed explorer.exe, so it’s not clear
if the malware will successfully execute if an executable is injected and its protection is
modified to PAGE EXECUTE_ WRITECOPY (or there could be a workaround which
malware authors are aware, I'm not sure). I tried multiple times but if an executable is
injected with PAGE _EXECUTE_ WRITECOPY the executable seems to crash, but during
the test (as in case of Kuluoz sample) it was detected if a code is injected and the memory
protection is modified to PAGE EXECUTE WRITECOPY the code executes without any
problems. In any case if malware attempts to perform any of these evasive techniques the
hollowtind plugin should be able to successfully detect these attacks.

Conclusion

Process Hollowing is a code injection technique which was used to trick the live forensic
tools and to blend in with legitimate processes. It looks like the attackers are now using
different types of process hollowing not just to blend in but also to remain stealthy, bypass
detection, confuse and divert the forensic analysis tools and the security analysts. From an
incident response perspective, it becomes important to understand the working of such stealth
techniques, understanding these techniques will help us in better countering and responding
to such malware attacks. The hollowfind plugin was written to detect such techniques, the
plugin detects such attacks by finding discrepancy in the VAD and PEB, it also disassembles
the address of entry point to detect any redirection attempts and also reports any suspicious
memory regions which should help in detecting any injected code.

Hollowfind Plugin Download Link: https://github.com/monnappa22/HollowFind
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