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Agenda

  Showcase 25 methods for gathering threat intel 
for over 30 real cases 
  Mostly against web-based C&C servers 
operated by actors 
  WHY: Actors carelessness, server 
misconfigurations, vulnerable panel code 
  HOW: pentesting, application code review 
  Intelligence gathering is key to an intelligence-
based security strategy 
  Conclusion 
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Method 1 

The story starts with us getting a whole bunch of 
C2 URLs from our sandboxes… 

… from these URLs, our investigation starts 
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Method 1 – Analytics beacons

  Win: Discovery of openly accessible traffic analytics 
Nurjax (Superfish shipped by notebook vendor) 
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Method 2 -- Open directories

  Win: collect tools, source code, targets, type of c2 
panels in use, and unseen samples 
Cryptowall  

Spam tool Outlook	  email	  harvester
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Method 2 -- Open directories

Dridex 120: targeting UK 
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Method 3 – Fuzzing common file 
names

  Win: Discover C2 files  
Nurjax - stats.php 
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List	  Infect Clean

Method 3 – Fuzzing common file 
names

  Win: C2 panel access 
UnkDownloader (targeting brazil) 
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List	  Infect Clean

Method 3 – Fuzzing common file 
names

  Win: C2 panel access 
UnkDownloader (targeting brazil) 
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Method 3 – Fuzzing common file 
names

  Win: C2 server access 
  Loki Stealer (Pony) 
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Method 3 – Fuzzing common file 
names

  Win: C2 server access 
  Loki Stealer (Pony) 
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Method 4 

Now that we’ve fully explored with 
our C2 URLs … 

… where exactly is the C2 admin 
control panel, and how can we 
understand its file structure? 



© 2017 Proofpoint, Inc. 

Method 4 -- server-status

  Loki PWS Stealer(Pony) + LOKI PLUS(Neutrino) 
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Method 4 -- server-status

  Loki PWS Stealer(Pony) + LOKI PLUS(Neutrino) 
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Method 4 -- server-status

  Win: Find C2 admin login panels via the Apache 
server-status module 
Cryptowall 
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Method 5 -- PHP error messages

  Win: Understanding the C2’s structure 
  TROJAN Unknown Bot 
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Method 5 -- PHP error messages

  Win: Understanding the C2’s structure 
  TROJAN Unknown Bot 
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Method 6 -- Python Django debug 
enabled

  Win: Understanding the C2’s structure 
Asprox: Marketplace with over 1400 registered 
sellers 
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Method 6 -- Python Django debug 
enabled 

  WSO Webshells by unique domain: 3,027,423 
p  gov:602+ ,mil:7+ 

  WSO Webshells by unique filename: 7,966,903  
  SMTP accounts: 2,136,017 
p  gov:4,000+ ,mil:1,574+ (Over 1,220 one military 

department) 
  FTP accounts: 585,549 
p  gov:258 

  SSH-root: 1,236  
  SSH-user: 50,757  
p  gov:92  
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Method 7 

Progress: now we know the C2’S 
file structure… 

… But how can we get 
authenticated into the panel? 
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Method 7 -- Insufficient authentication

  Win: C2 panel access 
Hancitor_Downloader 
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Method 7 -- Insufficient authentication

  Win: C2 panel access 
Hancitor_Downloader 
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  Win: C2 panel access 
  Android Marcher malware 

 

Method 7 -- Insufficient authentication
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  Win: access victim statistics, execute C2 
commands, etc. 
  Android Marcher malware 

 

Method 7 -- Insufficient authentication
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Method 8 

Now that we’ve authenticated 
ourselves… 

… can we expand laterally? 
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z

Method 8 -- Session Fixation

  Win: access others panel on the same C2 server 
without authentication 
Keybase (mostly operated by Nigerian actor) 
•  Also has SQL injection, File upload vulnerabilitilies 
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Method 8 -- Session Fixation

Keybase (mostly operated by Nigerian actor) 
  Targeted business email compromise (BEC) 
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Method 9 

How about directly guessing the 
password? 
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Method 9 -- Weak passwords

  Win: gain C2 panel access 
Blackmoo_KRBanker (Targeting Korea) 

Today	  visited Today	  infected Total	  infected
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Method 9 -- Weak passwords

  Win: gain C2 panel access 
Cerber/Sage ransomware 
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Method 9 -- Weak passwords

  Win: gain WSO Webshell access 
Cerber/Sage ransomware 
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Method 9 -- Weak passwords

  Leverage: gainC2 panel access 
Cerber/Sage ransomware 
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Method 10 

And speaking of passwords… 

… how else can we get the admin 
password? 
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Method 10 -- Hardcoded password / 
download config file

  Win: understanding who’s infected / targeted 
  IRC bot (not well known) 
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Method 10 -- Hardcoded password / 
download config file

  Win: understanding who’s infected / targeted 
  IRC bot (not well known) 
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Method 11 

If reversing is useful… 

… how about code review? 
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Method 11 – Obtain source code

  Goal: obtain panel’s source code and review, 
learn panel structure 
  Fuzz folder names 

•  /bn/  -> bn.zip / bn.rar / bn.tar.gz 
•  /panel/ -> panel.zip / panel.rar / panel.tar.gz 

  Custom fuzzer script: collect all C2 URLs then 
try to fuzz 
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Method 12 -- Cross site scripting

  Win: steal cookie and access C2 panel 
  ISR stealer 
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XSS targeted 
experiment

170 ISR Stealer panels on 
unique domain name

Duration 2 weeks
Successful trigger Received 103 Cookies
Successful rate 60 %
Number of victims 66,284
Actors location Mostly in Nigeria

Method 12 -- Cross site scripting
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Method 13 -- Backdoor

  Win: gain C2 server access 
  Zeus Robot / Panther / GOZ 
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Method 14 -- Remote command 
execution

  Win: root the C2 server 
  Zeus / Citadel / ICEXI 
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Method 14 -- Remote command 
execution

  Purpose: To gain access their C2 server 
  Zeus / Citadel / ICEXI 
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Method 14 -- Remote command 
execution

  Purpose: To gain access their C2 server 
  Zeus / Citadel / ICEXI 
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Method 15 -- SQL Injection

  Purpose: dump C2 panel’s database 
  Android Opfake malware 
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Method 15 -- SQL Injection

  Win: dump C2 panel’s database 
  Android Opfake malware 
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Method 15 -- SQL Injection

  Win: dump C2 panel’s database 
  Android Opfake malware 
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Method 16 

Having admin panel access and 
webshell access is GREAT… 

… but how about rooting the 
server? 
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Method 16 -- Remote command 
execution

  Win: root the C2 server 
  HFS - Vawtrak hosting TinyLoader as 
downloader 
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Method 16 -- Remote command 
execution

  Win: root the C2 server 
  HFS -- Vawtrak hosting TinyLoader as 
downloader 
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Method 17 – Shellshock 
(CVE-2014-6271)

  Win: gain C2 server access 
  Sutra TDS – undisclosed 
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Method 17 – Shellshock 
(CVE-2014-6271)

  Win: gain C2 server access 
  Sutra TDS – undisclosed 
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Method 18 -- JAVA Unserialize 
Vulnerability (CVE-2015-4852)

  Win: gain access C2 server 
  Android Fake-Angry 

•  Oracle WebLogic Server, versions 10.3.6.0, 12.1.2.0, 
12.1.3.0, 12.2.1.0 are affected 
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Method 19 

Now that we can execute arbitrary 
commands and access arbitrary 
files… 

… how to very quickly grasp what’s 
there? 
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Method 19 -- Webalizer/AWStat

  Leverage: Understanding a C2’s structure 
  Northern Gold (Qbot) 

 Qbot	  gate

Exploits	  go	  to	  sutra

Qbot	  exe	  updates

Qbot	  exe

Webinjects	  for	  all

Session	  spy

Qbot	  exe	  updates

Inject	  Iframe	  
redirecHon



© 2017 Proofpoint, Inc. 

Method 20 

Let’s try some complex techniques! 
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Method 20 -- Path traversal

  Win: arbitrary file access 
MagikPOS 
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Method 20 -- Path traversal

  Win: arbitrary file access 
MagikPOS 
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Method 21 -- File upload vulnerability 
(unrestricted)

  Win: arbitrary file access 
Jahoo spambot 
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Method 21 -- File upload vulnerability 
(unrestricted)

  Win: arbitrary file access 
Jahoo spambot 
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Method 21 -- File upload vulnerability 
(unrestricted)

  Win: arbitrary file access 
Jahoo spambot 
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Method 22 -- File upload vulnerability 
(Satisfy prerequisites)

  Win: arbitrary file access 
  Neutrino HTTP Bot (0day) 
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Method 23 -- File upload vulnerability 
via C2 communication

  Win: arbitrary file access 
Gaudox Bot (0day) 
•  Hardcoded RC4 encryption key 
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Method 23 -- File upload vulnerability 
via C2 communication

Gaudox Bot (0day) 
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Method 23 -- File upload vulnerability 
via C2 communication

Gaudox Bot (0day) 
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Method 23 -- File upload vulnerability 
via C2 communication

Gaudox Bot (0day) POC 
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Method 23 -- File upload vulnerability 
via C2 communication

Gaudox Bot (0day) POC 



© 2017 Proofpoint, Inc. 

Method 24 

How about the C2 server’s 
domain? 
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Method 24 -- Set-cookie

  Leverage: identify the actual C2 domains behind 
Nginx-based proxies 
  Northern Gold 
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Method 25 

How about the C2 server’s IP? 
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Method 25 -- PHPinfo

  Win: Pinpoint C2 IPs 
•  Many actors enable PHPinfo 
•  Pinpoint C2 IPs from Nginx reverse proxies 

Dridex 120 
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Conclusion

  25 proven threat intel gathering techniques 
•  Who’s behind the campaign  
•  Who’s being targetd 
•  Understand infrastructure and tools in use 
•  Obtain unreleased malware 
•  Understand actor operation and strategies 

  Most C2 panels contain vulnerabilities 
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