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https://www.linkedin.com/in/ChristianHeinrich

Developer of Local and Remote Maltego Transforms for:
@Facebook
@Instagram
@Gravatar
@RecordedFuture
@TAIA Global REDACT™
@VirusTotal
@FullContact

Python Modules from @CanariProject and @Paterva

https://github.com/search?gq=user%$3Acmlh+Maltego




Agenda

1. Integration of the API [vl and v2] from @haveibeenpwned

2. Configuration of Maltego:
* Import Maltego Configuration File.
* Transform Hub
3. Case Studies
* End User (Penetration Tester, Incident Responder, etc)




“Have | been pwned?”

The “Have | been pwned?” Microsoft Azure Ecosystem
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@haveibeenpwned — APl v1

Integrated Single API vl Endpoint.

Supports all API vl HTTP Status Codesi.e. 200, 400 and 404.

https://haveibeenpwned.com/API/v1

HTTP Status Codes

200 Ok — everything worked and there's a string array of pwned sites for

the account
400 Bad request — the account does not comply with an acceptable

format (i.e. it's an empty string)

404 Not found — the account could not be found and has therefore not

been pwned



@haveibeenpwned — APl v1

Tumblr Linkedin
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@haveibeenpwned — API v2

Integrated APl v2 Endpoints:
1. Getting all breaches for an account
2. Getting all pastes for an account
3. Getting all breached sites in the system
4. Getting a single breached site

Supports all APIv2 HTTP Status Codesi.e. 200, 400, 403, 404 and 429.

https://haveibeenpwned.com/API/v2

https://haveibeenpwned.com/API/v2#ResponseCodes

200 Ok — everything worked and there's a string array of pwned sites for
the account

400 Bad request — the account does not comply with an acceptable
format (i.e. it's an empty string)

403 Forbidden — no user agent has been specified in the request

404 Not found — the account could not be found and has therefore not
been pwned

429 Too many requests — the rate limit has been exceeded



Installation
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https://github.com/cmlh/Maltego-haveibeenpwned/wiki



1.

2.

@haveibeenpwned — Maltego Input Entities

“Account”
1. maltego.EmailAddress

2. maltego.Alias

“Site”
1. maltego.Domain
2. Maltego.Phrase
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@haveibeenpwned —maltego.Alias Entity
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@haveibeenpwned - Paste

Latest pastes

Overall and most recent stats for the paste service

New pastes are retrieved very quickly after they appear (usually within 40 seconds). Here are the latest pastes with email addresses that
have been pulled into the system. This information is also available via an RSS feed.

Title Paste created Emails

10 minutes ago 180

https://haveibeenpwned.com/Pastes/Latest



@haveibeenpwned - Paste
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@haveibeenpwned — Maltego Machines

Specify target X

The @haveibeenpwned E-Mail Address machine reguires the following inputs:

Email Address | christian.heinrichi@cmih.id.au
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@haveibeenpwned — Maltego Machines
Machines

o @haveibeenpwned E-Mail Address

[christian. heinrich@cmih.id. au]

Machine completed

run{HIBPbreachedEmail)
run{HIBPpaste)
run{HIBPbreachedlomain}
Machine completed with & entities
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@haveibeenpwned — Maltego Machines
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Collections
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@haveibeenpwned — Maltego Machines
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@havei

5 May 2012 - Linkedin

In Wiay 2018, LinkedIn had 164 million email addresses and
passwords sxposed. Originally hacked in 2012, 1 data
remained out of sight until being offered for sale on a

dark market site 4 years later. The passwords in the

breach were stored as SHAT hashes without salt, the vast
majority of which wee auickly cracked in the days
following the releass of the data

-]
Linkedin

28 February 2013 - tumblr
istian.heinrish@smin. id,
In early 2013, tumblr suffered a data breach which
fesulted inthe exposure of over 65 million accounts The
data was later put up for sale on a dark market website
andlinciuded email acresses and passwords stored s
saltz SHAT hashes,

linkedin.com tumbir.com geskedin net
L]
] ] ]
Passwords Email addresses @haveibeenpwned - Verified Breach

15 August 2016 - Geskedin

In August 2016, the technology recrutment site Geskedin
151 a MongoDB database exposed and over 8 records were
extracted by an unknewn third party, The kreached data was
originally seraped from GitHub in violation of their terms

of use and contained information exposed in public

profiles, ineluding over 1 million members' email
addresses.Fuil details on the incident (including how
{mpaCizd memiers san see their lzaked data) are covarad in
the blag pastan 8 millian GHHUB profiles wers |eaked

from Geskedin's MongoDB - here's how to s&2 yours

=] ]
Tumblr Geekedin

beenpwned — Maltego Machines
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@haveibeenpwned — Maltego Machines
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@haveibeenpwned — Maltego M

15 August 2018 - Geekedin

In August 2018, the fechnology recruitmant sits G
1212 MongoDA database exposed and aver G records were
extracted by an unknown third party. The bisachad data was
originally seraped rom GIHUB in violation T heir terms:

of use and contained information exposed in public.

profiles, Including over 1 milllon members” emall

addresses. Full detalls an the incidant(including how
impacted members can sae theirlaakad data) ars covered in
tne blog poston & mallien Gitviud profles ware leaked

from Geskedin's MONGODB - Nira’s hiw 10 Sé8 YOUrS.

Years of profassional sxparience.

Names Gaograp!
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¢ locations

Professional skills

Gaskadin

o
26 February 2013 - tumblr

In gty 2013, lumblr sufered 3 data breach which

resulled in ihe exposure of over 65 milkion accounts. The
ut Up for sabe on a dark

and included email 3ddresses and passwords stored as

salte SHAT nasnes,

@naveibsenowned - Verfied Braach  Email sddresses

ehristian helnrich@eminid au

Tumbir

Passwards

achines

5 May 2012 - Linkedin

In May 2016, Linkedin nad 164 million #mail addresses and
passwords axposed. Gnginally hacked in 2012, the data
remained out of sight unil being offered for sale on a

dark market site 4 years k passwords in the
braach were stored as SHAI hashes without salt the vast
majorty of which wera quickly cracked in the days.

Tollowing th releass of the data

Linksdin

Orange/Purple Bookmark
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@haveibeenpwned —<DisplayInformation>

christian_heinrich@cmlh.id_au

+ Relationzhips

- haveibeenpwned

https://haveibeenpwned.com/account/christian.heinrich@cmlh.id.au
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@haveibeenpwned —<DisplayInformation>

Visited || Getting 5
;- Hawe | been pwmed? Check if your ...

DFSillyHER 5

';--have i been pwned?

Check if you have an account that has bee mised in a data breach

foo@bar.com pwned? I

foo@bar.com from https://haveibeenpwned.com/API/v2#BreachesForAccount

https://haveibeenpwned.com/account/foo@bar.com
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Thanks

@troyhunt of @haveibeenpwned

@RoelofTemmingh, @AndrewMohawk and @paulRchds of @Paterva

@dcuthbert, @NoobieDog, @glennzw and @charlvdwalt of @SensePost
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Maltego “Have | been pwned?”

Christian Heinrich
Follow me on Twitter at @cmlh

christian.heinrich@cmlh.id.au
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