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WHAT IT’S ALL ABOUT



Low power / low cost devices

Often no TCP/IP

Different communication 
standards

Make physical devices „smart“

WHAT IS THE WIRELESS IOT?



PROBLEMS

ProblemsPhysical protection 
not enough

Limited ressources / 
reliability

Unsecure devices 
are rolled out

Now getting 
connected

Not managed



WHY IS IT IMPORTANT?

1 http://www.gartner.com/newsroom/id/2839717
2 http://www.gartner.com/newsroom/id/2636073
3 http://www.heise.de/newsticker/meldung/CES-Internet-der-Dinge-komfortabel-vernetzt-2512856.html
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Wireless connections are 
the future

Samsung CEO BK Yoon -
“Every Samsung device will 
be part of IoT till 2019” 3



WHY IS IT IMPORTANT?

“Smart” devices incorporated into the electric grid,
vehicles — including autonomous vehicles — and
household appliances are improving efficiency,
energy conservation, and convenience. However,
security industry analysts have demonstrated that
many of these new systems can threaten data
privacy, data integrity, or continuity of services. In the
future, intelligence services might use the loT for
identification, surveillance, monitoring, location
tracking, and targeting for recruitment, or to gain
access to networks or user credentials.”

-James Clapper
United States Director of National Intelligence

http://www.hotforsecurity.com/blog/us-intelligence-chief-the-internet-of-things-will-be-
used-to-spy-and-hack-13400.html



POPULAR WIRELESS FAILS



?SO, WHAT ARE THE 
BIGGEST PROBLEMS?



What is really out there? 

Blind spot in cyber security strategies

Not visible in network diagrams

Knowledge gap

Lack of tools

PROBLEMS FOR WIRELESS ASSESSMENTS



Different technologies and standards used

Proprietary protocols

Lack of industry standards

No knowledge about the used protocols

No knowledge about the deployed devices

– How to detect them?

KNOWLEDGE GAP



Some prototypes but no mature tools 

Often just built for testing one device

Not maintained

Poor documentation

How to test the devices?

– Methodology

– Scenarios

– Attack vectors

LACK OF TOOLS
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SIGNAL DISCOVERY



Interviews

INFORMATION GATHERING



Interviews

Check FCC ID

– Fccid.io

– http://www.comsearch.com/articles/emission.pdf

– Search for other devices from the vendor

INFORMATION GATHERING



FCC ID



FCC ID



EMISSION DESIGNATOR



Interviews

Check FCC ID

– Fccid.io

– http://www.comsearch.com/articles/emission.pdf

– Search for other devices from the vendor

Google Patent search

INFORMATION GATHERING



GOOGLE PATENT



Interviews

Check FCC ID

– Fccid.io

– http://www.comsearch.com/articles/emission.pdf

– Search for other devices from the vendor

Google Patent search

Product documentation

RF chip, Firmware, Software

INFORMATION GATHERING



PRODUCT DOCUMENTATION



Interviews

Check FCC ID

– Fccid.io

– http://www.comsearch.com/articles/emission.pdf

– Search for other devices from the vendor

Google Patent search

Product documentation

RF chip, Firmware, Software

Visual signal inspection

INFORMATION GATHERING



Inspectrum

Baudline

Fosphor

GNU Radio

VISUAL SIGNAL INSPECTION



FREQUENCY BANDS

sigidwiki.com



sigidwiki.com

VISUAL SIGNAL INSPECTION



Interviews

Check FCC ID

– Fccid.io

– http://www.comsearch.com/articles/emission.pdf

– Search for other devices from the vendor

Google Patent search

Product documentation

RF chip, Firmware, Software

Visual signal inspection

Check frequency bands for legal issues

INFORMATION GATHERING
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SIGNAL TO BITS



SIGNAL TO BITS

Find the Signal

Identify the Data 
Channel



FINDING A SIGNAL



Find the data channel

Isolate the channel

– Use filters to remove out-of-band interference

SIGNAL TO BITS



ISOLATE THE CHANNEL



Find the data channel

Isolate the channel

– Use filters to remove out-of-band interference

Identify modulation type

SIGNAL TO BITS



MODULATION TYPE



MODULATION TYPE



Find the data channel

Isolate the channel

– Use filters to remove out-of-band interference

Identify modulation type

Identify data rate / baud rate

SIGNAL TO BITS



IDENTIFY DATA RATE / BAUD RATE



Find the data channel

Isolate the channel

– Use filters to remove out-of-band interference

Identify modulation type

Identify data rate / baud rate

Clock recovery

SIGNAL TO BITS



CLOCK RECOVERY



Find the data channel

Isolate the channel

– Use filters to remove out-of-band interference

Identify modulation type

Identify data rate / baud rate

Clock synchronization

Symbols to logical bits

SIGNAL TO BITS



ENCODINGS



Analyse output structure

– Pattern search

– SOF / EOF

– Long sequences of 0‘s or 1‘s

Search for known values

– Serials, Names, Ids,…

Search for repeating changes

– Counters, Sequence numbers, packet length

Checksums

Error correction and detection

RAW OUTPUT TO PACKETS



PACKET SNIFFING



DATA EXTRACTION



Get familiar with RF / SDR / DSP basics

– Modualtion

– Sampling

– Complex Numbers

Store meta data

– capture rate, gain, frequency

Choose a proper RF gain

Know your tools

– Visual resolution problems

PITFALLS



BAUDLINE FFT=8192



BAUDLINE FFT=256



Analysing the wrong signal

– Move around to see how signal strength changes

– Make sure your signal is in band and not an alias

Check for timing issues

– Clock recovery

– Send messages within timeframes

PITFALLS



Defcon Wireless / IoT Village

Cyberspectrum Meetups

– Also available on Youtube

Wikipedia (RF theory) 

OWASP IoT Top 10

Other Resources

http://greatscottgadgets.com/sdr/

http://files.ettus.com/tutorials/labs/
Lab_1-5.pdf

http://sdr.ninja/additional-
resouces/

https://www.youtube.com/user/Ha
k5Darren

https://www.youtube.com/user/bali
nt256

INTERESTING RESOURCES AND PROJECTS
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WIRELESS SECURITY ISSUES



Unencrypted communication

No message freshness checks – Replay attacks

Vulnerable key exchange  

Jamming

Mixing unencrypted and encrypted communication

WIRELESS IOT TOP 10 ISSUES



Weak Join/Pairing procedures

Hardcoded secrets

Weak cryptography

No message authentication - Spoofing

Insecure rejoin procedure

WIRELESS IOT TOP 10 ISSUES
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DEVICE DISCOVERY

DEMONSTRATION



Wireless IoT device scanner

Based on Scapy Radio

Scans RF for wireless communication

– All channels / protocol

– Quick Scan / preferred channels

Easy expendability

Passive / Active scanning

WMAP



HOTEL TEST RESULTS



WMAP SCAN



LET’S SEE WHAT’S OUT THERE - MAPPING THE WIRELESS IOT

REJOIN TESTING
DEMONSTRATION



ZIGBEE INSECURE REJOIN



VIDEO DEMO



ZIGBEE INSECURE REJOIN



FEELINGS AFTER FIRST SUCCESSFUL JOIN



COMMAND INJECTION



FEELINGS AFTER SOME TIME 



Wireless offers a huge attack surface 

Usability overrules security

A lot of attack vectors

We need more research!

We need more tools :D

SUMMARY



There is a world beside TCP/IP and Wifi

Security of wireless protocols is often not mature

Wireless communication is often a blind spot

BLACKHAT SOUND BYTES



Thank you!

Time for Questions & Answers



Contact

tobias@zillner.tech
assurance@cognosec.com


