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The goal of this talk is to give insights into the security of
Unmanned Aerial Vehicles (UAVs) and to show that professional
UAVs are not as secure as one might think.
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The UAV - Wifi focus
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The UAV - Wifi attack

Attacker's tablet
KEY FOUND! [ 20:12:20:12:12 ]

Decrypted correctly: 100%
Flight
planning o
software Communication route
after attack
L - —
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H]ngt Original
planning e
software communication
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The UAV - XBee focus
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XBee — Reading the manual...

1. APl mode

: Destination
P, Ctwi Payload
Preamble| ' Network ID it ayloa

N g N 7

. broadcas ~— ~~

Added by chip Received from serial port
3 (] I {e l I I Ote ‘ \ I Preamble | | Network ID Destination Payload
Addr
A NG o
N N
Added by chip Received from serial port

It's not a bug, it's a feature ©
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XBee — Man-in-the-Middle Attack

Attacker
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©IEEE
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We can read/send data on the XBee channel.

But what does that data stream mean?
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Decompilation of Android APK

-8 com
+-#3 android.export
- £ neopixl. pixiui
- org
- g3
+ fw BluetoothComm.dass
+ fw CommApBase.dass
+-lap GameGanView.dass
+-Jorp LineView.dass
+ ’uy MessageHandler.class
+ L‘, MsgPacket.class
» MsgParser.dass
+ Juo MulitPointTouchListener.dass
+)-Jp PtBaseAdapter.dass
- Jp SaveHl.dass
#1- Torp [ 135S
#1- oy [P oint. class
+- ot TimerCount.dass
+)-Jp UDPClient.class
+)- oy UDPServer.dass
+-Jp config.class

B EEEY

+

EIEYEYEY

[+

BuildConfig.class
» CommAp.dass
OpenFuleAchvnty class
R.dass
Uldlg.dass
U mvc.dass
- wifi.class
b check.dass
» secure.dass
tart.dass

I" IETIETIETIE l— I— 12712712
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Decompilation of Android APK

;{uul;; void SendDataCodecmd(byte paramByte) DeCi mal _> H eX

byte[] arrayOfByte = new byte[36];

for (int i = 0;; i++) 36 » 24

{ EI (1 >= 30) 87 > 57
i e /3 > 49
i 70 > 46
SrrayOfbytels] - parsaByte; 73 > 49
Rk a5 paramByte > XX
ok i paramByte . XX
— | paramByte > XX

:rrayOfote[i] = 0;
}

}
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Example Commands

24 57 49 46 49 XX XX XX

R

24 57 49 46 49 89 89 89 (Start-Engines)

24 57 49 46 49 58 58 58 (Auto-Takeoff)
24 57 49 46 49 97 97 97 (Enable Autopilot)
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Remediation — XBee Onboard Encryption

¥ Security
Change Security Parameters

@ EE Encryption Enable Disabled [0] v

(i) KY AES Encryption Key (

= Secures Data ONLY on the XBee channel
»  Prevents Remote-AT-Commands

=  Mitigates Man-in-the-Middle
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Remediation — Add. Hardware Encryption

Data encrypter/ Xbee Xbee Data encrypter/
decrypter chip chip decrypter

Data Data

In/out O ﬂ t& . O In/Out

Logical encryption layer

= Does NOT prevent Remote-AT-Commands
= Does NOT mitigate Man-in-the-Middle
= Ensures CONFIDENTIALITY
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Remediation — Application-layer Encryption

Flight
planning
software

| - o
Tablet

End to end encryption

Data translation

WiFi

communication Xbee
communication .
e -
Remote Control UAV

= Does NOT prevent Remote-AT-Commands

= Does NOT mitigate Man-in-the-Middle

= Ensures CONFIDENTIALITY
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Cost of attack: 40S
e UAVis currently in use

 Multiple manufacturers are using similar
setups

21



Lessons Learned

f ) Use strong
| \ encryption

Alter passphrases

CSQ Test your product
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Table D1 Con

First entry
24 57 49 45 4991 91 91
23 57 40 4h g a2 g2 g2

24 87 45 46 4679 79 7%

23 57 49 46 40 & 6y 08 57 1K)
i 57
Zf 57 49 46 §a B g oo 55 0o 58
oG gh
24 57 40 4 4097 93 93
2 57 4% 45 49 53
[ &L ol 63 42 80 21 8B BF oF
oo o0 FF FF 84 oo EB b 0o
O O O O

24 57 49 41 40 52

24 57 440 45 49 54 KX XK KX 54

24 57 49 40 46 57 57 57

24 57 40 4 4o 58 58 58

24 57 4% 46 gy a7 497
24 57 4% 46 45 o8 o8 o

2y 57 49 46 40 7B 7B 7B

24 57 45 46 49 67 67 XX xx

24 57 449 46 49 GA GA XX XX XX

O N0 MY

7 49 4 49 Cg Cg Co
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fnr flight computer
Second eniry
Parachute Close Position
Marachute Open Position
Stick Calibration
Magretic Compass -
Horizenkal Alipnment
Mlagmelic OmMpaes - Yertical
Aligmment

Diownboad Trigger Points

L plu;'u_l Way ni Crada

| Kepeats wavpoint

util it gets
hat the updoads
= cormplited )

A conhirmi

Verify Waypoint data

Waypoant upload irmation

IWhen wpload is finished xx is

the amio

t of waypoints)
Ak Landirng
Auta Takeoff

En

+ Flightpsath (Full
Flightpath)

Enable Flightpath (One step at

Dizable Flightpath

Target {xx is number of target

overall rmumber of the new
altanude)

Fead one mimute of data

bk M1

First eniry
13 §F &% 48 40 66 BE B

§F g 40 40 75 =8 A

15 97 g9 40 40 G4 g g

40 By Ry g

T 3 40 U 68 R

15 7 55 40 qu HE &E RE
24 57 40 4P g3 B B4 HA 2

=) 57 49 o5 a5
40 45 40 BB 2B BB
40 2B HH 2B

7 49 40

Wl 00 K

£ NS 3 o
34 &7 40 45 gy B0 A0 ED
46 43 B0 BDY

Al BIEDE

2 57 49 49 7A A T

34 57 &5 40 40 g0 oo

3 §F &% 40 40 G4 08 i

T g5 40 45 92 92 a2
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. Slide 5 & 12: Photo credit to: 978-1-5090-0223-8/16/$31.00 © 2016 IEEE
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