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Why android?  

 82% of  Market Share 

 Big parts of  users are still running unpatched android systems. 

 Vulnerability found is not likely to get patched across all devices.  

 Some Smartphones are not even non-compatible with new versions.  
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Testing methodology & References 

References 

 Cross Browser Test Cases - https://ios.browsr-tests.com/alt/ 

 Chromium  bugs - https://code.google.com/p/chromium/issues/list 

 Test cases from - http://wooyun.org/ 

 Browser Security handbook test cases - 

http://browsersec.googlecode.com/files/browser_tests-1.03.tar.gz 

 Test suite was developed which would up on - 
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Introduction: Same Origin Policy 
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Introduction: Same Origin Policy 
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Origin 
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Severity of  A SOP Bypass 
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SOP Bypass By Design 

 Shared Hosting in java == SOP Bypass 



SOP Bypass By Implementation 
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SOP Bypasses For Android Browsers 

 Multiple SOP bypasses in Web View Component of  Android Browsers. 

 

 Web view is a mini browser based upon Webkit rendering engine for 

display the webpages.  

 

 Web View prior to android 4.4 (Kitkat) were affected with the SOP 

Bypasses.  

 

 Multiple Metasploit modules were created for demonstration. 
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SOP Bypass 1 - CVE 2014-6041 (POC) 
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SOP Bypass 2  - POC  
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Special Guest – Chromodo Browser 
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Google Play’s Remote Installation Feature 
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SOP Bypass Leading To RCE (Google Play) 

 Non Enforcement of  X-Frame-Options on Error Pages 

 A UXSS can lead to RCE via Google Remote Installation Feature 

 Only requirement being the user logged from a vulnerable browser. 
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Introduction: Cross Scheme Data Exposure 
 Example 

       <iframe src=“file:///etc/passwd”> 

 

http://rafayhackingarticles.net  



CSDE Vulnerability Android Stock Browser 

The Bug 

It was to open links to local files using file:// 

protocol by from a webpage by selecting "Open 

Link in New Window" from the context 

menu“ 

 

POC - 

<a 

href="file:///etc/passwd">CLICK</a> 
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Cross Scheme Data Exposure- Attack Plan 

 User visits attacker.com. 

 

 attacker.com forces a download (exploit.html) on the victim's browser using content 

disposition header.  

 

 

 

 

 

 Note: In case, if  SDCARD is available, the file is saved under 

‘/sdcard/Download/exploit.html’ 
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Cross Scheme Data Exposure- Attack Plan 
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Android Gingerbread CSDE (POC) 
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Android Jellybean CSDE (POC) 
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Browsers Cookie Theft 

 Save cookie containing javascript code and trick the victim into 

opening the sqlite database file 

 

 

 

 Android cookies are saved under – 

file:///data/data/com.android.browser/databases/webviewCookie

sChromium.db 
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Browsers Cookie Theft - POC 
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CSP And Mobile Browsers 
 

 To Prevent the likelihood of  XSS by using Whitelist.  

 

Example 

Content-Security-Policy: script-src http://code.jquery.com/jquery-

1.11.0.min.js; 

 

Implementation 

 

 Content-Security-Policy (Current Standard) 

 X-Content-Security-Policy (Deprecated) 

 X-Webkit-CSP (Deprecated) 

http://code.jquery.com/jquery-1.11.0.min.js
http://code.jquery.com/jquery-1.11.0.min.js
http://code.jquery.com/jquery-1.11.0.min.js
http://code.jquery.com/jquery-1.11.0.min.js


Problem with Mobile Browsers And CSP 

Most of the mobile 
browsers do not support 

Content-Security-
Policy headers 



CSP Enforcement Across Chrome & Firefox 

http://rafayhackingarticles.net  



 

http://rafayhackingarticles.net  



Android Patch Management And issues 

 Vulnerabilities identified are often not fixed in a timely manner. 

 Vendor doesn't acknowledge, patch and doesn't make a new build 

available. 

 A lot of  android devices are still shipped with older versions.  

 Even if  the vulnerability is patched, Users don’t get timely updates.  

 OEM’s modify the code and do not ship patches in a timely 

manner.  

 Phones don’t support upgrade. 
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How Apple Patch management Works? 
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How Android Nexus Patch Management Works? 
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How Everything else works?  
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Blackhat Sound Bytes 

 SOP is most important security boundary for Browsers, it must 

be treated with seriously. 

 

 Handset manufacturers, Wireless carriers, and Google -- must 

do a better job of  ensuring security for everyone, not just rich 

people. 

 

 Stick with browsers from app publishers with long track records of  

fixing bugs 
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