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UNOFFICIAL IDE FOR NMAP SCRIPT DEVELOPMENT

‘Halcyon




ABIT INTRO

1. Challanges in developing Nmap Scripts
2. Extensive use of Nmap in Enterprise VA
3. Built in JAVA

4. Open Source (feel free to contribute)



PROJECT PAGE

e Project Page : http://halcyon-ide.org/
e GitHub: https://github.com/s4n7h0/Halcyon


http://halcyon-ide.org/
https://github.com/s4n7h0/Halcyon

WHY HALCYON?

1. Code Intelligence & Autocompletion (just like other IDEs)
2. One Click Configuration

3. Scan Settings

4. Prewritten Code Generator Modules

5. Debugg within Halcyon IDE



SOURCE OF INSPIRATION
I
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Execution Stared

larting Nmap 7.10 ( https:/ /nmap.org ) at 2016-03-30 23:31 56T
PORTS: Using top 1000 ports found open (TCP: 1000, UDP:0, SCTP:0)
............... Timing report =======s=====-x

hostgroups: min 1, max 100000

rit-timeouts: init 1000, min 100, max 10000

max-scan-delay: TCP 1000, UDF 1000, 5CTP 1000

paralielism: min 0, max 0

max-retries: 10, host-timeout: 0

JUsers/s4n7h0/ GitHub/NSE [ http-shellshock.nse




FUTURE WORKS

e An offline wiki for nmap libraries

e Custom module writing option for code generator

e Share yourideasto improve



ANY QUESTIONS




