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APSA13-02 PDF Zero Day

* Reported by FireEye in February 2013
« Best Client-Side Bug: CVE-2013-0641
« Sophisticated ROP only, without shellcode

* First public in-the-wild exploit of Adobe Sandbox

Bypassing

 Very complex exploit and ROP exploits without

shellcode
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Challenges in APSA 13-02 Analysis

* Vulnerability trigger point is far away from
final malicious code

* ROP only and thousands of ROP gadgets!

* Lots of manpower to reverse whole attack
chain from vulnerability trigger point to final
payload



ROP and StackPivoting

» ROP (return-oriented programming) to reuse oriented
code

==Phrack Inc.==

Return-Oriented
Exploitation

Volume @8x8b, Issue @x3a, Phile #@x84 of @xde

---——[ The advanced return-into-lib(c) exploits: ]=s------------=
R [ PaX case tud} ]=------------- e

-_-::::[--3 Herg 1 <ner gElLDJ .openwall. caw>-]::::::::::::::-=| i
Return-oriented Programming: : : :
Exploitation without Code Injection Dino A. Dai Zovt
_ Independent Security Researcher
Erik Buchanan, Ryan Roemer, Stefan Savage, Hovav Shacham : ;
University of California, San Diego Trall Of B Its

» ROP requires control of the stack

» When attacker doesn’t control, can pivot ESP to point to
controlled memory

» Unintended instructions often have stackpivoting gadgets

text: 209B9F50 push eax .text:108FDCBE ; ----------------m s s mm s oo
text:209B9F51 pop esp .text:108FDC6O xchg eax, esp
text:209B9F52 pop ecx .text:108FDCE1 retn

text:209B9F53 MoOUZX eax, ax text:108FDCBT : ------------ - m oo

text:209B9F56 retn
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Instrumentation/Trace Techniques

APl Hooking

Single Step

Branch Trap Flag

Performance Monitor Counter
Processor Trace



APl Hooking

nline hooking at callee

Have to modify APl code with a JMP-like
nranch instruction

kernel3? | VirtualProtectStub:
76692bzd 293=ed595£9 imp

76692bd2 G&d pop ebp

76692bd3 =900£f5fbff jmp kerneli2 I VirtualProtect (766520d43)
GEff0110 EB516c38d:

Ef£0115 &0 pushad

afff01le 9c pushfd

EEf£f0117 G4 pu=sh E=D

fff0118 =3923d399fd call emnst+0xz4d4b0 (6d92d4b0)
afff011d 9d popfd

Efff0lle &1 popad

GEf£f011f 83=404 add esp, 4

Rfff0122 Bbff now edi,edi

Rfff0124 G55 pu=sh ebp

REfE0125 Bbec mow ebp.e=sp

REf£f0127 =%a6Zatali jmp kerneliZ | VirtualProtectStub+0x5 (76692bd2)

Ll = o B By R



TF (bit 8)

Single Step

3130292827 26252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
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ID Flag (1D} ‘
Virtual Interrupt Pending (VIP)

Virtual Interrupt Flag (VIF)

Alignment Check / Access Control (AC)
Virtual-8086 Mode (VM)
Resume Flag (RF}
Nested Task (NT)
I/O Privilege Level (IOPL)
Overflow Flag (OF)
Direction Flag (DF}
Interrupt Enable Flag (IF)
Trap Flag (TF)
Sign Flag (SF)
Zero Flag (ZF)
Auxiliary Carry Flag (AF)
Parity Flag (PF)
Carry Flag (CF)

olp|ifT|s|z|,|A
F F

4
- 0o—=
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LN XXOUWXX XXX XXX

Indicates a Status Flag
Indicates a Control Flag
Indicates a System Flag

> Owm

Reserved bit positions. DO NOT USE.
Always set to values previously read.

Figure 3-8. EFLAGS Reqister

Trap flag — Set to enable single-step mode for debugging; clear to disable single-step mode.



Single Step + BTF

 BTFis the flag in MSR_DEBUGCTLA MSR
* Used to enable single-step on branches

31 6543210

Reserved

BTS_OFF_USR — Disable storing non-CPL_0 BTS —
BTS_OFF_0OS — Disable storing CPL_0 BTS
BTINT — Branch trace interrupt
BTS — Branch trace store
TR — Trace messages enable

BTF — Single-step on branches
LBR — Last branch/interrupt/exception

Figure 17-12. MSR_DEBUGCTLA MSR for Pentium 4 and Intel Xeon Processors




Performance Monitor Counter

Transparent ROP Detection using CPU
Performance Counters

flniliz A, ATRAMCER
Stones from other hills may serve to polish jade

Xiaoning Li Intel Labs
Michael Crouse Harvard University

THREADS Conference 2014



Processor Trace

CHAPTER 36
INTEL® PROCESSOR TRACE

36.1 OVERVIEW

Intel® Processor Trace (Intel PT) is an extension of Intel® Architecture that captures information about software
execution using dedicated hardware facilities that cause only minimal performance perturbation to the software
being traced. This information is collected in data packets. The initial implementations of Intel PT offer control
flow tracing, which generates a variety of packets to be processed by a software decoder. The packets include
timing, program flow information (e.g. branch targets, branch taken/not taken indications) and program-induced
mode related information (e.g. Intel TSX state transitions, CR3 changes). These packets may be buffered internally
before being sent to the memory subsystem or other output mechanism available in the platform. Debug software
can process the trace data and reconstruct the program flow.
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StackPivotChecker with BTF
/ Target Process Context \

Target Codes Branches

User Policy Callbacks

JC

Branch instrumentation framework

User Space

Kernel Space

Kernel Policy
Callbacks <:(> #DB Handler




StackPivotChecker Demo

Hook DB handler Force BTF flag

Check R3 ESP with OS defined range

In Range

IRET to continue




Stack Pivoting Detection

Validate stack limitation
From FS:18h
Use NT TIB or TEB to get stack limitation

0:000: dt _HWT _TIE
ntdll!_NT_TIE

+0=z000 Exceptionli=st  Ptr32 _EXCEPTIOH _REGISTEATIOH RECORD
+0=xz004 StackBa=e - Ptr3Z Void

+0=008 StackLimit - Ptr3Z Void

+0x00z SubSvy=tenTib - Ptr3d Void

+0=010 FiberData - Ptr3d Void

+0=010 Ver=sion . TintdB

+0=014 ArhitraryUserPDinﬁer - Ptr32 WVoid
+0=018 Self - Ptr32 _HT_TIB



XD Bit in PAE PTE

Table 4-11. Format of a PAE Page-Table Entry that Maps a 4-KByte Page (Contd.)

Bit Contents
Position(s)
119 lgnored

(M-1)12 Physical address of the 4-KByte page referenced by this entry

62:M Reserved (must be 0)

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 4-KByte page controlled by
this entry; see Section 4.6); otherwise, reserved (must be 0)

Intel Confidential 14




Disable Execution and Flush TLB

#define PTE_BASE_X86_PAE 0xc0000000
#define PDE_BASE_X86_PAE 0xc0600000

#define MiGetPteAddress X86_ PAE(va) (((ULONG)(((((ULONG)(va)) >> 12) << 3) &
Ox7FFFF8) + PTE_BASE_X86_PAE))

#define MiGetPdeAddress_X86 PAE(va) (((ULONG)(((((ULONG)(va)) >>21) << 3) &
Ox3FF8) + PDE_BASE_X86_PAE))

mov eax, CurrentEIP

shr eax, OCh

shl eax, 3

and eax, 7FFFF8h

sub eax, 40000000h

mov dword ptr [eax+4], 80000000h
mov eax, cr3

mov cr3, eax



Case Study

 CVE 2010 3654 Exploit
e https://www.exploit-db.com/exploits/17187/

 Download the vulnerable Flash binary at
nttp://fpdownload.macromedia.com/get/flas
hplayer/installers/archive/fp10.1 archive.zip




CVE2010-3654 Exploit Overview

Title : Adobe Flash player Action script type confusion
Version : flashioh.dll

Discovery : Malware writers

Exploit : www.abysssec.com

Vendor : http://www.adobe.com

Impact : Critical

Contact : info [at] abysssec.com

Twitter : @abysssec

CVE : CVE-2010-3654




ROP Gadgets

 Start ROP

Dabatfc9 52 push edx
Dabaffca 6al0 push 0

Dabaffcc 51 cush eCHE
Jabaffcd f££40 call eax {FlashlOh+0xfa851 (67=fa851

0 ——

67ef=853 0400 add al. 0l

67efadhs &f pop edi
b7efad56 Bboh oy EaH, ==l
6E7=fabdil Se oop 2=1
67=fadsq Sh pop b
b7efadba 83cddl add e=p. 40h

67=fadsd =20800 ret g



StackPivotChecker Demo

? Flash Player C\u"E 2010-3654 Adva loitation Dep+ASLR Bypass - Int.., | S0 | S| El Pid 1276 - WlnDbg 6.12.0002.633 X86 EEN

:'/1@ C:\Users\btADesktop\di O = © | @ Flash Player CVE-2010... | File Edit View Debug Window Help
= HE A BEE | 0EE0EDED OO E| )] A
fa]
T -
Ab} sssec Present . Disassembly 2| Command =
Offset @$=scopeip | Previous || Met | |ModLosd: 6bbl0000 6bbl5000 o stackpi -
. . . : Nk
- Step 1: Reading Internal Object Pointer 5c17d954 6b742420 nov  esi dvord [WOrO23 SIEIO000 S201E000 € Windows
ol aey abde onp b e i |Modload: 5be30000 5c3bc000  Co\Windows
S . o . . c 2 ja as *|HodLoad: 6efel000 6£012000 C:“\Windows
- Step 2: Reading memory values and leaking module imagebase (ASLR Cc17d96: 8bi3 nov e=i, ebx ModToad. £7670000 6762000  C.~Tindows
bypass) poiidiee Bddsadll 82 = =0 [SD liodToad: 73dc0D00 73ds5000  C:\Windows
sgl?d%a = Dﬁzh Zg“ ModLoad: 675£0000 67669000  C:“Windows
. roltdaca or F‘ush es? HodLosd: 74670000 74678000 C:“Windows
- Step 3: Using another leak for shellcode address Coi7d9gE £7 Dush odi HodLoad: 747e0000 74820000  C:“\Windows
B Modlosd: 73480000 73db9000  C:“\Windows
goppdaeh filsvAtdzese  call  dverd BEFfyogroad: 6efb0000 6220000  C:\Windovs
- Step 4: Using ROP to call VirtualProtect in (flash10h.ocx) and mark Sgl?d%g 2bdz Zub :b;'zgi Modload: 6efal000 6efadll0  C:Windows
memory as executeable (DEP bypass) £c17d970 7404 je FlashlOhl ﬁgg%g:gj g;?ggggg g;?gzggg glgigggxg
potadare Bael test o e 1 |Modload: 6=£50000 62£58000  C:\Vindows
Step 5: E Shellcod = 1e= 5" " |ModLoad: 62£30000 6e£44000  C:“Uindows
- step J: Execute Shellcode R EECLER : ModLoad: 6ef20000 6e£27000  C:“Windows
5C1?d9?8 53 pop eil (4fc.ced): Access violation - code c000
YR Ta: SCl?dg?g th Pop ebp First chance exceptions are reported be
- Step 6: Wait 3 Second Scl?dg? B3c420 Dgg bz 50k This szception may be expected and hand
Scl?dS?i 3'3 b t ==Pp. 2ax=00000000 shx=41414141 ecx=029chhce
S i c € e eip=5cl7d976 esp=07b48128 sbp=029chcid
- Step 7: Victory Dance 5cl7d37e oo int 3 ce-001b ==-0023 ds-0023 e=-0023 fs-
e o ansnn int 2 lachiopnl [*** ERROR: Synbol file could not be fou/s
scl?dsss sicta J.T"IE‘ : a= " |FlashlOh!Createlnstance+0x137258:
= e in Ec17d976 5§ pop edi
Ec17d4986 co int 3
52174987 cc int 3 -
t - shahi 1abyv ] Ec17d988 cc int 3
Questions : shahin(@abysssec.com Toi85ang o2 e 3 4 m 3
< i v o007 |
Requests : info@abysssec.com
Ln0, Col0 SysO:<local> Proc000:4fc Thrd 007:ced ASM  OVR  CAPS NUN

”
Q Bl Windows Win7 x86 Checked Build Environment .EIE_J

c-wstackpivotcheckerwstackpivotchecker>syringe .exe stackpivotchecker.dll 2192

Buccessfully Injected.
‘ c:~stackpivotcheckersstackpivotcheckersyringe .exe stackpivotchecker.d1ll 3876
Bucceszfully Injected.

c=wstackpivotcheckersstackpivotchecker?syringe .exe stackpivotchecker.dll 36884, E
Successfully Injected.

c=sstackpivotcheckerwstackpivotchecker2syringe .exe stackpivotchecker.dll 1432
Buccessfully Injected.

c:~stackpivotcheckersstackpivotcheckersyringe .exe stackpivotchecker.d1ll 1468

Internet Explorer restricted this webpage frem running scripts or ActivelX Successfully Injected.

centrols. c:vstackpivotcheckersstackpivotchecker>syringe .exe stackpivotchecker.dll 1276

I Successfully Injected.

" Allow blocked content

c=“ztackpivotchecker~stackpivotchecker?>




Zero-Day Analysis Process

Set up breakpoint in common APIs
Trace back to trigger point

Reverse engineer more details for root cause
analysis
Our automation tool detected CVE-2013-0640

once stack pivoting done within 10 minutes
running real exploit sample

Ltext:209B9F50 2 | push  eax
.text:209B9F52
Jtext:209B9FS3 222000000 | mouzx  eax, ax
.text:209B9F56




Conclusion

e Stack pivoting is the common technique used
by ROP exploit.

* Stack pivoting could be detected automatically
via Single Step + BTF.

* The performance penalty for offline exploit
analysis is acceptable.
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