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APSA13-02 PDF Zero Day

• Reported by FireEye in February 2013

• Best Client-Side Bug: CVE-2013-0641

• Sophisticated ROP only, without shellcode 

• First public in-the-wild exploit of Adobe Sandbox 

Bypassing

• Very complex exploit and ROP exploits without 
shellcode
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Challenges in APSA 13-02 Analysis

• Vulnerability trigger point is far away from 
final malicious code 

• ROP only and thousands of ROP gadgets!

• Lots of manpower to reverse whole attack 
chain from vulnerability trigger point to final 
payload
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 ROP (return-oriented programming) to reuse oriented 

code

ROP and StackPivoting

 ROP requires control of the stack

 When attacker doesn’t control, can pivot ESP to point to 

controlled memory

 Unintended instructions often have stackpivoting gadgets



Instrumentation/Trace Techniques

• API Hooking

• Single Step

• Branch Trap Flag

• Performance Monitor Counter

• Processor Trace
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API Hooking

• Inline hooking at callee

• Have to modify API code with a JMP-like 
branch instruction
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Single Step
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Single Step + BTF 
• BTF is the flag in MSR_DEBUGCTLA MSR
• Used to enable single-step on branches
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Performance Monitor Counter
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Processor Trace
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StackPivotChecker with BTF 
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StackPivotChecker Demo

Hook DB handler Force BTF flag

Check R3 ESP with OS defined range

In Range

IRET to continue

Disable R3 Code Execution and Flush TLB

Y
N



Stack Pivoting Detection
• Validate stack limitation

• From FS:18h

• Use _NT_TIB or _TEB to get stack limitation



XD Bit in PAE PTE
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Disable Execution and Flush TLB

• #define PTE_BASE_X86_PAE 0xc0000000

• #define PDE_BASE_X86_PAE    0xc0600000

• #define MiGetPteAddress_X86_PAE(va) (((ULONG)(((((ULONG)(va)) >> 12) << 3) & 
0x7FFFF8) + PTE_BASE_X86_PAE))

• #define MiGetPdeAddress_X86_PAE(va)  (((ULONG)(((((ULONG)(va)) >> 21) << 3) & 
0x3FF8) + PDE_BASE_X86_PAE))

mov eax, CurrentEIP

shr eax, 0Ch

shl eax, 3

and     eax, 7FFFF8h

sub     eax, 40000000h

mov dword ptr [eax+4], 80000000h

mov eax, cr3

mov cr3, eax
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Case Study

• CVE 2010 3654 Exploit 

• https://www.exploit-db.com/exploits/17187/

• Download the vulnerable Flash binary at 
http://fpdownload.macromedia.com/get/flas
hplayer/installers/archive/fp10.1_archive.zip
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CVE2010-3654 Exploit Overview



ROP Gadgets

• Start ROP



StackPivotChecker Demo
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Zero-Day Analysis Process

• Set up breakpoint in common APIs

• Trace back to trigger point

• Reverse engineer more details for root cause 
analysis

• Our automation tool detected CVE-2013-0640 
once stack pivoting done within 10 minutes 
running real exploit sample
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Conclusion

• Stack pivoting is the common technique used 
by ROP exploit.

• Stack pivoting could be detected automatically 
via Single Step + BTF. 

• The performance penalty for offline exploit 
analysis is acceptable.
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