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What is HackSys Extreme Vulnerable

Driver?

It is intentionally vulnerable Windows Kernel Driver developed for security enthusiasts to learn
and polish their exploitation skills at Kernel level.

HackSys Extreme Vulnerable Driver caters wide range of vulnerabilities ranging from simple
Buffer Overflow to complex Use After Free, Uninitialized Variable and Pool Overflow.

This allows the researchers to explore the different exploitation techniques for every
implemented vulnerabilities.
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Why is HackSys Extreme Vulnerable

Driver?

No proper vulnerable driver to learn exploitation in Kernel mode
Lack of working exploits

No proper documentation

What about source code?

How do we mitigate the vulnerabilities?

HackSys Extreme Vulnerable Driver or HackSys Extreme Secure Driver?
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Exploitation — Pool Overtlow

[+]1 Starting Pool Ouverflow Exploitation
[+] Creating The Exploit Thread

[+] Setting Thread Priority

[+] Getting Device Driver Handle

[+] Setting Up Unlnerahility Stage

[+] Triggering Pool Overf lou

[+] Completed Pool Overflow Exploitation
[+]1 Checking Current Process Privileges
[+] Trying To Get Process ID Of: cspss_exe

[+] Trying To Open csrss.exe With PROCESS_ALL_ACCESS

[+] Successfully Elevated Current Process Privileges
[+]1 Enjoy A=z SYSTEM [0.0U0008A]1=




Exploitation — Use After Free

[+]1 Starting Use After Free Exploitation
[+] Creating The Exploit Thread

[+] Setting Thread Priority

[+]1 Getting Device Driver Handle

[+]1 Setting Up Uulnerahility Stage

[+]1 Triggering Kernel Use After Free
[+]1 Completed Use After Free Exploitation
[+]1 Checking Current Process Privileges
[+] Trying To Get Process ID Of: csrss.exe

[+]1 Trying To Open csrss.exe With PROCESS_ALL_ACCESS

[+] Successfully Elevated Current Process Privileges
[+1 Enjoy As SYSTEM [A.A00HAAA 1=




Exploitation — Arbitrary Overwrite

[+]1 Starting Arbitrary Memory Ouverwrite Exploitation
[+]1 Creating The Exploit Thread

[+]1 Setting Thread Priority

[+1 Getting Device Driver Handle

[+1 Setting Up Unlnerability Stage

[+] Triggering Arbitrary Memory Ouerwrite

[+1 Completed Arbhitrary Memory Ouerwrite Exploitation
[+]1 Checking Current Process Privileges
[+1 Trying To Get Process ID Of: cspss.exe

[+1 Trying To Open csrss.exe With PROCESS_ALL_ACCESS

[+]1 Successfully Elevated Current Process Privileges
[+]1 Engjoy As SYSTEM [B8_.4U800EA 1=




Exploitation — Integer Overflow

[+] Starting Integer Overflow Exploitation
[+] Creating The Exploit Thread

[+] Setting Thread Priority

[+] Getting Device Driver Handle

[+] Setting Up Uulnerability Stage

[+] Triggering Integer Ouerflow
[+] Completed Integer Overflow Exploitation
[+] Checking Current Process Privileges
[+] Trying To Get Process ID Of: csrss.exe

[+] Trying To Open csrss.exe With PROCESS_ALL_ACGCESS

[+] Successfully Elevated Current Process Privileges
[+]1 Enjoy As SYSTEM [A.00606001s




Exploitation — Type Confusion

[+]1 Starting Type Confuszion Exploitation
[+] Creating The Exploit Thread

[+] Setting Thread Priority

[+]1 Getting Dewvice Driver Handle

[+]1 Setting Up Unlnerabhility Stage

[+] Triggering Kernel Type Confuszion
[+]1 Completed Type Confusion Exploitation
[+]1 Checking Current Process Privileges
[+] Trying To Get Process ID Of: csrss.exe

[+]1 Trying To Open csrss.exe With PROCESS_ALL_ACCESS

[+]1 Successfully Elevated Current Process Privileges
[+]1 Enjoy As SYSTEM [A.808080A 1=
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Exploitation — Challenge — Uninitialize
Variable

[+] Starting Uninitiali=zed Uariable Exploitation
[+] Creating The Exploit Thread

[+] Completed Uninitialized Uariable Exploitation

[+] Checking Current Process Privileges
[+] Trying To Get Process ID Of: cspss.exe

[+] Trying To Open csrss.exe With PROCESS_ALL_ACCESS
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Thanks!

Q&A

Reach me
ashfag@payatu.com
@HackSysTeam
http://hacksys.vfreaks.com/
https://github.com/hacksysteam
http://null.co.in/profile/411-ashfag-ansari
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