
•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

Resurrec/ng	  The	  
READ_LOGS	  Permission	  On	  
Samsung	  Devices	  



•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Agenda	  

2	  



•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Android	  Log	  

3	  



•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

Not for use by third-party applications, because 
    Log entries can contain the user's private information.
    android:name="android.permission.READ_LOGS" 
        

        android:protectionLevel="signature|system|development" 

   

android.permission.READ_LOGS	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Why	  regain	  READ_LOGS	  perm?	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Why	  regain	  READ_LOGS	  perm?	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

notification_enqueue
com.android.mms

224444
Your Google 

verification code is 456729 
224444: ‚ÄéYour 

Google verification code is 
456729 	  

No/fica/ons	  in	  the	  Android	  Log	  

7	  



•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Write	  all	  the	  sensi/ve	  data	  to	  the	  log	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

feelsgoodman@gmail.com	  
	  	  

	  *trap_Door[190*	  
	  	  

Cookie:	  
_*****_session_tracker=f1ebcf48939U7968ebe962ff6c46b55.1414426817;	  
_*****_unique_tracker=75a4db35d1bd977ddd3cff3acfe9fc3d.1414426817;	  
_*****_session=8aa8c6bf4d5be5f2c83ab523e77130355c4fc3f575da31fef08d8a458f
5d4e4bbd5e93c9d65c1463a3cb59541df5550e02148f5ad2f2256094b2f89412f6d0U;	  

Write	  all	  the	  sensi/ve	  data	  to	  the	  log	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

704e16fc5d724657e34d1665c83ac39a2da
5c121
	  	  

Finally

Bu_ocks	  li` 	  
	  	  

Diazepam

100mg All	  the	  /me
	  	  
	  

	  

Write	  all	  the	  sensi/ve	  data	  to	  the	  log	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

O_o

Acid	  (LSD)	  abuse 	  
	  	  

W3342212105 1234567-‐231-‐12345
	  

	  

	  

Write	  everything	  to	  the	  Log	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Regaining	  Android	  Log	  Access	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Three	  Different	  Bricks	  

13	  



•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  dumpstate	  binary	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Error	  in	  na/ve	  code	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

r
r
r

Dumpstate	  Files	  on	  Samsung	  Android	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

    mkdir /data/log 0775 system log 
    chown system log /data/log 
    

chmod 0775 /data/log 
    

/data/log	  directory	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  dumpstate	  file	  snippet	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Create	  exploit	  applica/on	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

notification_enqueue  
com.facebook.orca

Elena Boatner 
This will show up 

in the Android log :-) 
Elena Boatner: This 

will show up in the Android 
log :-) 
	  

No/fica/ons	  in	  the	  Android	  Log	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  android.app.No/fica/on.toString()	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

contentTitle=Generic	  Title	  contentText=Generic	  Subject	  
/ckerText=Here	  is	  a	  Message	  

Samsung	  vs	  AOSP	  No/fica/ons	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  

        EventLog
notification.toString()

 
 
 
 

No/fica/onManagerServer	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Vulnerable	  Builds	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Android	  Plajorm	  Usage	  
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Source:	  hDps://developer.android.com/about/dashboards/index.html	  



•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Threat	  Mi/ga/on	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Conclusion 	  	  
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•  Click	  to	  edit	  Master	  text	  styles	  
—  Second	  level	  

•  Third	  level	  
—  Fourth	  level	  

»  Fi8h	  level	  

Click	  to	  edit	  Master	  /tle	  style	  Ques/ons	  and	  Discussion	  
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