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• Steganography
– Hiding the existence of the data

• Covert Channel
– Unseen “secret” communication

• Exfiltration (aka Exfil)
– Illegal retrieval of data from a compromised 

computer
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Why Social Networks 
& Multimedia?
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Steganography via Cloud Video Services [1]

KEN WESTIN 
@TripeWire
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• New application layer covert channel and 
exfil system

• Applies multimedia stego techniques

• Hard for Radars to detect what’s being sent
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• Covert Communications

• Exfiltrating Data
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• No real data is transmitted!

• Only data transmitted is a bunch of 
numbers (key)!
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How it works?



• Click to edit Master text styles

— Second level

• Third level
— Fourth level

» Fifth level

Click to edit Master title styleProtocol Agreements

• Social Media Used

• Video Used
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Extract Hidden 
Message/Data
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Evade current detection techniques

• UYR has no signature

• No pattern or anomaly

• No proof to correlate between the 
video + image used
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