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Quick Intro.

e Steganography

— Hiding the existence of the data

* Covert Channel
— Unseen “secret” communication

e Exfiltration (aka Exfil) At
— lllegal retrieval of data from a compromlsed
computer
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MOBILE VIDEO CONSUMPTION

INCREASED BY 41%

- BETWEEN JANUARY 2013 & JUNE 2013
9 2 (y OF MOBILE VIDEO VIEWERS W
O SHARE VIDEOS WITH OTHERS
MORE THAN 40%

OF YOUTUBE VIEWS ARE ON MOBILE DEVICES
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YOUTUBE RECEIVES MORE THAN

1,000,000,000

UNIQUE VISITORS EACH MONTH,
MORE THAN ANY OTHER CHANNEL,
APART FROM FACEBOOK
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Hackers Exfiltrating Data with Vide .%é)

Steganography via Cloud Video Se? ’
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What: UYR?

 New application layer covert channel and
‘exfil system
* Applies multimedia stego techniques

blg?:k hat

ASIA 2015



Usages?

e Covert Communications

* Exfiltrating Data
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ldea?

e No real data is transmitted!

* Only data transmitted is a bunch of |
numbers (key)! ‘
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How it works?
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Protocol Agreements

 Social Media Used
* Video Used
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Extract Hidden
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Why Hard to Detect?

Evade current detection techniques

* UYR has no signature
* No pattern or anomaly

* No proof to correlate between the
video + image used

blg?:k hat

ASIA 2015







References

[1] http://tripwire.com/state-of-security/incident-detectio

3] https://www.youtube.com/watch?v=QfVVfB_UHeA \
4] Twitter Stats, http://www.statisticbrain.com/twitter-s s*
5] UYR, https://github.com/Mariam118/UYR ‘

Ali Hadi | @binaryzOne
Mariam Khader @MariamKhader118

blg?:k hat

ASIA 2015



Special Thanks

Princess Sumaya 'University for Technology

~ (PSUT), our families, friends,
security4arabs, and all those who
supported us!

blg?:k hat

ASIA 2015



