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Why listen ... to me?

Broader effort on phone security: http://www.bu.edu/riscs/
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I’m the only one talking?
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Main idea

What’s out there

Core Tech.
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Main Idea

Encryption
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Main Idea

But wait ...

deniability =7 lying =7 bad

US Dept. of Justice




Motivation
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To make coke
mix coal with
heat and water.
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27?7 applications

* Deniable logs

e sysadmin

* accounting
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X xterm

cpisync.exe trachten@®
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nam 192.168.100.1-255
nmap 192.168.100.1-255
history

iyon

clear

1s

rm ":0"

more signature

ls -d =

avaO .log

Is Documents/

history

ping 192.168.1.1

cat > foo.txt

rm foo.txt

1s

history

1s

history

[arit@aris—computer ~1$ |}
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To make coke mix To make coke mix coal To make smoke mix
caffeine with citric acid with heat and water. coal with acid and
and water. water.
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Our Solution

Features:

(n-character plaintext)

* “Short” encryption: ~nlog n bits

* allows incremental modification

* “Short” key: ~log n bits
* plan-ahead

e after-the-fact




-
}i What’s out there?

Disk Encryption

Assange, Dreyfus, Weinmann ‘00

K

FreeOTFE

Stegk'S

Mcdonald and Kuhn, based on Andreson, Needham, Shamir ‘98

TrueCrypt




ﬁ.g Simple solution

One-time PAD

Key: asdk;asdlfkm2309jaslk2m3-sa-0dsadf92-30asd9vmsamw;qgla

Ciphertext: uhoiuhonhcvve876guyk8b8976tgm 90867y n56976t087huni8

Key2: asdk;asdlfkm2309jaslk2m3-sa-0dsadf92-30asd9vmsamw;qgla

looooooooong key!
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Smarter solutions

Deniable Encryption

Canetti, Dwork, Naor, Ostrovsky ‘97

Pracitcal Deniable Encryption
Klonowski, Kubiak, Kutyowski ‘08

Bideniable public-key encryption

O’Neill, Peikert, Waters ‘11




Core Technology

* Set reconciliation
* String reconciliation

* Unique decoding




Core Tech — Set Reconciliation

T. Homeless H.

K. Burnett K. Burnett

0117 123-456 0117 123-456
D. Dante D. Dante
T.

s_i’)14) 159-2653 (314) 159-2653
omless H. Solo

333-4777 x2-0000
Solo R.T. M%uri%e
x2-0000 253-671

R.T. Maurice D.S. COWbOY C. Crunch
253-6776 260-0KHZ

C. Crunch D.S. Cowboy
260-0KHZ 1-996-KUII
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| Core Tech - Set Reconciliation

SA = {X, X9, X3, X, } degree |S,|

Q

s,

(7-%9) (Z-%) (7 - %3) ..(2 - %)




Core Tech — String Reconciliation

programming language PL/I by Bruce Walker




Core Tech - String Reconciliation

; shingle size [= 3

THEN ELSE

reconcile




Core Tech — Unigue Decoding

Two decodings:

katana

kanata

Solutions:

* 1ncrease shingle length
* merge shingles




To make coke
mix caffeine with
citric acid and
juice.

1. Shlngle P Sp= {To_ .o _m,mak,ake,

ke ,e c, co,cok,oke,

2. Pick some of the shingles ke_.e_m, _mi.mix, ...}

3. Generate the characteristic polynomial 3= {To_ o_m.mex ake,

ke ,e c, co,cok,oke,

ke ,e m, mi, aFx, ...}

4. Evaluate at several points
Xs,(Z)= (Z-[To ])(Z-[o m])
(Z-[ake]) (Z-[ke 1)(Z-[ ca]) ...

Ciphertext: Xsp(0), Xs,(15), Xs,(51) , Xs,(60), Xs,(85), Xs,(90) , Xs,,(102) , X5 ,(105)

Key: [mak, e c, mix, cok, e m]
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Implementation

Xkey(2)= (Z-[mak])(Z-[e c])
1. Evaluate char. poly. of key (Z-[mix]) (2-[cok])(Z-[e m]) ...

2. Reconcile with ciphertext S,={To_.o_m.mak. ake,

ke ,e c, co,cok,oke,

3. Reproduce string ke_.e_m, _mi.mix, ...}

To make coke
mix caffeine with
citric acid and
juice.

Ciphertext: Xsp(0), Xs,(15), Xs,(51) , Xs,(60), Xs,(85), Xs,(90) , Xs,,(102) , X5 ,(105)

Key: [mak, e c, mix, cok, e m]
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Implementation

Xdecoy(Z)= (Z-[ c0])(Z-[coa])
1. Evaluate char. poly. of decoy key (Z-[oal]) (z-[al ])(z-[ he]) ...

2. Reconcile with ciphertext Sgeco,= {TO , 0 M, mak, ake,
ke, ec,..., mi, mix, ix,
3. Reproduce decoy string X C, €0, coa, oal, ...}

To make coke
mix coal with
heat and water.

Ciphertext: Xsp(0), Xs,(15), Xs,(51) , Xs,(60), Xs,(85), Xs,(90) , Xs,,(102) , X5 ,(105)
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Implementation — Example

Snippets from Hackers, Heroes of the Computer Revolution by Stephen Levy

Text Size Cipher length Key length
1280 70687 1001

2560 144907 1287
5120 293587 1001
10240 591307/ 1241
20480 1194188 1089
40960 2401208 1361

Two texts differing by one burst of 5 edits




C OﬂCl“SiOn ... where we got tired of thinking

One encryption, many plaintexts
e plan-ahead
e after encryption
* incremental

Implementation
e set reconciliation
e string reconciliation
* unique decoding

Security
* information-theoretic — need ~log(n) secret bits to decode
* exist valid decoy texts - may not be meaningful
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Conclusion

Limitations: Considerations:

(n-character plaintext)

* Information in keys

* Slow encryption: ~n2logn
e Key shortening
e Slow decryption: ~n?

* High overhead

Extensions
e Other coding

* Encryption in blocks
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