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<HTML>
<TITLE>Welcome!</TITLE>

Hi

<SCRIPT>

var pos=document.URL.index0f (" name=")+5;
document.write(document.URL.substring(pos,document.URL.length));
</SCRIPT>

<BR>

Welcome to our system

</HTML>
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* Does not rely on flaws in application containers
e Easier target for attacker
 Harder for defender to detect

See “DOM Based Cross Site Scripting or XSS of the Third Kind”. Amit Klein. 2005. http://
www.webappsec.org/projects/articles/071105.shtml
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DOM XSS DETECTION



* Analysis how
“antigen” (untrusted
data) get into our
“body” (DOM)
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apple = "yummy";
apple.tainted = True;
apple_pie = apple + "pie";
console. log(apple_pie.tainted);

- W N =

e All arithmetic operations
need to be overridden

* Enable to propagate
through different context
(HTML/CSS/JS)
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e Hackingthe
JavaScriptCore and
WebKit engine by

‘propagating the PhantomiS
tainted signal during
the javascript
execution.
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: o
Source — location.href
JSValue jsLocationHref(ExecState* exec, JSValue slotBase, const Identifier&)

{
JSLocation* castedThis = static_cast<JSLocation*>(asObiect(slotBase)): Sink — document.writeln

ENUSEP_P % 3 (execz’t_ <l ti Encoded]SValue JSC_HOST_CALL jsHTMLDocumentPrototypeFunctionWriteln(ExecState* exec)
ocation* imp = statlc_cast<Locatl {
JSValue result = jsString(exec, im ?ng}::.tci:Valye: ?:ezggﬁ%miswﬂu:(); info2)
#ifdef JSC TAINTED if (!thisValue.inherits cument: :s_info
. - . return throwVMTypeError(exec);
TaintedCounter* counter = TaintedC JSHTMLDocument* castedThis = static_cast<JSHTMLDocument*>(asObject(thisValue));
unsigned int tainted = counter->ge *7de" JSCTAINTED

result.setTainted(tainted); JSValue s = exec->argument(?);

if (s.isString() && s.isTainted() > @) {
HTMLDocument* dl1 = static_cast<HTMLDocument*>(castedThis->impl());
dl->setTainted(s.isTainted());

TaintedStructure trace_struct;

Propagation - String.concat trace_struct.taintedno = s.isTainted(Q);
EncodedJSValue JSC_HOST_CALL stringProtoFuncConcat(E: trace_struct.internalfunc = ;
{ trace_struct.jsfunc = 4

JSValue thisValue = exec->hostThisValue(); trace_struct.action ;

#ifdef JSC_TAINTED
unsigned int tainted = 0;

if (thisValue.isString() && thisValue.isTainted()) tainted = thisValue.isTainted();
if (thisValue.inherits(&StringObject::s_info) && asStringObject(thisValue)->isTainted()) tainted = asStringObject(thisValue)->isTainted();
if (thisValue.isObject()) {

UString s = thisValue.toString(exec);

if (s.isTainted()) tainted = s.isTainted();
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<div id="o"></div>

<script>

var X = location.search;

var o = document.getElementById("o");
Oo.innerHTML = unescape(x.substring(7));
</script>

LFri, O/ Mar 2914 08:55:50 GMI] | I1PJS] [CUNSULE] LIRACE] |object HIMLDivElement] 1d:0 tainted:<Z
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE]
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] source,1,jsLocationHref,location.href,about:blank

[Fri, 07 Mar 2014 ©8:55:56 GMT] [TPJS] [CONSOLE] [TRACE] source,2,jsLocationSearch,location.search,?1394182556085&
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] source,3,jsLocationHref,location.href,http://tinyknight.c
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE]
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] sink,2,setJSHTMLElementInnerHTML,HTMLElement.innerHTML,2556085&
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE]
[Fri, 07 Mar 2014 ©8:55:56 GMT] [TPJS] [CONSOLE] [TRACE] propagate,2,stringProtoFuncSubstring,String.substring,?1394182556085&

[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] propagate,2,globalFuncUnescape,unescape,2556085&

[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] propagate,3,stringProtoFuncToLowerCase,String.LowerCase,http://tinyknight.c
[Fri, @7 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] propagate,3,stringProtoFuncReplace: :exec,RegExp.exec,http://tinyknight.c
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] propagate,3,rej= Popagat
[Fri, 07 Mar 2014 08:55:56 GMT] [TPJS] [CONSOLE] [TRACE] propagate,3,J]S

re_: NA™ M_._. NNAA NO._rr._.rrfomrrm et renacn il remnacrm
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False alarm rate
= non-issues / issues reported

I\/Io_ré you fix, the higher the
false alarm rate

Our ultimate goal:
O false alarm = 0% rate!

fTPJSj fRESULT]fdacumenE.tainted? true

[TPJS] [RESULT] document.onAlert? false [TPJS] [RESULT] document.tainted? true
[TPJS] [RESULT] document.domxss.vulnerable? [TPJS] [RESULT] document.onAlert? true

[TPJS] [RESULT] document.domxss.vulnerable? true
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/ The average peak memory usage

4 X X )4

© PEAK MEMORY USAGE (kilobytes)
E PEAK MEMORY USAGE (kilobytes) - tainted
AVG PEAK MEMORY USAGE (kilobytes)

X AVG PEAK MEMORY USAGE (kilobytes) - tainted

The tainted logic performance hit is negligible!

blackhat

ASIA 2014




DEMO
http://www.youtube.com/watch?v=VU3YnAwc2Ag



http: //www flickr. com/photos/67272961@NO3/6123892769/
http://upload.wikimedia.org/wikipedia/commons/7/75/UCLA_dorm_room. JPG
http.//www.ﬂIckr.com/photos/44124348109@N01/4682168995/
http://www.flickr.com/photos/15923063@N00/3150765076/
http://www.flickr.com/photos/88063120@N00/3529818070/
http://en.wikipedia.org/wiki/File:Angiome_annulaire.JPG
http://www.flickr.com/photos/free-stock/4817475664/
http://www.flickr.com/photos/78428166 @N00/9604922912/
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THANK YOU!
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