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Overview

e \Why journalists

e [he threats we see

e Regional Variation

e \What we can do
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US Constitution

Amendment 1

Congress shall make no law ... abridging

the freedom of speech, or of the press,



International Law

Article 19 of the Universal
Declaration of Human Rights adopted
in 1948 states simply that "Everyone has
the right to freedom of opinion and
expression; this right includes freedom to
hold opinions without interference and to
seek, receive, and impart information
and ideas through any media and
regardless of frontiers."



Watergate and Deep Throat

“Holding the powerful to account”

Watergate Scandal took down a President

Primary source,
“Deep Throat” secret for 30 years



The second oldest profession

Espionage, Spying and secrets

Who has great contact networks and
traditionally poor operational security
procedures”?

Declassified documents show NSA spying on
New York Times journalist Tom Wicker back in
the 70’s under Project Minaret






Threats and Atta_!!cks




"In mid-December, we detected a highly
sophisticated and targeted attack on our
corporate infrastructure originating from China
that resulted in the theft of intellectual property
from Google....

...this attack was not just on Google. As part of
our investigation we have discovered that at
least twenty other large companies from a wide
range of businesses--including the Internet,

finance, technology, media and chemical

sectors--have been similarly targeted."
-- Official Google Blog



The Media Giant

Fake questionnaire from Beijing News Office
Govt malware of .cn origin.
Opened by 10 employees.

Unfortunately, they believed anti-virus would protect
them.



The Newspaper

National daily paper
Active compromise
Commercial government-only tools

European vendor



FINFISHER™: GOVERNMENTAL IT INTRUSION
AND REMOTE MONITORING SOLUTIONS
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FinFisher Global Proliferation
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Citizen Journalists Targeted
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Citizen Journalists Targeted

"Svp ne mentionnez pas mon nom ni rien du
tout je ne veux pas d embrouilles...

http://freeme.eud.org/scandale%20(2).doc"



El]l.‘ {uu5l]illgt0n1p05t PostTV Politics | Opinions | Local | Sports | National | World | Busin

Technology

IntheNews  Ukraine ‘ElChapo’ U.S.hockey Notre Dame ‘Waron men’

2 Parliament ousts World's top drug
Ukraine president L trafficker arrested

Foreign regimes use spyware against
journalists, even in U.S.

Michael Sam

w2

Video: The Post's Craig Timberg breaks down a new report by digital watchdog group The Citizen Lab, which
suggests the Ethiopian government is hacking the computers of Ethiopian journalists in the D.C. area.

By Craig Timberg, Published: February 12 E-mail the writer *

Mesay Mekonnen was at his desk, at a news service based in Northern Virginia, when
gibberish suddenly exploded across his computer screen one day in December. A

sophisticated cyberattack was underway.

But this wasn't the Chinese army or the Russian mafia at work.

U.s
bro
Fin

Africa - ESAT

“In the space of two hours on
20 December 2013, an
attacker made three
separate attempts to target
two ESAT employees with
sophisticated computer
spyware’



ESAT - First Attempt

valfalkenu Meches An Artide for ESAT.rar 'o — 15:04
| |
File received. Show in folder DN INC,

Please accept this artide 15:05

Looking forward to hearing your comments 15:05

| 2 An Article for ESAT =

General |Compatibility I Securityl Details l Previous Versions‘

Adobe @

An Article for 7 nae

ESAT
Type offile: Application (.exe)




Gn S‘leanh Remote Control System is totally invisible to the target.
Our software bypasses protection systems such as antivirus,

antispyware and personal firewalls.

n t Remote Control System gathers a variety of information
e eat from target devices.

encryption and

acﬂllil’e mlwant g Encrypted voice Relationships 1a=
dma. -

{5 Target location Web browsing a
W Messaging Audio & Video Spy & ©

Hit )
our target.

Attack your target either remotely or locally using several installation vectors.
Do that while the target is browsing the internet, opening a document file,
receiving an SMS or crossing the borders with his laptop.

Description of RCS in a 2011 official brochure."”


https://citizenlab.org/2014/02/hacking-team-targeting-ethiopian-journalists/#17
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ESAT - Second Attempt

if it is a word file it should have extension like .doc or .docx

not .exe

the file that you end me has a file name like An Article for ESAT
exe

sent for meS

valfalkenu Meches @4 An Artide for Esat.doc
Open file

= | File received. Show in folder

got u. What you said makes sense

I got the doc file. Acceptit

CVE-2012-0158 - Yay RTF!
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New this week: CVE-2014-1761

It's 2014 and you can pwn a PC by opening a
.RTF in Word, Outlook

Windows giant warns security flaw exploited in wild, but no patch
available right now

By Jack Clark, 24 Mar 2014 ¥ Follow < 4,377 followers

78

RELATED
STORIES

This changes
everything:
Mircrosorft slips

Preparing for successful VDI implementation

Microsoft has warned its Word software is vulnerable to a newly discovered
dangerous bug — which is being exploited right now in "limited, targeted attacks" in the
wild. There is no patch available at this time.

The flaw is triggered by opening a maliciously crafted RTF document in the Microsoft
Office word processor, or opening it via Outlook, and allows the attacker to execute
arbitrary code on the machine.

http://www.theregister.co.uk/2014/03/24/microsoft_rtf_vuln/



Exploits today

e Only if they have to
e Old ones work

e The 0 days are out there...

e ... and they are for sale.



Backdoored Circumvention Tools - Simurgh

Simurgh

~% Installing Simurgh

This setup program will install Simurgh on your computer. Click
Cancel if you do not want to install this application. Click Next to
continue the installation.

WARNING: This program is protected by international copyright
law and treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties and
will be prosecuted to the maximum extent of the law.

Createlnstall




Backdoored Circumvention Tools - FreeGate
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Backdoored Circumvention Tools - Tor

TOf,

Browser Bundle &

hash: bd970e0d63cd3abeb10ab2b0b82f33065be7f4b440564a24c6e19724f643a133



€he New Aork Times

U.S. Army Seeks Better Ties With
China's Military

Beijing Official Detainedin  Gunmen Wound at Least 35 at Rally in
Investigation of Former Thailand
Security Chief

ASIA PACIFIC

Vietnam's 'Cyber Troops' Take Fight to US, France

By THE ASSOCIATED PRESS JAN. 20, 2014, 4:17AM. ES.T.

HANOI, Vietnam — Working on her blog in California one day, Vietnamese

O democracy activist Ngoc Thu sensed something was wrong. It took a
moment for a keystroke to register. Cut-and-paste wasn't working. She had

L 4 "a feeling that somebody was there" inside her computer. Her hunch turned

out to be right.

~»

A few days later, her personal emails and photos were displayed on the
blog, along with defamatory messages. She couldn't delete them; she was
blocked out of her own site for several days as her attackers kept posting
private details.

"They hurt me and my family. They humiliated us, so that we don't do the
blog anymore,"” said Thu, who is a U.S citizen. She has resumed blogging,
but now the Vietnamese government is blocking her posts.

Activists and analysts strongly suspect Hanoi was involved in that attack
and scores of others like it.

They say a shadowy, pro-government cyber army is blocking, hacking and
spying on Vietnamese activists around the world to hamper the country's
pro-democracy movement.

Ngoc Thu ran the largest political blog outside of
Vietnam. Hacked in Jan 2013, personal information
of website owner posted. Site shut down.

Vietnamese mathematician in France. Hacked in
May, 2013.

EFF bloggers targeted in December 2013.

Associated Press reporter targeted in December
2013.

This article appeared Jan 20th, 2014.



Phishing

The scariest lame threat



Phishing Journalist Accounts - June 2011

M O
GOUgle‘” Official Blog

Insights from Googlers into our products,
technology and the Google culture

Ensuring your information is safe online

June 1, 2011 g +1 ) 329
The Internet has been an amazing force for good in the world—opening up
communications, boosting economic growth and promoting free expression. But
like all technologies, it can also be used for bad things. Today, despite the
efforts of Internet companies and the security community, identity theft, fraud
and the hijacking of people’s email accounts are common problems online.



| mailaccounts-google.com {mail/ServiceLogin.htm?service=mail&passive=true&rm=false&continue=http://ma... i\z} =

Google

One account. All of Google.

Sign in to continue to Gmail

Email

Email

Password

Password

v Stay signed in Need help?

Create an account

One Google Account for everything Google
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Ap The Associated Press @ W Follow
AP

Breaking: Two Explosions in the White
House and Barack Obama is injured

4 Reply £3 Retweet Wy Favorite eee More
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AP Stylebook @ ¥ Follow
AP @APStylebook

The @AP Twitter account has been
suspended after it was hacked. The tweet

about an attack on the White House was
false.

4~ Reply 13 Retweet Wy Favorite eee More

:?TilEE:’S ::VORITES B ‘?‘ Fj y H m n ﬂ D

10:27 AM - 23 Apr 13
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Reducing hijacking
Google

Verify your identity

It locks like you're signing in from an unusual location. For your protection, please halp us verify your identity.
Lesrn more,

Select a verification method

#® Enter your phone number sssssssst?

=rier full phone number
Well check If this matches he phone numder we have on flle

Arawer your secunty question

Having problems with the above? Clck har 1o st your password instead

2013 Cooge  Tenma of Servee  Privacy Polty  Help Send fosdbach

a English (Unzed Stanes)




Google Official Blog

Insights from Googlers into our products, technology,
and the Gooagle culture

Advanced sign-in security for your Google account
Posted: Thursday, February 10, 2011 R+ 1k W Tweet - 3.022

Has anyone you know ever lost control of an email account and inadvertently sent spam—or worse—to their friends
and family? There are plenty of examples (like the classic "Mugged in London®™ scam) that demonstrate why it's
important to take steps to help secure your activities online. Your Gmail account, your photos, your private documents
—if you reuse the same password on multiple sites and one of those sites gets hacked, or your password is conned
out of you directly through a phishing scam, it can be used to access some of your most closely-held information.

Google Authenticator
LastPass + Multifactor

The Official Microsoft Blog

Mews & Perspectives

TechNet Blogs = The Official Microsoft Blog = Microsoft Account Gets More Secure

Microsoft Account Gets More Secure

Introducing Login Approvals
v Ardirew 50mg for Taiehook Ergupen iy thatesi o v b

Facebook has always been committed ==
&5 will &5 Qiving thim more conteol oV
beam, wh work 16 re-secure comprood LELL

momeed CEfamazon
“¥ webservices

Even interns bae myself are tasked with
of wenrking on Musdasg ks and simg

mamen s il AWS Multi-Factor Authentication

Today, we'ne announsing our newest of
past few mantha. Losgin Approvals.

AWS Multi-Factor Authentication (AWS MFA) provides an extra level of security
that you can apply to your AWS environment. With AWS MFA enabled, when a
user signs in to an AWS website, they will be prompted for their username and
password (the first factor - what they know), as well as for an authentication
code from their AWS MFA device (the second factor - what thev have), Taken

" I i ver fode a00ed 18 P phire. wou O aheiy) refuen 16 8 previe dy-
FEOEgRAE DR T B oA B e L
et e mewd B B s mlsile phene miTh e o cemplate i
process.

17 Apr 2013 2:00 AM

Over the next couple days we will roll out a major upgrade to Microsoft account, including
optional two-step verification to help keep your account more secure.

Getting started with login
verification W Blog

Wednesday, May 22, 2013 | By Jimio |&]imio), Product Security Team [15:14 UTC)

Every day, a growing number of people log in to Twitter.

Usually these login attempts come from the genuine account







A CRYPTO NERD'S WHAT \WOULD
IMAGINATION & ACTVALLY HAPPEN:

HIS LAPTOPS ENCRYPTED. HIS LAPTOP'S ENCRYPTED.

LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
CLUSTER To CRACK \T- THIS $5 WRENCH UNTIL
RLPST! OUR

EVIL PLAN
1S FOILED! \E@%




The Revolution

. WIll be televised on Youtube




Syrian Targeting of Citizen Media

Syrians on youtube sl o (sl
el adis Jldal 5 e
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http://www.youtube.com/watch?v=PCg6FSLBmIw
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https://twitter.com/kaansezyum/status/446940008843206657
https://twitter.com/kaansezyum/status/446940008843206657

Microsoft tightens privacy policy after
admitting to reading journalist's emails

After outrage from privacy campaigners, the tech firm will now
seek legal advice before examining the contents of customers’
Inboxes

Alex Hern
Y Follow @alexhern Y Follow @guardiantech

theguardian.com, Friday 21 March 2014 06.34 EDT
E] Jump to comments (142)




Regional flavor

Greenland
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RANK* NEWS SITE
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nytimes.com
indiatimes.com
wsj.com
usatoday.com
washingtonpost.com
latimes.com
examiner.com
smh.com.au
sfgate.com
chron.com
thehindu.com
nypost.com
hindustantimes.com
eenadu.net
chicagotribune.com

hollywoodreporter.com

indianexpress.com

theglobeandmail.com

theage.com.au
manoramonline.com
amarujala.com

washingtontimes.com

thestar.com
dnaindia.com
nj.com

Top 25 New Sites

Targeted by State Sponsored Groups

*From Alexa Top 25 New as of 03/23/2014 by @ashk4n

B Untargeted
B Targeted



Hide yo sources; Hide yo locs




How we fix this

e Journalists: Security integral to your job
e Security Industry: We can do better...

e Governments: well...




