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Overview

● Why journalists

● The threats we see

● Regional Variation

● What we can do



Warning: We believe state-sponsored attackers may be 
 to compromise your account or computer.

 Protect yourself now.



US Constitution

Amendment I

Congress shall make no law ... abridging 
the freedom of speech, or of the press;



International Law

Article 19 of the Universal 
Declaration of Human Rights adopted 
in 1948 states simply that "Everyone has 
the right to freedom of opinion and 
expression; this right includes freedom to 
hold opinions without interference and to 
seek, receive, and impart information 
and ideas through any media and 
regardless of frontiers."



Watergate and Deep Throat

“Holding the powerful to account”

Watergate Scandal took down a President

Primary source, 
  “Deep Throat” secret for 30 years



The second oldest profession

Espionage, Spying and secrets

Who has great contact networks and 
traditionally poor operational security 
procedures?

Declassified documents show NSA spying on  
New York Times journalist Tom Wicker back in 
the 70’s under Project Minaret



Welcome to Today



Threats and Attacks



 "In mid-December, we detected a highly 
sophisticated and targeted attack on our 
corporate infrastructure originating from China 
that resulted in the theft of intellectual property 
from Google....

...this attack was not just on Google. As part of 
our investigation we have discovered that at 
least twenty other large companies from a wide 
range of businesses--including the Internet, 
finance, technology, media and chemical 
sectors--have been similarly targeted." 
                                                          -- Official Google Blog



The Media Giant

Fake questionnaire from Beijing News Office

Govt malware of .cn origin. 

Opened by 10 employees. 

Unfortunately, they believed anti-virus would protect 
them. 



The Newspaper

National daily paper

Active compromise

Commercial government-only tools

European vendor







FinFisher Global Proliferation



Citizen Journalists Targeted



Citizen Journalists Targeted

"Svp ne mentionnez pas mon nom ni rien du 
tout je ne veux pas d embrouilles…

http://freeme.eu5.org/scandale%20(2).doc"



“In the space of two hours on 
20 December 2013, an 
attacker made three 
separate attempts to target 
two ESAT employees with 
sophisticated computer 
spyware”

Africa - ESAT



ESAT - First Attempt



Description of RCS in a 2011 official brochure.17

https://citizenlab.org/2014/02/hacking-team-targeting-ethiopian-journalists/#17




ESAT - Second Attempt

CVE-2012-0158  - Yay RTF!



CVE-2010-3333 PFragments



CVE-2012-0158 ListViewCtrl.2



New this week: CVE-2014-1761 

http://www.theregister.co.uk/2014/03/24/microsoft_rtf_vuln/



Exploits today

● Only if they have to

● Old ones work

● The 0 days are out there...

● ... and they are for sale.



Backdoored Circumvention Tools - Simurgh



Backdoored Circumvention Tools - FreeGate



Backdoored Circumvention Tools - Tor

hash: bd970e0d63cd3abeb10ab2b0b82f33065be7f4b440564a24c6e19724f643a133



Ngoc Thu ran the largest political blog outside of 
Vietnam. Hacked in Jan 2013, personal information 
of website owner posted. Site shut down. 

Vietnamese mathematician in France. Hacked in 
May, 2013.

EFF bloggers targeted in December 2013.

Associated Press reporter targeted in December 
2013.

This article appeared Jan 20th, 2014. 



Phishing
The scariest lame threat



Phishing Journalist Accounts - June 2011









Reducing hijacking









The Revolution
● Will be televised on Youtube



Syrian Targeting of Citizen Media



Image Credit: Twitter

https://twitter.com/kaansezyum/status/446940008843206657
https://twitter.com/kaansezyum/status/446940008843206657




Regional flavor



Top 25 New Sites

*From Alexa Top 25 New as of 03/23/2014 by @ashk4n





How we fix this

● Journalists:  Security integral to your job

● Security Industry:  We can do better...

● Governments: well...


