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Who are we?  



ÅMotivation  

ÅEvolution of PlugX  

ÅParsing PlugX Config  

ÅAssociating PlugX samples with known 
targeted attack groups  
ïClassifying P lugX samples  

ïFinding relationships between PlugX groups 
and known attacker groups  

ÅWrap -up 

Overview  



MOTIVATION  



ÅRAT used for targeted attacks  

ïAlso known as 
Korplug/Gulpix/Sogu/Thoper / Destory RAT 

ïAcknowledged in earlier 2012  

ÅTrend Micro pointed out it was part of a campaign 
that has been since 2008  [ 1]   

ïThe author extends its implementation 
aggressively  

ÅAlienVault identified the author?  [2]  J 

ÅAhnLab acquired PlugX builder/controller  [3]  

What¢s PlugX? 



Å PlugX includes config data like PoisonIvy  
ïe.g., C2 hostname/IP/domain, installed service 

name/registry value  

Å The config information can be used for identifying 
attacker groups  
ïFireEye published the analysis result about PoisonIvy 

configs  [4]  
ïSo, what about PlugX?  

Å The author's continual update makes it difficult  
ï10 config size versions  
ï frequently -changed encryption algorithms  

ÅWe tried to categorize PlugX samples in terms of 
attackers based on intelligence extracted from config 
data and code 
 

 

Motivation  



EVOLUTION OF PLUGX 
 



Type I: Behavior Summary  
Dropper (exe)  

signed executable (exe)  

load  
(DLL load order abuse)  

create&run  

PlugX Loader  (DLL)  

create  

Cont.  



Type I: Behavior Summary 
(Cont.)  

Original PE (DLL)  Config  

PlugX Loader  (DLL)  

1st injected process  
(e.g., svchost.exe)  

2nd injected process  
(msiexec.exe)  

create &  
inject code  
(depend on  
config)  

PlugX Payloadṕonly resident in RAM Ṗ 

create & inject code  

decrypt & decompress  



Type I: Encrypted Data Table  



Å C2 Setting  
ïprotocol, port, hostname  

Å C2 Setting URL  
ïdownload C2 Setting from the URL  

Å Install Options  
ï type (service, registry, registered_by_loader)  
ï install folder path  
ïservice name, registry value  

ÅOthers  
ïProxy Setting  
ïstand alone flag (not inject code)  
ïcode injection target  
ïmutex name  

Type I: Config  (Xsetting)  



ÅC2 Setting URL 
examples  
ïhttp :// dl.dropboxuser

content.com/s/eg3qu
sm8pl4iz49/index.txt  
ïHTTP:// TIEBA.BAIDU

.COM/F?KZ=8669653
77  

ÅDownload data from 
the URL and decode 
a string between 
¬DZKSº and "DZJS" 

 
 

Type I: Downloading C2 Setting  



ÅSome samples include debug string  
ïfile name  
ïfunction name  
ïversion path  
ïetcṏ 

ÅUseful information for analysis  
 

 

Type I: Debug Strings  



Type I: Debug Strings  
(Version Path)  



ÅFunctions  
ïFile/Registry operations  
ïKeylogging, screenshot, remote shell  
ïportscan, SQL command, etcṏ 

ÅPlugins  
ïinstall path + %d.plg (use LdrLoadShellcode to load)  

 
 
 

Type I: Functions and Plugins  



ÅSupported Protocols  
ïTCP, HTTP, UDP, ICMP (not implemented)  

ÅTraffic data is encrypted  
ïthe same algorithm as PlugX Payload  

 
 

Type I: Protocols  

dword value  
used as key  

(date?)  



ÅFor default UAC setting Win7 machines 
(ConsentPromptBehaviorAdmin != 2)  
ïPlugX: create msiexec.exe process and inject 

code to it  
ïmsiexec.exe: abuse DLL load order to 

execute malicious code in sysprep.exe 
process  
ïsysprep.exe (privileged): run PlugX again  

 
 

 
 
 

Type I: Bypassing UAC Dialog  



ÅObserved since 2013/3Q  
ÅThe differences  
ïAnti - reversing/forensic techniques  
ïEncryption algorithm changed  
ïConfig extended  
ïMore protocols  
ÅICMP 
ÅDNS [5] (not sure)  

ïMore functions  
Åe.g., network sniffing to steal proxy auth info  

ïDebug strings suppressed  
 
 

 
 
 

Type II: Summary  



ÅPlugX payload MZ/PE signatures replaced by ¬XVº 
Åmagic ¬GULPº in encrypted data table eliminated 
Åstring obfuscation (decode/clear)  
Åmassive API wrappers added for anti code diffing  

 
 

 
 
 

Type II: Anti - reversing/forensic 
techniques  

Type I  Type II  


