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iSIGHT Partners 

iSIGHT Partners 

• Best commercial cyber threat intelligence provider 

on the planet 

• Highly Differentiated 

– Forward looking,  adversary focused intelligence,  

actionable advice 

– Intelligence for multiple levels: executive, operational  

and technical 

– Only vendor with true global intelligence collection presence 
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Background 
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credit: slowbuddy.com 



Prior/ Related Work 

• Secrets of the Application Compatibility Database (SDB) - 
Alex Ionesceu 

1 ) Introduction 

2 ) System Shims – The Most Interesting Ones 

3 ) The Private Shim Engine Interface With The PE Loader 

4 ) Built-in Shimmed Applications and Specific Shims – A Sample 

Never Released: 

5 ) Tool 1 – CDD – Compatibility Database Dumper 

6 ) Flag Shims – LUA and Installer Flags 

7 ) The Run-Time In-Memory Patching Behavior and Analysis 

8 ) The System Blocked Driver Database – The Kernel Side of SDB 

9 ) Conclusion and Tool 2 
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Prior/ Related Work 

• Mark Baggett 

– Windows - Owned By Default! (DerbyCon 2013) 

 

– Process Execution Redirection 

– API Hooking 

– Hiding in the File System 

– Hiding in the Registry 

– Disable Security Features of the OS 

– Execute Backdoors 
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Patch Analysis 

• How is this different from patches released on patch 
Tuesday? 

– BinDiff mshtml.dll from MS13-097 vs. MS14-010 
• 465 Different matched functions 

• 16 unmatched functions 

– Fix It Patch for CVE-2013-3893 
• 2 Changes 
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Tools for SDB Files 

• Application Compatibility Toolkit 

 

• sdb2xml 

 

• cdd  

 

• sdbinst 

 

• sdb-explorer 
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Application Compatibility Toolkit 

• Used to create and view SDB files 
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Application Compatibility Toolkit 

• Public version has no concept of in-memory patches 
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sdb2xml 

• Created by Heath Stewart (2007) 

• Can dump patch_bits information 

• Does not parse or provide what the patch_bits 
means 
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Compatibility Database Dumper (CDD) 

Compatibility Database Dumper (CDD) v1.0 

Copyright (C) 2007 Alex Ionescu 

 

http://www.alex-ionescu.com 

 

usage: cdd.exe [-s][-e][-l][-f][-p][-d kernel-
mode database file][-a user-mode database 
file] 

 -s Show shims 

 -e Show executables 

 -l Show layers 

 -f Show flags 

 -p Show patches 

 -d Use Blocked Driver Database from this path 

 -a Use Application Compatibility Database 
from this path 
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Installing SDB Files 

sdbinst [-?] [-q] [-u] [-g] [-p] [-n[:WIN32|WIN64]] myfile.sdb | {guid} | 

"name" 

 

    -? - print this help text. 

    -p - Allow SDBs containing patches. 

    -q - Quiet mode: prompts are auto-accepted. 

    -u - Uninstall. 

    -g {guid} - GUID of file (uninstall only). 

    -n "name" - Internal name of file (uninstall only). 

 

Proprietary and Confidential Information. © Copyright 2014, iSIGHT Partners, Inc. All Rights Reserved 15 

NOTE: Requires Administrator privileges 



Installing SDB Files 

• Registry Locations 
– HKLM\SOFTWARE\Microsoft\Windows 

NT\CurrentVersion\AppCompatFlags\Custom 

– HKLM\SOFTWARE\Microsoft\Windows 

NT\CurrentVersion\AppCompatFlags\InstalledSDB 

• Default File Locations 
– C:\Windows\AppPatch\Custom\ 

– C:\Windows\AppPatch\Custom\Custom64\ 
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Installing SDB Files 

sdb-explorer.exe -r filename.sdb [-a application.exe] 

– Does NOT show up in Add remove programs 

– Does NOT copy SDB to default location 

– Requires Administrator privileges 
 

 

Note regarding 64bit Patches: 
 
The path of the SDB file MUST contain Custom64 
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Preventing 0-Day Exploitation 

• CVE-2014-0322 (February 2014) 

– IE Use After Free 

 

• CVE-2013-3893 (September 2013) 

– IE Memory Corruption 

 

• CVE-2012-4792 (December 2012) 

– IE Use After Free 

 

• CVE-2012-1889 (June 2012) 

– XML Core Services 
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Analyzing CVE-2014-0322 

• Publicly disclosed in the wild exploitation Feb 11th 2014. (FireEye) 
 

• Microsoft released Fix It Feb 19th. 
– Vulnerability patched on March 11th 

 

 

• Targets: (sdb-explorer.exe -d IE9-10shim.sdb) 
%windir%\syswow64\mshtml.dll (9.0.8112.16533) Checksum = (0xbcb4e6) 

%windir%\system32\mshtml.dll (9.0.8112.16533) Checksum = (0xbcb4e6) 

 

%windir%\syswow64\mshtml.dll (9.0.8112.20644) Checksum = (0xbd1e2a) 

%windir%\system32\mshtml.dll (9.0.8112.20644) Checksum = (0xbd1e2a) 

 

%windir%\syswow64\mshtml.dll (10.0.9200.16798) Checksum = (0xdb6539) 

%windir%\system32\mshtml.dll (10.0.9200.16798) Checksum = (0xdb6539) 

 

%windir%\syswow64\mshtml.dll (10.0.9200.20916) Checksum = (0xdc3159) 

%windir%\system32\mshtml.dll (10.0.9200.20916) Checksum = (0xdc3159) 
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Viewing Differences 

• Before Fix It Patch: 
0:021> !chkimg -d mshtml  

0 errors : mshtml  

• After Fix It Patch: 
0:026> !chkimg -d mshtml 

    66a757e1-66a757e5  5 bytes -MSHTML!CMarkup::InsertTextInternal 

  [ 8b ff 55 8b ec:e9 01 ec ab 00 ] 

    66ad70ef-66ad70f3  5 bytes - MSHTML!CMarkup::InsertElementInternal 

  [ 8b ff 55 8b ec:e9 d3 d2 a5 00 ] 

10 errors : mshtml (66a757e1-66ad70f3) 

 

0:025> u 66a757e1 

MSHTML!CMarkup::InsertTextInternal: 

66a757e1 e901ecab00      jmp     MSHTML!SZ_HTMLNAMESPACE+0x2f (675343e7) 

 

0:025> u 66ad70ef 

MSHTML!CMarkup::InsertElementInternal: 

66ad70ef e9d3d2a500      jmp     MSHTML!SZ_HTMLNAMESPACE+0xf (675343c7) 
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Viewing Differences 

• Fix It Code Adds 1 to Reference count 

– Avoid Use After Free, don’t let it free 

Increment Ref Count 
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PatchBin 

 

Proprietary and Confidential Information. © Copyright 2014, iSIGHT Partners, Inc. All Rights Reserved 



PE Loader Call Chain 

• ntdll.dll 

– LdrpInitializeProcess() 

->LdrpLoadShimEngine() 

->LdrpLoadDll() 

->SE_DllLoaded() 

• apphelp.dll 

– SE_DllLoaded() 

->PatchNewModules() 

->SeiAttemptPatches() 

->SeiApplyPatch() 
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SeiApplyPatch() 

SeiApplyPatch(PPATCHBITS pb)  

{  

 while (1)  

 {  

    if (pb->opcode == PATCH_MATCH)  

    {  

  if (memcmp(pb->pattern, modulebase + rva, pb->patternSize) != 0)  

     return 0;  

    }  

    else if (pb->opcode == PATCH_REPLACE)  

    {  

NtProtectVirtualMemory(-1, modulebase + rva, pb->patternSize, PAGE_READWRITE, &old);  

memcpy(modulebase + rva, pb->pattern, pb->patternSize);  

  NtProtectVirtualMemory(-1, modulebase + rva, pb->patternSize, old, &old); 

   FlushInstructionCache(-1, modulebase + rva, pb->patternSize);  

  }  

  else  

  return 1;  

 // goto next command  

 pb = (PPATCHBITS)((PBYTE)pb + pb->actionSize);  

} // end while  

} // end function 
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SDB File Format 

• apphelp.dll 

– 195 Exports 
– http://msdn.microsoft.com/en-

us/library/bb432182%28v=vs.85%29.aspx 

 

• Used to read and write SDB files 

 

• Documentation lacking many details and even functions 
– SdbGetTagDataSize 

– SdbReadBinaryTag 

 

• API Does NOT contain code to parse in-memory patches 
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SDB File Format 

• Yara rule 

 
rule SDBFile 

{ 

        strings: 

                $magic = { 73 64 62 66 } // sdbf 

 

        condition: 

                $magic at 8 

} 
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PatchBits Format 

#define PATCH_MATCH 4 

#define PATCH_REPLACE 2 

#define MAX_MODULE_LEN 32 

typedef struct _PATCHBITS  

{ 

DWORD opcode; 

DWORD actionSize; 

DWORD patternSize; 

DWORD rva; 

DWORD unknown; 

WCHAR  moduleName[MAX_MODULE_LEN]; 

BYTE pattern[patternSize]; 

} PATCHBITS, *PPATCHBITS; 
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PatchBits Format 

DWORD opcode; 

DWORD actionSize; 

DWORD patternSize; 

DWORD rva; 

WCHAR  moduleName[MAX_MODULE_LEN]; 

BYTE pattern[patternSize]; 
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Info Disclosure 

• moduleName field is 64bytes 

 

• May contain uninitialized data based on the tool 
used to create the patch 

 

• Fix Its released by Microsoft do not zero this buffer 
before writing the patch 

 

• Dump `leaked’ data using the following command 

 
• sdb-explore.exe -l mysdb.sdb 
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sdb-explorer.exe 

• Print tree 

• Patch Details 

– IDA Python Script 

• Dump info `leaked’ memory 

• Print Match Entries 

• Create Patch 

• Register/ Install SDB file 
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Viewing SDB Files 

• sdb-explorer.exe -t my.sdb 

• Prints Tree View, similar to sdb2xml 
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Patch Details 

• patch, patchbits, patchref, patch_tag_id, checksum 
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Patch Details 

sdb-explorer.exe -p BH-ASIA/cve-2014-0322.sdb 0x72e 

sdb-explorer.exe -s BH-ASIA/cve-2014-0322.sdb 0xdb65391 
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IDAPython Script 

sdb-explorer.exe -i -p BH-ASIA/cve-2014-0322.sdb 0x72e 

 

sdb-explorer.exe –i -s BH-ASIA/cve-2014-0322.sdb 0xdb65391 

 

Proprietary and Confidential Information. © Copyright 2014, iSIGHT Partners, Inc. All Rights Reserved 



Agenda 

• Background/Prior Work 

• Tools overview 

• Real World Case 0-Day Prevention Cases 

• Reversing Engineering the Fix It Patches 

• Simple Info Disclosure 

• sdb-explorer 

• Create an In-Memory Patch Fix It 

• Maintaining Persistence through a Fix Its 

Proprietary and Confidential Information. © Copyright 2014, iSIGHT Partners, Inc. All Rights Reserved 



Create your own SDB file 

 

• Required Information 

 

– Target Application 
• Target Module(s) – Must be less than 32 Characters 

• RVA(s) 

• Bytes 
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Config File Format 

• begin with !sdbpatch end with !endsdbpatch 

• APP = the target application image name 

• DBNAME = can be anything 

• Lines starting with # are comments 

• P = in memory patch 
– P:targetmodule[,pe_checksum] 

• R = replace action 
– R:targetmodule,RVA,HS (hex string) 

• MR = match-replace action 
– MR:targetmodule,RVA,HS_MATCH,HS_REPLACE 
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Getting Started – sample-target 

• sample-target.exe 

– Calls LoadLibrary(“mshtml.dll”) 

– Prints RVA for PrintHTML 

– Displays 15 byte of memory starting at RVA-5 

Proprietary and Confidential Information. © Copyright 2014, iSIGHT Partners, Inc. All Rights Reserved 



Sample Config File 
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Create Patch From Config 
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Sample-target Patched 

• With Fix It Installed 
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Basic Steps 

 

• Parent Process 

– Determine if target child needs shim. 

– Sets Loader Flags 

 

• Child PE Loader 

– Looks for flags, uses this to determine if it should attempt 
to look for shims 
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Debugging your Fix It 

• Set ENV SHIMENG_DEBUG_LEVEL=9 
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Persistence via Fix It Patches 

• Target explorer.exe 

– Patch WinMain  
• CreateProcess(“calc”) 

 

Full configuration provided: 
includes support for: Win7 x86, Win7 x64, Win 8 x86 
 

Proprietary and Confidential Information. © Copyright 2014, iSIGHT Partners, Inc. All Rights Reserved 



Persistence via Fix It Patches 

 

With Fix It 
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Persistence via Fix It Patches 

• Simple Shellcode to execute calc.exe 
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Disabling Shim Engine 

• I don’t recommend disabling the shim engine 

– Breaks EMET 

– Disables 0day Fix Its 

 

• GPEdit.msc 

– Administrative Templates \ Windows Components \ 
Application Compatibility \ Turn off Application 
Compatibility Engine 
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Recommendations 

• Search your registry and File System 

– Use provided Yara Rule 

– Your system will have SDB Files, there are defaults 

– Use the knowledge you gained 

• AutoRuns (SysInternals) does not consider 
Application Compatibility Fixes 

• Add signatures to SDB files (Microsoft) 

• Notification of non-signed SDB files running, or 
about to run (Microsoft) 
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Summary 

• This is a Feature, this does not make you more 
vulnerable to other attacks 

 

• SDB File require Administrator privilege to install 

 

• Fix It Patches provide a unique opportunity to 
determine root cause of a vulnerability 

– If Microsoft Fixes Root Cause 

 

• sdb-explorer/ Application Compatibility Toolkit 
provide a way to analyze Fix Its 
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Thanks 

 

    Kat, Josh, Sam, zen, Mac, Mike, Dave, Sean, Darel, 
Brad A., Matt G., Mark B., Microsoft, iSIGHT Partners, 
Black Hat, and all others who will remain nameless. 
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Questions 

• jerickson <at> isightpartners.com 

 

• Source Code: TBD 
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