Web Server Hardening Checklist v1.5
Windows 2003 Server and Windows 2003 Advanced Server
****************

SECTION 1

****************

· Reboot the server to make sure there are no pre-existing issues with it.  If you have (easy) physical access to the server, do a complete power-down.  Otherwise, do a shutdown and restart.

· Go to Indexing Service properties and turn off all directories for the system partition.  MANUAL
Type start…run…ciadv.msc  (or Right Click On “My Computer” and choose “Manage”)

Expand the Services and Applications section on the right side of the window

Click on Indexing Service (below the Services and Applications Item)

Delete all catalogs that appear in the right window

Map a drive as: L:\  Run the script, “S1.windows2003.ChangeScreenSaverTimeout.bat”, which is located in the L:\Lockdown\W2K3 directory. – Manual the script only brings up the GUI
· Windows 2003 Screen Saver after 10 minutes, require password to unlock

· Change log sizes

Map a drive as: L:\  Run the script, “Windows.2003.Web.Server.cmd”, which is located in the L:\Lockdown\W2K3 directory.

AUTOMATED
· Application: 131072, overwrite as needed

· Security: 131072, overwrite as needed

· System: 131072, overwrite as needed

AUTOMATED  The following two items are implemented by the “Windows.2003.Web.Server.cmd” script.

· Rename Administrator to standard and get rid of the default descriptions.
· Create a “new” User named Administrator, inserting the default descriptions from the real Administrator account – set to user cannot change password, password never expires – make it 15 characters…strong.

· For the Policy Sections:  MAKE SURE YOU SELECT THE APPROPRIATE POLICY FOR THE SERVER’S OU OR THE LOCAL SECURITY  POLICY  (to access the Local Security Policy type start…run…secpol.msc)

· Account Policies:  MANUAL
· Password Policy:

	Policy
	Local Setting

	Enforce password history
	24 passwords remembered

	Maximum password age
	45 days

	Minimum password age
	5 days

	Minimum password length
	8 characters

	Passwords must meet complexity requirements
	Enabled

	Store password using reversible encryption for all users in the domain
	Disabled


· Account Lockout Policy:  MANUAL
	Policy
	Local Setting

	Account lockout duration
	60 minutes

	Account lockout threshold
	5 invalid logon attempts

	Reset account lockout counter after
	60 minutes


· Audit Policy:  For all servers EXCEPT Print and Proxy Servers:  AUTOMATED  This section is implemented by the “Windows.2003.Web.Server.cmd” script.

	Policy
	Local Setting

	Audit account logon events
	Success, Failure

	Audit account management
	Success, Failure

	Audit directory service access
	Failure

	Audit logon events
	Success, Failure

	Audit object access
	Failure

	Audit policy change
	Success, Failure

	Audit privilege use
	Failure

	Audit process tracking
	No auditing

	Audit system events
	Success, Failure


· Audit Policy:  PRINT SERVERS AND PROXY/ISA/REVERSE PROXY SERVERS:  MANUAL…You must change these settings back after the “Windows.2003.Web.Server.cmd” script runs.
	Policy
	Local Setting

	Audit account logon events
	Failure

	Audit account management
	Success, Failure

	Audit directory service access
	Failure

	Audit logon events
	Failure

	Audit object access
	Failure

	Audit policy change
	Success, Failure

	Audit privilege use
	Failure

	Audit process tracking
	No auditing

	Audit system events
	Success, Failure


· User Rights Assignment:  AUTOMATED  This section is implemented by the “Windows.2003.Web.Server.cmd” script.

	Policy
	Local Setting

	Access this computer from the network
	Administrators

	
	Authenticated Users

	
	Backup Operators

	
	ASPNET

	
	IWAM_”Computername”

	
	IUSR_”Computername”

	Act as part of the operating system
	

	Add workstations to domain
	

	Adjust memory quotas for a process
	Administrators

	
	LOCAL SERVICE

	
	NETWORK SERVICE

	Allow log on locally
	Administrators

	
	Backup Operators

	
	IUSR_”Computername”

	Allow log on through Terminal Services
	Administrators

	
	REMOVE Remote Desktop Users

	Back up files and directories
	Administrators

	
	Backup Operators

	
	Server Operators

	Bypass traverse checking
	Administrators

	
	Authenticated Users

	
	Backup Operators

	
	Users

	Change the system time
	Administrators

	Create a pagefile
	Administrators

	Create a token object
	

	Create permanent shared objects
	

	Debug programs
	Administrators

	Deny access to this computer from the network
	SUPPORT_388945a0

	Deny log on as a batch job
	

	Deny log on as a service
	

	Deny log on locally
	SUPPORT_388945a0

	Deny log on through Terminal Services
	Not Defined

	Enable computer and user accounts to be trusted for delegation
	Administrators

	Force shutdown from a remote system
	Administrators

	
	Server Operators

	Generate security audits
	LOCAL SERVICE

	
	NETWORK SERVICE

	Increase scheduling priority
	Administrators

	Load and unload device drivers
	Administrators

	
	Print Operators

	Lock pages in memory
	

	Log on as a batch job
	LOCAL SERVICE

	
	SUPPORT_388945a0

	
	ASPNET

	
	IWAM_”Computername”

	
	IUSR_”Computername”

	
	IIS_WPG

	Log on as a service
	NETWORK SERVICE

	
	ASPNET

	Manage auditing and security log
	Administrators

	Modify firmware environment values
	Administrators

	Perform volume maintenance tasks
	Not Defined

	Profile single process
	Administrators

	Profile system performance
	Administrators

	Remove computer from docking station
	Administrators

	Replace a process level token
	LOCAL SERVICE

	
	NETWORK SERVICE

	Restore files and directories
	Administrators

	
	Backup Operators

	
	Server Operators

	Shut down the system
	Administrators

	
	Backup Operators

	Synchronize directory service data
	

	Take ownership of files or other objects
	Administrators


· Security Options:  MANUAL - - Only Change BOLDED Items

	Policy
	Local Setting

	Accounts:  Administrator account status
	Enabled

	Accounts:  Guest account status
	Disabled

	Accounts:  Limit local account use of blank passwords to console logon only
	Enabled

	Accounts:  Rename administrator account
	To Client’s Standard

	Accounts:  Rename guest account
	To Client’s Standard

	Audit:  Audit the access of global system objects
	Disabled

	Audit:  Audit the use of Backup and Restore privilege
	Disabled

	Audit:  Shut down the system immediately if unable to log security audits
	Disabled

	Devices:  Allow undock without having to log on
	Disabled

	Devices:  Allowed to format and eject removable media
	Administrators

	Devices:  Prevent users from installing printer drivers
	Enabled

	Devices:  Restrict CD-ROM access to locally logged-on user only
	Enabled

	Devices:  Restrict floppy access to locally logged-on user only
	Enabled

	Devices:  Unsigned driver installation behavior
	Warn but allow installation

	Domain controller:  Allow server operators to schedule tasks
	Not defined

	Domain controller:  LDAP server signing requirements
	Not defined

	Domain controller:  Refuse machine account password changes
	Not defined

	Domain member:  Digitally encrypt or sign secure channel data (always)
	Enabled

	Domain member:  Digitally encrypt secure channel data (when possible)
	Enabled

	Domain member:  Digitally sign secure channel data (when possible)
	Enabled

	Domain member:  Disable machine account password changes
	Disabled

	Domain member:  Maximum machine account password age
	30 days

	Domain member:  Require strong (Windows 2000 or later) session key
	Disabled

	Interactive logon:  Do not display last user name
	Enabled

	Interactive logon:  Do not require CTRL+ALT+DEL
	Disabled

	Interactive logon:  Message text for users attempting to log on
	WARNING!  By accessing

and using this system you

are consenting to system

monitoring for law

enforcement and other

purposes.  Unauthorized

use of this computer system

may subject you to criminal

prosecution and penalties.

	Interactive logon:  Message title for users attempting to log on
	Warning!

	Interactive logon:  Number of previous logons to cache (in case domain controller is not available)
	0

	Interactive logon:  Prompt user to change password before expiration
	14 Days

	Interactive logon:  Require Domain Controller authentication to unlock workstation
	Disabled

	Interactive logon:  Require smart card
	Disabled

	Interactive logon:  Smart card removal behavior
	Lock Workstation

	Microsoft network client:  Digitally sign communications (always)
	Disabled

	Microsoft network client:  Digitally sign communications (is server agrees)
	Enabled

	Microsoft network client:  Send unencrypted password to their-party SMB servers
	Disabled

	Microsoft network server:  Amount of idle time required before suspending session
	15 minutes

	Microsoft network server:  Digitally sign communications (always)
	

	Microsoft network server:  Digitally sign communications (if client agrees)
	Enabled

	Microsoft network server:  Disconnect clients when logon hours expire
	Enabled

	Network access:  Allow anonymous SID/Name translation
	Disabled

	Network access:  Do not allow anonymous enumeration of SAM accounts
	Enabled

	Network access:  Do not allow anonymous enumeration of SAM accounts and shares
	Enabled

	Network access:  Do not allow storage of credentials or .NET passports for network authentication
	Not Defined

	Network access:  Let Everyone permissions apply to anonymous users
	Disabled

	Network access:  Named pipes that can be accessed anonymously
	COMNAP, COMNODE, SQL\QUERY, SPOOLSS, EPMAPPER, LOCATOR, TrkWks, TrkSvr

	Network access:  Remotely accessible registry paths
	System\CurrentControlSet\Control\ProductOptions

System\CurrentControlSet\Control\Print\Printers

System\CurrentControlSet\Control\Server Applications

System\CurrentControlSet\Services\Eventlog

Software\Microsoft\OLAP Server

Software\Microsoft\Windows NT\CurrentVersion

System\CurrentControlSet\Control\ContentIndex

System\CurrentControlSet\Control\Terminal Server

System\CurrentControlSet\Control\Terminal Server\UserConfig

System\CurrentControlSet\Control\Terminal Server\DefaultUserConfiguration

Software\Microsoft\Windows NT\CurrentVersion\Perflib

System\CurrentControlSet\Services\SysmonLog

	Network access:  Restrict anonymous to named pipes and shares
	Enabled

	Network access:  Shares that can be accessed anonymously
	COMCFG, DFS$

	Network access:  Sharing and security model for local accounts
	Classic – local users authenticate as themselves

	Network security:  Do not store LAN Manager hash value on next password change
	Disabled

	Network security:  Force logoff when logon hours expire
	Enabled

	Network security:  LAN Manager authentication level
	Send LM & NTLM – useNTLMv2 session security if negotiated

	Network security:  LDAP client signing requirements
	Not Defined

	Network security:  Minimum session security for NTLM SSP based (including secure RCP) clients
	No minimum

	Network security:  Minimum session security for NTLM SSP based (including secure RCP) servers
	No minimum

	Recovery console:  Allow automatic administrative logon
	Disabled

	Recovery console:  Allow floppy copy and access to all drives and folders
	Disabled

	Shutdown:  Allow system to be shut down without having to log on
	Disabled

	Shutdown:  Clear virtual memory pagefile
	Disabled

	System cryptography:  Force strong key protection for user keys stored on the computer
	Not defined

	System cryptography:  Use FIPS compliant algorithms for encryption, hashing, and signing
	Disabled

	System objects:  Default owner for objects created by members of the administrators group
	Administrators group

	System objects:  Require case insensitivity for non-Windows subsystems
	Enabled

	System objects:  Strengthen default permissions of internal system objects (e.g. Symbolic Links)
	Enabled

	System settings:  Optional subsystems
	Clear out POSIX

	System settings:  Use Certificate Rules on Windows Executables for Software Restriction Policies
	Not Defined


****************

SECTION 2

****************
Registry Modifications (Non-IIS Specific):  (Checked items are in the script.)
AUTOMATED  This Section is implemented via the “Windows.2003.Web.Server.cmd” script.

· Enable Kerberos Logging

Hive: HKEY_LOCAL_MACHINE\System

Key:  \CurrentControlSet\Control\LSA\Kerberos\Parameters

Value Type: REG_DWORD

Value Name: LogLevel

Value: 1

· Disable CD-ROM Autorun  (MODIFY this value.) (This can be done via policy under admin templates…system)

Hive: HKEY_LOCAL_MACHINE\System

Key:  \CurrentControlSet\Services\CDRom

Value Type: REG_DWORD

Value Name: Autorun

Value: 0

· Disable 8.3 Filename Creation – Modify **Sometimes applications need this value re-enabled for installs or upgrades**

Hive: HKEY_LOCAL_MACHINE\System

Key:  \CurrentControlSet\Control\Filesystem

Value Type: REG_DWORD

Value Name: NTFSDisable8dot3NameCreation

Value: 1

· Enable Syn Attack Protect (Q142641) - Add

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\Tcpip\Parameters\

Name:
SynAttackProtect

Type:
REG_DWORD

Value:
2

NOTE:  If the SynAttackProtect key modification proves to be ineffective or a specific resources are being continuously hit by SYN Attacke, see MS Q142641.  Also consider changing the TcpMaxPortsExhausted value to 1 and the TcpMaxDataRetransmissions value to 3 (see regentry.chm from the WIN2K resource Kit).

· Configure Dead Gateway Protection

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\Tcpip\Parameters\

Name:
EnableDeadGWDetect

Type:
REG_DWORD

Value:
0

· Disable Router Discovery

Note:  Make sure IDRP is not in use in the client’s perimeter network.

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\Tcpip\Parameters\Interfaces\[InterfaceName]
Name:
PerformRouterDiscovery

Type:
REG_DWORD

Value:
0

· Disable ICMP Redirects - Change the value…the key is already there. (Q225344)

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\Tcpip\Parameters\

Name:
EnableICMPRedirect

Type:
REG_DWORD

Value:
0

· Disable IP Source Routing

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\Tcpip\Parameters

Name:
DisableIPSourceRouting

Type:
REG_DWORD

Value:
2

· Tune the TCP/IP KeepAlive Time

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\Tcpip\Parameters

Name:
KeepAliveTime

Type:
REG_DWORD

Value:
300000

· Disable External Name Release

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\Tcpip\Parameters

Name:
NoNameReleaseOnDemand

Type:
REG_DWORD

Value:
1

· Enable PMTU Discovery

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\Tcpip\Parameters

Name:
EnablePMTUDiscovery

Type:
REG_DWORD

Value:
0

· TcpMaxConnectResponseRetransmissions (default)

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\Tcpip\Parameters

Name:
TcpMaxConnectResponseRetransmissions

Type:
REG_DWORD

Value:
2

· TcpMaxDataeRetransmissions

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\Tcpip\Parameters

Name:
TcpMaxDataRetransmissions

Type:
REG_DWORD

Value:
3

· TCPMaxPortsExhausted (default)

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\Tcpip\Parameters

Name:
TCPMaxPortsExhausted

Type:
REG_DWORD

Value:
5

· Disable All Autorun

Hive:
HKEY_LOCAL_MACHINE

Key:
Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

Name:
NoDriveTypeAutoRun

Type:
REG_DWORD

Value:
0xFF

****************

SECTION 3

****************
Registry Permissions:
All permissions listed in section 3 of the Windows 2000 checklist are set by default on Windows 2003.

****************

SECTION 4

****************
File System ACLs:

All permissions listed in section 3 of the Windows 2000 checklist are set by default on Windows 2003.

****************

SECTION 5

****************
Utilities, Service Packs/Hot Fixes, and Services:  (Checked items are in the script.)
AUTOMATED  This Section is implemented via the “Windows.2003.Web.Server.cmd” script.

· Copy passprop.exe to the windows\system32 directory and run passprop (start, run, passprop /complex /adminlockout)
· Run the Set Version Batch File

· Set permissions to the local administrator account for the following command-line utilities.  Also, consider EXPLICITLY setting permissions for the IUSR and IWAM users (and any other web site service accounts) to NO ACCESS.  (For highly secure environments, consider moving, renaming, or deleting any command-line utilities.)

The following tools are usually found in the Windows\System32 directory:

	append.exe
	arp.exe
	at.exe
	attrib.exe

	bootcfg.exe
	cacls.exe
	change.exe
	chcp.com

	chglogon.exe 
	chgport.exe 
	chgusr.exe 
	chkdsk.exe 

	chkntfs.exe 
	choice.exe
	cipher.exe 
	clip.exe

	cluster.exe 
	cmd.exe 
	command.com 
	compact.exe 

	convert.exe 
	cscript.exe 
	dcpromo.exe 
	debug.exe 

	dfscmd.exe 
	diskcomp.com 
	diskcopy.com 
	diskpart.exe

	doskey.exe 
	driverquery.exe
	dsadd.exe
	dsget.exe

	dsmod.exe
	dsmove.exe
	dsquery.exe
	dsrm.exe

	edlin.exe 
	enevttriggers.exe
	eventcreate.exe
	eventquery.vbs

	exe2bin.exe 
	expand.exe 
	fc.exe 
	find.exe 

	findstr.exe 
	finger.exe 
	forcedos.exe 
	forfiles.exe

	format.com 
	freedisk.exe
	fsutil.exe
	ftp.exe 

	getmac.exe
	gettype.exe
	gpresult.exe
	gpupdate.exe

	hostname.exe 
	iInuse.exe
	iisapp.vbs
	iisback.vbs

	IIsCnfg.vbs
	iisext.vbs
	IIsFtp.vbs
	IisFtpdr.vbs

	iisreset.exe 
	iisweb.vbs
	ipconfig.exe 
	ipxroute.exe 

	label.exe 
	logman.exe
	logoff.exe 
	makecab.exe 

	mem.exe 
	mmc.exe 
	mode.com 
	more.com 

	mountvol.exe 
	msg.exe 
	nbtstat.exe 
	net.exe 

	net1.exe 
	netsh.exe 
	netstat.exe 
	nslookup.exe 

	ntbackup.exe 
	ntdsutil.exe
	ntsd.exe 
	os2.exe 

	pagefileconfig.vbs
	pathping.exe 
	ping.exe 
	posix.exe 

	powercfg.exe
	print.exe 
	prncnfg.vbs
	prndrvr.vbs

	prnjobs.vbs
	prnmngr.vbs
	prnport.vbs
	prnqctl.vbs

	pubprn.vbs
	query.exe 
	rasdial.exe 
	rcp.exe 

	rdpclip.exe
	recover.exe 
	reg.exe
	regedt32.exe 

	regini.exe 
	register.exe 
	regsvr32.exe 
	relog.exe

	replace.exe 
	reset.exe 
	rexec.exe 
	route.exe 

	routemon.exe 
	router.exe 
	rsh.exe 
	runas.exe 

	runonce.exe 
	sc.exe
	schtasks.exe
	secedit.exe 

	setpwd.exe 
	setx.exe
	shadow.exe 
	share.exe 

	shutdown.exe
	snmp.exe 
	snmptrap.exe 
	subst.exe 

	syskey.exe 
	systeminfo.exe
	takeown.exe
	taskkill.exe

	tasklist.exe
	taskmgr.exe 
	telnet.exe 
	termsrv.exe 

	tftp.exe 
	timeout.exe
	tlntadmn.exe 
	tlntsess.exe 

	tlntsrv.exe 
	tracerpt.exe
	tracert.exe 
	tree.com 

	tsadmin.exe 
	tscon.exe 
	tsdiscon.exe 
	tsecimp.exe

	tskill.exe 
	tsprof.exe 
	tsshutdn.exe 
	typeperf.exe

	usrmgr.exe 
	waitfor.exe
	where.exe
	whoami.exe

	winmsd.exe 
	wscript.exe 
	xcopy.exe 
	


The following tools are usually found in the Windows directory:

Regedit.exe

The following tools are usually found in the Windows\wbem directory:

Wmic.exe

The following tools are usually found in the Windows\ system32\inetsrv directory:

clusweb.vbs

iis_switch.vbs

The following tools are usually found in the \Inetpub\AdminScripts directory:

synciwam.vbs

the copy of adsutil.vbs in this directory should be deleted

· Disable unnecessary services and features.  The services in bold are stopped and disabled:

Alerter

Application Layer Gateway Service

Application Management

Automatic Updates

Background Intelligent Transfer Service

ClipBook

Computer Browser

COM+ Event System

COM+ System Application

Cryptographic Services

DHCP Client

Distributed File System

Distributed Link Tracking Client

Distributed Link Tracking Server

Distributed Transaction Coordinator

DNS Client

DNS Server

Error Reporting Service

Event Log

Event Log Watch

File Replication Service

Help and Support

HTTP SSL

Human Interface Device Access

IMAPI CD-Burning COM Service

Indexing Service

Internet Connection Firewall (ICF) / Internet Connection Sharing (ICF)

Intersite Messaging

IPSEC Services

Kerberos Key Distribution

License Logging

Logical Disk Manager

Logical Disk Manager Administrative Service

Messenger

Microsoft Software Shadow Copy Provider

Net Logon

Net Meeting Remote Desktop Sharing

Network Connections

Network DDE

Network DDE DSDM

Network Location Awareness (NLA)

NTLM Security Support Provider

Performance Logs and Alerts

Plug and Play

Portable Media Serial Number

Print Spooler

Protected Storage

Remote Access Auto Connection Manager

Remote Access Connection Manager

Remote Desktop Help Session Manager

Remote Procedure Call (RPC)

Remote Procedure Call (RPC) Locator

Remote Registry 

Removable Storage

Resultant Set of Policy Provider

Routing and Remote Access

Secondary Logon
Security Accounts Manager

Server

Shell Hardware Detection

Smart Card

SNMP Service

SNMP Trap Service

Special Administration Console Helper

System Event Notification

Task Scheduler

TCP/IP NetBIOS Helper

Telephony

Telnet

Terminal Services

Terminal Services Session Directory

Themes

Uninterruptible Power Supply

Upload Manager

Virtual Disk Service

Volume Shadow Copy

Web Client

Windows Audio

Windows Image Acquisition (WIA)

Windows Installer

Windows Management Instrumentation

Windows Management Instrumentation Driver Extensions

Windows Time

Wireless Configuration

WMI Performance Adapter

Workstation

****************

SECTION 6

****************
Do not use this section – this should have been handled in the Local Security Policy
OS/2 and POSIX Subsystems Removal:

· Remove the OS2 and POSIX Subsystems

NOTE:  You must use REGEDIT and set the REG_BINARY value to 00 00 for the following entry (i.e. do not leave it blank after removing the values for OS/2) otherwise you’ll blue screen upon rebooting the machine.


Hive:
HKEY_LOCAL_MACHINE\SYSTEM


Key:
\CurrentControlSet\Control\Session Manager\SubSystems


Name:
Optional


Action:
Change values to 00 00  (You must clean out what’s in there and type four zeros)

The entry should look like this:
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Hive:
HKEY_LOCAL_MACHINE\SYSTEM


Key:
\CurrentControlSet\Control\Session Manager\SubSystems


Action:
Delete the REG_EXPAND_SZ entry for Posix

****************

SECTION 7

****************
Resource Kit:
· Do not install resource kits on any server  (Production, QA, or Development).  Instead, only place the files you need from the resource kit on the server.  You can place them in the %systemroot%\system32 directory or (preferably) in a separate directory on a non-system partition (you may have to edit your path statement).  Make sure to set permissions on the files to Administrators and System only.  Treat the files from the resource kit the same as the command-line utilities in section 5.

****************

SECTION 8

****************
Other Items to Consider:
· Consider the use of IPSEC Policies

· Customize exclusion for virus software as needed

· Scan the server with one or more of the following:  MBSA, LANguard Network Scanner, Nessus

****************

SECTION 9

****************
TSE Admin Settings – type start…run…tscc.msc and hit enter to bring up the TSE Connection GUI

MANUAL   Click Start…run…tscc.msc…double click on the RDP-Tcp Connection
· RDP Connection Settings:  Modify the following items, leave the rest of the defaults.
· On the General Tab:  Set encryption to high
· On the Sessions Tab:  Check the First “Override user settings” box and set the following values:
· End a disconnected session:  30 minutes
· Active session limit:  Never (no limit)
· Idle session limit:  1 day
· On the Sessions Tab:  Check the Second “Override user settings” box and set the following values:
· When a session limit is reached or connection is broken:  End session
· On the Remote Control Tab, select:
· Do not allow remote control
· On the Client Settings Tab, make sure the following options are disabled:
Disable the following:

· LPT port mapping
· COM port mapping (default)

· Clipboard mapping

· Windows printer mapping

· Audio Mapping

· On the Permissions Tab:
· Remove the “Remote Desktop Users” group

· Click the advanced button, select the auditing tab, and click add:
· Set focus to the local machine and select the administrators group
· Select the following options:  (select both Successful and Failed for all items below)
· Remote Control

· Logon

· Logoff

· Connect

· Disconnect

****************

SECTION 10

****************
Registry Modifications (IIS Specific):  (Checked items are in the script.)
AUTOMATED  Run the “S10.windows2003.iis.registry.edits.reg” script in the L:\Lockdown\W2K3\IISHardeningScripts folder.

· Enable Logging of SSL Events (errors and warnings)

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Control\SecurityProviders\SChannel

Name:
EventLogging

Type:
REG_DWORD

Value:
3
· Disable use of the Command shell with #exec

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\W3SVC\Parameters

Name:
SSIEnableCMDDirective

Type:
REG_DWORD

Value:
0

Enable settings for Afd.sys (as per the MS Windows 2000 Security Operations Guide)

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\AFD\Parameters

Name:
DynamicBacklogGrowthDelta

Type:
REG_DWORD

Value:
10

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\AFD\Parameters

Name:
EnableDynamicBacklog

Type:
REG_DWORD

Value:
1

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\AFD\Parameters

Name:
MinimumDynamicBacklog

Type:
REG_DWORD

Value:
20

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\AFD\Parameters

Name:
MaximumDynamicBacklog

Type:
REG_DWORD

Value:
20000

****************

SECTION 11

****************
IIS Settings:

· Move the webroot files to a non-system partition

· Stop IIS-related services.  If you stop IIS Admin Service, all other IIS-related services stop, too.

· Copy c:\inetpub to d:\  (Use robocopy with the /SEC switch)

· Start the IIS Admin snap-in under MMC

· Redirect all IIS application parameters to d:\inetpub\...( Default Web Site Properties – Home Directory Tab – Change the local path setting)
· Register metautil.dll

· Run MetaEdit

· Find all references to c:\inetpub\...  Change to d:\inetpub\...

· UN_REGISTER metautil.dll

· Shift + Delete metautil.dll
· Restart the server

· Shift + Delete c:\inetpub
Perform the following for all Web Servers: Intranet or Internet (Bastion Host):

· Use the following rule of thumb for NTFS file permissions on the Web Server:
Another rule of thumb is to separate these file types into separate directories and apply the permissions to the Directories instead of individual files:

File Type



Permissions
· CGI Files, etc.  ( .EXE, .DLL, .CMD, .PL)
Everyone (X)

Administrators (Full Control)

System (Full Control)

· Script Files ( .ASP etc )


Everyone (X)

Administrators (Full Control)

System (Full Control)

· Include Files  ( .INC, .SHTML, .SHTM )
Everyone (X)

Administrators (Full Control)

System (Full Control)

· Static Content ( .HTML ) 

Everyone (R)

Administrators (Full Control)

System (Full Control)

· Images  ( .GIF, .JPEG ) 


Everyone (R)

Administrators (Full Control)

System (Full Control)

CAUTION:  When a folder has both write and execute IIS Permissions, an attacker can upload any executable and run it on the server.  If two virtual folders are mapped to the same physical folder, and one virtual folder has Write and the other virtual folder has Execute, attackers can still upload any executable and run it on the server.

· Set the Web Server Logging to W3C Extended Format and log the following properties:

Leave the New Log Time Period set to Daily

Select:  “Use local time for naming and rollover”

Make sure the defaults for logging are enabled and add the ones in bold:
· Client IP Address

· User Name

· Service Name

· Server Name

· Server IP Address

· Server Port

· Method

· URI Stem

· URI Query

· Protocol Status

· User Agent

· Cookie

· Referer

This setting appears not to be needed in IIS 6.0 - - we’re still verifying this—send feedback on this

· Follow these steps to disable IP Address in the Content Location header:  This secures against providing “Hidden” (internal NAT’ed addresses) in the web page header.  The following fix will change the header to display the FQDN instead.  See Q218180

· Open a command window.  

· Change to the winnt\system32\inetsrv\adminsamples directory

· Type this command: “cscript adsutil set w3svc/UseHostName True”

· Type net stop iisadmin /y

· Type net start w3svc

AUTOMATED  Run the “S11.Windows2003.Remove.IIS.Samples.cmd” script in the L:\ Lockdown \W2K3\IISHardeningScripts folder.
· Remove all IIS Sample Applications i.e. delete the following directories:

· \InetPub\AdminScripts\adsutil.vbs

· \Windows\System32\inetsrv\iisadminpwd
(check with server/application owner)

· \Wndows\Help\iishelp\iis  ***Leave the “common” directory unless you have your own error pages

AUTOMATED  Run the “S11.Windows2003.Disable.Internet.Printing.cmd” script in the L:\ Lockdown \W2K3\IISHardeningScripts folder.
· Disable Internet Printing 

· Delete the Printers Virtual Directory located at:

· %systemroot%\web\printers

We’re still verifying the next paragraph—send feedback on this


NOTE:  Internet Printing can be configured via group policy as well as via the Internet Services Manager.  If there is a conflict between the GPO and Internet Manager settings, the GPO will take precedence.  If you remove Internet Printing via the Internet Services Manager, be sure to verify that it won’t be re-enabled by either local or domain GPOs.  (The default group policy neither enables nor disables Internet Printing.)  In the MMC Group Policy snap-in, check Computer Configuration | Administrative Templates | Printing | Web Based Printing.

· Remove unused script mappings from the Internet Services Manager.  File extension mappings for script types that are not being used could be exploited by an intruder to gain access to the system.

(Below is an excerpt from the Microsoft IIS 5.0 Security Checklist)

IIS is preconfigured to support common filename extensions such as .ASP and .SHTM. When IIS receives a request for a file of one of these types the call is handled by a DLL. If you don't use some of these extensions or functionality you should remove the mappings by open Internet Services Manager then right-clicking the Web server | Properties | Master Properties | WWW Service | Edit | HomeDirectory | Configuration and remove these references: 

	If you don’t use:
	Remove this entry:

	Web-based password reset
	.htr

	Internet Database Connector
	.idc

	Server-side Includes
	.stm, .shtm, .shtml

	Internet Printing
	.printer

	Index Server
	.htw, .ida, .idq


NOTE:  The ISAPI Extension Mappings shown above may reappear whenever ANY Windows Component is added or removed via the Add/Remove Utility in the Control Panel.

This setting appears not to be needed in IIS 6.0 - - we’re still verifying this—send feedback on this

· Disable WebDAV, unless needed…Using it is NOT recommended!!! (Q241520)

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\W3SVC\Parameters

Name:
DisableWebDAV

Type:
REG_DWORD

Value:
1

When possible, install IIS using an unattended install with the following answer file:

[Components]


iis_common=on


iisdbg=off


iis_doc=off


iis_ftp=off


iis_htmla=off


iis_inetmgr=on


iis_nntp_docs=off


iis_pwmgr=off


iis_smtp=off


iis_smtp_docs=off


iis_www=on


indexsrv_system=off

iis_www_vdir_msadc=off

iis_www_vdir_printers=off

iis_www_vdir_scripts=off

iis_www_vdir_terminalservices=off

[InternetServer]

PathWWWRoot=D:\Inetpub\WWWRoot

****************

SECTION 12

THIS SECTION IS ON HOLD PENDING VERIFICATION OF RELEVANCE FOR W2K3

****************
RDS Keys:  (Used for direct connections between the client and the database server, rarely used.  Recommended against by Microsoft.)  Note:  Upgrading to MDAC v2.6 or greater should nullify this vulnerability but it is not a good idea to rely solely on patches i.e. the entries should still be deleted.  (see Q184375)

· Remove MDAC:  IF it’s not used in the Client’s Environment!  Consult with the server/application owner prior to implementation.

· Remove the following registry keys (if present) from the IIS Server

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\W3SVC\Parameters\ADCLaunch\RDSServer.DataFactory

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\W3SVC\Parameters\ADCLaunch\AdvancedDataFactory

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\W3SVC\Parameters\ADCLaunch\ VbBusObj.VbBusObjCls

****************

SECTION 13

****************
FTP Settings:
· Dedicate ANY volume accessible by the FTP server explicitly to the FTP Service, if possible.

The following edit has not been verified for Windows 3000 yet:

· Enable Directory Annotation.  (You must add this key)

Hive:
HKEY_LOCAL_MACHINE

Key:
System\CurrentControlSet\Services\MSFTPSvc\Parameters

Name:
AnnotateDirectories

Type:
REG_DWORD

Value:
1

· Implement a banner that states the company that owns the FTP site and that unauthorized use is prohibited.

· Whenever possible, disable anonymous access, use NTFS and FTP site permissions to restrict access granted for specific users as much as possible.

Appendix A

Restricted Groups:

Remote Desktop Users

TelnetClients

Guests
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