MAKE SURE YOU TEST THESE CHECKLISTS AND SCRIPTS ON NON-PRODUCTION SYSTEMS FIRST.

The contents of this .zip were last updated in February 2003

A brief history of the checklists:

Their development started at a fortune 500 Office Products Company...I still have the original four-page checklist.  I think Gary Alterson typed it and I know Jason Martinsen was involved in the project as well.  Rob Hicks, Lou Adams, and others were part of the initial deployment.

Tim Hughes did the first Windows 2000 version while he was at another company after leaving the Office Products Company.

I took over the lists while at a small consultancy.  Tim Hughes, Jeff Stewart, Chris Wensel, Gary Alterson, and Kevin Nickell helped to test the lists, via client implementations, at various sites.  Tim also did some lab work for them while at the consultancy.

They started out as server install checklists.  They are now Server Hardening Checklists.

They are not now, nor will they ever be, tutorials.  If you want to know the details behind the material covered in the checklists.  Read the references listed on the last two pages.  Some are free, some cost money, and some are training courses.

The scripting is designed to facilitate rolling out the edits etc. by operators.  I am doing the scripting utilizing NT shell scripting (batch files).  Batch files are used since they can be run on/from any NT systems without having to register or install anything.

SCE templates are on hold due to their behaving strangely when being run from a share...go figure...they were developed for use in AD.  There's a new NTRights script because SCE templates don't always transfer rights well among systems.  Note:  Most my SCE testing is in a 4.0 Domain environment...at this point.

I have reviewed all SCE templates I could find on the Internet and other sources.  So far they all seem to have some of the items I want covered and some not covered.  Therefore, I have come to the conclusion that it is best to make your own templates and then customize from there.

I may eventually offer ones made against these checklists to save people some typing.  Just waltzing into an environment and using ANY of the canned templates I've seen thus far is suicidal.

You'll notice the registry permissions scripts use RegDACL.  They're written for the registered version.

--------------------------

RegDACL

A shareware command line utility which allows to list, change, and

search permissions for Registry keys in Windows NT 4 and above.

The restricted Freeware version can be found on

http://www.heysoft.de/nt/reg/ep-regd.htm

--------------------------

You'll have to buy your own and copies for your clients to make the scripts work.  

RegDACL allows you to do EVERYTNING you can in a regedt32 GUI.  There's no good way to automate the removal of the BUILTIN\Account Unknown account as it's tied to a machine specific SID.  (It is possible to use a combination of regini.exe and the free RegDACL together to accomplish a bit.)

You will also need a copy of the Windows 2000 Server Resource Kit.

Scripts included in this distribution will need to be modified...they can be run from a floppy or network drive, once the drive letters are changed.  They're written to have a seperate commands (and other) directories...should be obvious when you look at the scripts.  (Needless to say, you must MAP a drive to a specific letter to run batch files from a network share.)

Make sure to modify the admin account change scripts and SNMP scripts with the correct values for your site/client.

A sample legal notice is provided on the checklists.  Legal Notices need to be cleared by your companies legal department and are usually company specific.

These checklists and scripts have been designed for environments that have 500 servers or more.  They adhere to the “80/20 Rule”.  After applying the hardening in the scripts, 80% of the systems and applications should still work with out having to troubleshoot file and registry permissions issues.

Setting the option to have the page file cleared upon reboot is not recommended because clearing the page file adds significant time to the boot process and generally has a negative impact on SLAs.  Physical access is needed to do anything useful (for an attacker) to a large page file.  If an attacker has physical access to a server, the attacker owns it.

You’ll also notice that WMI and remote registry access has been left enabled on the checklists.  In larger environments (and even SMB environments) using scripts is a must for administration and can even come in handy when you’re combating a worm.  The remote registry service is needed for most software distribution programs like hfnetchk and Update Expert.

Disabling 8.3-filename creation is not in the scripts by default either.  This causes issues with some upgrades.  It should be implemented on a case-by-case basis if you feel the type of attack associated with this vulnerability is likely to take place in your environment.  I try to use it on all Internet facing systems and all web servers (internal or external).

Please send feedback on the checklists and scripts to: derek.milroy@corp-sec.net
Thanks,

Derek Milroy

