Security Model for the Next-Generation Secure Computing Base - 2

Windows Platform Design Notes

Design Information for the Microsoft® Windows® Family of Operating Systems

Security Model for the Next-Generation Secure Computing Base

Abstract

The next-generation secure computing base (NGSCB) is an industry-wide initiative that combines computer hardware platform enhancements with trustworthy-computing capabilities and services. Microsoft is building NGSCB features into the Microsoft® Windows® operating system. NGSCB is designed to meet consumer demand for a more secure, trustworthy computing environment.

This white paper focuses on the components, features, and functions that make up the NGSCB security model. To help industry partners better understand this security model, the white paper describes:

· Fundamental elements of NGSCB and how they interact.

· Features that make NGSCB important to both consumers and the computing industry.

· Resource materials, including a list of relevant Web sites and e-mail addresses that industry partners can use to get more information about NGSCB.
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Introduction

Today's personal computing environment is built on flexible, extensible, and feature-rich platforms that enable consumers to take advantage of a wide variety of devices, applications, and services. Unfortunately, the evolution of shared networks and the Internet has made computers more susceptible to attacks at the hardware, software, and operating system levels. Increasing existing security measures, such as adding more firewalls and creating password protection schemes, can slow data delivery and frustrate users. Using only software-based security measures to protect existing computers is starting to reach the point of diminishing returns.

These new problems have created the need for a trustworthy computing platform. Users want computers that provide both ease-of-use and protection from malicious programs that can damage their computers or access their personal information. Because they use their computers to process and store more and more valuable and important data, users need a platform that addresses their data security, personal privacy, and system integrity needs.

The next-generation secure computing base (NGSCB) is a combination of new hardware and operating system features that provides a solid foundation on which privacy- and security-sensitive software can be built. NGSCB provides a protected operating environment in which NGSCB applications can run. This environment helps to protect applications from malicious programs running in the main operating system. NGSCB does not affect the software running in the main operating system; rather, NGSCB-capable computers provide an isolated execution space that applications can use to perform sensitive operations.

With NGSCB-capable computers, users can choose to work within the standard operating system environment using their existing applications, services, and devices without any changes, or they can choose to run critical processes by using NGSCB-trusted components that exist in a separate, protected operating environment. This white paper details the NGSCB security model, which enables this protected operating environment and provides users with a more secure, trustworthy, and easy-to-use system without disrupting their normal flow and use of information.

To help industry partners better understand the NGSCB security model, this white paper includes the following sections:

· NGSCB Fundamentals
Identifies the core elements of NGSCB, including strong process isolation, sealed storage, attestation, and secure paths to the user.

· How NGSCB Works
Describes how the core NGSCB elements work together, and identifies some of the key benefits that NGSCB features provide to consumers.

· Resources
Provides a list of resource materials and contact information for readers who want to provide feedback or receive additional information about NGSCB.

NGSCB Fundamentals

On commercial computer platforms, it is not feasible to restrict the firmware, device hardware, drivers, and applications sufficiently to provide adequate process isolation. NGSCB avoids this conflict by allowing both secure and mainstream operating systems to coexist on the same computer.

Only an NGSCB-trusted application, also called a nexus computing agent (NCA), can run securely within the protected operating environment. The user defines specific policies that determine which trusted applications can run in the protected operating environment. The program code does not need to be signed in order to run on an NGSCB-capable computer.

The following core elements provide the protected operating environment for trusted applications:

· Strong process isolation
The protected operating environment isolates a secure area of memory that is used to process data with higher security requirements.

· Sealed storage
This storage mechanism uses encryption to help ensure the privacy of NGSCB data that persists on the hard disk of NGSCB-capable computers.

· Attestation
This occurs when a piece of code digitally signs and attests to a piece of data, helping to confirm to the recipient that the data was constructed by a cryptographically identifiable software stack.

· Secure paths to the user
By encrypting input and output, the system creates a secure path from the keyboard and mouse to trusted applications and from those applications to a region of the computer screen. These secure paths ensure that valuable information remains private and unaltered.

Microsoft is initially designing NGSCB features and services for the next 32-bit version of the Windows operating system, and plans are underway to support other platforms as well.

Strong Process Isolation

In NGSCB, the protected operating environment provides a restricted and protected address space for applications and services that have higher security requirements. The primary feature of the protected operating environment is curtained memory, a secure area of memory within an otherwise open operating system.

Random access memory (RAM) in current computers is divided into two sections: the operating system, which is ring 0, and the user space, which is ring 3. Two addressing-mode bits control access to these sections. Ring 0 contains important system functions, including memory management, scheduling, and peripheral device drivers. User programs that run on the computer execute in ring 3. These user programs can also call into ring 0 whenever they require a system function, such as additional memory.

Using the current memory scheme, only virtual memory protection is achievable, and it is relatively easy for an attacker to add malicious programs to both the operating system and user space memory. Connecting to the Internet exacerbates transmission of these malicious programs. NGSCB addresses this problem by isolating a specific portion of RAM within the address space to create curtained memory. An NGSCB addressing-mode bit is set to address this portion of memory, and the bit is added to the NGSCB CPU. Any subset of RAM pages can then be placed within this secure area of memory.

In addition, NGSCB blocks direct memory access (DMA) devices from reading and writing to curtained memory by using a special structure called the DMA exclusion vector. This vector specifies on a page-granular level which areas of memory are part of curtained memory and therefore cannot accept the transfer of DMA information. A hardware memory map of 1-bit per page marks the curtained pages to which a DMA device cannot read or write. Consequently, information from the computer's hard disk must be read into operating system or user space memory first and then moved by an NCA into curtained memory, if necessary.

By curtaining off and hiding pages of main memory, NGSCB systems help to ensure that trusted applications running "behind the curtain" are not modified or observed by any other program or even the operating system itself. The RAM isolation effectively blocks any program that is running in the user space memory from accessing curtained memory and from even discovering that curtained memory exists. Curtained memory, which provides physical memory protection, is isolated from the open hardware and software environment on the computer, and therefore is protected from software attacks.

This protected operating environment consists of two primary system components:

· Nexus
This is a special security kernel that establishes the protected operating environment by isolating specific areas in memory. The nexus provides encryption technology to authenticate and protect data that is entered, stored, communicated, or displayed and to help ensure that the data is not accessed by other programs or hardware devices.

· NCAs
These are trusted software components which run in the protected operating environment and are hosted by the nexus. An NCA can be an application, a part of an application, or a service. Using NCAs to process data and transactions in curtained memory is one of the primary features of NGSCB-capable computers.

The following diagram shows the typical NGSCB configuration, which consists of two largely isolated subcomponents. The vertical line between the two components represents a hardware- and software-based isolation mechanism. The components to the left of the vertical line are part of the traditional operating system with some special support for NGSCB. The existing applications and operating systems (and any harmful programs) on the computer continue to operate as they do now. The components to the right of the vertical line comprise the nexus and the trusted applications that run on it. These NCAs run in the secure area of memory where they are protected from any harmful programs running on the traditional operating system. Both sets of subcomponents share the main hardware resources, including the CPU, RAM, and some input/output (I/O) devices.
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Typical NGSCB Configuration
Nexus

The nexus is a small security kernel that manages the security hardware and protected operating environment and provides system services to the applications that the user wants to run in that protected environment. The nexus is authenticated during computer startup. After it is authenticated, the nexus creates the protected operating environment within Windows. Programs can then request that the nexus perform trusted services such as starting an NCA.

The nexus also:

· Offers services to store cryptographic keys and encrypt and decrypt information.

· Identifies and authenticates NCAs.

· Controls access to trusted applications and resources by using a security reference monitor, which is part of the nexus security kernel.

· Manages all essential NGSCB services, including memory management, exclusive access to device memory and secure input and output, and access to any non-NGSCB system services.

The nexus executes in kernel mode within the curtained memory. It uses standard ring and virtual memory protections to isolate itself from the trusted applications and to isolate those applications from each other. After the nexus is authenticated successfully, the NGSCB hardware allows the nexus to access "secrets," which are keys, hashes, and other cryptographic methods and objects that are bound to its code identity and enable the nexus to identify the trusted applications. The nexus can then use these secrets to provide decryption and authentication services for trusted applications. The nexus also obtains privileged access to certain I/O devices, including the keyboard and monitor, which creates secure paths between the user and the nexus.

The nexus is intended to provide the integrity and much of the functionality of secure operating systems. However, the nexus is not a complete operating system kernel. In order to minimize its size, the nexus only implements the operating system services, such as access control and memory isolation, that are necessary to preserve its integrity. Beyond those components, the nexus and its trusted applications rely on services provided by the main operating system, such as the physical storage of data. Typically, the nexus cryptographically protects this data before exposing it to the main operating system.

The nexus provides a limited set of application programming interfaces (APIs) and services for trusted applications, including sealed storage and attestation functions. The set of nexus system components was chosen to guarantee the confidentiality and integrity of the nexus data, even when the nexus encounters malicious behavior from the main operating system.

Nexus Computing Agents

The nexus hosts special nexus computing agents in the secure memory it controls. A nexus computing agent (NCA) can be an application, a part of an application, or a service. Each NCA runs in the protected operating environment, isolated from other NCAs as well as from any software that does not have an explicitly designated, trusted relationship with the NCA. Within the protected operating environment, an NCA can conceal private information and provide access to that information based on user-configured policies. Simply put, NCAs are well-protected from software-only attacks.

An NCA can make requests to the nexus for security-related services and for essential NGSCB services such as memory management. The nexus also determines the unique code identity of each NCA, which enables the NCA to be specifically designated as trusted or not trusted by multiple entities, such as the user, IT department, a merchant, or a vendor. The mechanism for identifying code in NGSCB is unambiguous and policy-independent. Each NCA controls its own trust relationships, and NCAs do not need to trust or rely on each other.

Sealed Storage

Because file access controls are only as secure as the operating system that implements the access check, NGSCB also strengthens access-control mechanisms for data stored on the hard disk. NGSCB provides sealed data storage by using a special security support component (SSC). The SSC provides the nexus with individualized encryption services to manage the cryptographic keys, including the NGSCB public and private key pairs and the Advanced Encryption Standard (AES) key from which keys are derived for trusted applications and services. An NCA uses these derived keys for data encryption; file system operations by the standard operating system provide the storage services.

Sealed storage securely stores information so an NCA can mandate that its information is only accessible to itself and other applications and services that the user and NCA identify as trustworthy. Any time the nexus must protect information, it can encrypt the data by using keys derived from the SSC.

Protected information is accessible only to the software that stored it and can only be accessed when the original SSC is present. Sealed storage cannot be read by unauthorized secure applications, and it also cannot be read if another operating system is started or if the hard disk is moved to another computer. NGSCB provides mechanisms for backing up data and for migrating secure information to other computers.

Sealed storage binds long-lived confidential information to code. Long-lived information is confidential information for which the lifetime of the information exceeds the lifetime of the process that accesses it. For example, a banking application may need to store confidential banking records for use at a later time, or a browser may need to store user credentials on the hard disk and protect that data from tampering.

Cryptographic Attestation

Attestation is the process by which a piece of code digitally signs and attests to a piece of data, helping to confirm to the recipient that the data was constructed by a cryptographically identifiable software stack. When used in conjunction with a certification and licensing infrastructure, this mechanism allows the user to reveal selected characteristics of the operating environment to external requestors and to prove to remote service providers that the hardware and software stack is legitimate. By authenticating themselves to remote entities, trusted applications can create, verify, and maintain a security perimeter that does not require trusted administrators or authorities. Attestation provides a stronger security foundation for many tasks that could potentially pose security risks.

For example, a banking company might provide NGSCB-capable computers to its high-profile customers to help provide secure remote access and processing for Internet banking transactions that contain highly sensitive and valuable information. The banking company then decides to build their own NGSCB-trusted application that uses a secure network protocol, enabling the customers to communicate with a server application on the company's servers. Using attestation, the trusted application can first prove its identity to the server application before any sensitive transactions are processed, helping to prevent malicious users from intercepting or tampering with customer data and activities and protecting the server from transactions initiated by malicious programs.

All trust relationships can be traced back to the "root of trust." Trust relationships are only as strong as their root. For example, if the CA gave away all its secrets to untrustworthy entities, a requestor could potentially download a malicious program without knowing that the trust relationship had been compromised. The NGSCB root of trust is made as strong as possible by embedding a 2048-bit RSA public and private key in the SSC that stores the shared secrets. The coprocessor's private key cannot be accessed; it can only be used to encrypt and decrypt secrets.

Secure Paths to the User

Secure input and output in NGSCB refers to a secure path from the keyboard and mouse to trusted applications and from those applications to a region of the screen. To achieve secure input and output, NGSCB uses secure input and output devices to ensure that user data comes from and goes to authorized locations without being intercepted. The following diagram shows the interaction of secure input and output devices with other NGSCB components.
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Interaction of Secure Input and Output Devices with Other NGSCB Components

This secure input mechanism helps to protect the computer from programs that record keystrokes or enable a remote user or program to act as a legitimate local user. NGSCB supports secure user input through upgraded keyboards and universal serial bus (USB) devices, enabling a local user to communicate securely with a trusted application. As smart cards, biometrics, and other input devices are made trustworthy, NGSCB will provide interfaces for those devices as well.

The graphics adaptors in computers are generally optimized for performance rather than security. This vulnerability enables software to read or write to video memory easily and makes securing video very difficult. New secure output devices for NGSCB will take advantage of advances in graphics adaptor technology to help protect data in video memory.

How NGSCB Works

The NGSCB platform was designed with security and system integrity as its primary goals. The protected operating environment physically isolates memory from the rest of the system, making the memory resistant to malicious programs or other software attacks. Trusted code cannot be recorded or modified when it is running in the isolated execution space. NGSCB-capable computers also encrypt files with computer-specific secrets, making the files useless if stolen or surreptitiously copied. This trusted hardware architecture prevents snooping, spoofing, and data interception.

In addition, computer-specific system secrets are physically and cryptographically locked. The computer's RSA private key is embedded in hardware and never exposed. If these secrets are somehow accessed by a sophisticated hardware attack, they only apply to data on the compromised computer and cannot be used to develop widely deployable programs that could compromise other computers. In the case of an attack, a compromised computer can be identified by IT managers, service providers, and other systems, and then excluded from the network.

The following diagram shows the interaction between applications, operating systems, and hardware devices that make up the trusted architecture on an NGSCB-capable computer.
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Interaction Between Applications, Operating Systems, and Hardware Devices on an NGSCB-capable Computer

At the application level, NGSCB uses the process and virtual memory model employed by most current operating systems. The main differences between NGSCB and other systems lie in the authentication and access control models and mechanisms and in the reduced set of system services.

The main operating system is largely unaware of the NGSCB system. The nexus can be started at any time through authenticated startup, which enables hardware and software components to authenticate themselves within the system. After the nexus is authenticated, the nexus and its trusted applications are protected in isolated memory and cannot be accessed by the main operating system. This protected operating environment provides a higher level of secure processing while leaving the rest of the computer's hardware and software unaffected.

When users run trusted applications within this curtained memory, all processes operate within special "trusted windows." A non-writable banner with a trusted icon and program name appears on the top of each trusted window. The trusted window cannot be covered by other windows for programs that are running in the standard operating system environment. If more than one trusted window is open on the desktop, they do not overlap.

The following list describes some of the ways NGSCB may benefit consumers:

· Enhanced, practical user control
NGSCB is an opt-in system. The user controls whether NGSCB is enabled on his or her computer and whether the nexus can carry out a specific security operation. NGSCB hardware and services are not involved in the operating system startup process or in the process of loading a program and running it. Therefore, NGSCB cannot block operating systems, drivers, or non-NGSCB computer applications from running. Only the user can decide which programs can run. In addition, NGSCB enforces user-supplied policy on all operations that have privacy implications. NGSCB only reveals platform-identifying information to user-authorized service providers.

By default, the NGSCB hardware and software features are turned off in NGSCB-enabled computers. Users can choose to maintain this default setting, thereby leaving all NGSCB-related hardware and software unavailable. When NGSCB is turned off completely, the related hardware is unavailable and no software can turn the NGSCB features back on. In this way, users have control over their systems and their information.

· Authenticated operation
One of the key features of NGSCB is authenticated operation. Trusted applications running in the protected operating environment are identified and authenticated by their code identity, which is computed by the nexus. That code identity is the digest of the application's manifest. The user can define policies that restrict access to sealed secrets based on the application's code identity.

For example, if a banking application is to be deemed trustworthy to perform an action, the banking application must be authenticated to prove that it has not been subverted. The banking data itself can be accessed only by applications that have been identified as trusted to read that data.

· Controlled access to protected resources
The security reference monitor, which is part of the nexus security kernel, implements the user-configured policies that specify which permissions have been granted to trusted applications. After the nexus authenticates an application, the security reference monitor determines whether to allow or deny access requests by that application based on the policies stored in the user-configured NGSCB policy database. These policies are defined and enforced based on an application's code identity. Policy enforcers within the nexus then enforce the security reference monitor's access decisions.

Platform integrity
NGSCB enables users in corporate and home settings to take advantage of a system's trustworthiness to establish multiple, separate identities to suit specific needs. For example, an employee can log on to the corporate network from home by using an NGSCB-capable computer. A trusted gateway server in the corporate network handles the remote access connection and allows only trusted applications to access the network. This process ensures that the network is protected from malicious programs that the home user could receive through personal e-mail messages, for example.

After he has established a connection to the corporate network, the employee can use a Remote Desktop connection to access his computer at the office or to save a file to the corporate server by using NCAs and sealed storage on his home computer. With this technology, the corporate network is protected and the employee can be confident that the company is not accessing personal information on his home computer through the remote connection.

· Protection against identity theft, unauthorized access, and other attacks
With NGSCB, interaction with the computer itself is trusted. A system’s secrets are kept securely within the computer. The user specifies the terms for when these secrets can be revealed. The user controls what is revealed and can create separate categories of data on a single computer to isolate data that has higher security requirements. By using distinct identifiers, policies, and categories of data, the user can have a secure work environment and an open environment at the same time, on the same computer.

Transactions and processes are verifiable and their reliability ensured through an attestable hardware and software architecture. Therefore, NGSCB is highly resistant to software attacks and provides users with a protected, end-to-end system across networks. NGSCB-specific hardware also provides a protected pathway from keyboard to computer to monitor, and keystrokes cannot be recorded or mimicked by malicious device drivers.

· Flexibility to run existing applications and services
GSCB brings additional capabilities to the computer without interfering with the operation of any programs that are currently running. NGSCB does not impose itself on processes that do not request its services; NGSCB features must be requested by a program.

It is important to note that while current programs and devices will continue to work on NGSCB-capable computers, they will gain little or no benefit from NGSCB services. To take advantage of NGSCB, existing software must be adapted to utilize the protected operating environment. Software that is not NGSCB-enabled will continue to function normally, allowing a user to run NGSCB-trusted and untrusted applications on the same computer without disrupting his or her normal workflow.

· Data confidentiality and integrity for applications
Each trusted application can process, accept, output, maintain, and store secrets in a manner that prevents other software from discovering or modifying these secrets or corrupting the application. This capability is intended to help protect against attacks from software running as part of the traditional operating system as well as from other trusted applications. However, NGSCB does not guarantee availability of services, and a number of denial of service attacks could prevent the nexus from accessing I/O devices and executing.

Call to Action and Resources

Call to Action:

The improved privacy, security, and data protection enabled by NGSCB will allow new business models and scenarios stimulated by user confidence that data and transactions are protected from subversion or loss. As an industry partner, you can learn more about NGSCB and participate in NGSCB programs by using the information provided in this section.
For general questions about NGSCB technology, send e-mail to ngscb_qa@microsoft.com.

Resources:
Microsoft TechNet

http://www.microsoft.com/technet/
Microsoft Security and Privacy Home Page

http://www.microsoft.com/security/
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