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Abstract

The next-generation secure computing base (NGSCB) is an industry-wide initiative that combines computer hardware platform enhancements with trustworthy-computing capabilities and services. Microsoft is building NGSCB features into the Microsoft® Windows® operating system. NGSCB is designed to meet consumer demand for a more secure, trustworthy computing environment.

This white paper focuses on the hardware components required to implement the new security, trust, and privacy features of NGSCB. To help industry partners better understand the NGSCB hardware platform, this white paper describes:

New processors, chipsets, and other hardware components required for NGSCB-enabled computers.

Key vendors that are building NBSCB hardware components.

The target customer groups for NGSCB features and services.

Resource materials, including a list of relevant Web sites and e-mail addresses that industry partners can use to get more information about NGSCB.

Before reading this white paper, it is recommended that you first read the "Security Model for the Next-Generation Secure Computing Base" white paper, which is available on the Windows Hardware Engineering Conference CD. The security model white paper describes the essential components that make up the NGSCB system and provides additional details about many of the NGSCB features and functions described in this white paper.
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Introduction

Today's personal computing environment is built on flexible, extensible, and feature-rich platforms that enable consumers to take advantage of a wide variety of devices, applications, and services. Unfortunately, the evolution of shared networks and the Internet has made computers more susceptible to attacks at the hardware, software, and operating system levels. Increasing existing security measures, such as adding more firewalls and creating password protection schemes, can slow data delivery and frustrate users. Using only software-based security measures to protect existing computers is starting to reach the point of diminishing returns.

These new problems have created the need for a trustworthy computing platform. Users want computers that are easy to use and that protect them from malicious programs that can damage their computers or access their personal information. Because they use their computers to process and store more and more valuable and important data, users need a platform that addresses their data security, personal privacy, and system integrity needs.

The next-generation secure computing base (NGSCB) is a combination of new hardware and operating system features that provides a solid foundation on which privacy-sensitive and security-sensitive software can be built. NGSCB is designed to help protect software from software by providing a set of features and services that an application can use to defend against malicious programs. NGSCB does not change the software; rather, agents that run on NGSCB-enabled computers strengthen the trust that users have in the applications and services they use.

With NGSCB-enabled computers, users can choose to work within the normal operating system environment using their existing applications, services, and devices without any changes, or they can choose to run critical processes by using NGSCB-enabled components that exist in a separate, protected operating environment. To create this protected operating environment, NGSCB-enabled computers require new hardware and software, including enhancements to the Windows kernel.

NGSCB could be thought of as an add-on environment that supports a separate set of enhanced security services. This white paper focuses on the NGSCB hardware platform, including the enhanced central processing unit (CPU), chipset, and peripherals that work together to create the protected operating environment. This platform will provide users with a more secure, trustworthy, and easy-to-use system with relatively few hardware changes. NGSCB adds these enhancements without disrupting the normal flow and use of information. Users can still run existing software — without any changes — on NGSCB-enabled computers, thereby protecting current software investments.

To help industry partners better understand the hardware changes required for NGSCB-enabled computers, this white paper includes the following sections:

· New Hardware Components for NGSCB. Describes requirements for the NGSCB CPU, chipset, security support component (SSC), secure input devices, and secure video hardware.

· NGSCB Participants. Identifies NGSCB hardware vendors and potential customers.

· Resources. Provides a list of resource materials and contact information for readers who want to provide feedback or receive additional information about NGSCB.

To read more about the security model components that the NGSCB hardware platform supports, see the "Security Model for the Next-Generation Secure Computing Base" white paper, which is available on the Windows Hardware Engineering Conference CD.

New Hardware Components for NGSCB

The following minimum set of hardware components is required to support the NGSCB architecture and features:

· An NGSCB-enabled CPU

· An NGSCB-enabled chipset

· A dedicated SSC that is physically bound to the NGSCB system motherboard

· Secure input devices, including a keyboard and mouse

· Secure video hardware, including the graphics processor

All of these components interact within an NGSCB system. The components are mutually dependent and are equally critical for NGSCB trusted operations. A relatively small number of design changes need to be made to the motherboard in order to isolate the CPU, chipset, and SSC. Areas of the motherboard that contain disks, fans, power supplies, and other form factors should remain the same. This hardware platform also has the flexibility to support a variety of other secure devices, including biometrics, microphones, speakers, and printers.

NGSCB-Enabled CPU

NGSCB-enabled computers require a special CPU. Leading manufacturers are currently designing CPUs for NGSCB-enabled computers. These designs include the following basic features to support NGSCB functionality:

· A new mode flag that enables the CPU to run in both a standard mode and a nexus mode. (The nexus is a security kernel that establishes the protected operating environment in NGSCB.)

· Pages of physical memory that can be marked as trusted and can only be accessed when the CPU is running in nexus mode.

· CPU context switches between standard and nexus modes.

· Support for nexus-mode initialization.

· Support for isolated, curtained memory, which provides page-granular memory protection.

When the CPU is running in nexus mode, the computer has full control of the processor and can access all areas of memory. The computer can withdraw certain kernel privileges from ring 0, and the processor validates all operating system and program requests to access system resources. In standard mode, selected pages of memory are inaccessible or are read-only and security-sensitive mode switches are faulted. The following diagram shows standard and nexus modes.
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In nexus-mode initialization, the NGSCB nexus security kernel loads and creates the protected operating environment for NGSCB. The nexus establishes this protected operating environment by isolating specific areas of memory. To begin this initialization process, the standard operating system prepares the nexus image in main memory and calls a CPU instruction to initiate authenticated startup, which begins the startup process for the nexus security kernel. This instruction puts the hardware in a state similar to reset, and the nexus code is loaded into physical memory. The NGSCB chipset protects the nexus from bus mastering, including direct memory access (DMA), by providing bus-master exclusion. For more information about the NGSCB chipset, see the "NGSCB-Enabled Chipset" section later in this paper.

The CPU computes the code identity of the nexus by hashing the contents of the memory region in which the nexus was previously laid out. The CPU records this code identity into a register that cannot be modified otherwise and raises the processor priority so the nexus can initialize itself without interruption. The hardware must ensure that this process is atomic, meaning that other processors or devices must not be able to interrupt the process or modify the relevant state. The CPU then clears all states and passes control to the nexus, which can now process data and transactions in nexus mode. The other NGSCB hardware components recognize that the nexus is running.

NGSCB-Enabled Chipset

NGSCB-enabled computers require a specially designed chipset, which is currently being developed by multiple vendors. This chipset includes the following basic features to support NGSCB functionality:

· Page-granular DMA protection in collaboration with the NGSCB-enabled CPU

· System management mode (SMM) containment in collaboration with the NGSCB-enabled CPU

· NGSCB features implemented in the bus bridge or memory controller

· Memory, I/O controller, and bridges that follow the parameters set by the DMA exclusion vector, which is an in-memory, 1-bit-per-page table that may be cached and that ensures that DMA devices do not read or write to the secure area of memory 

· DMA exclusion vector programming under nexus control

· Memory reset scrub if the protected environment fails

· Connectivity with the SSC

The following diagram shows the chipset and its interaction with other system components.
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Security Support Component

NGSCB requires a dedicated SSC. This component is a Trusted Computing Platform Alliance (TCPA) version 1.2 device. It is physically bound to the NGSCB system motherboard and has a core that maintains a small amount of persistent, on-chip state. The primary functions of the SSC are to perform certain cryptographic operations and to store the cryptographic keys NGSCB uses to provide the sealed storage and attestation functions. These functions help an NGSCB system store NGSCB-protected data more securely and cryptographically authenticate trusted entities before allowing them to run in the protected operating environment. The SSC is also involved in nexus-mode initialization.

The following diagram shows the interaction of the SSC with other NGSCB components during nexus-mode functions.
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At a minimum, the SSC provides the following services:

· RSA public-key operations, including encryption, decryption, digital signature generation, and verification

· Advanced Encryption Standard (AES) encryption and decryption

· Secure Hash Algorithm-1 (SHA-1) hash computation

The SSC also contains at least one RSA private key and one AES symmetric key that are exclusive, private, are never exported from the SSC. The SSC uses these keys to secure data so only the SSC can retrieve the keys and make signed attestations. The SSC also contains a digital certificate for the RSA public key, which is issued by the manufacturer and states that the private key corresponding to the certified public key is indeed the private key of the NGSCB SSC.

Because the RSA key pair included with each SSC is unique, the keys could possibly be used to identify the motherboard and computer that contains the SSC. To protect against this type of data aggregation, the nexus generates random RSA key pairs for its use and only uses the SSC key pair to prove that these random RSA keys were generated by a specific nexus on an NGSCB-enabled computer. No programs can gain access to the SSC public key without the user's consent, and the private key is never accessible by sources external to the SSC. The private key is only used when generating new random RSA keys or when migrating secrets from one NGSCB system to another.

Although the keys stored on the SSC are not renewable, they are also not retrievable in any practical way. It is possible that a malicious user could remove the SSC from the motherboard and somehow access the key, but even this extreme case only affects one computer. This type of attack also requires physical access to the computer.

Secure Input Devices

Secure input devices, such as a keyboard or a mouse, are connected to NGSCB-enabled computers through a protected path that enables the device to communicate securely with the nexus. This protected path provides:

· Confidentiality for secure passwords, e-mail messages, and other data that is sent to the computer.

· System integrity protection through secure transmissions, such as secure logon authentication and transaction authorizations.

· Protection against software attacks by preventing malicious code from reading keystrokes or impersonating an authorized user.

Secure input devices protect information by using Triple Data Encryption Standard (3DES) to encrypt keystrokes and mouse movements so they are never openly exposed to the operating system or to potentially malicious programs. The encrypted keystrokes and mouse movements are then sent to a modified USB driver and to an NGSCB-trusted application for subsequent decryption. Encrypting data at the keyboard prevents potentially vulnerable USB software from exposing information. For example, the encryption protects the keystrokes or mouse movements from being intercepted by malicious programs that could collect passwords as they are typed or change the input stream by inserting or deleting characters.

Other cryptographic functions also increase the trust level of secure input devices. Each keystroke and mouse movement is hashed into a running cipher block chaining (CBC) message authentication code (MAC), which can be thought of as the input signature. As each keystroke is encrypted, it is included in the signature. The signature is always the same as the input stream. Both the keyboard and the NGSCB-trusted application that receives the input maintain a CBC MAC. The system compares the two instances of the CBC MAC to detect whether an input stream is corrupted. For example, a malicious program could change “pay $5.00” to “pay $5,000,000.”However, since the keyboard and the NCA would have a different CBC MAC, the computer could detect that the input stream was corrupted.

Hardware vendors can implement secure input on the motherboard or integrated with a USB hub or device. The implementation could be built into the USB root hub, built into any USB hub, inside the input device, or in an in-line device (dongle) between the computer and the input device.

Secure Video Hardware

Secure video hardware and software work together to ensure that secure windows cannot be obscured, captured by unauthorized software, or altered by unauthorized software. The focus of secure video is protecting the path used to transfer video data from the nexus to the graphics adaptor.

A secure graphics adaptor can be integrated in the chipset with a special closed path between it and the nexus. For example, as part of this solution, the graphics adaptor could offer a set of registers at a fixed address, accessible only when the system is running in nexus mode. Some hardware basis for providing trustworthy confirmation, status, and failure reporting should also be part of this solution.

Discrete graphics adaptors connect to the system over an unsecured bus and thus all communications with it are subject to snooping. In these cases an encrypted path must be established to prevent other devices from snooping secrets. With an encrypted-path solution, the nexus encrypts the video data before sending it to the graphics adaptor, which can then decrypt the video data before displaying it in a secure window. One method to establish this encrypted path would be to use a digital certificate on a graphics adaptor that has public/private keys and is signed by a manufacturer. These public/private keys can be used to set up session keys between the decryption-capable graphics adaptor and the nexus.

Whether provided by an integrated, closed-path solution or by an encrypted path solution, secure video hardware must meet a fundamental set of requirements.

First, all unsecured hardware and software components, including the standard-mode operating system, video driver, and applications, cannot access the secure pixel data.

The video hardware must support a mechanism to always force secure window data “on top” so it cannot be overlaid or obscured by unsecured video windows, which would allow spoofing attacks.

Lastly, the user must be able to use the secure and unsecured parts of the video hardware independently; this has implications as to how the secure video hardware functionality is partitioned by its designers. Secure video resides in an environment where the nexus is started on-demand by the user, so the secure portions of the graphics adaptor may be brought on-line and taken down several times during one boot cycle of the standard-mode operating system.

Hardware Certification

NGSCB-enabled motherboards should have a certificate to identify the origin of the system. This certificate can be provided by the system's original equipment manufacturer (OEM) or by the motherboard manufacturer. It could be downloaded as part of the initial system setup process. Additional certificates (for example, SSC certificates) may also be required to generate the motherboard certificate.
NGSCB enables any number of trusted internal or external entities to interact with a secure component or platform. Because multiple parties can independently evaluate and certify NGSCB-enabled systems, users will be able to obtain verification of their system’s operation from organizations that they trust. Additionally, this environment will form the basis for a strong business incentive to preserve and enhance privacy and security and offers the opportunity for affinity programs that allow customers to identify NGSCB-enabled systems.

NGSCB Participants

NGSCB is an industry-wide initiative that includes participants from Microsoft and many major hardware and software vendors. The participants understand the need for NGSCB, realize the importance of this technology for their businesses, and participate actively in its design and development. For more information about becoming an NGSCB participant, see the "Resources" section later in this paper.

NGSCB will be an important part of many new and existing markets, including the following:

· Remote banking, business-to-business e-commerce, and online auctioning

· Corporate networking, line-of-business applications, remote access for knowledge workers, and document sharing

· Game distribution and cheat-proof gaming enforcement

· Secure data storage, backup, and disaster recovery

· Personal privacy protection, data management, and record keeping

· Shared computing and secure transactions for small businesses and service professionals

· Secure home computing

· Special markets, such as key government agencies that require a high level of security and trust for their computing and data protection 

Call to Action and Resources
Call to Action

The improved privacy, security, and data protection enabled by NGSCB will allow new business models and scenarios stimulated by user confidence that data and transactions are protected from subversion or loss. As an industry partner, you can learn more about NGSCB and participate in NGSCB programs by using the information provided in this section.

For general questions about NGSCB technology, send an e-mail message to ngscb_qa@microsoft.com.

Resources

Next-Generation Secure Computing Base Home Page

http://www.microsoft.com/ngscb/
Microsoft TechNet

http://www.microsoft.com/technet/
Microsoft Security and Privacy Home Page

http://www.microsoft.com/security/
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