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Abstract

Next-generation secure computing base (NGSCB) is the Microsoft term for an industry-wide initiative that combines computer hardware platform enhancements with special capabilities and services that Microsoft is building into the Microsoft® Windows® operating system. The combination of new hardware and operating system features is designed to meet consumer demands for a more secure, trustworthy computing environment.

This white paper reviews the challenges of current user authentication methods and explores how smart cards and biometrics can be combined with NGSCB to provide strong user authentication.
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Introduction

In the world of information technology, authentication is the process of verifying that the digital identities of computers and the physical identities of people are authentic. User authentication is the process of verifying the identity of a person.

There are multiple authentication technologies that verify the identity of a user before they are granted access to system resources. However, these technologies provide different levels of security, and none can be said to completely secure a system.

A person can use a password to authenticate their identity; however, passwords are generally considered to be the weakest form of authentication and are very susceptible to decoding. Strong user authentication techniques, which increase the likelihood that a user's identity will be verified correctly, must be applied to ascertain that a user's identity is authentic. Strong user authentication processes can be accomplished by using long, complicated passwords, or by combining password usage with stronger forms of authentication, such as tokens and/or biometrics, in a multifactor authentication environment.

Even strong user authentication has drawbacks. Enhanced security is achieved, but users may face more inconvenience and frustration as a consequence. They may be required to carry tokens or special cards with them, or they may have to provide their identification more than once.

This white paper helps industry partners better understand user authentication issues as they apply to today's large organizations and explores how smart cards and biometrics can be combined with next-generation secure computing base (NGSCB) to provide strong user authentication. The following sections are included in this white paper:

· Situation Analysis: Introduces the most common user authentication technologies implemented in today's large computing systems and reviews some of the positive and negative aspects of each authentication method.

· Challenges: Describes the human factors that threaten current user authentication technologies and introduces the "perfect" authentication system.

· The NGSCB System: Introduces NGSCB and presents a strong user authentication technology that combines two-factor authentication (smart cards and biometrics) with NGSCB to enhance system integrity.

· Call to Action: Summarizes actions that readers can take after reading this white paper.

For more information, see the listing of additional resources and contact information at the end of this white paper if you have questions or feedback.

Situation Analysis

User authentication is the process of verifying a user's claimed identity by one or more of the following methods:

· The user presents a secret (something they know), such as a password or personal identification number (PIN).
· The user presents a token that remains in their possession (something they have), such as a smart card or a key.
· The user presents a personal physical attribute (something they are), such as a fingerprint.
The following sections review some of the positive and negative aspects of each authentication method.

User Name and Password Credentials

Passwords are the most common method of using confidential knowledge to authenticate users and the most traditional method of securing a system. They are convenient for most users and easily understood because of their widespread usage.

However, authenticating users by password alone can have drawbacks. Users often choose a simple password (for example, a word from the dictionary) so that they can remember it. Simple passwords limit the password choices available to users; therefore, they are easier to guess. You can lessen this problem by implementing advanced rules for passwords in your organization. For example, you can require that a password be a certain length, include capital letters, numbers, or characters, and that it be changed on a regular basis either by the user or automatically. Unfortunately, as passwords are made more complex, the likelihood that a user will write down a password increases; thus, making possession of the written password enough to gain access to the system.

Passwords can also be stolen by monitoring keyboard keystrokes or network traffic, by tricking users into revealing their passwords, by guesswork, or even by spying on users as they type (often easily done from remote locations, such as from a nearby building).

To avoid memorizing multiple user name/password combinations, users may employ a single user name/password combination to log on to multiple systems. However, exposure of the user name and password on one system can then compromise the security of other systems.

Although passwords can be one of the least expensive user-authentication methods to deploy, the administrative costs can be high in the long run, leading system administrators to look into other methods to reduce total cost of ownership.

One-Time Password Systems

In the traditional password authentication system, passwords are reusable by an attacker because the same password is used to access the system at each logon. A one-time password authentication system eliminates this problem by requiring a different password for authentication each time the user logs on to the system. After the password is used, it is no longer valid and cannot be subsequently used to log on to the system. Two types of one-time password systems are in wide use today:

· Password List A sequence of passwords, each of which can be used to log on to the system one time. When a user wants to log on to the system, a password is matched, used, and then discarded. This process is repeated at each logon until no passwords are left on the list. A new list must then be generated for the user. Many password lists are distributed in paper form to users, who then carry the list with them.

The one-time password system removes the need for a secure authentication channel and prevents replay attacks. However, to stay synchronized with the system, users may be required to mark off an entry on their password lists each time they log on. This can create an administrative burden because the lists must be generated, distributed, and managed by the users.

· Password Token: Software or hardware that contains a password generator that is synchronized with the authenticating server. Token initialization binds the token to the user account, and passwords are generated periodically. Only the server software can determine which password is valid for the user at the moment of a logon attempt. Because the password changes periodically, it is nearly impossible for a malicious user to record it and use it later to log on to the system.

Password tokens are revocable at any time without recovery, making them ideal for large user populations and for granting temporary system access. However, users may find this type of authentication technology inconvenient, and system administrators may have difficulty deploying the technology in large-scale computer systems.

Smart Cards

A stronger way to authenticate users is to provide them with hardware tokens that contain the secrets required for authentication. Smart cards (and to a lesser extent, Universal Serial Bus (USB) tokens) are an emerging authentication technology for large enterprises that require users to present a physical object (the smart card) that contains their identities and a PIN, creating two-factor authentication.

A smart card is a credit card-sized hardware token that must be physically carried by the user. The user inserts the smart card into a card reader at the client computer, and then enters the required PIN to access the stored identity and start the authentication process.

Smart cards come in two basic varieties: memory and microprocessor. Memory cards simply store data and can be viewed as a small floppy disk with security. During logon, the user provides a PIN to the card and, if the PIN is correct, the card provides the password required for authentication to the system. Memory cards are a cost-effective and popular method of providing two-factor authentication because they prove the physical presence of the user token and securely store the password required for authentication during logon.

A microprocessor card can provide more secure two-factor authentication because of the processing power it contains to support public key technology. The chip on a microprocessor card securely stores the user's public key certificate and private key for use with public key infrastructure (PKI), a system of digital certificates, certification authorities, and other registration authorities that authenticates the user to the network (and the network to the user) through the use of public key cryptography. The chip also processes information during authentication so that security-critical computations for authentication are restricted to the smart card, making identity interception very difficult and preventing masquerading and data manipulation.

A microprocessor card can also dedicate additional processing power to serve applications besides authentication. This allows an organization to provide one card for multiple functions, reducing the number of devices that a user must carry. For example, they can be used as access-control devices to restrict physical access to buildings, or they can be used to let users make purchases in the company cafeteria and company store, for example, or to check out books from the company library.

The card can also be programmed to provide additional checks. For example, it can limit the number of logon attempts the user can make by locking after a PIN is entered incorrectly a certain number of times and preventing unauthorized users from performing a dictionary attack. This functionality allows a PIN to be updated less frequently than a password in a strong password-authentication system, which must be changed periodically to prevent a dictionary attack.

Smart cards provide tamper-resistant storage that protects the user's private keys and other forms of personal information, and they enable the portability of credentials and other private information between computers at work, at home, or on the road.

Although smart cards are a much more secure method for implementing a user-authentication system, smart card systems can be more difficult to deploy than simple password systems, which do not require PKI. They are also more difficult to manage because users must be educated on their use, and the cards, along with any assigned PINs, must be issued and tracked. In addition, wide adoption outside of Europe is prevented due to a lack of interoperability between applications, cards, and readers.

Users may find smart cards and tokens inconvenient because they can be lost or stolen, and they must be kept close at hand. Authentication methods that require users to remember assigned PINs can cause some problems for users who forget their PINs or make typographical errors, especially if the smart card becomes locked after a certain number of attempts. (It is, therefore, good practice to provide a way for the user to change their PIN.)

Biometrics

Biometric authentication is an automatic method that identifies a user or verifies their identity based upon the measurement of his or her unique physiological traits or behavioral characteristics.

Physiological traits, such as fingerprints and retinal patterns, are stable physical characteristics that offer accuracy and security during authentication. However, many users, particularly in the United States, consider physiologically based biometric authentication intrusive or inconvenient. Some of the more common authentication systems based upon physiological traits include the following:

· Fingerprint Scan: This biometric system's strengths are its acceptance, convenience, reliability, and price; however, it is one of the easiest physiologically based biometrics to defeat.

· Facial Recognition: This biometric system is most suitable for identification scenarios in non-cooperative settings, such as large venues, airports, and so on. The technology has not developed the accuracy required for authenticating a user.

· Retinal Scan/Iris Scan; This biometric system is more intrusive than other methods. Health information about the user can be revealed during the scanning process and diseases of the eye can alter the results over time. This system is most often found in high-security access-control settings because it yields extremely good results but is expensive to deploy.

· Hand Geometry: This biometric system requires fewer data points to yield good authentication results; therefore, the storage space requirements are smaller than other biometric authentication procedures, speeding up retrieval time. However, the False Match Rate (FMR) is relatively high because hands are less unique than fingerprints, for example, and there is also the possibility of hand deformation.

Devices that authenticate users based upon behavioral characteristics, such as voice recognition, handwritten signature validation, and keystroke dynamics, are less expensive and less threatening to users. Behaviorally based biometric authentication is particularly useful for authenticating users before they can access small form factor devices that do not have keyboards, such as smart phones (voice recognition) or the Microsoft® Windows® XP Tablet PC Edition (signature validation).

In a biometric system, users must first be enrolled so that their particular physiological or behavioral patterns are recognized during subsequent comparisons at authentication. A user profile, created during enrollment, is based on significant characteristics captured from a complete image. The profile reduces the amount of information that must be stored to make comparisons for authentication possible and simplifies the comparisons required for authentication. When a user presents the desired biometric for authentication, the stored profile is compared with the submitted profile, and the user is accepted (authenticated) or rejected based on the comparison results.

Performance of biometric-based authentication systems is limited by the performance of sensors and algorithms, as well as by user actions and the environment (for example, a user with a cold may not be able to authenticate on a voice recognition system, or a user with a hand injury may not be able to pass a fingerprint scan). Match confidence is based on probability and match accuracy is measured by establishing values for the following three criteria:

· False Non-Match Rate (FNMR): The rate at which the system incorrectly rejects a legitimate attempt to verify.

· False Match Rate (FMR): The rate at which the system incorrectly accepts an invalid verification attempt.

· Failure to Enroll Rate (FTE): The percentage of users who cannot enroll in a given biometric authentication system due to insufficient sample quality. (Because every biometric feature can fail, every biometric system should offer an alternative authentication method.)

A tradeoff exists between convenience and level of security when using biometric authentication. Biometric authentication methods that have a low FMR have a higher FNMR; these systems do not accept an unauthorized person, but they may not recognize an authorized person, meaning that the user might become frustrated after going through the authorization process multiple times for a single access attempt. Good biometric authentication systems allow the FMR and FNMR to be adjusted to provide levels of convenience and security that are acceptable for any situation.”
Deployment of a biometric system in a large enterprise can be difficult if all users who access the system must be enrolled. Guaranteeing full enrollment (FTE = zero) of a large user base can be difficult and expensive, even if all users are able to provide sufficient data to enroll. As more users must be enrolled in any biometric system, the chances that any particular user can fail to enroll increases. The chance that characteristics captured at enrollment for two individuals are similar enough to cause a false match during authentication time also increases as more users are enrolled.

It is hard for a user to lose, forget, or share their identifying biometric data (as well as being very difficult for an unauthorized user to steal or forge the data). However, if a malicious user is somehow able to steal a user's biometric data (for example, if they are able to copy a fingerprint), a practical method may not exist for revoking the privileges of the compromised user account, other than to replace the existing biometric data (for example, to enroll other fingerprints).

Challenges

One of the key problems with user-name and password credentials is that the human factor threatens the overall security of such a solution: passwords are easy to guess if users select simple passwords, or they are easy to steal if users write them down; users may share passwords for convenience; or users may simply forget complicated passwords. The authorized owner of these credentials may not know that his credentials have been stolen and misused unless the malicious user employs them to alter existing information. If the stolen credentials are used just for read-only or copy/extract operations, it might not ever be noticed.

Using a physical token provides two advantages: the secure storage and transportation of credentials and other secrets, and a way to ensure the uniqueness of that information. However, access to these credentials may still require a password or PIN, whereupon the human factor still exists. The only difference is that it is more difficult to steal the information because the unauthorized user must possess both the physical token and the access code. While password theft might never be noticed, token theft is discovered earlier because the token must be in the physical possession of the authorized user who wishes to log on to the system.

Biometrics authentication technology proves the physical presence of the owner who possesses authentication credentials, solving the human factor of the authentication equation. (This does not address the hijacking scenario with physical constraints, where an authorized user can be forced to authenticate an unauthorized user.)

User names and passwords are still the most common credentials used for authentication in most computer systems. Other types of credentials, such as tokens and biometrics, are becoming more popular for computer systems and networks. Two-factor authentication that combines any two of the authentication technologies described in this white paper provides stronger authentication.

Generally, strong authentication systems should require the user to prove their physical presence without requiring them to remember and use passwords and/or PINs, and they should not be prohibitively expensive to deploy and maintain. A two-factor authentication combination of next-generation secure computing base (NGSCB)-enabled smart cards and biometric devices can be combined with the trustworthy computing capabilities of an NGSCB system to provide the strongest user authentication at reasonable cost.

The following section describes how the two-factor authentication combination of smart cards and biometrics can be used with NGSCB to achieve strong authentication.

The NGSCB System

· To understand how user authentication works in next-generation secure computing base (NGSCB), it is important to understand how a basic NGSCB system works. This section introduces a basic NGSCB system that is configured for user authentication. For more information about general NGSCB system design, see the Resources section of this white paper.
An NGSCB system consists of two largely isolated operating environments that share hardware resources, including the CPU, RAM, and some I/O devices. In the following figure, the vertical line between the two operating environments represents a hardware- and software-based isolation mechanism. The environment to the left of the vertical line (standard mode) is the traditional operating system with some special support for NGSCB. The environment to the right of the vertical line (nexus mode) is a protected operating environment in “curtained memory” (an area of memory that is isolated from the rest of the system), which contains two primary components:

· Nexus: A special security kernel that establishes the protected operating environment by isolating specific areas in memory. The nexus provides encryption technology to authenticate and protect data that is entered, stored, communicated, or displayed on the computer and to help ensure that the data is not accessed by other applications and hardware devices.

· Nexus computing agent (NCA): A trusted software component, hosted by the nexus, that runs in the protected operating environment. An NCA can be an application, a part of an application, or a service. Using an NCA to process data and transactions in a protected operating environment is one of the primary features used to enhance security on NGSCB-capable computers.

NGSCB-enabled devices for two-factor authentication, a smart card reader and biometric input device, are attached to the system depicted in the figure, while the user authentication software component runs as an NCA in the protected operating environment.
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An NGSCB system configured for two-factor authentication

Two-Factor Authentication and NGSCB Secure Input

If the system administrator does not choose to "opt-in" and turn on NGSCB, users are authenticated in the standard way: using information provided by the smart card and biometric device (two-factor authentication). The smart card provides secure storage for the user's unique key pair and associated public key certificate, while the biometric scan proves the user is present, without requiring a password or PIN entry. This, in itself, is strong user authentication.

If the system administrator "opts-in" and turns on NGSCB, and if the authentication input devices are NGSCB-enabled, a path for secure input is set up between the devices and the NGSCB-enabled application (in this case, the user authentication NCA). NGSCB adds the following secure input capabilities to two-factor authentication to provide the strongest possible user authentication:

· Integrity: The NGSCB system verifies that user authentication information was not modified after it was submitted. For example, the system verifies that another entity did not substitute different information.

· Confidentiality: The NGSCB system maintains the security of the user authentication information by ensuring that no other entity can read the information.

· Authentication: The NGSCB system verifies that the user authentication information it receives is submitted by secure input devices. No other entity could have sent the information.

The secure input mechanism helps to protect the computer against programs that can read keystrokes or allow a remote user or program to act as a legitimate local user. NGSCB supports secure input through upgraded keyboards and Universal Serial Bus (USB) devices, allowing a local user at a local keyboard or other device to communicate privately with an NCA. Smart cards, biometrics, and other authentication input devices are made trustworthy by embedding an input security support component (ISSC) into the device or into the hub to which the device connects. When these devices are plugged into the computer, and the NGSCB system is turned on, the system can determine whether the devices are secure and set up a path for the exchange of authentication information between the devices and the user authentication software component NCA that is running in the computer's protected operating environment.

Call to Action

The improved privacy, security, and data protection enabled by next-generation secure computing base (NGSCB) will allow new business models and scenarios that are fueled by user confidence that data and transactions are safe from intrusion or loss. While today’s devices will continue to work on NGSCB, they will gain little to no benefit from NGSCB services. To take advantage of NGSCB, existing devices must be adapted to support secure input and use the protected operating environment, allowing the user to communicate privately with an NCA.

Microsoft seeks hardware manufacturers and vendors who can enable secure input by embedding the ISSC into devices or into the hubs to which the devices connect.

All NGSCB hardware must be certified by the manufacturer, ensuring that the components are NGSCB-compliant to prevent spoofing or the swapping of non-compliant parts.

For questions about next-generation secure computing base (NGSCB) technology and user authentication in NGSCB, send e-mail to ngscb_qa@microsoft.com.

Resources

Security Model for the Next-Generation Secure Computing Base

See the white paper on the WinHEC 2003 Conference Proceedings CD.

Hardware Platform for the Next-Generation Secure Computing Base

See the white paper on the WinHEC 2003 Conference Proceedings CD.

Microsoft NGSCB Home Page

http://www.microsoft.com/ngscb/
Security on MSDN

http://msdn.microsoft.com/library/
Security on Microsoft TechNet

http://www.microsoft.com/technet/
Microsoft Security Home Page

http://www.microsoft.com/security/
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