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Abstract

The next-generation secure computing base (NGSCB) is a new security technology for the Microsoft® Windows® platform that will help to provide trustworthy computing through an innovative combination of specialized hardware and software. 

This paper outlines how NGSCB architecture is being designed to enable the development of programs and services that will help protect the privacy of computer owners and users. 
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Introduction
The emergence of open global business and communication networks has provided unparalleled access to information, but it has also given rise to increased risks to personal privacy. Although people enjoy the ease with which they can communicate and share information, they are increasingly concerned over the misuse of personal data and the loss of control over that data. Users want the advantages of open networks as well as protection from unauthorized intruders or malicious programs designed to damage their computers or steal data. 

Microsoft Corp.’s next-generation secure computing base (NGSCB) is security technology for the Microsoft® Windows® platform that will provide new kinds of protections through an innovative combination of new hardware and software components. Microsoft is building the core NGSCB software components; Microsoft industry partners are building the specialized hardware components required to complete the NGSCB architecture. NGSCB is scheduled to be included as part of the next major release of Windows, code-named “Longhorn.”

The NGSCB architecture represents an evolution of the PC platform that has far-reaching ramifications for people concerned with data security and personal privacy. Given the widespread adoption of the PC and the Windows operating system, NGSCB technology will undoubtedly spawn public discussion over privacy and related issues. Microsoft believes that such discussion is important and encourages open dialogue and dissemination of facts. 

This document outlines Microsoft’s core tenets for the development of NGSCB and usage models that will rely on the NGSCB architecture. It articulates Microsoft’s preliminary position regarding privacy, choice and control for users and owners of NGSCB PCs. 

Microsoft is committed to building NGSCB as a platform for enabling protections that will give people confidence that the privacies they take for granted in their daily lives can be extended naturally into the computer world. Microsoft welcomes feedback on this draft document from customers, industry and government groups, and anyone interested in the evolution of the PC. 

NGSCB Technology Summary

NGSCB integrates several innovative hardware and software components to help users and applications protect data and processes against software attacks. 

The hardware includes a new component: a cryptographic co-processor called the Trusted Platform Module, which contains cryptographic keys, performs basic cryptographic services and stores cryptographic hashes.
 Hardware design revisions are also required for the central processing unit (CPU), the chipset, the USB input channel and the graphics output channel.

The software includes a new operating system component called the nexus, a secure system component that manages a new class of application processes, called nexus computing agents (NCAs).
 NGSCB essentially divides the computing environment into two separate and distinct operating modes: standard mode, in which the Windows kernel and existing applications execute, and nexus mode, in which the nexus and NCAs execute. Although standard Windows continues to function in standard mode, the nexus hosts, protects and controls NCAs.
 

There are four main capabilities developers can use to protect data against software attacks on NGSCB systems:

· Strong process isolation is a mechanism for protecting data in memory. It provides an execution and memory space that is protected from external access and software-based attacks (even those launched from the kernel). It is created and maintained by the nexus and enforced by NGSCB hardware.

· Sealed storage is a mechanism for protecting data in storage. Sealed data can only be accessed by the authenticated application (or designated trusted entity) that stored it. 

· Secure paths to and from the user are mechanisms for protecting data moving from input devices to the NCAs, and from NCAs to the monitor screen. Data entered by the user and presented to the user cannot be read by software such as spyware or “Trojan horses.” Malicious software cannot mimic or intercept input, or intercept, obscure or alter output.

· Attestation is a mechanism for authenticating a given software and hardware configuration, either locally or remotely. It is based on secrets rooted in hardware combined with cryptographic representations (hash vectors) of the nexus and/or software running on the machine. Attestation is a core feature for enabling many of the privacy benefits in NGSCB. 

NGSCB is not meant to supplant standard-mode Windows but rather to complement it with new security features and primitives. NGSCB applications will usually call on services from standard mode and nexus mode.

NGSCB and Privacy 

NGSCB presents a new class of secure computing technology that will offer capabilities that can be built into a wide range of applications or solutions. It is, in particular, a powerful platform for enabling effective privacy protections. For the purposes of this paper, privacy is defined as enabling the owner or user of a PC to decide when and on what terms the elements of identity, including personally identifiable information, are revealed. 

As a technology, NGSCB does not inherently impose any policy. Rather, it can enable a broad range of policy capabilities. NGSCB is an agnostic set of primitives or technical building blocks that is designed to be flexible and adaptable to a very wide range of requirements. A particular consideration in the design of NGSCB has been to ensure that it enables strong privacy and policy enforcement, and thus fosters the development of new kinds of privacy protections. 

Policy as ascribed to computing devices must be carefully qualified. In all cases, policy is defined by the “machine owner,” an entity that may or may not be the same as the machine user. For example, in the case of a company employee using a corporate laptop, the policy of the corporation (the machine owner) may supersede the policy wishes of the employee. NGSCB imposes no architectural requirements or constraints regarding policy implementation. Decisions about policy are left to the machine owner (who may or may not empower the end user to specify policy) and could be influenced by legal requirements. 

Choice and Control

NGSCB Is Designed to Ship Off by Default

NGSCB is designed to be an opt-in solution. This means computers should be shipped with the NGSCB-specific hardware and software features turned off, disabling the NGSCB functionality completely. (Computer manufacturers may choose to change this default setting to meet specific customer requirements, such as wanting the functionality turned on by default.) 

NGSCB Is Designed to Provide Visibility to and Control of Its Operational State 

Windows-based PCs with NGSCB will include mechanisms that will give users clear and reliable visibility into the operational state of the NGSCB — specifically, the running nexus.

NGSCB will be designed to enable the machine owner to easily turn NGSCB on and off. This will be accomplished through a software interface (yet to be developed), and it may be complemented by hardware, such as a switch or LED. If the machine owner, for whatever reason, does not want to use NGSCB features, he or she may simply stay with the default setting or turn it off if it is turned on. Returning the computer to the default off setting will disable all NGSCB-specific capabilities. Everything in the standard Windows mode will continue to run as it always has. 

NGSCB will be designed to provide users with the ability to see and control information being provided to other parties as part of attestation. This includes the system’s attestation identity keys (AIKs), which comprise the cryptographic representation of the hardware or software state and other integrity metrics, and which can be used to perform anonymous or pseudo-anonymous attestations to remote parties in multiparty transactions.

NGSCB Is Designed to Enable TPM Features to Be Turned Off or On

Just as NGSCB itself must be enabled and can be disabled at any time, the TPM and certain individual features (including access to the TPM’s public key) can also be turned off or on. This will be accomplished through a user interface mechanism yet to be determined that updates the nonvolatile state inside the TPM. Disabled features remain disabled until the machine owner turns them back on. 

Anonymity, Pseudo-Anonymity and Unique Information

NGSCB Is Designed to Enable Control of Unique Information

The design of NGSCB is intended to ensure that unique or personally identifiable information will be used only as required to complete a transaction (particularly transactions involving attestation) on terms that the user controls. Through ISV evangelism and other outreach, Microsoft will strongly encourage software developers to build applications that use personally identifiable information in ways that inform users of what is being shared and how it will be used. Such applications should also provide users with an opportunity to stop the transaction before it is completed (in other words, an opt-in model). 

Microsoft is designing NGSCB to enable the development of programs and systems that will make it easy for machine owners to prevent unauthorized third parties from accessing personally identifiable information (e.g., a credit card number). For example, an NCA could potentially enforce owner-defined policies based on a published privacy protocol (such as P3P)
, under which a merchant privacy policy could be matched against an owner privacy policy before any information is disclosed. 

NGSCB Does Not Correlate Users to PCs

NGSCB is designed to authenticate software and hardware. It will not authenticate users. There will be no inherent mechanism in the architecture of NGSCB to correlate the uniqueness of the computer to the identify of the user.

In practice, users may choose to allow third parties to associate them with certain computers. However, this correlation is only present in cases where the user trusts that third party and can authenticate its environment (perhaps by performing an attestation of the third party). Even in this case, there is no inherent correlation between the machine identity and the user identity. An abstraction should always exist between them.

NGSCB Is Designed to Keep the Private Key Private and the Public Key Secure

The TPM will contain a private key that is never accessible to software executing in the operating system. It is used only to instantiate the NGSCB environment and to provide services to the nexus. 

In an NGSCB-capable computer, even the public key on the TPM (also referred to as platform credentials) will be secured against accidental disclosure or unauthorized access. The public key will be accessible only by software that the machine owner explicitly trusts (trust being established by the user taking overt action to run this software). Trusted software can then implement policies as determined by the machine owner. These policies control access to the computer's public key by other clients, servers or services.

In contrast to most public key infrastructure systems, the public key in an NGSCB-capable system will not be made widely available. This design was implemented to prevent indiscriminate tracking of users or computers on the Internet through their public keys.

When and how keys will be generated on the TPM will be dependent on how the TPM is manufactured. The manufacturer should have the option to either enable the TPM to generate its own unique keys, in which case the private key is never exposed to anyone or anything, or to place keys directly into the TPM, in which case the manufacturer (or others) could potentially escrow the keys (a situation that could pose either a threat or a value-add opportunity for customers, depending on the trustworthiness of the manufacturer).

NGSCB Is Designed to Limit Unwanted Exposure of Unique Information

Because the public key component inside each TPM is unique, NGSCB will be designed to protect the public key from exposure against the user’s wishes. This is necessary because a remote party could use the uniqueness property of the public key to turn the public key itself into a machine identifier. To defend against such uses, NGSCB will protect the public key and ensure that it is only revealed to remote parties as part of protocols to establish anonymous or pseudo-anonymous keys and identities for the TPM.
 Moreover, NGSCB should provide machine owners with control over any unique keys that they create.

NGSCB’s design is intended to protect unique keys and credentials in a manner that is consistent with Microsoft’s corporate privacy statement (http://www.microsoft.com/info/privacy.htm). In fact, the NGSCB architecture should enable the development of programs and services that enforce the tenets of the Microsoft privacy statement. For example, online commerce applications utilizing NGSCB architecture could be designed so that personal information such as a name or credit card number could be collected and used only on terms that the user explicitly authorizes. As noted, however, NGSCB is not limited to this or any other policy. Microsoft wants to empower customers with NGSCB to build and enforce their own policies.

NGSCB is intended to ensure that the TPM’s endorsement key (EK) is protected and used only for the creation of “alias” keys, such as attestation identity keys , that enable anonymity in authenticated transactions. Moreover, NGSCB should provide machine owners with control over any unique keys that they create. 

Building NGSCB to Enable Privacy

In the years ahead, many factors will contribute to the development of a trusted computing ecosystem in which NGSCB is expected to play a critical role. The work of hardware partners, software developers, computer manufacturers and other third parties will influence the progress of this critical evolution in computing. At the time of publication of this document, NGSCB is as yet a project in its early stages. Nonetheless, Microsoft will strive to build NGSCB to adhere to the tenets represented in this draft document and will work vigorously to encourage industry partners and others involved in trusted computing to adopt and refine them. 

Feedback

Microsoft asks anyone interested in NGSCB and trusted computing to provide feedback to this draft document. Please e-mail comments to priv_wp@microsoft.com by Jan. 30, 2004. Although Microsoft cannot respond to all messages received, all correspondence will be read and considered in the ongoing development of NGSCB. Those interested in learning more about NGSCB are encouraged to visit http://www.microsoft.com/ngscb/. 

� The Trusted Platform Module is a secure computing hardware module specified by the Trusted Computing Group, an industry standards body comprising computer and device manufacturers, software vendors and others (Advanced Micro Devices Inc., HP, IBM Corp., Intel Corp., and Microsoft are promoters) working together to promote open industry-standard specifications for trusted computing hardware building blocks. TPM version 1.2 is NGSCB-compliant; previous versions of the TPM do not include the required functionality. 


� NGSCB will allow a PC to run one nexus at a time. Microsoft will build a nexus designed to complement the Windows operating system, and it is expected that other developers and vendors will build nexuses of their own. Licensing terms for NGSCB intellectual property have not yet been determined. 


� NCAs consist of user-mode code executing within the isolated execution space (nexus mode). An NCA can be an application in and of itself, or an NCA can be part of an application that also runs in the standard Windows environment. In any case, NCAs are strictly managed by the nexus, and each NCA has access only to the memory allocated to it by the nexus. This memory is not shared with other processes on the system, unless explicitly allowed by the NCA. 


� P3P refers to the Platform for Privacy Preferences Project, an industry standard developed by the World Wide Web Consortium that is intended to provide a simple, automated way for people to gain more control over the use of personal information on Web sites they visit.


� NGSCB is being designed primarily to protect against software-based attacks. A determined attack on the TPM or other hardware components that are physically accessible to an attacker will likely be more successful than pure software attacks. Still, the quality of TPM construction from different manufacturers will be a variable that will affect the hardware vulnerability of an NGSCB-capable system.


� In the TPM specification, the public-private key pair that is created as part of the TPM’s manufacturing process is called the endorsement key (EK). The private key component of the EK never leaves the TPM. The public key component of the EK will be used by NGSCB only to create “alias” keys (called attestation identity keys (AIKs) in the TPM specification) that can be used to ensure anonymity.





