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Agenda
! Situations for Recovery
! Solutions
! Backup
! Migration
! Maintenance
! Review
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How things go wrong
! Regular Issues

– Loss of data files
– Hard Drive Failure
– Motherboard Failure
– System Failure
– Computer Theft
– Loss of keys
– Loss of password

! TPM Related Issues
– TPM Failure
– Loss of keys
– Loss of password
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Solution - Replicate the Keys
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Methods of Replication
! Backup

! Migration

! Maintenance
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***Backup***
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Key Backup
! Simply creating duplicates of data files
! Create copies of protected key blobs

– Key blobs are stored on hard drive
! Backup utilities must make sure that all 

keys are currently available on hard drive 
when backups are made.
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Restoring the Keys
! To restore the keys (or data files even)
! Move the backed-up files to the proper 

place on the harddrive.
– The TPM will recognize the same key blobs as 

if they were the original
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***Migration***
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What is Migration
! Moving keys from one TPM to another

– Only Migratable keys
! Required feature for all TPMs
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Situations for Migration
! Allows sharing the same key across 

multiple platforms
! Allows transferring keys to new computer

– upgrading of users machine
! Easily move encrypted files to another 

machine
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Migration of Keys
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***TPM Maintenance***
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What is Maintenance
! Maintenance is the event of moving the 

Storage Root Key from one TPM to 
another

– SRKs are not meant to be moved
! TCG Specification allows for Platform 

Manufacturer to move SRK, TPM Proof
! Maintenance is an optional feature 

– TPM Manufacturer owns the method
– Platform Manufacturer owns procedure
– Not performed on the manufacturing line
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Situations for Maintenance
! Maintenance is moving non-migratable 

keys, whereas Backup and Migration are 
moving migratable keys

! Moving from one platform to another of 
the same type

! Not used for moving keys if upgrading

! Multiple Platform OEMs = Multiple Keys
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TPM Create Archive Command
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TPM Load Archive Command
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Maintenance Key
! Platform Manufacturer owns Maintenance 

procedure because they own the 
Maintenance Key

! Key is programmed during manufacturing
– Key can be same for all platforms, or unique 

per model
! Key is used to encrypt the Maintenance 

blob out of TPM and load into another TPM
! If TPM is enabled for Maintenance, must 

populate with Zero to disable Maintenance
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Maintenance Considerations
! How many platforms can the blob be 

transferred to?
– Must have process to ensure only 1 platform

! What happens to the old platform?
– Should be physically destroyed to prevent 

further moving of keys
! What if maintenance fails?

– Do not destroy original TPM until transfer is 
confirmed



***Review***
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Scenarios

Restore from Backup

Insert new Hard Drive 
and restore from Backup

! Loss of data files

! Hard Drive Failure
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Scenarios
Backed-up encrypted files still 
need TPM keys to decrypt

Migration does not restore 
encrypted files of non-
migratable keys

Maintenance would restore all 
keys

! Motherboard Failure

! TPM Failure
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Scenarios

Backup – Encrypted or in the 
clear

Migration – Can’t create 
migration blobs if you don’t 
have the computer

Maintenance – create blobs 
before disaster

! System Failure

! Computer Theft

! Disk Image Backup
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Summary
! Backup policies and procedures available 

today (this is not new)
! Migration for migratable keys
! Maintenance involves Platform 

Manufacturer and only method to restore 
non-migratable keys

! Policy, Practice, Execution



Questions



32

Thank you for attending.

Please fill out the 

Session Evaluation Form.
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