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ÁRETRI is a new, agile approach to the Incident 
Response process, consisting of 4 phases with clear 
entry and exit criteria

ÁUsing special network segmentation and isolation 
technologies, RETRI allows network operators to 
run a compromised network without risk to the data 
and minimal impact on its users.

Á It saves you time and money
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Á The first part of this presentation presents a new paradigm 
for the Incident Response process called Rapid Enterprise 
Triaging (RETRI), where the primary objective is to isolate 
the infected network segment for analysis without 
disrupting its availability.

Á Part two of this presentation will introduce a new Enterprise 
Incident Response tool named Codeword that complements 
the RETRI paradigm.  The tool is a free, agent-based tool 
that is deployed to the compromised segment to perform 
the traditional incident response tasks (detect, diagnose, 
collect evidence, mitigate, prevent and report back).
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ÁMid to large sized network (1,000+ users)
ÁDistributed, domain/forest type of network 
ÉÎÆÒÁÓÔÒÕÃÔÕÒÅ ɉÉÅȟ Ȱ'ÏÖÅÒÎÍÅÎÔ ÓÔÙÌÅȱɊ 

ÁFull Enterprise Compromise
ÁThis is a lot of work if only one or two machine are 

compromised
Á#ÏÍÐÅÌÌÉÎÇ ÅÖÉÄÅÎÃÅ ×ÉÌÌ ÂÅ ÒÅÑÕÉÒÅÄ ÂÙ #%/ȭÓ

ÁThe compromised network segment contains 
critical servers/services that must remain 
online throughout response effort 

ÁForensics per se is not crucial for a successful 
recovery
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ÁNetwork shut down and rebuilt from trusted 
media (1-4 months)

ÁPros: 100% assurance, data exfil cut off ASAP

Á#ÏÎÓȡ ÐÅÏÐÌÅ ÃÁÎȭÔ ×ÏÒË

ÁRebuild while online

ÁPros:  People keep working (for the most part)

ÁCons:  Data exfil continues, bad guys keep a 
foothold, potential recompromise
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ÁThe RETRI method attempts to solve the 
shortcomings of each of the existing 
methods.  

ÁRETRI Option:

ǐPros:  Data exfil stopped, high confidence in network 
hygiene, people keep working

ǐCons:  Costly - lots of work to setup (but still cheaper in 
the long run)
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Á Survey Data for 2006 
Á On average hacked companies spent 4.7million on cleanup
ǐCost based on lost revenue, cleanup, and brand damage
ǐ$182 per record lost

Á Survey Data for 2008
Á Average cost rose to 6.6million (up to 32Million)
Á $202 per record lost

Á Lessons learned from the survey
Á Employee down time cost 3 times as much as the actual clean up
ǐEven with rebuilding the network while online, there is significant downtime for 

employees
ǐ If only there was a way to eliminate employee down time

Á Record clean up was how cost was determined, not number of host / infected 
machines

ÁȰ&ÉÒÓÔ 4ÉÍÅȱ )ÎÔÒÕÓÉÏÎÓ ÃÏÓÔ  ÍÏÒÅ 
ǐ84% of 2008 Survey respondents had previous intrusions
ǐΨΦΦή ÎÕÍÂÅÒÓ ×ÏÕÌÄ ÂÙ ÍÕÃÈ ÈÉÇÈÅÒ ÉÆ ÔÈÅÙ ÄÉÄÎȭÔ ÈÁÖÅ ȰÐÒÁÃÔÉÃÅȱ ÃÌÅÁÎÉÎÇ ÕÐ 

intrusions

Survey: http://www.encryptionreports.com/download/Ponemon_COB_2008_US_090201.pdf

http://www.encryptionreports.com/download/Ponemon_COB_2008_US_090201.pdf
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ÁBased on a 2007 incident we worked
ÁApproximate Total Cost: $7 Million
ǐIR Tools / IT Support Overtime / User Downtime
ǐAn extreme effort was made to minimize down time (24/7 shifts 

with extensive outside resources being brought in)

ÁUsers were offline for 2.5-3 weeks
ǐUser base:  1500 users
ǐUser down time cost approximately $4.5million

ǐ1,500 user s* 15 days * 40 hours a day * $50 an hour (average)

ÁNumbers based on network rebuild, not lost sales or 
record clean up 
ǐNo PII or User data stolen
ǐ100% of network host were rebuilt 

ǐ$2.5 Million in IR tools and Labor
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Á 10,000 users / clients
ÁProjected Cost  (~$2.9 Million)
ÁBest Case Scenario:
ǐDecision to implement made on Thursday evening
ǐRETRI Phase 3 finished by COB Monday
ǐLimited user down time (1 -2 business days)
ǐStart on Tuesday, response proceeds at a casual pace 
ǐCost breakdown 

Í~ $576,000 for Phase 3 Labor (Network / Server Admins)
Í~ $1,000,000 in Software Licenses  (list price, without discounts)
Í~ $650,000 in New Hardware
Í~ $288,000 in IR 
Í ~$384,000 in Re-imaging Labor (deploying and desk side support)

ǐKeep in mind, this is a large network which is being 100% rebuilt 
ǐOn average it is 2-3 times cheaper than any other method

ÁSo what is RETRI..
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Case Study 3
(RETRI: Estimated Cost)
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Á Phase 1:  Preparation
Á Weeks to months

Á Phase 2:  Damage Assessment
Á 24 hours or less

Á Phase 3:  Network Segmentation and Service Restoration
Á 3-6 days

Á Phase 4:  Investigation and Recovery
Á Whatever is required (users are not affected)
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7ÅÅËÓ ÔÏ ÍÏÎÔÈÓ ÏÕÔȣ
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ÁTraditional COOP
Á'ÅÎÅÒÁÌÌÙ ÅÎÓÕÒÅÓ ÙÏÕ ÈÁÖÅ ÂÁÃËÕÐÓ ÁÔ ÁÎ ÏÆÆÓÉÔÅȟ ÂÕÔȣȢ
ǐReal-ÔÉÍÅ ÒÅÐÌÉÃÁÔÅÄ ÂÁÃËÕÐÓ ÓÈÏÕÌÄÎȭÔ ÂÅ ÔÒÕÓÔÅÄ

ÁIdentify highly critical services and business processes 
which require Internet connectivity to function

ÁCyber COOP
ÁCreate a backup plan and identify hardware and software 

for cyber attack recovery scenario

ÁPhysical media (e.g., tape) backups

ÁCloud computing provides no benefit
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