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What is a Dangling Pointer?

Invalid Pointer:

e Dangerous

e Easy to Exploit | Pointer ||Pointer | | Dangling
Pointer

e Common

Object Object New Data
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What is a Dangling Pointer? — An Example

e Results:

Crash Internet Information Services has encountered a problem
and needs to cloze. We are zory for the inconvenience.

[f waw were in the middle of zomething, the information you were working an
might be lozt.

Pleaze tell Microsoft about thiz problem.

Wie have created an eror repaort that pou can send to help us improve
[nternet Information Services. e will treat thiz repart a2 confidential and
aNORnYMoLE.

To =ee what data thiz emror report containg, click here.

Debug | Send Ermar Repart
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What is a Dangling Pointer? — An Example

e Debugger View

SHASZF19AH

L. =1 ] FOF EEBF

EHHE919E|&. CZ2 BCHd EETH @C

EHAS919E CC IMT=

EHAS919F CC IMT=

EHAS91AA CC IMT=

EHAS91A1 CC IMT=

EHAS91RZ CC IMT=

CHAS91AZ| £ SBFF MOW EDI,.EDI

EHAS91AS & FUSH ESI

EHAS91AE 2BF1 MOW ESI,ECH

EHAS91AS SB4E 28 MOW ECH,DOWORD PTE DS: [ESI+Z2AE1]

EHAHS91AE =T FUSH EDI

EHAS91AC &H A1 FUSH 1

EHAS91HE C¥Eas F22RA25H| MOV OWORD PTE DS:[C[ESI], w3swo. @ _FUWAM_EEI
EHHE91E4 2BA1 MOW ERX,OWORD PTE DS:[ECH]

CHHE91BE| . 56 FUSH ESI

== ===l . FFS5E& AC CALL OWORD PTE DOS: [ERS+C]

EAASE<21EA| . SB4E 28 MO ECH,DOWORO PTE DS: [ESI+ZE]

EAAS91ED| . ES E49&FFFF CHLL w2swc. POereferencelCilamInf olERAE:,
EAARS91C2| . 8BCE MO ECH,ESI

EAAS21C4| . ES 4BORFFFF CHLL w2swc. P00l leanuplnbest roy @AM _EEGLUI
EARS21C9| . 85CH TEST ERX, ERX

Bl1EE4240] B B BE O8O0 B0 B0 BE| 08 68 B8 BE| B8 @B 08 B0
B15E4250 AA B0 BE 68| BE B0 B0 BE| 068 68 DA BE| B8 @B 08 BGE
aload42e0)

Aocess violation when reading [0000000C] - wuse Shift+F 7/FE/F 3 to pass excephion to program
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Code Injection — The Layout of an Object

e Class A:

ﬁnstance_A memory laSS A { Class_A VFTable [ vfunc_A1 Code 1

[ VFTABLE Pointer W—»[ vfunc_Al address

Assembly code

member_of A mem[{ vifunc_A2 address
public:
/{—._‘_:_....__‘_Ll_l_._‘ﬁ.‘\\/func A 1

| | MOVE EAX, [ECX
this.vfunc_A2(); ¢ [ECX] '
CALL [EAX + 4]

[

[ vfunc_A2 Code

Assembly code

}\ I j
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Code Injection — The Double Reference Exploit

Exploit Overview:

— Free the Object
— QOverride the Object — covered later
— Execute a Virtual Function
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Code Injection — The Double Reference Exploit

e /njecting Code e Continue
— Free the Object — Automation
— Shellcode
— call/limp ECX

— Finding a “VFTABLE” ECX =Original
Object

— Interpreted as Code

VFTABLE Pointer

A 4

> VFTABLE

VFTABLE + 4

Point
SHELLCODE e

VFTABLE + C

VFTABLE + 10 CALL/JMP ECX ]

@ watcHfire




Code Injection — Double Inheritance

[ Class_A::vfunc_Al 1

e Multiple Inheritance /{ J
Assembly code
//;Iass Inherited: public Class A, public CIass_B‘\\
{
) public:

virtual int vfunc A2();
virtual int vfunc B2();

}s
: S

[ Inherited::vfunc_B2 1

Assembly code J
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ODbject Overriding

e Allocation Implementation

— Numerous heaps
e Two Default heaps
e Different API
e C-Runtime functions
— Malloc
— Free
— New
— Delete
— Etc.
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ODbject Overriding

e Allocation implementation details
— Lookaside List
e A list for each size (8-1024) (8) and for each heap
e First Allocation Priority
e Merges

A De-Allocated Buffer Another De-Allocated
Buffer

> ext burrer rFointer

v

40 40

Lookaside Bytes Bytes

list base
pointer
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ODbject Overriding

e And Finally — Overriding
— Search for Allocations

e Static Analysis
— Method: Disassembly
— Restriction: Static Size
— Validation: Controllable Content
— Usage: Causing the Allocation

e Dynamic analysis
— Method: API Breakpoints
— Restriction: Static/Dynamic Size
— Validation: Controllable Content
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Object Overriding — The VFTABLE Exploit

e EXxploitation: e Continue:
— Empty the Lookaside List — Free the Object
— Allocate a Buffer — Execute a VFunc

— Insert Content
— Free the Buffer

[ VFTABLE |
I .L| _VETARI F Pointer J|——; NULL <
SHELLCODE
Original Object Pointer
Rest of —{ CALL/IMP EAX }
SHELLCODE

@ watcrfire




Object Overriding — The Lookaside Exploit

e Empty the Lookaside e Free One Buffer
e Allocate Two Buffers e Free The Other

e Insert Shellcode e Free The Object

| l The Shellcode | e Execute the Destructor
Buffer
I - —

— GAME OVER!!!

Shellcode
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Object Overriding — The Lookaside Exploit

e Executing NULL — NO Problem

70
Ll
Lol

Al
AF24

nur

ADD BYTE PTR DS:[ERX], AL
ADD BYTE PTR DS:[ERX], AL

ADD BYTE PTR DS:[ERX], AL
SYSENTER
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Summary

e Summary

— Double Reference
e Controllable First DWORD
e Static Address

— VFTABLE Exploit
e Controllable Allocations
e No First DWORD
e Static Address

— Lookaside Exploit
e Controllable Allocations
e No First DWORD
e No Static Address
 Destructor Execution @ watcHfire
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Demonstrations — Configuration Item

e Allocating the Object
e De-Allocation the Object
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Demonstrations — Configuration Item

e Allocating User Data

@ watcHfire




Demonstrations — Configuration Item

e Executing a VFunc
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Demonstrations — Configuration Item

e Putting it Together
— De-Allocate
— Re-Allocate
— Execute
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Demonstrations — Remote Exploit

e Another Exploit on IIS,
but this time — a remote one
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Remediation

e Known Protection Mechanisms
— NX Bit
— ASLR

e VVFTABLE Sanitation

e Safe Programming
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Summary

e Technical Background
— Memory Allocations
— Objects Implementation

e Exploits
| — Double Reference Exploit
— VFTABLE Exploit
— Lookaside Exploit

e Demonstrations

— Configuration Item
— Remote Exploit

e Dangling Pointer
— Only Object Oriented Objects @ watcHfire




Questions

e Ask Away...
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