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ÁLots of critical infrastructure relies on secure 
hardware

ÁSmartcards for access control, payment tokens

Á3ÁÔÅÌÌÉÔÅ 46 ÃÁÒÄÓȟ ÃÁÒ ËÅÙÓȟ ÐÒÉÎÔÅÒ ÃÁÒÔÒÉÄÇÅÓȟ ȣ

ÁSecurity often considered hard and expensive

ÁHence, often excluded from initial design

ǐProtection added after problems arise

ǐPatchwork security is harder and more expensive!
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Accurate security estimates needed 
for risk assessment.
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Cipher
Cipher



ÁHardware security relies on

a) Key storage

b) Cryptographic cipher (encryption)

Á Many systems fail to acknowledge lack of 
secrecy in hardware
Ȱ4ÈÅÒÅ ÁÒÅ ÎÏ ÓÅÃÒÅÔÓ ÉÎ ÓÉÌÉÃÏÎȢȱ -bunnie
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This talk discusses common weaknesses in 
secure key storage and proprietary encryption.

Cipher



ÁMicrochip Basics

ÁReverse-engineering algorithms

ÁFinding secret ciphers

ÁExploiting proprietary encryption

ÁSecurity of key storage

ÁDemo / Hands-on lab
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Á!ÎÁÌÙÚÅ ÃÈÉÐÓ ÕÓÉÎÇ ȰÌÁÓÔ ÐÒÉÎÃÉÐÌÅÓȱ

ÁPrinciple #1: Chips are structured

ǐCrucial for design partitioning and refactoring

ÁPrinciple #2: Chips are designed to be read back

ǐEnables prototyping and debugging 

Á#ÏÍÐÌÅÍÅÎÔ ÁÎÁÌÙÓÉÓ ×ÉÔÈ ȰÆÉÒÓÔ ÐÒÉÎÃÉÐÌÅȱ

ÁPrinciple #3: Nothing can be hidden in silicon

ǐChips are self-contained; hence all data, programs, and 
algorithms are available on the chip
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ÁCan sometimes 
protect data, but 
not algorithms
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ÁMost security systems use cryptography

ÁToo many use proprietary ciphers

ÁMany are weak, but secret

ÁWe find cipher implementations from silicon

ÁCheap approach, no crypto knowledge required

ÁWe want to enable you to do the same 
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Ȱ.Ï ÍÏÒÅ ×ÅÁË ÃÉÐÈÅÒÓȢ .Ï ÍÏÒÅ ÐÁÒÁÎÏÉÁȢȱ 
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