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Disclosing Secret
Algorithms
from Hardware

“Security 15 fax on this side.”

. A . SourceNew Yorker
Some material courtesypunnieor Flylogic.



Motivation

Lots of critical infrastructure relies on secure
hardware
Smartcards for access control, payment tokens
3AOAT 1 EOA 46 AAOAOh AA(
Security often considered hard and expensive

Hence, often excluded from Initial design
Protection added after problems arise
Patchwork security is harder and more expensive!

Accurate security estimates needed
for risk assessment.
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Example: Smart cards
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Example: NFC Payment
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Example: Satellite TV
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Example: Car Key
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Foundation of Hardware Security

Hardware security relies on

Key storage Ciphe%
Cryptographic cipher (encryption)

Many systems fail to acknowledge lack of
secrecy in hardware

O4EAOA AOA 11 -lokkid@OAO
This talk discusses common weaknesses in
secure key storage and proprietary encryption.
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Outline

Microchip Basics

Reverseengineering algorithms [
Finding secret ciphers
Exploiting proprietary encryption

Security of key storage

Demo / Handson lab
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Microchip Basics
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Understanding Chip Layout

' T Al UUA AEEDPO OOEI C «
Principle #1: Chips are structured
Crucial for design partitioning and refactoring

Principle #2: Chips are designed to be read back
Enables prototyping and debugging

#1 1 D1 Al AT O Al Al UOEO
Principle #3: Nothing can be hidden in silicon

Chips are sel€ontained; hence all data, programs, and
algorithms are available on the chip
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Infineon SLEG6 address/data bus, courtesy Flyla



Protection Meshes

Can sometimes
protect data, but
not algorithms




Proprietary Encryption



Weak Cryptography

Most security systems use cryptography
Too many use proprietary ciphers

Many are weak, but secret
We find cipher implementations from silicon

Cheap approach, no crypto knowledge required
We want to enable you to do the same
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