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Visual C++ (2005 L)

/GSA T3y

- CanaryZ{FERL-O0—AIILNYIT7DA—/N—TO0—H
—  Visual Studio NETTIX[EIE A EMNEFEFELI=H. 2006 THENT-
EIEIZ&S X ) T4ZTEZELI-REZYILAT Ik

- RAVEAEHORAUEEIMEL DR ERT HEIITHEL
- CNIZEKY RAVFZERBLIZATR) EADT—2EZTRAHZS
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Visual C++ /GS

BEER) 23— BFIZ, CanaryDWMEZFHZ N TWAMNEZEL ., A—/\—7

n—%
AV DR A
" AN
518k
5134 )3—2FRLR
JA—2TFRL A EE@Al - Saved EBP
Saved EBP - Canary i 3 ) T
O—AJLE#(int a, char ) O—AJLEF(in. a, cnar ¢)
O—7AJL/\y 27 (char bUfl]) O—AJL/\y 27 (char buf[])
\ 4

O—AILNYT7DEEIAH AR
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Visual C++ /GS

_vuln proc near : CODE XREF:
;o _maint29¢p
var 84 = byte ptr -84h
var_é = gworg ptr -4
arg_| = dword ptr . =
Canary(cookle)"éﬁﬁii
: * mov eax, _ security_cookie
int vuln(char *arg) o .
{ mov [esp+84h+var 4], eax
char buf[128]; lea  edx, [esp+Bdh+var _84]
sub edx, eax
. loc_401020: : CODE XREF:
StGCy(bUf, arg)! mov cl, [eax]
moy [edx+eax], cl
. inc eax
printf("buf = %s\n", buf); test  cl, cl
inz short loc_401020
lea eax, [esp+84h+var 84]
. push eax .
return 0’ push offset aEil._G;_ﬁanary(COOkleI)§6E
) mu oo, [esptbthivar 4]
add esp, 8
Xor ecx, esp
Xor eax, eax
cal l @ security_check cookie@4 :
?;;‘n ToOM uUsii
_vuln endp
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Visual C++ ExiE{bIZdkBStack Layout

O—AILINYITFDEAIZEFET AA—HILIRA3E L AAEFEAL.
A3y EIZHEIgZ % 7L
IRABEET B BEL O RATODI I ELTET

AZ9Y DR F M
5|4k (char *arg2) 5|8k (int arg1)
513k (int arg1) JA—2FRL A
Ja3—2FRLR Saved EBP
Saved EBP O—AJLZE#(int a, char ¢)
O—AJLZE#(int a, char ¢) O—A)JL/\y 27 (char buf[])
O—AJLiRA >4 (char *p)

V O—AJL/\wT7 (char buf(]

O—AILNYT7DEEAH TR




Visual C++ ExiE{bIZdkBStack Layout

void vuln(char *s, int |)

{

char *a;
char buf[32];

a = buf;
while (*s 1="0") {
*at+ =*s++ + 1;

}
printf("buf = %s\n", buf);

return ;

FFR
\

_vuln

var_24
var_4

loc_401017:

loc_401023:

_vuln

proc near : CODE XREF:

byte ptr -24h
dword ptr -4

sub esp. 74h

CRASSBIBAL SR SEL |

Moy al, [edx]

lea ecx, [esp+24h+var_24]

test al. al

Jz Short_jJoc, 4y1Usg o
O—hLEHZF L/vx,’;l’éﬁfﬁ

inc al

inc edx

mov Lecx], al

mov al, [edx]

inc ecx

test al, al

inz short loc_401017
: .CODE: XREF:

lea eax, [espt+24h+var 24]

push eax i

push offset aBuf$S : Thuf = %sY¥
call ds: _imp__printf

mov ecx, [esp+2Ch+var 4]

add esp, 8

xor ecx, esp

call @ security_check cookie@4 ;
add esp, 24h

retn

endp
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SSP (Stack Smashing Protector)

AZYIF—N\—o0—7zRAEL. FEI—FDERTZHH

- IBM IR A EZELT-ProPolice (x1) DHERLE

-  GCCATXYERKITHAIRAFNTLS

-  Canaryzx{#HLI=A—/\—2J0O—F v’

—  Ideal Stack LayoutlZ&kARAAEHH. RAF5| 8D REE

*1 http://www.trl.ibm.com/projects/security/ssp/main.html



SSP — Canary —

void vuln(char *s, int |)

{

int len;
char buf[32];

len = strlen(s);

prlntf("|ength = %d’ %d\nu’
len, 1);

strepy(buf, s);

return ;

FFR
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loc_8048470:

vuln

public vuln
proc near : CODE XREF: main+71}

dword ptr -3Ch
dword ptr -38h
dword ptr -ZCh
byte ptr -28h

dword ptr -8

dword ptr -4

dword ptr 8

dword ptr (OCh
push ebp
mov ebp, esp
push edi
sub esp, 44h £
mov eax, [ebptarg 0] Canary€EQE |
nu'y LEOpPTST U], BadA
moy eax, large gs:14h
mov [ebp+var 8], eax
auu ;ap, T
mov eax, [ebptvar 8]
Xor eax, large gs:l4dh
iz short loc_ 8048470
call ___stack_chk_fail

: ) 3 S

mov edi, [ebptvar_4] Canarygm“"“‘
leave
retn
endp
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SSP — Ideal Stack Layout —

O—AILN\YIT7DEAIZCA—HILIRA AN EFEELEWNESIZLAT DR
RAVBEET ST, —EO—NILEHIZaE—LTHSFERTS

AZ9Y DR F M

5|%k (char *arg2) 5]%k (char* arg2) Not use

5%k (int arg1) 5%k (int arg1)

JR—2FRL A JR—2FRL R

Saved EBP Saved EBP

O—AJLZE#(int a, char ¢) O—AJLZE#(int a, char ¢)

O—AJLRA >4 (char *p) 0—AJLs\y 27 (char buf[])

Vv B3y T7 (char buf] O—AJLiRA >4 (char *p)

OE—L7=5|# (char *arg2)

O—AILNYT7DEEAH TR
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SSP — Ideal Stack Layout —

void vuln(char *s, int |)

{ public vuln
int |en; vuln proc near : CODE XREF: main+71}
char bUf[32], var_3C = dword ptr -3Ch
src = dword ptr -38h
var_2C = dword ptr -2Ch
_ . dest = byte ptr -28h
len = Strlen(S), var_8 = dword ptr -8
var 4 = dword ptr -4
arg 0 = dword ptr 8
prlntf(ulength — %d, %d\n", arg 4 = dword ptr 0OCh
|en, |), push ebp
mov ebp, esp _
i Bl#arg_0%srcl<ft A
{ b ¢ sub o7, 1[14h ]
. moy eax, [ebptarg 0
S GCy( el S)’ mov [ebp+src], eax
mov cwiplares oo ddn
mov [ebp+var 8], eax
return ; Xor eax, eax
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SafeSEH
ETRRELG BN N RSEHOENCOT—TILIZEHRTELTELZET., 4
NN\FRSERBLEEEI—FDETEHS

—  Windows XP SP2/m 534k

- FISE AR A LT=[EIZ . KiUserExceptionDispatcher(ntdil.dIDA T, 54}
NRST—TIVEFIVY

- BINNRST=TILIZEEN TSNS THNILETT
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Fl5t s\ FS57—7 )L (SEHandlerTable)

E{TI74ILDOLOAD CONFIGT—4R2T AL ON)IZTFETE

LOAD_CONFIGT—4T LK)
0x00 0x48(H4X) SEHandlerTable

f}— 0x0000XXXX
0x40 SEHandlerTable~®7FL X

Ox44 SEHandlerCount(T k%) ————2"
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Fl5t s\ FS57—7 )L (SEHandlerTable)

SEHandlerTable D Fxv%
ib loc 7COBAAZE “
|
l -
I N Ll ‘ SEHandIerTabIe?Eﬁ#%
loc_7C977834:
push eax
call sub_7C97784A1
test al, al
2 loc_7C96442B
ENLL
test byte 7C9BC354, 80h
inz loc_7C98EABF
[
=1 I..
loc_7C98EABF:
push 10h
push ebx
push 0
push [ebptarg 4]
push esi
call EUE_?CQABBQ%
mov ebptvar _10], eax S =y,
jmp loc_7C97784F WJ%/\‘/F?%&

_‘——]—u—u
s
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Heap Management (Windows (HeapAlloc/HeapFree) )

Windows D {9 HHeap Manager

—  HeapCreateZ{# 9 A& T. Heap Manager& 73 T4 NV AT HE
- EXE[EIntdIl.dIN DRtIAllocateHeap/RtIFreeHeap
—  FreelList CDoubleLinkedListZ{# A

—  Windows XP SP2LIF& TlE. /A A1) F vy 45Safe Unlink&ELyo 7=
X)) TAHEEEMEREINTLVS



Heap Management (Windows (HeapAlloc/HeapFree) )

FFR
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HEAP HEAP_SEGMENT
<€ >
Signature (OxFFEEFFEE)

Segments]] HEAP~AD 7KL X
FirstEntry~MD7 kL X —
Fiesl Sl HEAP_ENTRY

$AX <

CIEECTOR 22 978

I —H & A
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Heap Management (Windows (HeapAlloc/HeapFree) ) o
HEAP_SEGMENT LQEAP_ENTRY

.. HA4X
Signature (OxFFEEFFEE) ISR DY A X
HEAPADTRL R
.. O —H{E FsEE
FirstEntry~MD7 kL X

HA4X

HIfEE DY A X

I —H & A
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Heap Management (Windows (HeapAlloc/HeapFree) ) o

HEAP FreeList

-‘

" FreeList[0] FreeBlockM3EEE <—= FreeBlock <= FreeBlock S
FreeBlockd&x& Z

Segments|]

FreeList[n] FreeBlock® 5t58 @fFreeBlock ‘2 FreeBlock %

FreeBlockD &% <

HA4X
RIREI DY A X

FreeList[]

PR T

\

RMDFreeBlock D 7KL X
BJDFreeBlockD7FL X A—HHRFERLTLVE4EE
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Heap Management (Borland Compiler (malloc/free) )

Borland C++ Compiler (BCC32) TMHeap Manager

- VirtualAlloc THERL f=1E1El Z J} B D Heap Manager TEH#

- ERY A X H0x100000LL £ DIFE (LVirtualAlloc THAE FER
—  FreeList CDoubleLinkedListZ{# FH

- N\OUR)FIvIEDET ) TAREBEFIEEINTULVEL
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Heap Management (Borland Compiler (malloc/free) ) o
Heap Heap
Managsh w2 A D 7EL 2 > HeapA w4
FreeList®H A4 X
FreeList® 7KL X > FreelList
HEREZHOT7FLR

KEFEHDTRL R \)
Sk {58 I 4B 15
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Heap Management (Borland Compiler (malloc/free) )

HeapHeader~® 7 kL Y H¥TH A X (4byte) 1 Heap~ w4
N |
FreeList® A N
~ !S -Uvr l_ﬂ'1iﬁﬁﬁﬁtﬂjz : FreeList
FreeList® 7L X I
BRELOTELR l
KIEFERDTRLR T
£YBTH A (dbyte) |
P
:L—"ﬂﬁﬁﬁﬁﬁﬁﬁ Sk FR4ELL

HREYETHREY (X

HeapManager~®7 kL X

HeapManager~®7 kL X
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Heap Management (Borland Compiler (malloc/free) )

Heap~ w4t i‘- FreeList[0] FreeBlock(5:88 <—= FreeBlock <= FreeBlock %
: FreeBlockd&x& Z
FreeList A
"7 —q  FreeList[1] FreeBlockM5EE < FreeBlock > FreeBlock S
: FreeBlock DRtk i
HelRAEn, : j
o - .
S FIAE Y HTH A X (4byte)
FreeBlock®d 7KL X
FreeBlock 7KL X

A—RERALTLV-fEE -

a4 X



Heap Management (Borland Compiler (malloc/free) )

mallocE{THF (FreeListhM L HERR)

FFR
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loc_40100E:

cmp
inb
mov
add
mov
add
add
mov
omp

mov
and
mov
and
and
movy
mov
mov
mov
add

: CODE XREF: sub_40}

ebx, dword_40A264
short loc_40108C
ecx, ebx

ecx, ecx

eax, ecx

eax, dword 404278
eax, OFFFFFFF4h
edx, [eax+4]

eax, edx

PN ks

eax, edx
dword ptr [eax], OFFFFFFFEh

edx, [eax]

edx, OFFFFFFFCh

dword ptr [eax+edx+4], OFFFFFFFDh
edx, [eax+4]
ecx, [eax+8]
[edx+8], ecx
ecx, [eax+8]
eax, 4
Feoied], od

~ =

FreeLis{@O&??ﬁi

!
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Heap Management (Borland Compiler (malloc/free) )

mallocE1THF (R{E A EE N HER)
cmp eax, offset unk 40&276 1

mov ecx, [eax] *E$ﬁaﬁ7b\bmﬁ
and ecx,. OFFFFFFFCH

mov esi, ecx

sub esi, ebx

cmp esi, 10h

inb short loc_40TEQF

and dword ptr [eax], OFFFFFFFEh

mov edx, [eax]

and edx, OFFFFFFFCh

and dword ptr [eax+edx+4], OFFFFFFFDh
cmp ecx, dword 404264

ib short loc_401DF8

mov ecx, [eax+4]

mov of f 404288, ecx

loc_401DF8: : CODE XREF: sub_

mov edx, [eax+4]

mov ecx, [eax+8]

mov [edx+8], ecx

Moy ecx, [eax+8]

add eax, 4

movy Lecx+4], edx

imp loc_401EAA




I
\

Heap Management (Borland Compiler (malloc/free) )

freeZEE{THF
|OC 40](")')- - "NNE VDELE . |

mov ebx, [edx+4] B .
Mo [eax+8], edx
mow ebx, [eax+4]
mov [ebx+8], eax
mov [edx+4], eax
lea edx, [ecx+4]
movy [eax+ecx], edx
mov edx, [eax]
moy ecx, edx
and ecx, OFFFFFFFCh )
ClIp Uwul U DU LeaxTelxT4a ), 2
inz short loc_401C70
mov ecx, dword 40428C
cmp ecx, dword 404290
1be short loc_401ChF
Moy ecx, dword 404268
imp short loc_401C65




Heap Management (Delphi (GetMem/FreeMem) )

FFR
\

Borland Delphi® GetMem, FreeMemI|ZT{f 9 HHeap Manager

BERYVAXZEICHEREIN-AT)TAVINLEIYETS
BRYAXTEIZ AEYTOYIDEEE1TOHeap HeaderM{F7E
FreeList Cl&Single Linked ListZ{#

X ToBEELEE SN TULVEN



FFR\
Heap Management (Delphi (GetMem/FreeMem) )

Heap HeaderA27tvh7—7 )L Heap
Heap Header[0]® A 7tvk -/HscﬁéapHeader[O]
Heap Header[1]®#A 7ty - HeapHeader[1]

_/> HeapHeader[2]

BRI A XzmI, ®IiT5FT7tvhzE
W
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Heap Management (Delphi (GetMem/FreeMem) )

HeapHeader Heap
HeapHeaderl0] _g§ Z3RH A X ﬁHeapHeaderd)TF‘I/Z
HeapHeader[1] :
HeapHeader[2] : . .

| REABEOTFLR  — FreeList

i HeapfEi D 7KL R  — FEIR M

| Heapfi 044X 21— A

|

]

—> R{EFAMEE
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Heap Management (Delphi (GetMem/FreeMem) )

\
1
1

— HeapMEEET7 LR
I —4 (s AR

Heap
HeapHeader® 7KL X €

FreelList
R
a—H (AR

— Heap® 5 BE7 KL R
O —Y AR

1
i

— Heap®EET7 LR
O —H{E F SR

R {5 AR pR S

r----
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Heap Management (Delphi (GetMem/FreeMem) )
i ——> FreeBlock~MD 7KL X
T : a2 —H & B
HeapHeader® 7KL X ! v
I
FreelList :
' FreeBlock~"D7KL R €—
TR |
aA—HERAHEE : a3 —H{E FMEE
|
|
Sk {5 R4S —n 0x00000000 <
|
: 21— F SRS
|
|
|



Heap Management (Delphi (GetMem/FreeMem) )

FFR
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GetMemZ=E{THFf (FreeListhHh HFER)

loc_401646:

lea
shr
cmp
push
mov
1A
test
movzx
lea
inz

mov
mov
mov
cmp
add
and
mov
mov
iz
mov
pop
retn

__fastcall System::SysGetMem(int)
@System@SysGetMem$qari proc near

- SCODE: XREF: Sy
: System::SysRe
edx, [eax+3]

edx, 3

eax, 0AZCh

ebx

ol gﬁl:%e_ﬁ“ﬂ“@t‘yF-T'—jl)bb\BHeapHeaderEH)l?%

| e
ebx, unk_404034[eaxx*8]
short loc_40169C

: CODE XREF: Sy
: System: :SysGe

¢l €l
eax, ds:byte 40B5B8[edx] ‘

edx, [ebx+4]
eax, [edx+8]
ecx, OFFFFFF . -
edx, ebx FreeLIStt)\b
dword ptr [edx+0Ch], 1

ecx, [eax-4]

[edx+8], ecx

[eax-4], edx

short loc_40168C

byte ptr [ebx], 0

ebx

RRATUEIE
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Heap Management (Delphi (GetMem/FreeMem) )

GetMemZETEF (GREFAEEMNOIHER)

||oo ANTRAM - - PONF_Y¥REF
Moy edx, [ebx+10h]
movzx  ecx, word ptr [ebx+2]
add ecx, eax
cmp eax, [ebx+0Ch]
ia short loc_4016E8
add dword ptr [edx+0Ch], 1
mov [ebx+8], ecx
Moy byte ptr [ebx], 0
mov [eax-4], edx
pop ebx I

*Eﬁﬁﬁﬁﬁ’ib\fo}ﬂ') FER
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Heap Management (Delphi (GetMem/FreeMem) )

GetMemZETEF (GREFAEEMNOIHER)

test ol, bl

mov ebx, [edx]

inz short loc_401400
loe 40199F - - PONE XREE : Svet

;o oystem: ioyskree

sub dword ptr [edx+0Ch], 1

mov eax, [edx+8]

iz short loc_4019D4

test eax, eax

movy [edx+8], ecx

lea eax, [eax+1]

mov [ecx-4], eax

iz short loc_4019BC

xor eax, eax

mov Lebx], al

pop ebx

retn

i 4 - L > N

i FreeLlstd)f'EIlﬂﬁLFaﬁHTF L X%3Bh
loc_4019BC: ; LUDE XREF: Syst

mov ecx, [ebx+4]

mov Ledx+14h], ebx

mov [edx+4], ecx

mov Lecx+14h], edx

mov [ebx+4], edx

mov byte ptr [ebx], 0

Xor eax, eax
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2. ExploitabilitySTE D= D4/ N\TA—FEH




EEI—FETHAIRREGTYZHER

O—AILINYIT7(REAYIF—/\—20—)
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- RRAYHEIZEERINT-/ Ny DFEE N A —/N\—oO—
- F—n\—o0—IZ&Y JEA—2TFRLRAENESTBRZIONEEDI—F
RITHNITHND

E—7/1\yI7(E—=TF—/\—JA—)
- E—TJICERINFN\YTFHA—/N\—T0O—

- F—N—00—IZ&Y. . E—TEEBTLHAMEENHIESNTIED
TFRLRAEDQa—KFAREITEID



2y FoO—hILEH

O—AILEH D

-  EBPEHTSEBINSO—HILERII[EBP-X]ELNSATEVRTT Y
T AINS(EBPEY THRDMEICEESND)

- A=W ZE#HEZERDIERTHERTIE. O—AILEHIEZHRTET
HNIEHZ (N (Dst operandlZIEESMND)

FFR
\
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2y FoO—hILEH

[EBP-X]U)%:?E’C“77‘EZ

hHeap = dword ptr -14h

| pMem = dword ptr -10h

var _C = dword ptr -0Ch

Dst = dword ptr -8

var_4 = dword ptr -4

PRI - AwAard 4 Q
push ebp
Moy ebp, esp
P 4 G 1 4L
mov [ebp+Dst], O
mov [ebptvar 4], 0
Mo [ebp+|pMem], 0
mov [ebptvar C], O
push 10000k :
push 1000k :
push 0 :
gailtl ds:HeapCreate
mov [ebp+hHeap], eax

[ZCHICEDHELITHNID
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O—AJILIAY I 7D

7toJ5a—KETOA—AIL\YT7 D

- BEOZEHEFELGY. ZPYIDTIEAFEIZSrc operand(Z%->TULVS
BENRHSB

-  LEABSIZTREAYI EDTFRLRZELSRABIZERE. FRLYI UG T
e RETS

- R=RLPRBH+ATITALREIDEHAEDHE T, TRLYI VY
TOERETS
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O—AJILIAY I 7D

aaaq N, ecx
Inc nelem
jmp loc_ 409046

[EBP+/> Ty RLSRADRR TT 7R

movy byte ptr [ebp+§bé+;2:i8§§2j; 31

add  eaw obx — C
add eax, 7 B A 1S o
mov [ebp+var 3C], eax —-LEA : . =
mov edx, dword _4CD308 A h RS
add edx, [ebp+var 3C] {SEL i?x,ugesp+24h+var_24]
1z short loc_401023
N S oo , CODE
TRLY T T7ORX
Inc edx
Moy [ecx], al
Moy al, [edx]
NG ecx
iz shos loed0i0T




KA DR

Tt T5a—RETORAUIDHEFE
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- EHIDOTIERAERELTILNS

- TFRLYIUITTOERREITHOTLNS

- EEHIEDEWVIK, LORRIZTRLAZERTET ARIZLEATIEA MOV
S EFEALTLS

- BEOTFLRAEHODEZHRELTIEREZITOEELNHD
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KA DR

MOVE & T7 FLRERE |
mov eax, [ebp+ms_ exc,exc ptr]
mov ecx, [eax]
mov ecx, [ecx]
mov Lebptvar 201,

S R | AN

push ecx 7|*|/“ ‘/./77



I YA NS 1Y

FFR
\

T7E2T5a—RFETOHINNRSEFERALTLSEHDIFH

fs0DFHAIAAEETIAAFITOTILNDS
fs:0DEZ R YIIZPUSHLTLYS

fs:0&2PUSHT BV EDRHIDPUSHER F DA RSUKEAMFIS N\ RS
aAVINASDIFEFENS., FEBEILDA T av (& TEBIN NV RSERTE
BE#ZEFERALTLSIGENHD
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I YA NS 1Y

B AR THN N\ RSDERTE (VC) BRI THIS /> RS D ERFE (Delphi)
I push ebp suoh S
Moy ehn  e<p KOr edx, edXx
push OFFFFFFFER push ebp
push  offset unk_402450 push  offset loc_41092C
push offset __except_handler4 push dword ptr fs:[eax]
mov eax, large fs:0 mo fs:[eax], esp
push B | e || MOV €ax, OS.UWOrd 410200
fs:0ZEAXIZIg#L THSPUSH
s\ RSERERB(VC) s\ SERERIS(BCC)
Euéh eax mov dword ptr [ebx+4], offset
Moy [ebp-18h], esp mov word ptr [ebx+10h], O
push dword ptr [ebp-8] mov word ptr [ebx+12h], O
movy eax, [ebp-4] Moy dword ptr [ebx+1Ch]1_ 0
mov dword ptr [ebp-4], OFFFFFFFEh mov eax, fts:(
o om0y an mov [ebx], eax
lea eax, [ebp-10h] Moy fs:0, ebx
Moy large fs:0, eax pop ebx
retn L retn |
fs:0DEZEHLTIA—> fs:0DEZEHLTIA—>
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CanaryD &

7t J5a—K ETOCanaryD 4

- AV FITEOTEENELGLIN KSR NIERL
- BHOEILOHT. HENEZRZRELTND
- BHOZERT.EOFvILEZETOTLS

- BEHOFKREOFvINRERBILRIEMOTEENH D
- AVNAZTEITHREVEF R T ELHS
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SafeSEHMD #& ’

SafeSEHM B HIZEHEH>TLNBNAFTYT74 )LD

- PEAYA DDataDirectorylZLOAD CONFIGT AL IRIUMNEFEET S

—  LOAD_CONFIGTAL IR DIA—IIEDETFED ITA—IYMI%E-T
AV
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Heap Manager®#&
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Visual C++
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—  IDA Pro Version 5.2 DTS5 A4
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—  Windows XP SP2
—  Visual Studio 2008
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