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2003 — MS Word bytes Tony Blair

Microsoft Word bytes Tony Blair in the butt

Home = Privacy = Blair's Iraq Dossier

Richard M. Smith (rms(@computerbvtesman.com)
June 30, 2003

Microsoft Word documents are notorious for containing private information in file headers which people would sometimes rather not share. The ]
hard way.

Back in February 2003, 10 Downing Street published a dossier on Iraq's security and intelligence organizations. This dossier was cited by Colin
Dr. Glen Rangwala, a lecturer in politics at Cambridge University, quickly discovered that much of the material in the dossier was actually plagiar

You can read Dr. Rangwala's original analysis of the dossier from Feb. 5, 2003 at this URL:

http-//www._casi.org.uk/discuss/2003/msg00457 html

Blair's government made one additional mistake: they published the dossier as a Microsoft Word file on their Web site. When I first heard from I
had worked on the document. I downloaded the Word file containing the dossier from the 10 Downing Street Web site (http-//www.number-10.

Rev. #1: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Irag - security.asd"
Rev. #2: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Iraq - security.asd"
Rev. #3: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery save of Irag - security.asd"
Rev. #4: "JPratt" edited file "C:\TEMP\Iraq - security.doc"

Rev. #5: "JPratt" edited file "A:\Irag - security.doc"

Rev. #6: "ablackshaw" edited file "C:\ABlackshaw\Iraq - security.doc"

Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\Ak;Irag - security.doc"

Rev. #8: "ablackshaw" edited file "A:\Iraq - security.doc"

Rev. #9: "MKhan" edited file "C:\TEMP\Iraq - security.doc"

Rev. #10: "MKhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\Irag.doc"



What kind of data can be found?

Metadata:

Information stored to give information about the
document.
For example: Creator, Organization, etc..
Hidden information:

Information internally stored by programs and not
editable.

For example: Template paths, Printers, db structure, etc...

Lost data:

Information which is in documents due to human mistakes
or negligence, because it was not intended to be there.
For example: Links to internal servers, data hidden by format, etc...
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So... are people aware of this?

The answeris NOT.
Almost nobody is cleaning documents.
Companies publish thousand of documents
without cleaning them before:

Metadata.

Hidden Info.

Lost data.



Sample: FBl.gov

( ‘;O(\)gle site:-fbi_gov filetype:xls \ Buscar E:‘;;‘;::Z:s"zscs

Buscar en: @ la Web paginas en espaiiol paginas de Esparia

La Web Resultados 1 - 10 de aproximadament4 2.190 de filetype:xls en el dominio fbi.gov|(0,16 segundos)
( ';O ( )8 le site-foi.gov filetype-doc [ Buscar | Bisaueds svanzeds

Buscar en: @ |a Web paginas en espaiiol paginas de Esparia

La Web Resultados 1 - 10 de aproximadamentd| 161 de filetype:doc en el dominio fbi.gov_§0,15 segundos)
G‘ O L )816 site-fbi_gov filetype:pdf | Buscar | E:f;::;:f"“s

Buscaren: @ la Web paginas en espaiiol paginas de Espaiia

La Web Resultados 1 - 10 de aproximadament42.490 de filetype:pdf en el dominio fbi.gov](0,17 segundos)

Total: 4841 files



Demo: Looking for info In
public FBI files




Are they clean?

>

7 BinText 2.04
Search ] Fiter | Help |
File to scan ID:'\basura\docsdescargados"-.nations2crimemeasures.doc Browse | _G_O
vV Advanced view Time taken : 0.000 secs  Text size: 11645 bytes (11.37K)
File pos I Mem pos I ID I Text »
A 00007C2F 00007C2F O _PreviousddHocReviewCyclelD
A 00007C53 00007C53 O -
A 00007010 0000O7D10 O CMRILEY2 Real Name
A 00007D19 00007019 O fbinet.fbi
A00007D2C 00007D2C O Username
A 00009220 00009220 O | .
A 00009243 00009243 O MSwordDoc Internal Domain
A 00009251 00009251 O Word.Document.8
U 00004471 00004471 0 http: / /v, ojp.usdoj. gov/bjs .. And more...
U 000056F2  00ODOSEF2 O Heading 1
U 0000575C 000OS75C O Heading 2
U 00005786 000DOS7BE O Heading 3
4 00005818 00OOS818 O Default Paragraph Font
4 00D05S85E  0O0OOSS5E O Table Normal
U 000058BE 0QOODOSSBE O Mo List
U 000058E4 000DOSSE4 O Body Text
U 00005924 00005924 O Hyperlink
(4 0000595C 00DOOSS5C O paragraph
4 00006515 00O0BS1S O Times New Roman
4 00006637 0000BB37 O Georgia
U DDDDESEE  OQOOODBBEE O s Two Crime Measures
U 00007CA8 00007CAE8 O http: Awww. ojp.usdoj. gov/bjs
4 00008CO1  00OOSCO1 O Root Entry =
4 00003DB0  0ooospa0 0 WordDocument
f 000DBEOZ 0OOOSEDZ O Summarylnformation
(f 000DBEB2 00DOOSESZ O DocumentSummarylnformation
U 00008FO2  0QODOOSFO2 O CompObj
< I »
Ready ANSI: 72 Uni: 19 Rsrc: 0 Find Save




Sample: ec.europe.eu

o ) Busgueds svanzads
GO (‘ )Sle sitecec.europa.eu filetype: xls Buscar | Z="=""—

Buscaren: @ |la Web paginas en espaiiol paginas de Espafia

La Web Resultados 1 - 10 de aproximadamente@% de filetype: xls en el dominio ec.europa.eu](0,28 segundos)

GO (\ )8[6 site;ec.europa.eu filetype: doc ‘ Buscar W

Buscaren: @ la Web paginas en espaiiol paginas de Esparia

LaWeb Resultados 1 - 10 de aproximadament{ 103 de filetype: doc en el dominio ec.europa.eu §0,13 segundos)

( -;0 (‘ )gle sitezec.europa.eu filetype: ppt Buscar %:;::::&

Buscaren: @ la Web paginas en espaiiol paginas de Espafia

LaWeb  Resultados 1-10de aproximadamenteﬁm de filetype: ppt en el dominio ec.europa.eu10,12 segundos)

( -;O L )gle site;ec_europa.eu filetype: pdf l Buscar W

Buscaren: @ la Web paginas en espafiol paginas de Espafa

LaWeb Resultados 1-10de aproximadament(lQZ de filetype: pdf en el dominio ec.europa.eu](0,12 segundos)

( -;O L )gle site-ec.europa.eu filetype: ods Buscar w

Buscaren: @ la Web paginas en espaiiol paginas de Espafia

La Web  Resultados 1 - 10 de un total deﬁO en el dominio ec.europa.eu que contienen filetype: od510,16 segundos

. : Bisqueds svanzad
GO (‘ )gle sitecec_europa.eu extension:eps [ Buscar F:;f;;::s S

Buscar en: @ la Web paginas en espaiiol paginas de Espafia

La Web Resultados 1 -1 de un total de§f1 en el dominio ec.europa.eu que contienen extension:eps]0,37 segundos

Total: 896 files




Demo: Looking for info In
public ec.europe.eu files




€ Missile Defense Agency - Windows Internet Explorer

@*\/ v !C; http://www.mda.mil/mdalink/html/mdalink.html

o~

W ke

€ Missile Defense Agency @ v B -

>»

(= v :-»Pagina v {_: Herramientas v

through space.

Quick Links
2009 MDA Math Challenge

Week

Proposed European Assets
2009 BMDS Booklet (pdf)
Budget Information

Technology Transfer

Fnvirnnmental Infarmatinn

Listo

MISSILE DEFENSE AGENCY Contact Us
DEPARTIMENT OFD stzss.._a.:k& A .

HOME ABOUT US BMD BASICS NEWS / RESOURCES CAREERS DOING BUSINESS

The Midcourse Phase oy ™

The Midcourse Phase - During midcourse the warhead separates from the missile body a(i proceeds

Search

m

e—
MIDCOURSE

L

Latest News

NAVY COMPLETES AIR AND BALLISTIC MISSILE
EXERCISE
Commander, U.S. 3rd Fleet, Vice Adm. Samuel J.
27 MAR 09 |ocklear announced the completion of the fleet
operational exercise, Stellar Daggers to test the
Aegis system's ability to detect, track, engage and
destroy multiple incoming air and ballistic missile
threats during terminal or final phase of flight.

€ Internet | Modo protegido: activado +.100%




Are they clean?

GOUS[@

Web

GoUgle
Google

Web

GOUS[G

Web

site:mda.mil filetype:doc | Search | £duenced Search

Preferences

Results 1-10 nglish pages from mda.mil for filetype:doc. (0.09 seconds)

site-mda.mil filetype:xls | Search | £duenced Search

Preferences

Results 1-10 nglish pages from mda.mil for filetype:xls. (0.36 seconds)

site:mda.mil filetype:ppt Search | fdvanced Search

Preferences

Results 1-10 oglish pages from mda.mil for filetype:ppt. (0.56 seconds)

site:mda.mil filetype:pdf | Search I TS p——

Preferences

Results 1-10 glish pages from mda.mil for filetype:pdf. (0.19 seconds)

Total: 1075 files



Are they clean?

7 BinText 2.04

Search l Filter I Help I

Fileto scan  |D:\basurahdocsdescargados\SPEECH-08-445_EN.doc Browse Go
[V Advanced view Time taken : 0.000 secs  Test size: 10147 bytes (9.90K)
File pos l Mem pos l ID l Text -

A 00005BEBE  0DOOOSBEB
A 00005BC8 00005BCS
A 00008F50  0000SFS50
A 00008FEC  00008FEC
A 00008F38 0000SFS3

fait foi
Es qilt das gesprochene Wort

Ll
ﬁ_bultesa
peech.do

A 0000SFB4  0000SFE4 Microsoft Dffice Ward User

A 00009345 00009348 SPEECH/

A 00009340 00009340 Microsoft Office Word Document .

A 000093C3  000093C3 MSwordDoc S oftwa re Version

A 00009301 00003301
A 0000C3E1  0000C3EN
A 0000C41E  000OC41E
A 0000D153 0000D153

Word.Document.8

urn:schemas-microsott-com: othce: smarttags I nte rn a | S e rve r N et B I O S n a m e

urn: schemas-microsoft-com: office: smarttags

IS5 comm prit 1 Press LaserliZ3. ] Remote Printer Name

A 0000D178 0000D178 winspool

AP Orin eoo] acar] .
A 0000D280  0000D280 HP Laseret 4050 Series PCL 6 Local Printer
A0000D714 0000D714 F Taserlot 4060 Pl T

Ur 00004033 000040393 0000

m

Ui 00005401 00005401 Root Entry

4 00005500 00005500 WordDocument
U 00005580 00005580 ObjectPool

4 00005600  DOODSE00 _918651658
4 00008C02  0DOO0DSCOZ CompObj

Ui 00008C82  0O00DBCE2 Objlnfo

4 00008DO0  00OOO3DO0 Contents

4 00008D82 00003DS82 Internal

4 00003082 00003082 Summarylnformation
4 00009102 00009102 DaocumentSummarylnformation

£ Ul 3

Ready ANSI: 30 Uni; 37 Rsrc: 0 Find Save

0
0
0
0
0
0
0
0
0
0
0
0
0
0
A 0000D181 0000D181 O
0
0
0
0
0
0
0
0
0
0
0
0
0




How many files is my company
publishing?




Not only Microsoft Office
documents.




Sample: Printer info found in odf

files returned by Google

$ grep
10.o0dt
12.odt
19.odt
23.odt
34.o0dt
3.o0dt
63.o0dt
27.o0ds
33.o0ds
40.o0ds
46.0ds
80.o0ds
86.0ds
89.o0ds
17.o0dp
22.0dp
4.odp
55.0dp
57.o0dp
69.odp
86.0dp
$

$ grep
49.o0ds
$ [

Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora
Impresora

Impresora

Impresora resultados.txt | grep \\\\

\\srvprint\VISA28 329LC3

\\servidor\HP 2000C
\\10.177.1.126\EPSON EPL-6200 Advanced
\\1-215-01\hp LaserJet 1000
\\srv2.rm.oasi-servizi.it\RICOH roma corriodio nord
\\filserver\4100

\\gamma\HP Deskjet F300 series
\\Silegio\HP psc 2350 series
\\ABBY\BigGrayUglyThing
\\MUSTAFA\Samsung ML-1710 Series
\\http://10.0.0.42:631\Chaucer
\\192.168.250.1\HP O0fficeJet G55
\\WLGPRINT1\L10O GA T632

\\B-THOMAS\hp LaserJet 1300 PCL 6
\\tatra\Minolta Dil52 PCL6
\\10.177.1.126\EPSON EPL-6200 Advanced
\\Verra\LEMURIA

\\CHEGUEVARA\1p serv
\\sm-ubur®l-01.east.sun.com\burll6
\\ipp://iprint.innerweb.novell.com\prv-mktg-hp8000dn-2
\\EFOITDP020S4\hp4100dtn

iMac resultados.txt

hp psc 2500 series @ Luisa’s iMac




Sample: Info found in a PDF file

Propiedades del documento

Descripcién | Seguridad | Fuente
Descripcién

Archivo: mp_travel_pd

Titulo

http://phxde

Autor:

Asunto:

Palabras clave:
Creado el:  23/10/2003 11
Modificado el:  23/10/2003 11

Aplicacion:

Avanzado

Productor de PDA] Acrobat]

Version PDF: 1.4 (Acr

Ubicacion:
Tamano de archivo: 73,04 KB
Tamario de pagina: 210 x 29

PDF etiquetado: No

=
\
Goc )gle phicevd39 | Buscar | Eiseets passess
Buscar en: la Web paginas en espariol paginas de Espaiia @ Personalizada

La Web

Quizas quiso decir: phpdev 439

American Exoress Jaoan Small Business - Cards - Travel -

Hotel - [

ServerVari
(fuIIAddres

phxdev439

japan/s

n serverType if (instr(full Address."148.173.246.140") =
|> 1) OR (instr(fullAddres"ghomes3 ) 4

smallbusines:

1) OR (instr

s/travel/hilton.shtml - 33k -

American Express Sing

NAra T 1

ServerVariables("SERVER_N
seif Request. ...

www._dltiernitanexpress.convs

Location=sg_perscardsMRon

American Express Hong

ServerVariables("SERVER_N
(serverHost, "phxdev439") >
www.americanexpress.com/h

American Express Hon

ServerVariables("SERVER_N
(serverHost, "phxdev439") >

mericanexpress.com/H [

www._ar

C:\Windows\system32\cmd.exe

C:\Users\Chema>ping ghome3. americanexpress.com
Haciendo ping a

desde
desde
desde
desde

12.105.185.32: bytes=32 tiempo=478ms
12.105. 185.32: bytes=32 tiempo=457ms

S5.32: bytes=32 tiempo=487ms
12.105. 185.32: bytes=32 tiempo=485ms

Estadisticas de ping para 12.105. 185.32:
aquetes: enviados = 4, recibidos = 4, perdidos =
(04 perdidos),
Tiemﬁos aproximados
inimo = ms,

Respuesta
Respuesta
Respuesta
Respuesta

————
————
-
I

%

de ida y vuelta en milisegundos:

Maximo = 487ms, Media = 4/6ms

C:\Users\Chema)




What files store Metadata, hidden

Info or lost data?

Office documents:
Open Office documents.

MS Office documents.

PDF Documents.
XMP.

EPS Documents.

Graphic documents.
EXIFF.
XMP.

And almost everything....



Pictures with GPS info..

&5 ExifReader - fuegos. jpg

File Information Help

EXIFREADER

http://www.takenet.or.jp/~ryuuji/

4

Thumbnail Image

Information

&1 Open C:\Charla\Fotoshfuegos.jpg 11 >
. ItemName I Information l »
Thumbnail Image JFIF_APP1 E wif
Comment Duck vl
JFIF_&PP15 Adobe
Main Information
ImageDescription
Make
Model
Orientation
=R ition
YR ition
ResolutionUnit
Software Microsoft Pro Photo Tools
DateTime 2008:08:15 23:.27.07
GPS[
2004 ItermMName

Unknown [E&1C)7, 2060

Unknown [EAT1D19.1
GPS Informtion
GPSLatitudeRef
GPSLatitude
GPSLongitudeRef
GPSLonagitude
GPSTimeStamp
GPSS atellites

GPSMapD atum

ExifR 38

2060 Bytes

N

36 4311,496 [DMS]
W

4 2423472 [DMS]
2111

U

WES-54
2008:08:15




Demo: Looking for EXIF
Information in ODF file




Even Videos with users...

\':a TechRepubilic

Blogs Downloads Forums Photos Videos Webcasts White Papers Software Training

Search TechRepublic: Search in Videos -

= = - U Burn 15041 4 R
q .. lT DO]O lﬂ)‘ Bum 1SO image 115517, Semch completed

y 4 Print Label
Now Play’ng.' N [C \Documents and Settngs\detwilerb\Deskiop\cd080526. iso
[~ Delate image after successiul bum

IT Dojo: Reset Windows
passwords with the
Offline NT Password and

Registry Editor

Windows passwords are a necessary
evil. They help protect our systems, but
they can also be a real pain in the neck.

Erase l Bun IS0

+more
Speaker: Bill Detwiler b || e — 02:2106:38 | meno | | 1T |

W Advertisement

EMEED SHARE RECOMMEND WVOTES

http://video.techrepublic.com.com/2422-14075 11-207247.html




And of course, printed txt

lengthC 1.2391611_5_sbu1°1_u_;
"6. 388269100743749
tter Ve 3 3969504895821205

len J!’l‘i

[ [[Lfl k an—="98.00780034235972
otherDev="0. 7987852268018356
otherMean="0. 4328254290221839 >

</argument>

<argument name="password

2 requ'\redF:e\d; false >

<estadisticas Special="2$!+.-
digitDev="20. 80475550777649
digitMean="20. 629886096979508"
lengthDev="1. 9382599794907849"
lengthMean="8. 842559020223938"
letterDev="20.572733545734664"
letterMean="78.09636543443679"
otherDev="2.2702033229516623"

otherMean="1.2737484685862275" />

</argument>

— < n n = : n AL
argument name="nombre" requiredField="false" >

le:

C:\Documents and Settings

\carment

\Mis documentos\carpetaV M

SO0 Sanes




Lost data everywhere

> nsbs_starter_pack_partner_ulotka.pdf - Adobe Reader

= -L:j' N 8 /8 @ @® 512% - | =

B

&

Program Partnerski Novell
PartnerNet 2003

Iniciar archivo lﬁ‘]

El archivo y su aplicacién de visualizacién estan definidos para que los inicie
este archivo PDF. El archivo puede contener programas, macros o virus que
podrian dafar el equipo. Unicamente abra el archivo si esta seguro. Si el

archivo procede de una persona o un programa de confianza, puede hacer
clic en Abrir para verlo.

C:\Documents and Settings\[2;{1 1:511\Ustawienia lokalne\Ustawienia

Archivo: [lokalne\Temp\Ustawienia Iokélne\Temp\GWViewer\www.novell.pl

No volver a mostrar este mensaje

Abrir J ‘ No abrir

(0-800 226685)
infolinia@novell.pl

www.novellpl

& Novell Small Busines: Suite Starter Pack

|Novell

<4

= zlmagent_autoyst_inst.odt - OpenOffice.org Writer

Archivo Editar Ver Insertar Formato Tabla Herramientas Ventana Ayuda X
-2 [ E&ER S & - & "
¢  Predeterminado B Thorndale AMT E 20 B I >:
L$~'~1i'~2-i~3~'i4~'~§-'~6i"7~i~8~ ;9020110 r
<filename>init sh</filename>
<interpreter>shell</interpreter>
<source><![CDATA[
#1/bin/sh
echo Registering to ZLM'
rug shutdown £
rm /var/lib/zmd/services
letc/init d'novell-zmd start
rug set require-verified-certs false
rug sa https//IP 7ZLM server
echo 'Finished Registration' 5
]]=</source> |Ctr|-c|ic para abrir hipervinculo: https://164.99.164.7/
</script>
</init- scripts>
Note: For Non-Code 10 machines. replace line 9(rm /var/lib/zmd/
“rm /var/opt/novell’zenworks/lib/zmd/services”™
S>Start OS installation using autoyvast )
Copy the edited control file to NES server(preferabljs,l%J
WMhan tha crirctam hantc fram tha T tha (CRTTR tnctallatinn crvaan &J
1] 3
Pagina 4 /6| Predeterminado| | Inglés (Estados Unidos) | | INSERT || STD




Public server

@ 404 Not Found - Mozilla Firefox | ) ]
Archivo Editar Ver Historial Marcadores Herramientas Ayuda

@ - N ([ | nttp:/7164.99.164.7/administrator/ - | {[G]+| Googt: J
£ Mas visitados ’ Comenzar a usar Firefox Ultimas noticias | http://atoz.ebsco.com... >

Not Found

The requested URL /administrator/ was not found on this server.

Apache/2.0.52 (Win32) DAV/2 Server at 164.99.164.7 Port 80

Terminado




What can be found? ()

Users:

Creators.
Modifiers .

Users in paths.
C:\Documents and settings\jfoo\myfile
/home/johnnyf
History of use.
Operating systems.
Software versions.
Paths.

Local and remote.
Network info.

Shared Printers.
Shared Folders.
ACLS.



What can be found? (Il)

Printers.

L ocal and remote.
Internal Servers.

NetBIOS Name.

Domain Name.

IP Address.
Database structures.

Table names.

Colum names.
Devices info.

Mobiles.

Photo cameras.
Private Info.

Personal data.



How can metadata be extracted?

Info is in the file in raw format:
Binary.
ASCII .
Therefore Hex or ASCII editors can be used:
HexEdit.
Notepad++.

Bintext
Special tools can be used:

Exif redaer
ExifTool
Libextractor.
Metagoofil.

...6Fjust open the file!



Tools: Libextractor

¢ Simbolo del sistema ;[QI 5]

:\>extract -1 libextractor_ole2 C-24-45.doc

imetype — application/msword

evision history — Revision #1: Author ’’ worked on ’’

evision history — Revision #68: Author ’’ worked on *’

evision history — Revision #3: Author ’charlie’ worked on ’C:\Documents and Set
ings\charlie\Escritorio\Top Secret.doc’

evision history — Revision #2: Author ’mark’ worked on ’G:\Top Secret.doc’
euigio? history — Revision #1: Author ’mark’ worked on ’\\server\shared\Top Sec
et.doc

evision history — Revision #08: Author ’mark’ worked on ’C:\Documents and Settin
s\mark\Mis documentos\Top Secret.doc’

ompany — Corporation

aragraph count — 1
line count — 1 _J
last saved by — charlie
character count — 10
template — Normal
creation date — 2008-11-24T718:55:0
title — Top Secret
sord count — 1

age count — 1

reator — mark

ate — 2008-11-24T718:55:0

enerator — Microsoft UWord 8.0

*\>




Tools: MetaGoofil

http://'www doc/47 ain_pms doc
Local copy Open

Important metadata

mimetype - application/msword

revision history - Revision #9: Author "Jennifer Romeo® worked on 'romeo HD:Documents:Articles & News:Articles PN!
revision history - Revision #8: Author 'jwiater' worked on ‘\\RGINTS\K hared\PMSEP\PMSEP 6\Conference Structuy
revision history - Revision #7: Author "John Newcomb®' worked on 'C:\My Documents\Scientific Man\Current Programs)

revision history = Revision #6: Author ‘Edutech User®' worked on 'C:\My Documents\PMSEP Detailed Structure 8-9-02/
revision history - Revision #5: Author '"Edutech User® worked on 'C:\My Documents\PMSEP Detailed Structure 8-9-02/
revision history - Revision #4: Author 'Edutech User' worked on 'C:\My Documents\PMSEP Detailed Structure B-7-02
revision history - Revision #3: Author ‘Edutech User' worked on 'C:\My Documents\PMSEP Detalled Structure 8-7-02
revision history - Revision #2: Author ‘Edutech User' worked on 'C:\WINDOWS\Temporary Internet Files\OLXK4\PMSEP [}
revision history = Revision #1: Author ‘Edutech User® worked on 'C:\Documents and Settings\krobinson\Application
revision history - Revision #0: Author "Edutech User® worked on 'C:\Documents and Settings\krobinson\Application

language - U.S. English
paragraph count - 13

line count - 55

last saved by -« Jennifer Romeo
character count - 6717

template - Normal

creation date - 2002-08-12T14:24:002
title -« CONFERENCE STRUCTURE

word count -« 1178

page count - 5
creator - John Newcomb

date - 2002-08-12T14:24:002
generator - Microsoft Word 9.0

http://www.edge-security.com/metagoofil.php




Yes, also Google....




Your FBI user

™
JO L)g le site:fbi_gov intitle:"Documents” filetype:pdf Buscar

Buscar en: la Web paginas en espaiiol paginas de Esp:

a Web

»; C:\Documents and Settin(ls'\mdrewniak‘\Lolal Settings\Temporary ... - [ Trad
irmato de archivo: PDF/Adobe Acro ; L

lited States Department of Justice. U.S. Attorney, District of New Jersey. 970 Broad Street,
sventh Floor. Newark, New Jersey 07102 ...
wark_fbi.gov/dojpressrel/2008/nk112408_pdf - Paginas similares

\Documents and Settin(!s‘aTCalloway\[Iocal Settings\Temporary ... - [ Traducir e

2mbers of the public are remin me¢iment contains only charges. A defendant is
asumed innocent of the charges and it will be the ...
obile.fbi.gov/dojpressrel/pressrel08/onlineextortion100108.pdf - Paginas similares

] C:\Documents and Settincg.dwashinqton‘nLical Settings\Temporary ...-[Tr
irmato de archivo: PDF/Adobe Acro

lited States Attorney. Southern District of New York. FOR IMMEDIATE RELEASE CONTACT
S. ATTORNEY'S OFFICE. APRIL 20, 2004. MARVIN SMILON, HERBERT HADAD ...
vw_fbi_gov/dojpressrel/pressrel04/drywall.pdf - Paginas similares

[H
»; C:\Documents and Settin{‘\usaqan-mmorqan\D sktop\PRESS RELEASE
irmato de archivo: PDF/Adobe Acrobat™

lited States Attorney David E. Nahmias. Northern District of Georgia. FOR IMMEDIATE
sl FASF CONTACT- Patrick Crachyv NAR/MG/NR (ANAVRR1-AN1A

)]




Your UN user
GO L )gle site-un_org filetype-pdf intitle-"c-\documents” [ Buscar |

Buscar en: la Web paginas en espaiiol paginas de Espaiia

La Web f

ror] C:\Documents and Settin§s\ABURIDI\L §cal Settings\Temporary ... - [ Traducir ¢
Formato de archivo: PDF/Adobe Acrofat™= TML

C:\Documents and Settings\ABURIDI\Local Settings\Temporary Internet Files\OLK89\
SHIPJS.DOC. SHIPPING AND DOCUMENTATION INSTRUCTIONS ...
www.un.org/unrwa/plo/DOCS/SHIPJS . pdf - Pagin: milares

eor file://C:Documents and Settinqcal SettingsTempor - [ Traducir esta
Formato de archivo: PDF/Adobe Acrobat - Version en HIM

12 Oct 2005 ... Unofficial translation from Russian. PRESS RELEASE. International Conference
on Sport and Peace Held in Moscow. 2022-04-10-2005 ...
www.un.org/sport2005/newsroom/sport_and peace.pdf - Paginas similares

ror) C:\Documents and Settings\grahamc\My Documents\Current. TIF - [ Traducir es
Formato de archivo: PDF/Adobe Acrobdre=g TML

UNITED. NATIONS ututo - (fja "*. International Tribunal for the. Prosecution of Persons.
Responsible for Serious Violations of ...

secnet069.un.org/x/cases/mrksic/tdec/en/070206e_pdf - Paginas similares

ror] C:\Documents and Settings‘~.darwazeh'~.De;gop‘lAnnual Reprot 2004 ... - [ Trad
Formato de archivo: PDF/Adobe AcroBat= vIL

United Nations Relief and Works Agency. For Palestine Refugees in the Near East (UNRWA).
ANNUAL REPORT. OF THE. DEPARTMENT OF HEALTH ...
www.un.org/unrwa/publications/pdf/ar_health2004.pdf - Paginas similares

ror C:\Documents and Settinds\Jan.Beise\Delktop\HRVHh.bmp - [ Traducir esta pé
Formato de archivo: PDF/Adobe Acrot iyt

REPUBLIKA HRVATSKA. DRZAVNI ZAVOD ZA STATISTIKU. QUESTIONNAIRE FOR. PLACE
OF RESIDENCE. AND HOUSEHOLD. (stanje 31. ozujka u 24 sata). Oln.uicP-2 ...

unstats.un.org/unsd/demographic/sources/census/quest/HRV2001enHh_pdf - Paginas similares




Your Scotland Yard user

( -;O (\ )gle site:police.uk intitle:"c:\documents and"” filetype:pdf

Buscar en: la Web paginas en espanol paginas de Espafia @ Per

La Web Resultados 1

ror C:\Documents and Setiin
Formato de archivo 'PDF./AdObe Acroba O e !
Page1.7gs.tZh A®teqgl=a | A 5. A U*4 "{qg 6Zr aZ.Y."gs. ™Z Ci. Xt 5. (latest
good. Y.Zk §b.»g. A "i.Zk @i F..+Z. Y ...

. www.derbyshire_police.uk/sei/s/3221/f9. pdf - Paginas similares
= NS LT pop C:\Documents and SettlnDocuments".Q05-267 Urdu[C5-0447 ...-[Tn
NE#E S &8 Formato de archivo: PDF/Adobe Acrobat - version en HTML
| : T M Page 1.6, y. <. XZ =/ W.\ A E 'x Elg } ¥ a]. 0845 113 5000. Ay < X )uods. 2c.999u
B & 0. cqw. 0.6, y. < Xt.Uy». 2. Z zgW.\. AZ ...

&« www.west-midlands._police.uk/PDF/contact-us/language/URDU.PDF - Paginas similares

. o C:\Documents and Setting§\p4510272\Ubcal Settings\Temporary ... - [ Traducir esta p:
“sw-nin Formato de archivo: PDF/Adobe Acroba
- ' 13-JAN-2000 04:2B FROM: TO:2954P0304 p-.m. Appendix A. Reference No: 165 - 06 - 077.
« @ Redacted copy of a receipt dated 17th October 2005, ...
www_surrey.police.uk/foi/Chief_Constables_Expenses_Appendix_A_077.pdf - Paginas similares




Your Carabinieri user

( -;O t )g[e site:carabinieri.it filetype:pdf intitle:"Documents” ’ Buscar ‘

Buscaren: @ |la Web paginas en espariol paginas de Espana

La Web

ror) C:\Documents and Setting dcumenti\Digitalizza1043.if - [ Trad
Formato de archivo: PDF/Adobe Acrobdt™ 1TML

TED-2007-61255-IT Pagina 1 di 2. Documento 2007 61255-IT. 13/03/2007 S50 Comunita europee
- Forniture - Appalti aggiudicati. | Il. IV. V_ VI .

www_carabinieri.it/NR/rdonlyres/ JH”“:ICui 532 3- -1 FE -A1C3-
5CDA4526350B/3057/FORAGGIO.pdf - | 1as similares

ror) C\Documents and Seftings!
Formato de archivo: PDF/Adobe Acrobdt™ 1ML _
TED-2007-81265-IT Pagina 1 di 3. Documento 2007-81265-iT. 05/04/2007 S67 Comut
- Forniture - Appalti aggiudicati. I, 11. IV. V VI.
www_carabinieri.it/NR/rdonlyres/829B5072 'C“ -VCE “-1
662859109F08/3056/092INFORMATICO odf as similares

\




Your WhiteHouse user

( ';O (‘ )gle site:whitehouse_gov filetype:pdf intitle:"documents and” ‘ Buscar ‘

Buscar en: la Web paginas en espaiiol paginas de Espafia @ Persi
La Web Resultados 1 - 3 de
ror) C:\Documents and Settinq"xBaIazik M‘~.ilesktop‘-.Overview.shw - [ Traducir esta pagina ]

Formato de archivo: PDF/Adobe Acrobat™eTSTOmremrr L

SpendingRestraint. Non-Security Discretionary Spending. Percent change. 20. 15. 10. 5. 0. Final
Year of Prior. Administration ...
www.whitehouse.gov/omb/budgetcharts/pdf/spending-restraint.pdf - Pagin:

C:\Documents and Settin Balaak M\ D]sktop".Overview.shw - [ Traducir esta pagina ]
SpendingRestraint. Non-Security ding. Percent change. 20. 15. 10. 5. 0. Final
Year of Prior. Admlmstratlon

www.whitehouse.gov/omb/ oudgetchartsrQdffspendmg-restramt pdf - Paginas s

C:\Documents and Settlnq! \Balazik M\ E!esktop \Overview.shw - [ Traduc ) pagina ]
A Declining Budget Deficit. Perce ear Historical. Average. 3.6. 3. 5 2 3. 3 0

1.7.1.3. 1.5. February 2004. Projection ..

www.whitehouse go‘-»for‘.wbvDudgetchartsr_odf«'declmmg-deﬂclt pdf - Pagin:
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Of course, your Novell user

( ‘;O ‘.‘ )gle site:novell.com "documents and settings” filetype:log ’ Buscar ‘

@ Buscar en la Web Buscar solo paginas en espaiiol

La Web

2004.06.14 21:30 B c.\Documents and Settings\Chris\My Documents ... - [ Traducir esta
2004.06.14 21:30 B c:\Documents and Settings\Chris\My Documents\Visual Studio
Projects\BlogX\WeblogX\BlogXBrowsing.asmx > www_urbanpotato.net ...
forgecvs1.novell.com/viewcvs/monoblog/BlogX/WeblogX/WS _FTP.LOG - Paginas s

2004.06.14 21:32 B c.\Documents and Settings\Chris\My Documents ... - [ Traduc
2004.06.14 21:32 B c:\Documents and Settings\Chris\My Documents\Visual Studio
Projects\BlogX\WeblogX\bin\BlogXRuntime._dIl --> www_urbanpotato.net /bin ...

forgecvs1.novell.com/viewcvs/monoblog/BlogX/WeblogX/bin/WS_FTP.LOG - 1k -




Drawbacks

These tools only extract metadata.
Not looking for Hidden Info.

Not looking for lost data.
Not post-analysis.




Foca

Fingerprinting Organizations with Collected
Archives.

Search for documents

Automatic file downloading

Capable of extracting Metadata, hidden info and
lost data.

Cluster information
Analyzes the info to fingerprint the network.



Demo: FOCA




FOCA: Gathering Files

[~ 164Project2 - FOCA

j Project (4 ) Searchfiles 88 | Extract & Analize Metadata /3~ About
| J Project ‘ =, Network data
|8 164Project
= l = Project
] * Configuration
g5 OpenOffice (0) o . . B . » ; - - y | |
E Pt (9 site:informaticab4.com filetype:doc OR filetype xis OR filetype:ppt OR filetype:docx OR filetype xlsx OR | , Search
W] Doc (0) | Download | Analized | =
@i Ppt (0) . X
x| Xs (0) rww informatica64.com/Manuales/Manual %:20SQLServer pdf o X
=R E:ﬁa(:om —— /www informatica64.com/Manuales/Seguridad pdf o X
;f | Jserz rww informatica64.com/material Seminarios/F T SAlProfesional 2008 pdf [
‘-' | Folders rww informatica64.com/Manuales/sql pdf o X |
Eﬁ Printers w informatica64.com/material Seminarios/FTSAlAuditorJunior2008 pdf @ X
) www informaticab4.com/Manuales/html pdf o X
/fwww informaticab4.com/material Seminarios/FTSAU2008 pdf o X
/fwww informatica64.com/Manuales/linux pdf @ X
.//www informaticab4.com/Manuales/java pdf 3 X
http://www informaticab4.com/material Seminarios/RegistroFTASU2008 xIs [ ] X
-//www informaticab4.com/material Seminarios/FicheroRegistroFTSAlProfesio. .. X
‘www informatica64.com/FicherosAdjuntos/HOL/134_HOL_LONO1 ppt X X
http://www informatica64.com/FicherosAdjuntos/HOL/89_HOL_EXC08 ppt X X
/fwww informaticab4.com/descargas/diapositivas/Asequral T_|/Mandingo pdf X X
FicherosAdjuntos/HOL/116_HOL-EXC22 ppt X X
rww informaticab4.com/descargas/diapositivas/Asequral T_I/RoMaNSoF... X X
FicherosAdjuntos/HOL/142_HOL-MOM11 pdf X X
hitn -/ fwww informaticaf4 com /FichernsAdinntos /HOL /195 HOI -WIN33 ndf X X M

Links: 64  Downloading 64 documents




FOCA Online

http://www.informatica64.com/FOCA

e http:/fwww.informatica64.com/FOCA/ - Windows Internet Explorer
@ J~ € | http: ffwww.informaticaé4.comfFOCA] v =X P~

Archivo Edicion VYer Favoritos Herramientas Ayuda

»
)"I\ = ) f= v sz Pagina v CF Herramientas ~

55

FOCA OnLine ™

W da | @ http:ffwaww.informaticaé4.comfFOCA]

Esta aplicacion no almacena los ficheros subidos ni el contenido de los mismos.
La unica informacion almacenada es con fines estadisticos.

1>

~ /s -
- &
Extensiones soportadas: _sxw .odt .ods .odg .odp .docx xlsx pptx ppsx .doc xls ppt pps pdf

Examinar... [ Analizar Fichero !

Ver estadisticas de la foca.

€D Internet £ 100%




Solutions?




First: Clean all public documents




Clean your documents:

MSOffice 2k7

r ~
Inspector de documento ‘M
j T Prepara el documento para su distribucién | Revise los resultados de la inspeccién.
> Propiedades | : )
~ =) Very editar las propiedades de la presentacion, como el @ Comentarios y anotaciones
Abrir titulo el autory |as palabras clave No se han encontrado elementos.
Inspeccionar documento |
H Guardar —=J’ Compruebe si hay metadatos ocultos o informacién | ! Propiedades del documento e informacion personal ‘ Quitar tod
1 personal en la presentacion. R . u o
Se encontrd la siguiente informacion del documento: —
ij (=] Cifrar documento * Propiedades de documento
h Guardarcomo > | " #38 Aumentar la seguridad de la presentacién agregando !
- " cifrags
Resty Inspector de documento & Datos XML personalizados
3 ODF... i’ gk No se encontraron datos XML personalizados.
@ Con ) ) : ; :
— capa) Para activar el documento para el contenido seleccionado, haga dic en Inspeccionar.
o
Imprimir > : - - : Contenido de diapositiva invisible
ljj ‘mp > Agre /| iComentarios y anotaciones: @ po» , L
9 Aseq No se ha encontrado ningln objeto invisible.
. — agre Inspecciona el documento para obtener comentarios y anotaciones manuscritas.
v Preparar > a M
Mar ¥ Notas de presentacion .
SV perm 7| Propiedades del documento e informacién personal : . ‘ Quitar todo
- defir X Se encontraron notas de presentacion.
:d Enviar » Inspecciona para obtener metadatos ocultos o informacion personal guardada en el d
) Ejecy
- Z| Coml'| | 7] patos XML lizad
_/ Publicar > versi atos personalizados
- Inspecciona los datos XML personalizados almacenados en este documento.
A
Cerrar . . .
V| Contenido de diapositiva invisible
Inspecciona la presentacion para objetos que no son visibles porque tienen formato i
objetos cubiertos por otros objetos no estan induidos.
o ——— —
/¥, Nota: algunos cambios no pueden deshacerse.
Contenido externo a las diapositivas - -
- ) . Volver a inspeccionar Cerrar
Inspecciona la presentacion de objetos que no son visibles porque se encuentran fue
diapositivas. Esto no incuye objetos con efectos de animacidn.

V| Notas de presentacion
Inspecciona la presentacion para obtener informacion de las notas del moderador.

Inspeccionar ‘ \ Cerrar




Clean your documents:

MSOffice 2k3 & XP

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=144ersed-
d4le-42ca-bc7b-5446d34e5260
Office 2003/XP Add-in: Remove Hidden Data

Brief Description

With this add-in you can permanently remove hidden data and collaboration data, such as change tracki
PowerPoint files.

On This Page

. Quick Details & Overview
,  System Reguirements < Instructions

& Related Resources & What Others Are Downloading

Quick Details

File Name: rhdtool.exe
Version: 1.1

Date Published: 7/8/2008

Language: English

Download Size: 260 KB

Estimated Download Time: Dial-up (56K) ¥ 1min

Change Language: English v



Demo: OpenOffice “Security”
Options...




Cleaning documents

OOMetaExtractor

" OOMetaExtractor = |8 X

Archivo  Pestafias Metadatos Opciones  Sobre...

7 Dogovor_sobstv.odt | [#/ Documento ODF -C...

Metadatos del fichero
Generado con: OpenOffice.org/2.4 Version: OpenOffice.org_project/680m178Build-3310
Sistema operativo: Win32 ||

E;ii?d?grgfgébfgic%gﬂﬂ%’??1 450 -l Opciones para el borrado de metadatos L= B
Fecha de modfficacion: 2008-06-23 18:20:52
Titulo: Titulo del documento OpenOffice

Asunto: Tema del documento
Asunto: Comentarios del documento

Palabras clave: Palabras clave del documento Seleccione los metadatos que desea borrar
Veces editado: 2 — : i
Tiempo de edicion: 6M3S Tipo Borrar / Nuevo valor

Informacién definida por el usuario:

" ) i Aplicacion generadora del documento
Informacién 1: Informacion 1 X

Informacién 2: Informacion 2 Asunto =
Informacién 3: Informacion 3 Bases de datos
» Informacidn 4: Infomacion 4 Descripcion
Estadisticas: Enl
Tablas: 0 aces
Imagenes: 0 Emails
Objetos: 0 Estadisticas
Paginas: 1 Fech
Pamafos: 1 echas
Palabras: 5 Impresoras 1l
Caracteres: 30 lef o mine Aafimida mae Al cimimda
Nombre de la impresora: Impresora hp |8 LLL ’

Cument Database Command Type: 0

’ Guardar ’ Cancelar

\ . -

http://www.codeplex.org/oometaextractor




Are you safe relying on your users?




IS MetaShield Protector

ﬁlntemet Information Services (IIS) Manager

€] 93 » WIN-SDZ6SGARSSC » B 00e-
File View Help
Connections - . Actions
. ~ (%) ! MetaShield Protector
v & v Apply
pc StartPage Configuration section properties x Cancel
=)- €5 WIN-SDZ65GAR65C (WIN-SDZ6SG
L=} Application Pools Enable v Refresh
+- @] Sites User Defined Data
ConnectionString lData Source=LOCALHOST\SQLEXPRESS;Initial Catalog=Met. | Test Connection View Statistics
Uninstall MetaShield Protector
Web Sites with MetaShield Protector Select files extension About
© Help
Web Site Status v o
Default Web Site Started v >
v
4
v
v
v
v/
v
Log Info
Web Site All Web Sites ~ Date |sdbado , 14de marzo de 2009 ZI X 3z
| Date | Name | Time (ms) | Size (Kb) | Web Site I;I
& 15:45:14  01-03-08.doc 150 211 Default Web Site
(7 15:42:43  vedtaegter.docx 30 17 Default Web Site
(7 15:42:41 open.odg 320 25 Default Web Site
(7 15:42:40  hardwood.docx 80 172 Default Web Site
& 15:4238  cv.docx 2123 72 Default Web Site
&7 15:42:37 biography.docx 2513 14 Default Web Site
& doc.pdf 1412 532 Default Web Site |
50 63 Default Web Site LI
Configuration: localhost’ applicationHost.config G

http://www.metashieldprotector.com




MetaShield Protector



Demo: Cleaning Documents




Second: Beg Google to delete all

the cached files

Web |mages Maps News Video Gmail more v Sign i
, Google Webmaster Tools
- O(\ ) e ‘mtitle:"C documents and settings
Dashboard > Tools
Web Results 1 - 10 of about 1,260,000 for intitle Overview Tools
ror) C:\Documents and Settings\Marce Settings WikW.novex.con
File Format: PDF/Adobe Acrobat - :
Human Security,. Conflict Prevention. and Peace. Human Securi DRI TESNES v Verify your site to see detailed statistics

Conflict Pr. evention and Peace. Editors: Francisco Rojas Araver Statistics
Moufda Goucha ..
""" v.unesco. org/securipax /seguridad_humana- Links Analyze robots txt
~nql|sh ; df - pag . See whether your robots txt file blocks
y C PREVENTION - ' ticles - Sitemaps specific URLs as is, or with modifications

Tools you make. Test against various Google user-
m\Local m agents, too. /

[POF] C:\Documents and Se

\/ww as HTML

File Format: PDF/Adobe Acrobat

FINAL REGULATORY ECONOMP® pr=Fnal Rule: 3 Analyze robots txt Generate robots txt

AA47. Hazard Communication (HazCom). | ~ff<:o= of Standards, R Interactively create a robots.txt |
www.msha.gov/regs/rea/02-15396(HazCom).pdf - pag Generate robots.txt

indicate which robots you don't:
crawling your site, and which file
directories you don't want crawls

ror) C:\Documents and Settings\charriso\Local Seff
lle Format: PDF/Adobe Acrobat - View as HTML Remove URLs
’ o B . Enhance 404 pages Enhance 404 pages

Help users who receive a Page |
error find the information they ne

Gadgets




Don 't trust your users!!!




Don’t complain about your job!!




Questions?

Authors

Chema Alonso
chema@informaticab4.com

Enrique Rando
Enrique.rando@juntadeandalucia.es

Alejandro Martin
amartin@informaticab4.com

Francisco Oca
froca@informaticab4.com

Antonio Guzman
antonio.guzman(@urjc.es




PS: This file also has metadata

FOCA0.7.56 =2 EoR =
J Project (4 )Searchfiles 4% Analize Metadata - >Options g~ About
Project Network data Attribute Value
8 No project File Information
= Qs]f‘ Project URL C:\Universidad\BH 2k S\Fingerprinting_networks pptx
l‘* Configuration Local path C:\Universidad“\BH 2k3\Fingerprinting_networks pptx
= Documents (1) Download True
+ @ Fingerprinting_networks.p| | Analized True
=) MetaData Download date 16/04/2009 16:10:56
& Users (0) Size 5,65 MB
() Folders (0)
|"{E-;| Printers [C’]‘ Dates
Y] ;ﬂ"_;'af’é‘f-“ Creation date 10/03/2009 13:00:07
1 Emails (0) Modfied date 16/04/2009 14:08:35
Other Metadata
Application Microsoft Office PowerPoint - 12.0000
Revisions 1
Software Microsoft Office 2007
<4 n )
< 11 »
All documents were analized




