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Who am 1?

Researcher for the Netherlands Forensics Institute (NFI).

Microsoft Enterprise Security MVP

Microsoft
Most Valuable
Professional

Speaker at various security events, such as PacSec,
BlackHat USA, Europol High Tech Crime Meeting,
Shakacon, etc.

Past work:
- SandMan Framework (Windows hibernation file)
« Win32/64dd (Windows memory acquisition utility).
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Who ?

Forensics Experts
Investigators
Incident Response Engineers
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Why ?

Pros:

1. Sometimes non-volatile memory is not enough,
then we need volatile memory (Physical Memory).

cons:

1. Very complex.
2. Lack of research.
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Intel Processor (x86/x64)

Mac OS X Leopard 10.5

Mac OS X Snow Leopard
10.6
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Software-based acquisition

/dev/imem
Cons: Disabled by default.

Pros: We can write our own
driver.

Hibernation a.k.a. “safe sleep”
Pros: Present on all modern O.S.

Cons: Compressed, and can be
encrypted if secure virtual
memory mechanism is used.

(hibernatemode == 5)
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Analysis

Goal: To avoid random string searching.
' To be precise and efficient.
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Analysis

Get kernel symbols.

S
Initialize kernel memory
manager.
-/
N
Browse kernel virtual
address space.
|4

{Collect Information.
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Kernel Symbols

Windows compiler stores symbols in externals files called
. *PDB

Mac OS X compiler stores symbols inside a section which
' IS part of the executable.

Mac OS X kernel executable (mach_kernel) as symbol
~ database.
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Kernel Symbols

Why?
___KLD,  LINKEDIT, _ PRELINK and symtab kernel

sections are destroyed as soon as the kernel (mach_kernel) is
loaded by removeKernelLinker () function.

What?

___LINKEDIT section contains variable names and offsets.




Kernel Symbols

Quick Kernel Virtual To Physical Address Formula is:

Operating System Quick translation Formula

i386 Linux KPA = KVA — 0xC0000000
Playstation 3 Linux KPA = KVA — 0xC000000000000000
Windows KPA = KVA & 0x1FFFFO00

Mac OS X KPA = KVA

Now we can read variables from the symbol section in the physical
memory.
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Kernel Symbols

Works only for the mapped executable kernel (__textand __ data
sections)

Does not work for allocated buffers.

.data interesting exported variables:
Memory manager variables
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Memory Manager

. Super interesting variables
' _Id1ePDPT

_Id1ePDPT64

_IdlePML4

_ IdlePTD

Page Map Level 4 is initialized on x86 version
' even if x86 only use PAE.




PML4 ?

Page Map Level 4 paging method.
Supports 48-bits linear/virtual addresses.

Intel® 64 and IA-32 Architectures Software Developer's Manual
Volume 3A: System Programming Guide

4.5 |A-32E Paging
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PML4

Linear/Virtual Address

PML4 Directory Ptr Directory Table Offset

/
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PTE \J.

PDE with PS=0 \

PDPTE

PML4E J

_IldlePML4
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Information

- Now, we can browse the kernel virtual address space.
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Machine Information

version variable contains a string with kernel version and
compilation time

machine info variable / structure contains:

Field Name Description

major_version Major OS Version
minor_version Minor OS Version
max_mem Physical Memory size
physical _cpu Number of physical CPU
logical _cpu Number of logical CPU




N | .
Machine Information

Darwin Fr:udl Uersion 9.8.8: Tue Oct 9 21:35:55 PDT 2887; rootixnu-1228™1/RELEASE_I386
Ht1n| vers lon: 9

A% 110 H
Max |1||nh|;| of II'|| iq

Size of physical memory 3 1824 HE
Humber of physical CPls: 5]
Number of logical CPlUs: |
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Mounted File System

Link-list called mount1ist, defined by mount Structure.

Field Name

f fstypename File system type
f mntonname Mounted directory
f _mntfromname Mounted file system
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Mounted File System

type mounted on mounted from

hfs
devfs
fdesc sdew

autofs snet

autofs shomne

hfs AUolumes-UMware Tools
hfs AUolumes -05HEBAK

msdos AUolumes - FATBACK

= TP OA s L D




Kernel Extensions

Processes

Kernel
Extensions

Mounted

Information File System

~

Machine
information

\ Rootkit )
Syscalls Detection

25/01/2010 presentatie

8




Kernel Extensions

kmod variable Is the list-head of every loaded
kernel extensions defined by kmod Sstructure.

Field Name

address Base Address

size Total Size

hdr_size Header Size

name Extension Name
version Version

next Pointer to the next entry
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Kernel Extensions

AxAAAAZA8A
A:xA801 2080
AxAAAAEAAA
A:xA0A2 7080
AxAAA1 3084
A:xARARERAA
AxAAA1 7084
A:xA0AA7 B8R
AxAAAADAAA
A:xA8AR4080
AxAAA1 8AAA
A:xARAA5 080
AxAAAA308A
A:xA0AR4080
AxAAAA308A
A:xA8A1 B8R
AxAAAAtAAA
A:xA0AA3080
AxAAA1 FAAA
A:xA8A3 7080
AxAAAA5AAA
A:xA8AR2080
AxAAA3 EAAA
A:xA8AR4080
AxAAA1 1084
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxA0ARRAAA

AxAAAA1 A8A
HA:xA8HA1 1 A8A
AxAAAADAAA
A:xA8A2 80EA
AxAAA1 2084
A:xA8807080
AxAAA1 8AAA
A:xA0AA8RAA
AxAAAACAAA
A:xA0AA3080
AxAAA1 7088
A:xA0AR4080
AxAAAAZAAA
A:xA0AA2080
AxAAAAZAAA
A:xA8081 7080
AxAAAA7A8A
A:xA8AR2080
AxAAA1 EABA
A:xA0A3 80EA
AxAAAA408A
A:xA0A01 B8R
AxAAA3 DAAA
A:xA0AA3080
AxAAA1 AAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxAAAAARAAA
A:xA8ARAREA
AxA0ARRAAA

com.apple . driver_ AppleUSBHub <3 _.4_8%
com.apple.iokit.I0OUSBUserClient (3.3.12>
com.apple . driver. AppleUSBEHCI <(3.4.3>
com.apple.driver.AppleUSBUHCI <3.3.5>
com.apple.iokit . IOUSBFamily (3.4_.3>
com.apple.driver.ApplelSIFusionMPT <2.@.3>
com.apple.iokit.I0OSCEIParallelFamily <1 .5.2%

com.apple.iokit.I0SCSIArchitectureModelFamily (2. 8.%>

com.apple _driver_ ApplelntelPIIXATA <(2_B.8%
com.apple.iokit.I0OATAFamily <2.@.1»
com.apple _driver._ AppleACPIButtons (1.2_4%
com.apple.iokit.I0StorageFamily ¢(1.5.62>
com.apple . driver_ AppleRTC <1.2_3>
com.apple.driver.AppleACPIPCI <1.2.4>
com.apple . driver._ AppleSHBIOS {1 _4>
com.apple.driver.AppleAPIC <1.4>
com.apple.security.seathelt (187_.12>
com.apple.nke.applicationfirewall <1.6.77>
com.apple.security.THSafetyMet <3}

com.apple.driver.Applelnte lCPUPoverManagement <Y6.8.0>

com.apple.iokit . IOHIDFamily <1 .5.5>
com.apple.BootCache <C38.4>

com. yourcompany.driver . HullCPUPowerManagement <1 _@_8d1>

com.apple.driver.AppleACPIPlatform C1.2.4>
com.apple.iokit . IOACPIFamily <1.2_@%
com.apple.iokit.IOPCIFamily <2.62>
com.apple_kernel_.mach (7.9.9>
com.apple.kernel.lihkern <7.7.%2>
com.apple_kernel.iokit (7.9.9>
com.apple.kernel. . hsd (7.9.7>
com.apple_kernel. 6.8 {7.9_.9>
com.apple.iokit.ApplePlatformFamily 7.7 .82

com.apple.iokit.I0SystemManagementFamily <7_7_@>

com.apple.driver.AppleMMI <7.7.8>
com.apple.iokit . IONURAMFamily (2.7 _@%
com.apple.kpi.unsupported <7.7.8>
com.apple _kpi.mach <2.7._8>
com.apple.kpi.libkern <7.7.8>
com.apple _kpi.iokit {9.7.8>
com.apple.kpi.dsep <7.7.8>

com.apple _kpi.bsd {9.7._8>
com.apple.kernel (9.7.8>
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Processes

kernproc variable is list-head of every BSD processes
defined by proc structure.

Contains PID, Parent PID, open files (file descriptors),
children, threads, name and a pointer (o pgrp field) to

process group (pgrp structure).

pgrp structure contains a pointer to session structure
(pg session field).

session structure contains username (s login field)
who launched the process.



Justitie igs

Processes

parant pid BT LT startod €ime
Kernel tagk el 1 Ak 1244543 <M. EBEurops Standard [ 1ms )
launc hd nfinfi Thu 2887 26 12:44:43 <. Europe Standard Timesd
kextd oot Thu ZBAT =h=26 12:44:4% {W. Europe Etandard Timed
ot iF ud 1 Thu 2BA9-Mar: abh 12:44:4% W, Europa ° ardl Timad
g bogad 101 8 Thii ZHHAT ek 1Z2:44:4b6 <MW, Europs ST a T i
it el il . I Biki 2 HY Je 124447 LW, Europe Standasd [ ims )
update root Thu 2887 26 12:44:47 <W. Europe Standard Timesd
seowrityd oot Thu 2887 =h=26 12:44:47 {W. Europe Etandard Timel
Ads R iLil Thu ZBAT-Mairc 26 12:44:47 W, Europes Standaprd Tims)
ADNE Hi s pon i Thii 1979 =l Bl cHE:HH (W, E ipE Zramdard Timesd
|y B L in b il mEant 1 T Ak 12544547 <M. EBEuropes Standard [ 1ms )
Eerne lEventAgent oot Thu 2887 26 12:44:47 <. Europe Standard Timesd
hidad oot Thu ZBAT =h=26 12:44:47 {W. Europe Etandard Timel
Feavamtsd 1 Thu 2889 - abh 12:44:47 W, Europa ° ardl Timad
dymamic_pager 101 8 Thii ZHHAT el 12:44:45 W, Europs ST a T i
dizkarhitFat 1and Poot I Biki 2 HY Je 12:44:47 LW, Eurapes anilard | 1 )
Directorylervice root Thu 2887 26 12:44:47 <W. Europe Standard Timesd
conf igd oot Thu Z2BAF-March~26 12:44:47 {W. Europe Standard Timsl
autofsd R iLil Thu ZBAT-Mairc abk 12:44:47 <W., Europa ° ard Timad
gockatf 1 ltertw di i i Thia Z2HAY—Mard ab 12:44:47 (W, Euraps 5C fagsl T i)
Ihii 1% VH—-Januaryg—Hl Bl 8888 <% . Euvope Stamdarcd [ imer
gecuritysagent Thu 2887 26 12:44:51 <. Europe Standard Timesd
IEaruer 10 Thu ZBAT =h=26 12:44:51 {W. Europe Etandard Timel
laginehd nf inf i Thu Z2HA9-Marc abh 12:44:53 {W. Eurapa ° ardl Timsd
caiaind 1ol i Baiw el ip Thii ZHHAT ah 1Z2:45:i01 W, Euraps ST a T i
Bpot laght mEamt1 I Biki 2 HY = Je 12iA%iEE AW, Europe Standasd [ ims)
UserEventiigent nfinfi Thu Z2BA7 soh=2h 12:45:84 <. Europe Etandard Timed
Dock nf inf i Thu 2887 =h=26 12:45:84 {WJ. Europe Etandard Timel
Sustaplll Sarvars nf inf i Thu ZBAT-Mairc ahk 12145184 W, Europa 5t ard Timad
Fimiar mf anf 1 Thii 2y ab 1Z:45 184 (W, Euraps Standarsd Timed
RISSereerE mEant 1 T . - Ak 1245 <M. Europs Standard [ ims )
phaoard nfinfi Thu 2887 26 12:45:84 U, Europe Standard Timesd
'k el oot Thu ZBAT bk 12:46:18 {W. Europe Standard Timsd
Teraminal nf inf i Thu Z2HA9-Marc ah 12:%8:47 W, Eurapa ° ardl Timsd
Ly & mnkanf 1 Thii ZHHAT ek 12545 W, Europs Standarsd Times)
hiazh mEanmt1 I Biki 2 HY = Je 1250548 W, Europe Standasd [ ims)
Freview nfinfi Thu Z2BA7 26 12:56:36 <W. Europe Standard Timed
Hoode nf inf i Thu 2887 =26 12:5%:32 {W. Europe Standard Timed
gy in nf inf i Thu ZBAT-Mairc 26 13:30:88 <MW, Europes Standapd Tima)
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Syscalls

- Syscall address is not exported

Leopard
As explained by Jesse D’Aguanno at BH US 2008

&sysent = &nsysent + 0x20

Snow Leopard

&sysent = &nsysent — ((nsysent) * sizeof(sysent))
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Syscalls

If an offset from a syscall entry is not in kernel symbols.
: Then, this is not normal ©
~ Easy & Fast




0

offzet

BxBB3787F5
BxB8376F34
BxBE378B4A
H\HE1QEtnF

Hfjﬂlhdabr
BxBAA36CY5E
BA0375EB2

H/HHIL‘Hdﬂ
BfBEJ?E?Fr

H/JHIEbPDl
BxBH1E74B7

@883 !
BxA037DE3A
BxB03987F5
BxBA3987F5
BxBR3TEY2E
VFAD
Bx8837DF21
BxBA38CE23
xBA3IBBA4E
BxBA3 81781
AxA83BATDE
BxBA3AFEY3
BxB03BAEC4
BxB83B
BxBA1E
BxB81 ER

Hfﬂﬁllﬁdﬂ‘

HBxAA383I6B2

BxAA3987F5
D

7 D
Bx@036E487
BxBA394912
B8B83 7DFC?
ﬁ\ﬁﬂlﬁFPﬂﬁ
BxBa3Y
H!HHJﬂaH?H
BfBEJ?DFBh
ﬂ\ﬂﬁ?

BfBEJEli_J
BxBAA381539

BxAA1 E4EAY
BxBBA1E6T23

_write
_Ope

_close
_waitd

nosys
link
llrllu‘lh

chdix
fechdir
mknod
chmod

_NoEYE
—dup

—pi1pe
_g?frgld

igaction

_getgid

igprocmask

eadlink
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Special thanks to

 Dino Dai Zovi
* (Co-Author of The Mac Hacker's Handbook)

-« Vincenzo lozzo




Thanks for your attention

 QUESTIONS ?



