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obligatory narcissism

A worked in IT security for > 10 years
A employed with the BT ethical hacking team

A contribute to various malware research
groups & internet security communities

A PoC for the 585 defcon group



’-;.

e

talking about’? we are awesome at compllance' |

/

A do you know when a host is
compromised?

A can you tell if other hostS'Were?
A what data was take'h;g,‘_

A do you have any ldea Where it
| Went’? B

because the Current securltyl
mmdset sucks |
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- A we are becoming adept at evading [§¥

| the average security auditor. s
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"has data loss jumped the shark?"

Despitetthesstatements intherprichide,
we are seeina decrease in datmss incidents
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}S\Websensestates In their2009 Q1 "State
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71% growth in malicious web sites in the

I 77% of these were legitimate sites that had
beep compromised.
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what does that mean?

attackers may not be s
Interested Iin your g ata
at all.

.,":. 1
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the intended victim
not even be your
customer. &>
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alfms racet++

Industry:
f S0Qa dzaq aA3ayl addzNBaH

malware:
| can has packing,
crypto, and some
polymorphisnt?

protection fall.



heuristics won't save you

A they can be useful and effective
A they miss things

A especially if multiple stages are involve
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Aencrypt theod with stog C|phers and
randomized keys

A alter the codebase in an automated fashion
(polymorphism)

A pack the executable




the state ofanti-malwareis abysmal

reactive technology is, by definition, o
not going to be securing proactively. =
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:f'-. K exampies ‘suckage L
k4 - | A different signatures for the same

e :&p | malware. |

i ‘Wwv e A vendors can t even agree on a name|
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at least AV Is catching stuff
that's good, right?
,;‘

the hostwasprobablycompromised
before AVcaught whatever it alerted on.

0KFO0Qa 0SSOl dza S Y laf
hostusing a single stage process.
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how malware works (really!)
BotnetWebs Bredolab

| NSAnt I | | l ]
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Trojan-
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WinSpywareProtect
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Walgdac I

Raguk AVs

Trojan.Exchanger

r Spyware. Hilti ipTes Mega-dOzdak
Antippwasre- Pushdo Megs-DV
Xg2006 Ozdok
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: Image taken from the FireEye Research Blog
hitp://blag fireeye.com/research/2009/04/botnetweb.html




It's a business, not a kiddie

A payroll

A support models

//

A distribution channels

A strategic partnerships
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Looking for Better Operating System b
Microsolt?
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um. wow. that sucks.

A yes. yes it does.

AadAtt OKAY]l @2dzOQNB &4 FS oSOl
even a QSA says so?

AGKFIFGiQa hYZX a2 RAR (4KSasS 3dz.

(;ﬁ Heartland CARD &2 SYSTEMS

PAYMENT SYSTEMS

The Highest! Standards | The Most Trusted Transactions

INCORPORATED

current (2009) us population  : 307 million
records lost by these companies : 264 million
DAOAAT OACA T £ PI POl AOET 1T =21 x1 AAze k



more lessons from heartland

A malcodeauthors are invested in
long term solutions

A malware is increasingly targeted -
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where does malware Py ., x
analysis fitin? 2 ‘ )

A virus protectlon IS famlllar to us
A as a result, we treat infection casually
A a virus alert is a security incident

A does your incident response policy
address virus alerts?







sandnets

playing with
fire 1Iscool!



what is asanc'inef.’

A a test environment u
multiple hosts |

Aisolated from the prodt
network

A used to analyze malicious
software



what are the options?

A online labs
A virtual machines

A bare metal
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online labs







vim, or bare metal?

~ Avmis cheaper & more efficient

- . -

A bare.metal may be more accurate
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network configuration

ISolate
I Includi

A but the multistag

Nesac‘s,s to

om pr
the Int

haven't found a "good” soll tln for that yet
% (IPS on outbound traffic?)"



