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ȅŜǎǘŜǊŘŀȅΥ άƛƳǇŜƴŜǘǊŀōƭŜ ŘŜŦŜƴǎŜέ
today: tourist attraction



obligatory narcissism

Åworked in IT security for > 10 years

Åemployed with the BT ethical hacking team

Åcontribute to various malware research 
groups  & internet security communities

ÅPoC for the 585 defcon group



what are we 
talking about? we are awesome at compliance!

Å do you know when a host is 
compromised?

Å can you tell if other hosts were?

Å what data was taken?

Å do you have any idea where it 
went?

so why are we getting owned?

because the current security 
mindset sucks.



compliance != security

ÅǿŜΩǊŜ ƴƻǘ ƎŜǘǘƛƴƎ ōŜǘǘŜǊ ŀǘ ǎŜŎǳǊƛƴƎ 
systems

Åwe are becoming adept at evading 
the average security auditor.



"has data loss jumped the shark?"

Despite the statements in the prior slide,

we are seeing a decrease in data loss incidents



owned != dataloss

ÅWebsensestates in their 2009 Q1 "State 
ƻŦ ǘƘŜ LƴǘŜǊƴŜǘέ ǊŜǇƻǊǘ Υ

ï671% growth in malicious web sites in the 
past year.

ï77% of these were legitimate sites that had 
been compromised.



what does that mean?

they may be looking to

use your brand image.

the intended victim may
not even be your
customer.

attackers may not be 
interested in your data 
at all.



arms race ++

industry:
ƭŜǘΩǎ ǳǎŜ ǎƛƎƴŀǘǳǊŜǎΗ

malware: 
i can has packing, 
crypto, and some 
polymorphism?

protection fail.



heuristics won't save you

Åthey can be useful and effective

Åthey miss things

Åespecially if multiple stages are involved



some ways malware defeats AV

Åencrypt the code with strong ciphers and 
randomized keys

Åalter the codebase in an automated fashion 
(polymorphism)

Åpack the executable



the state of anti-malware is abysmal

Åexamples of suckage:
Ådifferent signatures for the same 

malware.
Åvendors can't even agree on a name!

reactive technology is, by definition, 
not going to be securing proactively. 



butΧ

my 
AV 
suite
alerts 
me 
constantly!

ǘƘƛƴƪ ŀōƻǳǘ ǘƘŀǘ ŦƻǊ ŀ ƳƛƴǳǘŜΧ



at least AV is catching stuff.
that's good, right?

the hostwasprobablycompromised 

beforeAVcaught whatever it alerted on.

ǘƘŀǘΩǎ ōŜŎŀǳǎŜ ƳŀƭǿŀǊŜ ŘƻŜǎ ƴƻǘ  ƛƴŦŜŎǘ a

host using a single stage process.

preparefor HolyCrap!



how malware works (really!)

image taken from the FireEye Research Blog:
http://blog.fireeye.com/research/2009/04/botnetweb.html



it's a business, not a kiddie

Åpayroll

Åsupport models

Ådistribution channels

Åstrategic partnerships



downloads & droppers & rootkits, oh my!

Åstage one: drive-by download

Åstage two: load more malware

Åstage three: profit!



pfft . only mom & pop sites are
being used for droppers, right?



um. wow. that sucks.

Åyes. yes it does.

Åǎǘƛƭƭ ǘƘƛƴƪ ȅƻǳΩǊŜ ǎŀŦŜ ōŜŎŀǳǎŜ L5{Σ !±Σ ƻǊ 
even a QSA says so?

ÅǘƘŀǘΩǎ hYΣ ǎƻ ŘƛŘ ǘƘŜǎŜ ƎǳȅǎΥ

current (2009) US population      :   307 million
records lost by these companies   :   264 million
ÐÅÒÃÅÎÔÁÇÅ ÏÆ ÐÏÐÕÌÁÔÉÏÎ ƧÏ×ÎÅÄƨ  ƙ   ʊʭʫ ˧



more lessons from heartland

Åmalcodeauthors are invested in 
long term solutions

Åmalware is increasingly targeted



scary example time

ÅURLZone

ïMy balance is fine!

ÅMonkif / DIKhora

ïNothing here but us JPEGs



where does malware 
analysis fit in?

Åvirus protection is familiar to us

Åas a result, we treat infection casually

Åa virus alert is a security incident

Ådoes your incident response policy 
address virus alerts?



a clever transitional slide

Åmalware is bad

Åanalyzing it is necessary

Åhow do we do that?

ïstatic analysis

ïrun-time analysis



sandnets

playing with 

fire is cool!



what is a sandnet?

Åa test environment using 
multiple hosts

Åisolated from the production 
network

Åused to analyze malicious 
software



what are the options?

Åonline labs

Åvirtual machines

Åbare metal



online labs

Åconvenient

Ålittle skill required

Åmay not be comprehensive

Åmay be problematic from a security POV



roll your own

Åmore comprehensive

Åpotentially less problematic

Åmore expensive

Åharder



vm, or bare metal?

Åvm is cheaper & more efficient

Åbare metal may be more accurate



jumping the sharK!

(demo  of sharK3.1)



how many hosts?

ÅAt least 2 probably

ïVictim

ïServices / Monitoring

> VBoxManage list vms
"linux" {ad59f194 - 585e- 49c5- a54c- 5e92322b1188}

"winxp_sp3_01" {7a554f4e - 6aea- 42f1 - a3c5- 488d43f161ff}



network configuration

Åisolated from production networks

ïincluding the Internet

Åbut the multi-stage download process 
requires access to malicious servers

haven't found a "good" solution for that yet

(IPS on outbound traffic?)


