Leonardo Nve Egea

Playing in a Satellite
environment 1.2




1. because I'm sure that some people will
publish more attacks.

.2 because previously presentations about
satellite.



Who comented this before?

Warezzman — (in 2004 at Undercon VI first
Spanish hacker CON)

Jim Geovedi & Raditya Iryandi
(HITBSecConf2006)

Adam Laurie (Blackhat 2009 at DC)

Myself at S21Sec Blog (February 2009)



Intro to SAT

Orbit based satellites
Low Earth orbiting (LEO)
Geostationary orbit (GEO)

Other: Molniya, High (HEOQ), etc.
Function based satellites

Communications
Earth observation
Other: Scientifics, ISS, etc.



Intro to SAT

22,300 mi
(35,838 km) 1 o




Intro to SAT

Satellite LEO

Meteorological
HAM (Amateur Radio Operator)

Satellite GEO
UFO (UHF Follow ON) Military
Inmarsat

Meteorological (Meteosat)
SCPC/Telephony link FDMA



D3
Digital Video
Broadcasting



DVB

Standard of European Telecommunications
Standards Institute (ETSI).

Defines audio and video transmission, and
data connections.

DVB-S & DVB-S2 is the specification for
satellite communications.



Transponder: Like channels (in Satellite
comms)

Frecuency (C band or Ku). Ex: 12.092Ghz
Polarization. (horizontal/vertical)
Symbol Rate. Ex: 27500Kbps

FEC.
Every satellite has many transponders
onboard which are operating on different
frequencies



DVB-S

Cnnterit::

Multiplexing: |

.

[ 1 (0

1 Packet =

188 Bytes
Header with | Adaption | Payload
PID Field PES | Section / Piped Data
( 4 byte ) {n byte ) | ( 184-n Byte )




Header Bodv

Program ID (PID): It permits different programs at same
transponder with different components [Example BBCz
PIDs: 600 (video), 601 (English audio), 603 (subtitles), 4167
(teletext)]

Special PIDs: NIT (Network Information Table), SDT (Service
Description Table), PMT (Program Map Tables), PAT (Program
Association Table).



DVB Feeds

Temporal video links.
Live emissions, sports, news.

FTA —In open video.



DVB Feeds

Hispasat Pre news feed (live news)



DVB Feeds

ATLAS Agency to TV
feeds



DVB Feeds (2002)

/ EX BBC MEWS | Programmes | ... \@
« C M ¢ htp:fnews.bbe.co.k/Lhijprogrammesinewsnight/204 1754.5tm » O~ F~

BEE NEWS

News Front Page
World

UK

England

N Ireland
Scotland
Wales
Politics
Business
Entertainment
Science/Nature
Technology
Health
Education

Talking Point

Country Profiles
In Depth

Programmesl

EHEME SFORT
Daily E-rnail
Mews Ticker
Mobile/FDAS

Text Only
Feedback
Help

Change to ordd

WATCH/LISTEN

REAL MEDIA
% The BBC's Mark Urban

"& serious threat to Mato
continues"

Newsnight

Tursday, 13 June, 2002, 00:25 GMT 01:28 UK

Enthusiast
watches Nato spy
pictures

» Home

+ Newsnight Review

+ Latest programme
+ Recent highlights

+ About Newsnight

¢ Contact us

By Mark Urban
Mewsnight's Diplormatic Editar

Nato surveillance flights in the ?
Balkans are beaming their )
pictures over an insecure NATO securit
satellite link - and anyone can risk?

tune in and watch their See also:

» 09 Mar 00 | Europe
Nato spy 'leaked

bombing secrets’
¥ 09 Mar 00 | Palitics

operations live.

The discovery was made last

November by John Locker, a Nato spy
satellite enthusiast in north revelations
west England. staggering

b 23 Oct 01 | Americas

Hacktivists take
He t0|d_ bt that | sides in war
ewsnig at . Internet links: =
he snent =



DVB Feeds (2002)

Captured NATO feeds



DVB Feeds (2002)

NATO COMINT official



DVB Feeds

| widely known that the Department of
Defense (DoD) and some US defense
contractors use satellites and DVB for their

commes.



DVB Feeds

Let s see:

http://telecom.esa.int/telecom/media/document/DVB-
RCS%20Networks%2o0for%20the%20US%20Defense%20Market%20(R3).pdf




DVB Feeds

=

/ I@I Insurgents Hack U5, Dron... \"\ go )

cC M ¥ online.wsj.com > ﬁﬁ

DECEMBER 17, 2009

Insurgents Hack U.S. Drones
F=6 Softwarels Used to Breach Key Weapons inIrag; Iranian Backing Suspected
By SIoBHAM GORMAM YOCHI J. DREAZEMN and AUGUST COLE

WASHIMNGTOMN -- Militants in Traq have used $26 off-tha-shelf softwars to intarcept live vidao feads from .S, Praedator drones,
potentially providing them with information they need to evade or monitor TS, military operations.

Senior defanse and intelligance officials said Tranian-backed insurgents interceptad the wideo feeds by taking advantags of an
unprotected communications link in some of the remotely flown planes' systems. Shiite fichters in Iraq used software programs such as
SkyGrabber -- available for as little as $25.05 on the Intarnset — to regularly capture drone video feeds, according to a person familiar
with reports on the mattear.

1.5, officials say there is no evidence that militants were abla to talte control of the drones or otherwise interfere with their flights. Still,
the intercapts could give America's enemises battlefield advantagas by removwing the elemeant of surprise from certain missions and
maling it easier for insurgents to determine which roads and buildings are under 1.5, survaillance.

The drone intercapts mark the emargence of a shadow cybear war within the 11.5.-1ad conflicts overseas. They also point to a potentially
sarious vulnerability in Washington's growing networl of unmanned dronss, which have become the American weapon of choice in both
Afghanistan and FPakistan.

The Obama administration has come to rely heavily on the unmanned dronss because thay allow the 1.5, to safely monitor and stalle
insurgent targets in arsas where sending American troops would be either politically untenable or too risky.

The stolen video feeds also indicate that 1.5, adversaries continue to find simple ways of counteracting sophisticated American military
technologias.




DVB Feeds (2009)

US COMINT official



DVB Feeds

Find feeds:

Lists of channels in www
Blind Scan
Visual representations of the signal



DVB Feeds - Too know more

Dr HANS
http://drhans.jinak.cz/news/index.php

Zackyfiles

http://www.zackyfiles.com (in spanish)

Satplaza
http://www.satplaza.com




DVB Data

Two scenarios

Satmodem

Satellite Interactive Terminal (SIT) or Astromodem



DVB Data - Satmodem

INTERNET
CLIENT




DVB Data - Satmodem

INTERNET
CLIENT




DVB Data - Satmodem




DVB Data - Satmodem

LI q sasns ) 1
R\ — - = I‘/ ISP



DVB Data - Satmodem




DVB Data - Astromodem

DOWNLINK & UPLINK




Satellite Coverage

Typical combined downlink coverages for EUROBIRD™ 3 at 33° East




Satellite Coverage




DVB Data

Anyone with coverage can SNIFF
the DVB Data, and normally itis
unencrypted.



DVB Data

What do you need:
Skystar 2 DVB Card
linuxtv-dvb-apps
Wireshark
The antenna
Data to point it.



DVB Data

| bought it for so€!!! from an
PayTV ex-"hacker” :P

(Including a set-top box that | will
not use)



DVB Data

)/ et skystar 2, Computers Metw. .. \'@ Em
L C M | % ntpshop.ebay.comitems/_WOQQ rknwZskystarQ 20200 _armrs? 100 _fromZR4000_mdo? » G- F-
AUVERTIZEMENT [about] ;I

Use your own photos and
we'll deliver to their door a
5&14_ Buy Gift Cards

Home > Buy > Search results for "skystar 2" Opt out of the new search experience

Personalize Gift
and Greeting Cards

Find |skystar 2 in |AII Categories j Search | [ Advanced Search ]

r Include title and description
Related Searches: skystar, skystar hd, skystar usb, dreambox, skystar hd2

Refine search All iterns | Auctions only  Buy It Now only —
¥ Categories skystar 2 [ Save this search ]
Computers & View as (.. * [ Customize view ] Sort by Best Match ¥
Networking (2) Time
PC Components (2) Price Left
) SkyStar 2 TV PCI P Ayihor 641,00 6d 1h 4m
In Computer Video i . ] .
& TV Cards Revision 2.6D for Satellite
Internet
¥ Price
SkyStar 2 TV PCI P 2 Bids $24.00 2d Oh 45m
$| t0$| .. |
Revision 2.6D for
» Brand Satellite Internet

> Installed Memory 2 items found in eBay Stores Ig/“



DVB Data

/ off parabolica, &udio, T v Re... ﬂ\*-._l-‘.}ﬁ
<« C N <= bt /fshop.ebay.es/?_from=R40&fs=28_rksid=p3207.m33.11313%_nkw=parabolicat_sacat=See-Al-Categories P O~ F~
Uroceuddmequaures L) preciu 3““02 mstante d
Televisidn Digital T t
Tele“fs'm LQ'JE Breste () ) Feeder Abaks 2 4Ghz para antens 0Pujas 23,00 EUR +7.00 EUR 2d 8h 9m
elevisores (2 ; ;
I parabolica 24-27 dhbi
Radioaficionada (13 1_..-—'/ Ubicacién: Espafia
Informatica y PDAs (4, & arnpliar
Redes 14 )
. . KIT AMTEMA PARABOLICA BOCK + LME =Compralo 2! 19,99 EUR +9.00 EUR 30d 8h 10m
Misica, CD y Vinilos (4) _ + 9 0,1dE
Ver todas |las categorias N 4 Ubicacién: Espafia
¥ Precio ANTEMA PARABOLICA SATYCON BICM =jCompralo ya! 20,83 EUR +3.00 EUR 6d 2h 56m
(i N (KIT COMPLETC)
£ ER= (ﬂh { Ubicacidn: Espafia
W Estado >
L= y =8 AMTEMA PARABOLICA SATYCOMN S0CM =Comprat ya! 29,16 EUR +9.00 EUR 6d 2h 56m
Usadao ' W:{_ (KIT COMPLETO)
. . -t o Ubicacidn: Espafia
Sin especificar \ - {
Elegir mas... =
¥ Vendedor LOCALIZADCOR DE SATELITE PARA, =Comprato 2! 12,00 EUR +2.00 EUR 68d 23h 19m

Especifica vendedores...

Mis preferencias

ANTEMA PARABOLICA,

Muy practico v economico para localizar
satelites

Ubicacidn: Espafia

iNO ENCUENTRAS LO OUE ESTAS BUSCAMNDO?




DVB Data

Linux has the modules for this card by
default, we only need the tools to manage it:

linuxtv-dvb-apps

My version is 1.1.1 and | use Fedora (Not too
cool to use Debian :P).



Sniffing Data

Once the antenna and the card is installed
and linuxtv-dvb-apps compiled and installed,
the process is:

1- Tune the DVB Card

2- Find a PID with data

3- Create an Ethernet interface associated to that
PID

We can repeat 2 to 3 any times we want.



Sniffing Data

1- Tune the DVB Card

2- Find a PID with data

3- Create an Ethernet interface associated to that
PID



Sniffing Data

Tune DVB Card
The tool we must use is szap and we need the

transponder’s parameters in a configuration
file.

For example, for "“Sirius-4 Nordic Beam":
# echo “sirius4N:12322:v:0:27500:0:0:0" >> channels.conf



Sniffing Data

We run szap with the channel configuration
file and the transponder we want use (the
configuration file can have more than one).

# szap —c channels.conf sirius4N

We must keep it running.



Sniffing Data

# root@sathunter:~

[rootlsathunter ~]# szap -o channels.conf datal
reading channels from file 'channels.cont!
zapping to 1 'datal':
zat 0, fredquency = 12591 MH= V, symbolrate 30000000, wpid = 0x0000, apid = 0=x000
o
using 'Sdevidvbh/adapterd/frontendd’ and ' Sdev/dvbh/adapter0/demux0’
status 03 =ignal ocaea anr oc9g ber 00003556 | unc Q0000000
status 1L zignal bl4do snr dica ber 00000&afs | unc Q00000000
status 1 signal bhilhkhsb snr dsS03 ber 00000000 | uno Q0000000
status 1f signal bhO7:2 =nr dydo ber 00000000 | une Q0000000
status 1L zignal bhilad anr dv7s:2 ber 00000000 | unce Q0000000
I
I
I

FE_HAS LOCK
FE_HAS LOCK
FE HAS LOCK
FE HAS LOCK
FE_HAS LOCK
FE_HAS LOCK
FE HAS LOCK

status 1L zignal blih snr dic? ber 00000000 unc QOoQoooo0
status 1f signal higl snr d?7o ber Q0OOO0OO00 unc Qooooooo
status 1f signal hilad =nr dYbh ber 00000000 unc ooooooon




Sniffing Data

The transponder parameters can be found
around Internet.

http://www.fastsatfinder.com/transponders.htmi




Sniffing Data

1- Tune the DVB Card

2- Find a PID with data

3- Create an Ethernet interface associated to that
PID



Sniffing Data

Find a PID
#dvbsnoop -s pidscan

Search for data section on results.



Sniffing Data

#* root@sathunter:~

[rootflzathunter ~]# dvbhsnoop -3 pidscan
dvbhsnoop ¥1.4.50 —-- http://dvbshoop.sourceforge. net/

[0x0000)
[0x0010)
(0x0011)
[Ox0014)
[0x03ed)
(0x03e9)
(0x03£2)
(0x03£3)
[0x03£4)
[0x03£5)
(0x03£6)
(0x03fe)
[0x05£d)
[0x03fe)
(0x03£E)
(0x0401)
[0x0402)

[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:
[SECTICH:

Program Association Table
Metwork Information Table
Service Description Table

Time Date Tahkhle

Program Map Tabhle

User priwvate]
Uzer priwvate]
User priwvate]
User priwvate]

Metwork Information Tahkhle

DAN-CC
DAN-CC
DAN-CC
DEN-CC
DAN-CC
DAN-CC

private
private
private
private
private
private

(TDT) ]
Program Map Table

(PHT) ]
[PMT) ]

data
data
data
data
data
data

section
section
section
sSection
section
section

(HNIT)

(FAT) ]
(HNIT)
(SDT)

- actual network]
— actual transport stresom]

£
£
£
£
£
£

other network]

DWVE
DWVE
DWVE
DWVE
DWVE
DWVE

datagram)
datagratm]
datagram)
datagratm]
datagram)
datagram)




Sniffing Data

1- Tune the DVB Card
2- Find a PID with data

3- Create an Ethernet interface associated to
that PID



Sniffing Data

Create aninterface associated to a PID
#dvbnet -a <adapter number> -p <PID>

Activate It
#ifconfig dvb0_<iface number> up



Sniffing Data

# root@sathunter:~
[footflsachunter ~]# dvhnet -a 0 -p 1022

DVE Network Interface Manager
Version 1.1.0-TWF (Build wie mwar 06 1lz:54:43 Z009)

Copyright (C) 2003, TV Files 3.p.A4

Device: /fdev/dvb/adapterd/netd

status: device dvb0 0 for pid 1l0za created successfully.

[rootlsathunter ~]# ifconfig dvhO 0O up

[rootlsathunter ~]# ifconfig dvhO O

dwb0 0 Link encap:Ethernet HlWaddr 00:DO:DV:0C:a87:8D
inetd addr: fef80::2d0:d7ff:felc:678d/6d4 Scope:Link
UP EBEROADCAST RUNNING NOALRP MULTICAST MTU:4096 HMetric:1
B packetz:0 errors:0 dropped:0 overruns:0 fraamme:(
TX packets:0 error=s:0 dropped:0 overruns:0 carrier:0
collizions:0 txgqueueslen: 1000
FX hytes:0 (0.0 k) T bhytes:0 (0.0 k)
Base address:0xife

[rootBsathunter ~1# [




Sniffing Data

Back to de pidscan results

# root@sathunter:~

[rootdszathunter ~]# dvbhsnoop -5 pidscan
dvhsnoop V1.4.50 —- http://dvbsnoop.sourceforge.net/

{0x0000)
{Ox0010)
{Ox0011)
(Ox0014)
(0x03ed)
(0x03ed)
(Ox03£2)
(O0x03£3)
(Ox035£4)
(O0x03£5)
(0x03E6)
(0x05 fe)
{0x05£d)
(0x03 fe)
(Ox03££)
{Ox0401)
(Ox0402 )

[FECTIC:
[RECTICN:
[BECTICN:
[BECTICN:
[BECTICN:
[BECTICN:
[RECTICN:
[BECTICN:
[RECTION:
[BECTICN:
[BECTICN:
[RECTICN:
[BECTICN:
[BECTICN:
[RECTION:
[BECTICN:
[RECTICN:

Program Association Takble
HNetwork Informwation Tahkle
Jervice Description Table

Time Date Tabkle

Program Map Tabkble

T=er priwvate]
T=zer priwvate]
Tzer priwvate]
T=zer priwvate]

Network Information Tabhle

DaM-CC
DEM-CC
DEM-CC
DaM-CC
DEM-CC
DaM-CC

private
private
private
private
private
private

(TDT) ]
Program Map Tabhle

(PMT) ]
(FHT) ]

data
data
data
data
data
data

Zection
section
section
Zection
section
Zection

(MIT)

(PAT) ]
(HIT)
(SDT)

A
7
i
A
i
£

actual network]
actual tCransport stream]

other network]

IWE
VB
I'VE
IWE
I'VE
IWE

datagrarm]
datagram]
datagram]
datagrarn]
datagram]
datagrarm]




Sniffing Data

Create another interface

# root@sathunter:~
[rootfdsathunter ~]# dvbnet -a 0 -p 1021

IVE Network Interface Manager
Version 1.1.0-TVF (Build wie mar 06 12:54:43 Z002)

Copyright (C) 2003, TV Files S.p.4

Device: fdewv/dvh/adapter0/netd

status: device dvb0 1 for pid 1021 created successfully.

[rootldzathunter ~]1# ifconfig dvb0 1 up

[rootlsathunter ~]# ifconfig dwvhO 1

dvb0 1 Link encap:Ethernet HWaddr 00:DO:D7:0C:a67:8D
inetd addr: feSl::z2d0:d7ff:felc:a73d/ 64 Scope:Link
UF BROADCAST RUNKNING NOARP MULTICAST MTU:4096 Metric:l
FX packetsz:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collizions:0 txgueuelen: 1000
BF¥ hwte=s:0 (0.0 k) THE hyte=:0 (0.0 h)
Ease address:0x3fd




Sniffing Data

Wireshark is our friend

# root@sathunter:~

[rootBsathunter ~]# tshark -ni dvh0 1 -w Sdev/null
Capturing on dvhi 1

156358

[rootlsathunter ~]# I

16358 packets in 10 seconds



Sniffing data

T4l wireshark: Protocol Hierarchy Statistics ;lilil

Displar Filker: none

Protacol % Packets I Packets Ithes IMbit,l’s IEnd Packets | End Bytes IEnd Mbit/s I
El Frame 100,00% 17122 11988350 7,650 ] 0 0,000
[= Ethernet 100,00% 17122 11988350 7,650 1} 0 0,000
El Inkernet Protocol 100,00% 17122 11988350 7,650 ] 0 0,000
Generic Routing Encapsulation 13,41% 2296 1100945 0,703 7 294 0,000
[=] User Dakagram Protocol 7,67% 1313 489998 0,313 i} 0 0,000
Darnain Mame Service 0,71% 121 23855 0,015 120 23750 0,015
Data 3,84% 655 286093 0,183 658 286093 0,183
UDP Encapsulation of IPsec Packets 2,98% 510 177409 0,113 1 43 0,000
eDonkey Protocol 0,02% 4 305 0,000 4 305 0,000
Sirmple Metwork Management Protacol 0,04% 7 700 0,000 7 700 0,000
Inkernet Security Association and Key Management Protocol 0,05% g 1271 0,001 g 1271 0,001
Hypettext Transfer Protocol 0,01%: 1 95 0,000 1 a5 0,000
Metwark Time Prokocal 0,02% 3 270 0,000 3 270 0,000
[=] Tranmsmission Conkrol Protocol 64,99% 11128 5923504 5,694 4796 1517444 0,965
Hypertext Transfer Protocol 25,23% 4320 6194417 3,953 4165 6093495 3,888
Data T3% 1251 9700z7 0,619 1251 970027 0,619
Simple Mail Transfer Protocal 1,27% 218 ZEM45 0,018 218 28045 0,018

MSN Messenger Service 0,199 32 6636 0,004 32 BE36 0,004

9

TPET - 150 on TCP - RFC1006 0,22% 37 0,002 37 2451

55H Prokaocal 0,22% 35 6256 0,004 35 6256
Financial Infarmation eXchange Pratocal 0,05%: a 1157 0,001 f 558
Post: Cffice Protocal 0,66% 113 59543 0,033 113 59545
Modbus i TCP 0,158% a0 1980 0,001 30 1980
Wirkual Metwork Computing 0,15%: 26 1616 0,001 i] ]
MySOL Pratocal 0,01% 2 224 0,000 2 724
Firebird 5QL Database Remote Prokocol 0,07% 1z 1520 0,001 1z 1520
Poink-to-Point Tunnelling Protocol 0,01%: 1 740,000 1 74
Craka 0,19% 33 1914 0,001 33 1914
Encapsulating Security Payload 13,33% 2283 1466738 0,936 2283 1466738

Inkernet Control Message Protocol 0,40% &9 5251 0,003 69 5251



Sniffing Data

We can have more than one PID assigned to an
interface, this will be very useful.
Malicious users can:
Catch passwords.

Catch cookies and get into authenticated HTTP
sessions.

Read emails

Catch sensitive files
Do traffic analysis
Etc....



Sniffing Data

Reminder:
In satellite communications we have two
scenarios:

A- Satmodem, Only Downlink via Satellite

B- Astromodem, Both uplink and downlink via
Satellite.



Sniffing Data

We can only sniff the downloaded data. We
can only sniff one direction in a connection.



Some “old” Stuff in Sat hacking

DNS Spoofing
TCP hijacking

Attacking GRE



DNS Spoofing

DNS Spoofing is the art of making a DNS
entry to point to an another IP than it would
be supposed to point to. (SecureSphere)



DNS Spoofing

Data we need to perform this attack
DNS Request ID
Source Port
Source IP
Destination IP
Name/IP asking for



DNS Spoofing

It’s trivial to see that if we sniff a DNS
request we have all that information and we

can spoof the answer.

Many tools around do this job, the only
thing we also need is to be faster than the

real DNS server (jizz).



DNS Spoofing

Why is this attack important?
Think in phising
With this attack, uplink sniff can be possible

Rogue WPAD service
Sslstrip can be use to avoid SSL connections.



Some “old” Stuff in Sat hacking

DNS Spoofing
TCP hijacking

Attacking GRE



TCP hijacking

TCP session hijacking is when a hacker takes
over a TCP session between two machines.
(ISS)



TCP hijacking

Seq=S1 ACK=A1 Datalen=L1

A —_— =
Seq=A1 ACK=Si+L1 Datalen=L2 [

I§>

Seq=Si+L1 ACK=Az1+L2 Datalen=L3

If we sniff 1 we can predict Seq and Ack of 2 and
we can send the payload we wantin 2



TCP Hijacking




TCP Hijacking

Initially we can only have a false connection with A.

In certain circumstances, we can make this attack
with B, when L2 is predictable.

Some tools for doing this:
Hunt
Shijack
Scapy



Some “old” Stuff in Sat hacking

DNS Spoofing
TCP hijacking

Attacking GRE



Attacking GRE

Generic Routing Encapsulation
Point to point tunneling protocol

13% of Satellite’s data traffic in our
transponder is GRE



Attacking GRE

This chapter is based in Phenoelit’s discussion

paper written by FX applied to satellite
scenario.

Original paper:
http://www.phenoelit-us.org/irpas/gre.html




Attacking GRE

INTERNET

/>//

.v/\\/_\'

Remote Office

e < Remote Office
Remote Office




Attacking GRE

Find a target:

#tshark —ni dvbo_o —-R gre —w capture.cap



Attacking GRE

GRE Packet
IP dest 1 IP source 1
GRE header
Payload IP dest Payload IP source

Payload IP Header

Payload Data




Attacking GRE

IP dest 1 and source 1 must be Internet
reachable IPs

The payload’s IPs used to be internal.



Attacking GRE




Attacking GRE




Attacking GRE

(*) GRE Packet

1.1.1.1 1.1.1.2
GRE header (32 bits without flags)
10.0.0.5 10.0.0.54

Payload IP Header

Payload Data




Attacking GRE




Attacking GRE

(1) GRE Packet

1.1.1.1 1.1.1.2
GRE header (32 bits without flags)
10.0.0.5 10.0.0.54

Payload IP Header

Payload Data




Attacking GRE




Attacking GRE

(2) IP Packet

10.0.0.5 10.0.0.54

IP header

Data




Attacking GRE




Attacking GRE

(3) IP Packet

10.0.0.54

10.0.0.5

IP header 2

Data 2




Attacking GRE




Attacking GRE

(4) GRE Packet

1.1.1.2 1.1.1.1
GRE header (32 bits without flags)
10.0.0.54 10.0.0.5

Payload IP Header 2

Payload Data 2




Attacking GRE

At Phenoelit’s attack payload’s IP source is our public IP. This
attack lacks when that IP isn’t reachable from the internal
LAN and you can be logged.

| use internal IP because we can sniff the responses.

To better improve the attack, find a internal IP not used.



HTSNACBT Attack

How
O
Scan
SA
And
annot
Be
raced



HTSNACBT Attack

We can send a SYN packet with any
destination IP and TCP port (spoofing a
satellite’s routable source IP), and we can
sniff the responses.

We can analyze the responses.



HTSNACBT Attack

OR... We can configure our linux like a
satellite connected host.

VERY EASY!!



HTSNACBT Attack

What we need:

An internet connection (Let’s use it as uplink) with
any technology which let you spoofing.

A receiver, a card....



HTSNACBT Attack

Let’s rock!

Find a satellite IP not used, | ping IPs next to
another sniffable satellite IP to find a non
responding IP. We must sniff our ping with the
DVB Card (you must save the packets).

This will be our IP!



HTSNACBT Attack

Configure Linux to use it.

#* root@sathunter:~

[rootdsathunter ~]# -n
Lddress HiWtvpe HWaddress Flag=s Mask
192 .168.1.50 ether O0:12:02:49:23:73 C

T ether 3 C
ether C
S | ether o

[LUOLCHSECIIUIILEL  ~ ] #
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Configure our dvb interface to receive this IP
(I suppose that you have configure the PID...)

The IP is the one we have selected and in the

ICMP scan, we must get the destination MAC
sniffed.



HTSNACBT Attack

#? root@sathunter:~

[rootlzathunter ~]# tshark -Vnr gat_captured.cap | less

Frame 1 (54 bhytes on wire, 54 bytes captured)
Lrrival Time: Mar 25, 2009 01:55:47.220140000
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.00000000C @ esonds]
[Tiwe zZince reference or first frame: 0.000000000 seconqs]
Fratme HNumber: 1
Frame Length: 54 bytes
Capture Length: 54 hytes
[Frame i=s marked: False]
[Protocols in frame: ethiip:tep]

Ethernet II, Src: 00:00:00:00:00:00 (00:00:00:00:00:00), Dst: 00: - iDD:E“h]

Destinatiorf O00: i (CC : -
Lddresz: 00: IR (00 : -
e e O s T T Imntvldual address (unicast)
vees o salde s i cide e eae. = LG bit: Globally unigque address (factory default)
SJource: Q00:00:00:00:00:00 (QQ:00:00:00:00:00)
Aoddress: 00:00:00:00:00:00 [(OQO0:00:00:00:00:00)
L0 Ll il weee owe. = I bit: Individual address [unicast)
veee 2L00 Lo e wae. ow.. = Lz bit: Globally unigue address [(factory default)
Type: IP [(0Ox0200)
Internet Protocol, Sre: SOl (cEEEENENEEE:) , D-t: SR g
Version: 4
Header length: 20 hvtes
Differentiated Zervices Field: 0x00 (D3CP 0Ox00: Defgult: ECH: Ox00)
oooo oo, ., = Differentiated Services Codepoint: Default (0x00)
0. ECH-Capahle Transport (ECTi: O
veas ...0 = ECH-CE: O
Total Length: 40
Identification: Ox9chd [(40118)
Flags: 0x00

E=
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| use netmask /32 to avoid routing problems



HTSNACBT Attack

Now we can configure our Internet interface
with the same IP and configure a default
route with a false router setting this one with
a static MAC (our real router's MAQ).



HTSNACBT Attack

#* root@sathunter:~

[rootldsathunter
[rootfdsathunter
[root@zathunter
[rootidsathunter

~1# ifconfig echz N n-tmask 2Z55.255.255.252

~1# route add default guw w*& dewv ethi
~1# arp -= N 00 ;05 : I 1

~1# |}
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I'T WORKS!

Z? root@sathunter:~

[root@zachunter ~]# ping www.ns&a. gov
PING www.nsa.gov [(12.110.110.204) S56(24) bytes of data.

-——— WyW.hZa.ygov ping statistics --—-
4 packets transwmitted, 0 receiwved, 100% packet loss, tinme 2999ms

[root@zathunter ~]# ping wuw.google.es

FING www.l.google.com (209.855.222.98) Soi(54) bytes of data.

61 hytezs from wy-in-f99.google.com (209.85.229.99): icwmp seq=1 ttl=Z37 time=63.0 m3
64 hytes from wy-in-f99.google.com (209.85.229.599): icwmp seq=2Z ttl=Z37 time=35.6 ms

——— uyw.l.google.com ping statistics ———

2 packets transmitted, Z receiwved, 0% packet loss, time 1000ms
rtt mindavg/maxs/wdev = 59.655/64.360/69.036/4. 6582 ma
[rootflzsachunter ~]# I
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This is all 1!
Some things you must remember:
The DNS server must allow request from any

IP or you must use the satellite ISP DNS
server.



HTSNACBT Attack

If you have any firewall (iptables) disable it.

All the things you make can be sniffed by
others users.



HTSNACBT Attack

Now attacking GRE is very easy, you only
need to configure your Linux with IP of one of
the routers (the one with the satellite
connection) and configure the tunneling.

http://www.google.es/search?rlz=aCaGPEA en  ES312&sourceid=chro
me&ie=UTF-8&qg=configuring+GRE+linux




What TODO now?

I'm studying the different methods to trace
illegal users. (1 only have a few ideas).

In the future | would like to study the
possibilities of sending data to a satellite via
Astromodem (DVB-RCS).



Conclusions

Satellite communications are insecure.
It can be sniffed.

A lot of attacks can be made, | just talked
about only few level 4 and level 3 attacks.



Conclusions

With this technology in our sky, an
anonymous connection is possible.

Many kinds of Denial of Service are possible.



THANKYOU!N!

Questions time




