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A Real Problem

A In many states, voters are not allowed to vote in
both the Republican and Democratic primaries

I Thus they cannot be members of both parties

. A What can we do to enforce this law?

@ I What if we have suspicions that this behavior has become
common?
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Recently

AThis problem arose
between the Kadima and Likud parties

I Kadima demanded that Likud hand over its list of party
members (Kadima was spinoff from Likud)

Likud refused, but eventually agreed that parties hand over
their membership |ists to t
carry out the check

A This is an outrageous solution

I Party membership is confidential (this is almost the same as
revoking vote confidentiality for these citizens)
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The Same Problem

A Comparing lists of suspects

I If two or more agencies list the same suspect, then this calls
for more investigation

A How can we compare lists without revealing their

content

T Of course, we wish to reveal the identities of those on both
lists, but nothing else
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A Different Problem

2 A Can a CIA agent search the FBI database?

I Sometimes this is essential, but it should be limited

o
® A Privacy is on both sides

I The FBI wants/needs to limit the searches by the CIA

I The CI A doesndt necessarily
searching for
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Why Is This Important?

2 A Many different security agencies coexist

. A These agencies are hesitant to share information
- i This is often justified

A If all agencies share all information, a single mole can
compromise all agencies

Al f you have one gigantic d
gigantic target for the ter
Swire

A But more patterns could be found if data and not
just conclusions are shared
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A Privacy-preserving distributed data mining
i Distributed data mining/computations:

A Data is spread over different sites

A Wish to compute a data mining or other algorithm on the
union of the databases (increase UTILITY)

Privacy:
A We want to reveal only the outcome of the computation

A This minimizes information flow and maximizes privacy
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Another Example

A Investigation at Stillwater State Correctional
Facility, Minnesota

I Data mining software was applied to phone records from the
prison

I A pattern linking calls between prisoners and a recent
parolee was discovered

' The calling data was then mined again together with records
of prisonerso financial acco

- The result: a large drug smuggling ring was uncovered

A What about the privacy concerns?
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Secure Computation

A Compute a function of private inputs held by
dlfferent parties so that
" Privacy: no party learns anything beyond the output

- Correctness: the output is guaranteed to be correct

Independence of inputs: one party cannot make its input
depend on other partieso inp

A Security must be preserved in the presence of
adversarial behavior

I Semi-honest adversaries: follow protocol but try to learn
more from transcript

I Malicious adversaries: follow arbitrary attack strategy
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Efficient Secure Computation

- A Extremely hard to achieve!

A In the semi-honest adversary model

o

- I We have a large number of reasonably efficient protocols
(but even here, they typically require something like an
exponentiation per input bit)

I But the semi-honest model is very weak

A It is appropriate for preventing inadvertent leakage but
not much more

A In the malicious adversary model
i Few highly efficient protocols exist
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Office of the Director of National Intelligence
Data Mining Report

15 February 2008

o Technology areas of particular interest include (but are not limited to) the following:
o

e Secure multi-party function evaluation. While the mathematics of this technology
has been studied for some time, practical applications have been lacking. Projects
that can demonstrate how this technology could be applied to problems of realistic
scale and complexity will be of interest. For example, agencies at different levels
of the U.S. government, as well as selected foreign government and private sector
entities, are all interested in comparing intelligence information concerning
terrorist financing, yet these entities may be unwilling or unable to disclose their
own detailed information for fear of violating privacy rules or compromising
sources and methods. Secure multi-party function evaluation might provide a way
for such entities to cooperate in computing the results regarding such financial
flows without either sharing the information with each other or resorting to a
trusted third party to compute it for them.
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Bridging Theory and Practice

- A Approach 1

I Come up with weaker definitions of security that are still
— strong enough

A This has potential, but still difficult (even hard to get very
8 high efficiency for semi-honest adversaries)

" A Approach 2

I Change our assumptions regarding the resources parties
have to carry out their computations

A We follow approach two in our work here
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Our Results

A We present simple and truly practical protocols,
that use standard smartcards and standard
smartcard infrastructure

I With security in the presence of malicious adversaries

SWART CARD

TECHNOLGOGY

a
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What is a Smartcard?

A A smartcard is a secured piece of hardware with
well-defined functionality

= A Smartcards store cryptographic keys and can
carry out operations on-board

. I The keys never leave the smartcard

]
A Smartcards have strong physical protection

- Self-destruct if exposed to light, or if triggered

" Obfuscated logic

" Miniaturization to make reverse engineering hard
" And muchmuchmor e e

Andrew Lindell
Aladdin Knowledge Systems

. Black Hat Briefings



Are Smartcards Unbreakable?

_ANm

I But high-end certified smartcards are very hard to break

— (requiring great expertise, time and expensive equipment)

A Is it acceptable to assume that the smartcards we

B
use are not breakable?

I It depends on the application

I We personally find it a more reasonable assumption than the
assumption that the code a user is running is not
corrupted?©é
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= Smartcard Aided Computation

A The computation is carried out by the parties
communicating over a network
= An addition, at some stage one party prepares a
standard smartcard (in some way) and physically
" sends it to the other

I The same smartcard can be reused many times
A Also for different protocols

A This model is suitable for non-transient
applications (e.g., homeland security or
Interaction between government agencies)
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