You found that on Google?

Gaining awareness about "Google Hackers”
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Who's Johnny?

+ Since this is a Google talk, let's ask google:

Google Search: google hacker -
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About DC3

* Who does Johnny really work for?



What this is about

+ We'll be talking about how hackers can use Google to
locate vulnerable targets and sensitive information

* This process has been termed "Google hacking”

+ We will be blowing through the basics
— After all, this is BLACKHAT! =)



This is not new.

+ Although search engine ‘hacking’ is not new, it's potent and
often overlooked.

The Problem of Search Engines and "Sekrit" Data
Posted by Hemos on Mon Nov 26,'01 11:43

AM
from the how-to-choose-data dept.

Nos. writes: "CNet is reporting that not only
Google but other search engines are finding
password and credit card numbers while doing
its indexing. An interesting quote from the
article by Google: 'We define public as
anvthing placed on the public Internet and not blocked to search
engines in any way. The primary burden falls to the people who
are incorrectly exposing this information. But at the same time,

we re certainly aware of the problem, and our development team is
exploring different solutions behind the scenes.'" As the article
outlines, this has been a problem for a long time - and with no
easy solution in sight.




Advanced Operators

* Google advanced operators help refine searches

* Advanced operators use a syntax such as the following:
— operator:search_term

* Notice that there's no space between the operator, the
colon, and the search term



Crash course in advanced operators




Advanced Google Searching
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Google Hacking Basics
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Google Hacking Basics

* |t's all in the results. ...
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Search Characters

+ Some characters to keep in mind.:
« [+ ) force inclusion of something common
+ [ - ) exclude a search term
I use quaotes around search phrases
1 a single-character wildcard
)
)

(
'I
il
(
(

« [T ) any word
| 1 boolean "OR'

« Parenthesis group queries {"master card” | mastercard)



Google Info Gathering Techniques



Site Crawling

+ To find every web page Google has crawled for a specific
site, use the site: operator

a0 A Google Search: site:microsoft.com

!Gli-ngh! Search: sitexmicroso... —

Web |Images Groups News Froogle more» m

C' 0 ng le site:microsaft.com f Search _\'

Web Results 1 - 100 of about 583,000 from microsoft.com for . (0.69 seconds)
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Site: microsoft.com



Server Crawling

* To locate additional servers, subtract common hosthames
from the query

ﬁﬂﬂ Google Search: site:micro... -sitewww.microsoft.com

| | | | o | L rrep: 7 wsinw googhe com/ searck = ‘= site:mic 1‘
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Web Results 1 - 100 of about 383,000 frem microsoft.com for <siteowwy
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Directory Listings

+ Directory listings can be a source of great information

AAA Index of /admin
Index of fadmin r-——»-—-—;
Index of /admin
Hame Last modified
™
a Parent Directory l4=Jun=2004 13:11 :
EI i ! 13=-Jun-2902 17:01 ||
B comctiances 23-Jun-2004 16:21 ||
B digtancalearning/ 04-Feb-2004 08:38 A&
E nhp 02-Sep-2003 18:20
organizations.himl 19-Aug=-2002 15:06
E:] palicies.aff/ db=-Mar-2001 13:10 :
_Ei_h-_:__-_ ---------- -1 4 ®
' g

intitlezindex.of/admin



Directory Listings
+ Directory listings can provide server version information

Y Yy Google Search: Intitl....of apache server.at
lil l-| & |+L| I hitp: { fwww.google =1 O= site-mic

O

Wlhlmaﬂﬂsm*_iﬂaﬁm

G 0 L }8 le intitle:indew.of apache sereer.at

Web Resuits 1 - 100 of about 3,410,000 for intithe:index_of a

ki |

Index of /distjava

we 2003 9318 TOM Apache'?. 1.0-tav (Linix) D&V

SVNM .0 B-dev mod_ssl'2 1.0-cav

CpenS50L0.9.7d Server at archive apache urg F'I:H1 Bﬂ

jova. apache.ong - 3% - Jun 26, 2004 - Cagh = Similar pages

ndex of lapachehitpd/mod ruwin
Index of fapache/Riipd' modpythoniwin,. Mame Last modified

Size Descripbon ... Apachel/ 1.3 29
Server alt mirmors. cifa.com Port 80
mirrors xira. comlapachahlipd/modpythoniwin' - 3k - '

{1 - Similar nacss &

L4 2 — LIl

3

intitlelindex.of apache server.at



Default Server Pages

+ Web servers with default pages can serve as juicy targets

Halala Test Page for Apache
| 4§ IE' i o|http:/ 216.295.51 104/ sea = O sie:mici()]

R —
It Worked!

If you can see tis, then your Apache instaliation was
successful, You may now add content to this dinectory and

replace this page. -
The Apache documentation has been included with this
dliseribanion,

You ane free o use the image bélow on an Apache-powensl
wizh server. Thanks for using Apache!

w; = W = |

intitle:test.page.for.apache it worked”



Default Server Pages

* Netscape FastTrack
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Default Server Pages

* Netscape Enterprise Server
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Home Page



Default Server Pages
* 1S - Windows 2000
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Default Server Pages
* 1S - Windows XP
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Default Server Pages

+11S 4.0
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Default Server Pages

« Generic |15
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allintitle:Welcome to Internet
Information Server”



Default Documents

« Servers can also be profiled via default manuals and
documentation

LALATA] Apache HTTP Senver Yerion 1.3 Doosmentation
itk . I

[Agache Docemeranon]

Apache HTTP Server Yersion 1.3

itk
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Rk M al Cenfiguraticn Fikea

Casrvpiling and ingtalling Contant negetistion

Starung Exsirgmmprg Varinblay

Craneml Padormanse Ring

Sopping or Restartng

. Ham
Bur-tine Canfgoratan Direglives anslem
ag F
Modutes: By Tvpe or Alphabancal Long Fites
Bcu iy nps

Sarvar and fuppersog Pregems
P g r Inelud

Dynamic Shared Sbjsce (CE0) Seppart Sarmr Sida Includar i

T TR Cerver-Wide Cosfipuritan ¥

= 1 A

i

intitle:"Apache HTTP Server™
intitle:"documentation™




Server Profiling

* There are more ways to profile servers. Here are a few
ways. I'm glad someone’s keeping a list somewhere... =)

i ¥
L)
ol ]

-

RS NS RO

i

O
ks,
=
T

| & 1=
- b

oy
o

5

NS




Error Messages

« Server profiling is easy with some error messages

Litilal Error uking Hyperbeas ]
Drrar using Vyperhiews | ..

Trase mparch tamme Fave been righlghies: sror using hypemess ssreer soffwars

Error using HyperNews r

If you eeed help, conme the HyperNews adeninisimamos for dhis siee; smif. Inclade
the Tollowing isformetion.

lock: apen(“=home'doghousepublic_henbhnividogsshiock, 14367
Pernissios deraed

URL: hopotwww avalasche orgdAvilkagtheead plisvidoge 38 baml?
dir=pvRespoess

HTTP User Agent: Googlebot .1 [+hitpefwww googlebol com'bot hitmi)
Remste Dser; [Urknown]

Server Soliware: Apachel 320 (Unix) Debien GNU/Linux PHPY.1 2
mod_auth_ppsglii 912 ]
Server OF; Limax alanche 24,181 6B6-smp #1 SMP Wed Apr 14 184245 ™
LT MW w586 upkfawn

Server Userfaroup: waw-dataiwwos -data

Server Administrater: webmester® avalanche cop

Perl Wersiom: 500600

HyperMews Version: 1 .95

Sab: muin:HNEmwor
File: Momeoghaouss’AviDog! soripesTock pl
Line: 338 8

[ =====cooooo2 E] 3 b
- |

intitle:"Error using Hypemeaws"™
"Server Software™




Error Messages

+ CGl environment vars provide a great deal of information

* The generic way to find these pages is by focusing on the
trail left by the googlebot crawler

FY Y higp216.230.4 1, 104 fesarcs T =ca. . HT TP_USER_ACINTEIDCoogiubotbhlsan

- & | & b e PR30 A L B0 fsearchT =cache: Mo - AT gl = O- |

Pty =

PATH_INFCF feEtUEsLaED

PATH_TREANSLATED D& evotaiPencunde sLasp

JUERY _STRING

REMOTE_ADDE LR E

REMOITE_HOST el 54 HZ . 042

REMOTE_USER

REQUEST _METHOL: WGET

SCRIFT_NAME ST S

SERVER_NAME === L

EERVER PORET B0

SERVER_PORT_SECURE |0

SEERVER PROTICONL. HTTR1 0

SERVER_SOFTWARE {vEicrosaft-1154. 0

UIRL P CUre RS LS il
IIT'.I'F'_.-'I.L'CEE"'I: exttrmi i tplain apphicsoon ™

HTTP_HOST e N

Erf'FP_EEEH_nEEH'I’ Crooglebot 2 1 (+hipiwww googlkbol combot himl)
HTTF_EF_ HE][IIF.';I[-ZD_ SINCE |'.I'I.. LI Jae 2k OFNI00 GMT

HTTPF_FROM poogloboialigoogivho, tom L
homs ' ' :

“HTTP_USER_AGENT=Googlehot”



Error Messages

+ after a generic search, we can narrow down to the fields we
find more interesting

R

_=/usz/localfeapache/egl-binferit

HLE LANG=fmorican Amorica.WEBISDEES9P1

LIBPATH=fuld fapp/oracle/productk fvebdb ! Liby fuse/Liby
PATHE= /usr/sbhiny/binyfusc/bine fabinit fuse/X11RE/bin
DOCUMENT ROOT=/usr/local/apache/htdoos
PATH_INPO=/registration/ssarch. it

GATEWAY INTERFACE=-CGI/L.1

SERVER_SICHATURE= thDiEEE?hpﬂEhL‘u"l +Jd-6 Barver at W

LD LIBRARY PATHE= uld/ /app/oracle/product webdb/libs/y
REMOTE PORT=53105
BTTP_IF_MODIFIED SIMCE-Wed, 02 Jun 2004 03:25:04 GMY
EERVER Hi'..H-'E e 1 )
ETTPF_USER “Iﬂﬁﬂ-ﬂﬁg].m&.".i I [+EL S W ' L
BTITE HOE =y, i

ECHI F" _HANE=/ogi=binforawlik

QUERY STRING=p search=
SERVER_PROTOCOL~HTTRS1.0

ORACLE _ROME=/ 00l /app/otvacleproduct Meabdb
EERVER SOFTWARE=Apache/1.3.& (Unix)
EEHEI'.'E_J'I..I:II:I]’I.--EL L68.82.172

REQUEST URI=Sfogi=binforawlit/registration/secarch.ity
BTTE_FROM=googlebot &t jgooglebot . com
ATTP_ACCEPT=textS htsl,text/plain

THS _ABMIN-/ulZ/appforacle/prodect /0.0, 5 notwork/ adm]
WV_CATEWAY CPO=/ul2/appforacle/product /webdb/listend
EERVER_ADMIN=gysadminfs % 5]

SERVER_PORT=B0

REQUEST HMETHOD=-GET
SCRIPT_FILEWAME=/usc/flocal/apache/cgi-binforawlit

S“HTTP_USER_AGENT=Googlehot”
TNS_ADMIN




Error Messages

* Error messages may be one of the more evil Google
hacking finds. They can pop up ANYWHERE!
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supplied argument 15 not
a valid MySQL-Link
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Login Portals

* Very generic queries can be used to find login portals

Eﬂ‘ B E Google Search: "please log in"

Web |Images Groups MNews Froogle more s m

GO ngle ‘please log in’ (Sexrch

Web Results 1 - 100 of about 2,440,000 for "please log in". (0.84 seconds) +
b 4

¢ -y s




Login Portals

+ Another very generic query

Images Groups MNews Froogle more » m
Google inurl:fadmin/login.asp ' [ Search E?Ex:ei
Web Results 1 - 100 of about 11,300 for inurl:/admin/login.asp . (0.57 seconds) 4
|w
=] . FIel




Login Portals
+ Coldfusion Admin Page

ATANE ColdFusion Administrator Login

| CotdFusion Administrator | e

| Login | e
s

intitle:"ColdFusion Administrator Login™



Login Portals

* Windows Remote Desktop

Rermote Deskrop Web Connection i

Microsoft

Windows

- Remote Desktop Web Connection

Type the name of the remate
COMPUIET You want 1o use,

salect the screen size for E:T:: o
ﬁ;?;‘:ﬂfn' ekl " Send logon information for this L
' cannection

¥When the connection page

ppens, you can add it to your

Favarites for easy connection Liser name;

to the same compuier. Domain:
.
¥

= |

intitle:*Remote Desktop Webh Connection™



Login Portals

* Citrix Metaframe

CirisiR) WFuselTH) Classic Lagim i
S I AATE e T
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m—
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Chian B0 launch N appisalnsrs,

Sl U BN Bdiew S Install ehe ICA

[

B i M

3 Comparihg Eesmig]

Oither Clieras are available from the Clipb

Clieni doeniond ske
-

[
CITRIX' |
L]
=

inurl:citrometafram exp/defauitlogin.asp



Login Portals

« MS Qutlook Web Access

Microsoft Outiook Web Access - Logon

g Web A
eb Access
For === University

Version 55 SPd

Microsofi (R) Cutlook (TM) Web Access iz a I.-ng On émhm e Uaes Ol

Microsoft Exchange Active Server Application "B i A

that gives you private access to your Microsoft TIE':PE 3-aurmlas i ‘o

Outlook or Microsoft Exchange personal ¢-mail glick here Tﬂnnw'l

account so that you can view your Inbox from PN DOOR o Fy

any Web Browser, It also allows you to view i -

e e e e e et e e e e e e e e — L PIEE,
ﬁwmmmm:m in a new tab A

intitle:”Microsoft Outlook Weh Access”



Login Portals

* Now, if these are meant to be public, then fine. Why SSL on
the connection? Hmmm...

4 ¢ G mtpuwww.-gmnre n:mn.rumn?num-mnﬁhl—u '-

Wab |moges Cooupa Mess Dooge moras
l mur-“exchange fogon.asp™ OF inmick: Microsodr Outie  Eearch § =
008 E Ceonpa SRMESRAnIN b DM

Wl fesusn 1 - 108 of abowt B13 for Im:mlm-‘ﬂllm“hﬂﬂm-wm|

Prinden Ao omrgd. TRk rene DO IDPOWES Fhuindo , Td pawmes o tha Sddross

B, e pelek| rrhigEd EOhyeOuRly, Rielut 1o e InipreELe,
it ecchange swer o uld! - 9% - Cpched - Srar pagon

[ b=t S TR L] ] ot dap - - P} = ShrTilir =" 0]

iWsizome fo Urnvessiy of Mew Hampanngs ...
PR i SRAAGE . B8 S LB ANG SRR FIE - Bk - Cachid - Sl hacei
| Mo mupsiin trom o (anchaeon Lnn eoy |

Ol Fap B O R TR A - e S

Miprogoh Duwtiook Waeb Access -l.lﬂlh-n.nqﬁ EHI:!‘-HWI-LH‘I-W: Ty yoor

hEi and [Ran SRS Rite 10 SONREE] 10 poul EerRonal BTl Restunl
sl and comiemchangsSogon. asn - Fic - Jul 73, 2004 - Cagned - Gemipr ppoes

'ﬁhuprud.-:tunlrldidh:mtuﬂun-ulm-u:m
P L Ry T ran-u-;m ERp - BB - el 2N, BOD - Cimchwd - Semilas pagin




Login Portals

+ S50, the question becomes “ls the directory search public on
purpose?”

T

— i B
Mg, Hisssylismrsbageriol
arfcl®  HQocoge 0@

Find Names

This guery would return oo many addresses!
Please add more details 1o narrow vour search and click 'Find' again.




But using Google for HACKING? ‘cmon...

+ |t might seem a stretch to say that Google can be used for
hacking...



Hacking for Dummies

+ Password Cracking 101

{216.23%.59. 104 /searchq=cache R Q- “welcome 15

How to Login i

Leamning Your User ID and Password

&

A A Welcome to the :
Whan you enter the Members Only section of the 5500 web site, | T 591041 & o
you'll be asked for a User ID and Password. Even if you can't find ik E Kl imtp://216.239.55. LM fsnarchiq = cach-ROIRI G- cancoend 1@
your new Membership Card when you're trying to log in, figuring Your Password

aut your User ID and Password |s no problem.

Your password is also six characters long, Tt's Based an & formula
Yaur Usér 10 uEing wour First Mame and Lagt Nama as wa have tham oo file with tha
Membership Department hare of =S, The formaula = Take the first
fefders af pour Last Navme and combins tharm wilh the firsf 2 ledter aff

¥Your User 1D ko get inte the Members Only sectian of the S web
- pour Firel Mame o form powt § charachar Passward, m

site Is the =ame as your Six digit Membership [0 Numbar, This numDer

can be found in your Welcome Packet and an most of the mailing 2 P ”
labels affived to correspondence M has madled to wou. 4 e yoar Il IUCEE DU Antermo.ia 20 fawer cose 4 *

Let's look at amples:
One thing to keep in mind is that yvou will have to enter all six digits af s de ol s = i

the 1D number when you log in, 50 don't forget the leading zero (0] if it Yaur name is Jokm . Member == your password would be mewmio -J.
has ang, Take a look ot the example User D3 balow ! Your name i HMary &, Traveler « your password would be fravma

-
123456 - D with & digits, or ﬁ;f===“==”==“' _ﬁ

(122545 -- 1D with 6 digits using & “leading rero®

GRI23d - 1D with 6 digils using Twio "leading Feros”

‘“Welcome to *” «“Your password is *”

e
i
¥




Hacking for Dummies
* Ehhh... PBX Hacklng with Guugle?‘ —}

m 3 m;.rnuss.ss 1mm¢mq-m.= auuwm:mmmu =q

‘“Welcome to *” «“Your password is *”



Hacking for Dummies

* This search ﬁnds sites that allow an interesting option....

O "'mﬁiﬂ'ﬂ'ﬁi‘mltup_ruidtpnﬂr search|hot|browse|create_ad
|Jhrm { f'wwew.google com/search’num= 100&h|=en&lr=&ie=UTF-B&safe =0

Web |mages Groups MNews Froogle more »

GOL-)S I'e inurl (browse|top_rated|power_search|hot|browselcre. ( Search ) S

Web Resuits 1 - 88 of about 4,140 for inurl:(browse[top_rated|power_search|hot|browse|

o L = - -
-« 3. Hot Filness Models, Female Filness > Pictures, 11872 Hils. ... Copyright
E2000-2003 Aloffitness . Com Link Indexing Engine Powered by INDEXLU.
Jindexwnol php - 82K - Cached - Simiiar peges

e L =] —
Euprn;;lﬁ E2000-2003 AtoZfitness.Com Link tndemng Engine Pumrﬂl by INDEXU
findexw/power search.php - 17Tk - Cached - Similar pages
| More results from www.alozflilness.com
_ il ’ — TN, ] i il EaE
« IF ocking for rating abuse; Favonte listings: Mew Links, Hot Links, Top ... from a

Inurli:(browse|top_rated|povwer_search|hot]
create_admin_user) +”powered by indexu”




Hacking for Dummies

+ ...the ability to delete the old Administrator account and
recreate it with default passwords! Point, click, OWWN!

Delete old administrator user ....0k

Create new administrator user ....0k




Hacking for Dummies

+ Another example: These pages....

(a sl e BiC hitp: |/ wevs_google. com saarchPnume 5 Cl- sigaim flatype-url
Web imean Gmes e Coocl mess

Google =====—"====cu= =

Wiy Resufis 1 900 of ahowt £33 For "sdding new waer™ rk addnarwuser "thaes am no damaing”. (0.25 sooonds”

Fim Formun 1)

Dﬂ?.'l-l.li"m-l'l'l-riT *mmlllﬁlﬁﬁ Limad M. Desifairy
T g v, POl Seendd. Com e P s BboR w0 Login Soimer. .
Fin o MR i searsmne - “aTEar poge

Audding v e

Do P004-07- 3 Tima 5221 10010, Adding Mew User Uzor Nama: Donain
ko Dormain. Piaswors Corien Paaissd Back Io Login sciens.

b { B SV Tl < M- Costiond - ERTUGT D00

Adding revw gepr
D &/1/200 Tvnh 340:54 P Addling New Uk Lisesr Narme: Domae: imes el

Adding v Liar
Gy TAZET00H Timar 14710 PR Adksling Mosw Lisar Usaw My Capmain
W Dorar. Pemrwose Corfem Paaiwcrd Back 15 Loge scsm. srloSel .
rcl Ugnoepeia - W - Gt - SHrd Dane

fuiling e gper

Dot 25T, 3004 T 10270 Addng e Likar. Liiead Haren. Do pamp-buad.
Pagawand: Confirm Feaaswors: Back io Loge sorson. ..

W i i eddinsnner - 3 - Cachsi - Dl papem

Adding navw LEer

Cawrn T°1 U004 T 200050 PR Csale mes accognt, Liser Marer Domaie

e '-:il-brﬂ.'l:-ﬁ"hl'ﬂhﬁi Bk i Liogi b e
ORI NOrLeET « 30 ¢ CiEC[nng - SeTEET iy

Adding paw weer
Dooney SO0 1P ES T 480010, Samfing Mew Liderr. Uisor Mg Domas:
Wiy Choamn. .

i = = = —_— H':‘

il




Hacking for Dummies

...let you set up your own free email account. Point, click,
SPAM.

Ealalal Adding new user : g
l]|_| 4. » H A ! 4 hrep: / jwww.blahcensoredil.org: 3= Q> Coogle 4
Adding New User

User Mama:
Bomain: | jomo-tous  Fad
Paggsword:

Confirm Password;
{ add )

Back to Login screen

ArGoSaft Mail Server Pro for WinNT/2000/XP, Version 1.8 {1.8.5.9)

Click here f you want sebup your mail with Outlosk or any Mailer program.
Click here if you're looking for free Eurofil Webhosting.

= =




Hacking for Dummies

+ “Look, Ma, cleartext passwords!”
* Guess the query (hint: filetype/inurl)

dob - edu.twiauthorHDIM  password. log - 1k -

I'Iﬂ'l'l'lt' = ﬂltill‘lﬂ' mmﬂ- = "#ir.ﬂ' URL: =
password: = "gooct”; URL: = “oct10cal htmi®; na
i netfases/passwond log - 1k - f.-..n:

“pddre

"Hgl™; URL: =
= "jigl™; URL: = "address him®; narme: = "23304%; pi

nama: = "Z320F; passwond: =

vy, fil sadu. twgrmupsgoup2 1/ password. log

rmmr- *ugn"; mrmn"hmd& LURL: = “wnuded
a saddeutschl projekisitelprd

nama: = "byme”, passwond: = "Bgefaction”; URL:

namea: = "girl"; passwond: = *1234"; URL: = "user2.
wipny ot e calhomelsspank password log - 1K -
: = ng " I n;

name: = *jphunt®; pa.:n.vm "ﬂmnt‘ URL: = *ht;

. LI=FN1T ]

n-mr = “tad”; passwond: = hnhnnm L -ﬂtp:m -

| Googlﬁ'“““ log inurt“passwordjog 3 :’I

S END_FILE

Google Search: filetype:log inurl“password log”
m E ﬂhrtp | iwaw.googhe.com/ pearchtl=snlir=dls=UTF-30g=flatypetid A '*"Fﬁ.

Erccgle mores

() fpmmiie

¥ r.-gl-r i

h-‘rmr'l.-:l' Fﬂ.ﬂm‘d 'I'rl:rrw' .- I‘dh:l.l'ﬂlﬂ =

— |hul' EMD_FILE

dob adiu, by authorH D Ipas svwond. log - Similgr paoEs

T - " O] -

"goeept®; URL: = uapt'ﬂml h'lml' nam-a = alaﬁrrla'

nBma; -'.ail-am paa“wd
password: = pu:l URL: = "ot 10cal himl™: name: = "allsaints ..

wahpagpes & netiagea/password 10g - 1K - Laghag - E_"!il':'_i"?ﬂ

'a-:lurana h'lm‘ name; = '2320'3' DEsEwWOrE:
“address. him®; name: = "Z1204%; password: = "ilg®; UAL ...
el i oD\ Jrouns 1/ pesswond. log - Bl - Cached - Similar pRges

nm = =23202, mamud = "iig*; URL: =
= Silgi™; URL: =
e ik

- | Tranalats s pogs |

narme: 'ug'r pﬁaﬂmﬁl‘d = "Kunda”; LFL: = Irﬂ-ﬂ&hl‘m‘ E'HDF!ILE

W 2o geutsohy’ p@akt:lt&'mﬁﬂﬂpﬂﬁﬁwﬂ g - 1k - Cached - Simllar pages

Results 1 - 22 of 22 for filetypeclog inurl:"password.log™ (0,08 saconds)




Hacking for Dummies
* This search finds “PHP Shell” installations.

‘Google Search: intitle:"PHP Shell *" "Enable stderr” filetype:php

PHP Shell
PHP Shall. Warning: chair() function.chdir]; SAFE MODE Restriction in efect. ... Command
Enuﬂllid-rr irapping? Ouiput Copyright & 2000, Martin Geisler. .

Ao phpPenrk_or=y JAcommmand= - 3K - Cached - Similar pagiss

PHP Shell
PHP Shell. Current working directory: Root', Choose now working direciony; .., Command
!mhl-lﬂdln trapping? Outpat: Copyright & 2000, Martin Geisler, .

o indesphpPwork_dir=%2F home 3 2Ferara 2 Feeh | Eﬁ‘r':.EFI'ImIEr_mmnd—
?[[I-ﬂ Cached « Simiar pages
[ f.-:-'.l.L: sl from wiww chret de |
PHPF Shell 1.7

PHP Shall 1.7. ... Command: Enabhe stdart -trapping? Copyrighl © 2000-2002,
Martin Goigler. Gal the es] werdion &l wive, gimpebar com.
danciuenot ‘rupieader uploadalmages. jpg.phpPwvork_dir=' - 2% - Cached - Sanilar pages

PHFP Shell
PHP Shall. Current working direciory: Root'data'memborafreatmpodiukin’ovenowbuyhidocal,
Choosn miny working direcicny; ... Command: Enable stdorr -orapping? ...

mambors kS nowburyiphpaholl phg - Tk - Cached - Simiar pages

PHP Shell
Fin Format Unrecognized - View as HTML
¥ (lempty(SHTTP_GET_VARS)) extract ... Enable stderr-trapping? ...

Supplemariol Resol - Similer peges

Wab Rasubs 1 - 25 of about 46 for intitle:"PHP Bhisdl ™ "Enable stdorr” Alstypa:php. (0047 seconcs) u

* We'll register the varables as giobals. * # (lempty(SHTTP_POST_VARS]) extractiSHTTP_POST_VARS);
o argincoming! C:% SCWINDOWSS 5C %D 3% DE% CO% 20% CTHE REXEDF %CA%CE%SCaentieman o php - e
£

2 = Jul 23,

v

s

—




Hacking for Dummies

* What exactly is "PHP Shell?” Let's try a few benign UNIX
commands...

GG PHP Shell 1.5 R
_m -4 I | [ 44 | (2] $._rq_ Cooala ':?i-
PHP Shell 1.5

Current working directory: Root/usr3l Vhome/d/a’Sssnm s e

Choose new working directory: | Current Directory 1%

Command: -urrarne =a; cat fetc/passwd

"' Execute Command |

Enable stderz-trapping?




Hacking for Dummies

* Qooh... hey! A web-based command shelll Handy! Oh...
look at that password file!

PoiF Shell 1.5

Cugrent working dircoiony: Rootiuscd] LhomedaSsssssass s
Choss sew working direciony: | Camen Direotery 18]

Croermasd:
* Earcue Command

Enshle atdorc-mpping? [

FreeBRD sScrd L dddr corm £ LO-PRIANLCSAE FresBSD 4.00-FREBELEASY S0 Ron Wap 248 00082 F POT m
00 R 3 s CEe R DA AL i o 1B e AL e D e L ADDRICERN. 1386
voan = 0 Radn - fusrirgon fhiajcsh

iz " Oolr Bourap-agsin Supsrunere; fwarincon

distrnuen 1 8 Oeeriatr ol sy dydbint proeies st root | forisd § el

birc =3 T BEenanies Tamamand 5 arad SEUTTE,.. ) el e

FuTrE T L CaTH A TUCD - UL AT (g ame I nere Einie m

rarrk: " H 8 Sewn husaywiem ) ronaisand

AN T M ey M Pages fubi) shave) il Diaish

earhip 140 14 Aaewrraeea. FTR fugripeh _ho insnssdsiem

mhd ":12: 72050 256 Deermon |/ nores visng: fnonexca iani

saperdoom . Sl Sl Majordumo Pleus U o iocal) rd pard s S reaibesE

mgikys * 55 70 Adeialsirative ACOTLfeS ) e n_beoaTel P maig s b nomish

sk “ A GEUUCF puwedo-user fvaripood fnegpabilc fapeexnbeot

rin " BFEFX- 12 desmon: {aar Tocsl ixlen norex i

Pani = 68 05 P CVERur: Ol (' e L i T 0

pegl N PO Poaegre Rl Dagsmion fuerilcal ! pegt fbEnfoh

e ™ B LD e A iverformad: | e ictank

e 30088 Jabibe Sl g Jurds k7 by (A0SR X

[

Cogpriphs & 2000 2002, Mygrtin Geisler. (Rt e dalen wersion of w0 pisnaier cos.
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i AP Sal L% S j
PHP Shell 1.5

Curren working directory: Roctused ] Lhomeda/Sesssss s e
Choose pew workisg dincony: | was £

Cormmasd:

" Enpeuts Co=mand
Enshle tdere-trapping? |_|

ikhmany
inge . hm
IZyams e [pg
Jitam ) pg
EaTad eNE
phpsteba=ing
phpriuee
(L A '
pied L }
pie PG |
phed JPG

phi PG !
o PG I
BHT PG |
Py ik |
LS R

L2 e ]
mapy

EL R

Copyrighs © 202002, Martin Crepvler. Cer #he lmbest verrion af W pimaafer oom

= ]




Hacking for Dummies
« Wha-HAY'! This aint wireless! (This kiddie smells REAL pay dirt!)

E@Fﬂ_ PP Shell 1.5 = j
PHP Shell 1.5

Currenl warking dineciosy: Rootisrdl Vsome'diaissssssssass. aa'wap!

Choase new working directory: | Currem Birectory 18

Command: 1y

chirisrina.we|
cokiplay, sl
Ol Fy el
crded sl
el sl
BT R L T
el L enie il
hinonsd. sl
hilary.wml
N
jaway

Copeighs © 2000-2002, Marits Geteler, Gt the lalest wersion af wwiv glmpsier o,

e == — —— — LV
:-g




Hacking for Dummies
+ WOOOO HOOO! JACKPOT! BRIT-NAY PICS!I =PppPP

FVA A britneyl. 4 pg 400x503 pixels
-t | il F"i-"l"-‘i-ﬂ."jp-g.n'brn neyl_d.jpg =
b - el




Vulnerability Trolling



Vulnerability Trolling

« Many attackers find vulnerable targets via Google
* A typical security advisory may look like this:

VY SecurityTracker.com Archives - Coafi _ntents to Remote Avthenticated Users -

|« » M el +] @ npssecuritpracker com/aierts 2004 o 101058 O Googn  §
Confixx Discloses ‘/root' Contents to

Remote Authenticated Users

By et Prg=nes SecurityTracker Alart |D: 1010584
i SecurityTracker URL: hilp/securtylracker. comid?i01 0684
et FMAM | CVE Reference: GENERICMAPNOMATEH fLoks ts Extomal 544
o Dhate: Jun 25 3004

TN rnpsct: [Cisciosies of sysien information, Disciosyrs of yser infpemation
v?fnﬂlwﬂhmlﬁi!“l Description: A vulrembility was reporied in Corfinoe. A remote auibenbcated
WourBek Sds —Fn may ba abla 1o raad filas in tha ool dineC oy
Fagie!

Cirk Pirachel mportad thal 8 mmote aulhenioabsd User can Supply & spcially
IETETI i request via the web interface 1o view fles in Yoot Files used to build
Baosw @ Padni ard Telc/shadow" password file can be cbiainad, (ks report said

The vendor was mepodedy nofified on June 24, 2004

rpact: A remole authenlicated wer can view the comerts of the ool drec
Fsgod : i i i thi

Mh-m Solutien: Mo soiuticn was avallable &t the time of this srtry

EH. The gighcr of (he rapon recomemeands hal, &2 8 workaround, you dieabda the b
seripl
[ TE L R T ]
Vendor URL: wew sw-soft com'en' productsiconfine gnks 1o Saamar Sis) -
¥




Vulnerability Trolling

* A quick browse of the vendor's website reveals a demo of
the product

ana Confixx Control Panels
_ Confixx Control Panels |

Buy Onlinel | How to Buy | Contact | Feedback | Online Forum EE

o SWsoft

Homa | News and Events | Products | Partners | Support | Da

s - CONFIXX

Profess

Owverview

< Demo ﬂ'ﬁﬁ?ﬂ;mulete
' ace Overview
5 Good Reasons to buy Confixe

Reseller Interface proven featuresetl, different, bes

User Interface powerful features have been es
i webhosters.
Documentation | Ardine Canfive i asmr dacdicatan Y
F ________ a . R

i 4




Vulnerability Trolling

* The demo page suggests one method for finding targets

3 {Unlimited)

Assigned storage space | 306.98 MB {0.98 GB)
1hsad rhae AKR

e Jalef

:
E;




Vulnerability Trolling

+ A quick intitle: search suggests more vectors...

Google Search: intitle:confixx
| ¢l + ] |Gl http: / fwww.google.com/search?num.: =

 —
Q- "Genera

File Format: PDF/Adobe Acrobat - View as HTML m
... Page 2. Confixx - Endkundenhandbuch version 3.0 Inhaltsverzeichnis 1 Was
ist Confixx? ... Confixx

- Endkundenhandbuch versi .2.4 E-Mail aschen
dw.'nluad.fde user.pdf - Similar l:-a{:e:.

[PDF] E_qufmx_hdauuﬂl

ormat: PDF/Adobe
. Page 2. XX -

Begﬂffseﬁ:lﬁmng

4 2 Bereiche der Anbieteroberflache 4 3 Aligemein 5 3.1 Ubersicht . . . ...

wi—fdg_mgllgf_pdf - Similar pages

dlarhandbuch version 3 0 Inhaltsverzeichnis 1

>

- . [ Translata this naoe |
——————————————————— —Y law




Vulnerability Trolling

+ This search finds the documentation included with the product
* These sites are probably poorly configured

H—-H & Gaogle Search: filetype: pdf de_reseller
| |_hI | + IL. Mtpf Pwww google.com/searchiq=File = T~ Filerype )

Web [mapges Groups MNews Eroogle mores

GOL}gle e :

Web Results 1 - 12 of about 14 for fistypecpdf do_reselior. (0.40 seconds) :

]
ror Confixx Manual o
Clle Farmat: POFAdobe Acmobal - 'l'_lwﬂ-_ﬁtlm

FPage 1. Reselerhandbuch version 3.0- r1 Page &, Confixx - Ressllerhandbuch
warsion 3.0 inhaltsverzeichnis 1
T ey [T

pon Enﬂﬁzs_!danual

. POF{Adobe Acnbal - Wi a8 HTRL
F'agu 1 F'ugu 2 Confixx - Resslletandbuch version 1.8 Inkalisverssichris
1 Baogriffsardiinng 3 2 Bﬂl:hu--:l-uf.l.l'lbmtﬂl:ﬁmﬂi:l‘m

doarioads/de_reselior pof . .|-|---|--.

==ty

FoF e Jown|cads'de _reseller.pdf

[FiIF] - |l
bl o g

. L PR " : y-




Vulnerability Trolling

+ Other searches are easy to discover as well...

CONFIXX

= Please bagin
Enter the login rame inko “Login® and passwond into the “Passwond” ficlds
respecti click "Log in®,

Losg in
—~ Forgol your passwond?
I yous fongol your password we will try o help youw by sending it out to your
emall,
Get password

O =




Vulnerability Trolling

+ Other searches are easy to discover as well...

Google Search: intitle:confixx login password
1 | I_]http / [www.google. com/search?nur ""*._ CL— "Genera .

Images Groups News Froogle more

GO Ogle intitle:confixx login password (

Web Results 1 - 35 of about 54 for intitle:confixx login password. (0.57 sec +




Vulnerability Trolling

« Many times, a good search string is much simpler to come up

with. Guess search strings for this advisory:

O O M SecurityFocus HOME V.. .ross-5ite Scripting

ls-:witrFm: HOME Vuins

| d » | | A | | + | oo htp: [ fwww.secui ) = Qr inurl‘.al:l'i;_’:_"

B

| infa [ dimcusgsion axploil solufion credit F

bugtraq id 9656
object
class Input Validation Error [
cve CVE-MAP-NOMATCH |
remote Yes
local Mo
published Feb 13, 2004
updated Feb 13, 2004 o
vulnerable Jelsoft vBulletin 3.0 .0 can4 :

& —l 4|

* Go to "http: / fwww. securityfocus. com/bid /9656 /solution /"




Vulnerability Trolling

* The search is very intuitive. ..

Go Ogle “powered by vBulletin 3.0.0 release candidate 4"

N
Web Resuits 1 - 100 of about 2,850 for "powered by vBulletin 3.0.0 release

v

‘m Yol




Traditional Hacking Technigues
Google Style!



CGl Scanning
* In order to locate web vulnerabilities on a larger scale, many
attacker will use a ‘CGI’ scanner

* Most scanners read a data file and query target web servers
looking for the vulnerable files



CGl Scanning

« A CGl scanner’s fisadmpw/

vulnerability file... fisadmpwd/achg.htr
Aisadmpwd/aexp htr
flisadmpwdfaexp? ntr
fisadmpwdiaexpii htr

inurl; fiisadmpwedy
inurl: fiisadmpwd/achg b

inurl; fisadmpwd/aexp htr
Inur; fisadmpwd/aexp2 htr
* can be converted to iUl fisadmpwddaexpin htr

Google queries in a

number of different \iﬂtitle:index{.uf fiisadmpwd/

ways: intitle: index.of fisadmpwd/achg.hir
intitle: index.of fisadmpwddaexp htr
intitle: index.of fisadmpwd/aexp hir
intitle: index.of fisadmpwd/aexplb htr



CGl Scanning

+ Regardless of the age of the vulnerability, there are
usually vulnerable targets

Web  Results 1- 93 of about 204 for inurl:iisadmpwd. (0.66 seconds) 4

v
Falel

—




Port Scanning

+ Although port numbers are sometimes found in the url, there's
no easy way to scan just for a port number... the results are
much too copious.

* There are way too many bad results for this query:

A A A Coogle Search: inurl: 5800
| 4 v || & || + | IClrup:/ rwww.google.com/search?num=1 = Q- Googi
Il coogte search: inurt:s800 | |
Imapges Groups MNews Froogle more s m-
G()ugle G
Web Results 1 - 100 of about 1,570,000 for inurl:5800, (0.17 aacunus]
THI'I'IhIE = Sﬁuu ".'“r pord Links
The revolutionary integrated 5800 GPS
: y Modal #5800
receiver combines a dual-f!-aquancy GPS Find the Best Price on Technology
receiver, antenna, UHF radio, and power Compare Products & Stones o Save
source into a single compact unit that ... iz i
www, frmble, com/5800. Mml - 13K - Jun 26 pricagrabber.com &
2104 - Lal ! = LaF Ciaps v
" 5@.5.&.5_@]5 .
I

inurl:5800



Port Scanning

* We can use creative queries to find services that listen on
known ports.

* VNC Desktop, port 5300

(] ﬂ ﬂ Ghuﬂ-l! Search: "WHC Dukl:n-p‘lnurl SR

[- | &) +|H. I:--'.'mgmqluum :-Ml:hlhe- '-'-l.

Wl omte Semrete i canie | '""_

Web  [nagas ﬁl‘lhl:ﬁ Hwa Frwua munr[

GG{.JSIE “WNC Desktop” Wun 5800
Web Resits 1 - 100 of about 105 for “VNC Deskiop” inurd-5800. (0.20 second
'ﬂ'l': deskiop [3008] 5 -
T Ll"w-cnmnu !r:m:._n_l.llhi_l. ;
e Dy SB00¢ - SR wﬁm

= Simplfy e instaliation, the

e ! corfiguraton and e use of YNNG
YHC deskiop Imoobar] S p——
Fir Frorread Wﬂﬁﬁrﬂ-HmM ]

‘FHG deskiop [scitesi0]
rat- Usvecogrized - Yiew an HIML
= i il K LA
YHNC desktop (sunbeam]
o — HW:EI'_I'I.!-JEHTM!
'nl'Hl: desktop [ceewab]
Fommat Unnecogrized mm_u.l.w.
w BRO0 - 5
L :

"VNC Desktop” inurl:5800



Port Scanning

+ Webmin, port 10000

NANON  Coogle Search: inurl:™ xt-webmi -
| Gl http: |f.fwww.guugle.c-umrﬂarch?&ie=UT-'T‘rQ' Gooagle

Web Results 1 - 100 of about 463 for inurl:";10000" intext:webmin. (0.78 B-Bﬂﬂ'ld-

Login to Webmin
Login to Webmin. You must enter a username and password to login to

the Webmin server on www2 unplannedthought.com. Usemame, Password, ...
hitps i ————— com; 10000/ - 2k - Jun 26, 200 -
Cached - Similar pages

L2035 Webnin . __H

inurizwebmin inurd:10000




Port Scanning
* Another way is to find the port in the url, but not in the text:

Ei:!lﬂ )  Googh Search: inurlBORD -intaxt: 2080

“:.] 3 1T 0 M €M, S0 Y 1 00 Pl m A mLITF - A O

ﬂmm.ﬂmnﬂlﬂ‘_

GDUgiE ] () g

=

T a A [T g -a;r:_ln
mﬂiﬁﬂ.ﬂm = s i Libos
= = ¥ -
Covmpara Botiom-Lina Canars Prites
e In i Chesck with T B Shipping te Save!
Commion Enoms in English. Fead about the bock version ol 1his sis. Wi [ Tl b Lo
Pripaning 1o reiiew of reconmend i sile? Flaasa read e Tl ..
ey s 1 sl ;R = bl o Lo Bl - ) - e - Simipr ppges Cherrgi C-3080
Fhobs: Shom Hatings 4 Raviews
Wl E Cuillurss Ciorrpand P cas b Gt thi Bl Daal
Wil caslure Qhots oy, Gtle, avibolegy of eadinge, d online wae Bothomagd lar com

clammes E-'Hhtlufﬁrﬂmr-:ulwmm

oy e Lk BB ' - BX - | - St e I

[ Mone regute Frior waw wen]) 8] | Yahoo! Sheppag Compan L Eave
Top brarsde. greal ehomes, Iow price
L R e ]

. ] L BB i oy
UE Dupéstrmiat] of Hisalkh and Humen Sanvices Logo, Search | inda | Homa 705 e
| Gioesary | Contact Ls. To Probect America's Haalth from Toxc sl bl r-trc
e irdd. — e : www WentherSug, com
Alzadr! aledr oo gov: BEGints drhome fimil - 36 - et - Similyr pages

([ #1H

HazDal Dalabac s ATEDRS Hazamews Eubclanos Rebce and Heih EMes s Cobabasa
Ontataes AbsirachSumman:. Hazal, he Agoney lor

gl g, oo Cpra: BEOB0H I'Lul.i' Rl - 10K - Ciesleid - S o R i
BT T iy T PP T i) ¥
| ..;;.|;._.-. E i | N

Inurl:8080 -intext:8080



Port Scanning

* Another way Is to find the port in the url, but not in the text:

!..-u». [LTEE. = hl.hclmll

Web  jreoms Domsow  Besw Proogh mames T

GI}L‘}SIE a0 e 14 ) il

ek Forauitn F - B0 o b i, BB Fru v 0N v B0 LT ot

alnSenich — sassh & Golecion gl mahematcal Web malenal
Vit Gasch Blcai frequsety Bdosd pages ie e WisitSanch o . Tz st o colscion el
il B0 () B wrmd g o Erglin

(el TRCATe Saiay
v b nvpd wdecmy BODDAN S b Sparr '.-'-. b Loprog Sty e bsgaan E100

Fim Crord Tlipping. 3110000
- L Eatierylley oo
Fnd 32t Comgaded Syatave OFRee i Per Sobisd of BlTwreahon ol SRLee 0 1M 3000 Bedey
Uiy of Spdrdry. Scbvica on hew 16 Samee . B iom Dofler pricea; == corrpuien L
Tk Ly s BEDS PRl - . H AR S R BhD e
Ik £ | i bl iy

e 0 P il Rl g B Fe]
I S b HHE BDE- et Feh
Dl pes SHOE COMT

EFiOF [0
e - Th 5
& - Thas Dy 3° Sopas o 16" [ Chambey Svninbes Seam fnd o
N ol 00 Moy s .
W RS e v BO0D ey - 10k
Hl.:ﬂ.l]].ﬂl'.‘:!:!
Paifrinder Home Page
PR BT T HERcApe 7 D p o e RS I RS R Opeee) R Can
!l\.l"ilﬁl\lh
warnriedi badcaiey sy 8000 - [k
4+ |
BTG+ (LAES Lowsd Dorardidd [UFR) aaPaomn . D012 10 W00, ol Vbl o B34 23
Liirrers - ol el | L] - I:I:uh'n-i !.I"l m.bll
i cheTaing o BEG - ik - il
=
Lissplink 5 b Simole 5 h CEE. Poblic Mading L il Aok T

Inurl:8000 -intext:8000



Port Scanning

« As an option to scanning for ports directly, Google
can be used to find sites to do the scan for you

» Consider the Network Query Tool

el el Network Query Tool a

_ Resclve/Reverse ) Check port: 80

LD““E_:I: S o " Traceroute to host
Reco Do it all

) Whois (Web) ©

) Whois (IP owner)

s eE=————3

I ERE




Port Scanning

* NQT allows web users to perform traceroutes, rdns
lookups and port scans.

* This is the NQT program checking port 80 on
www. microsoft.com:

aAnA Network Query Tool
[ metwor cvey rou [ E—

Network Query Tool |

a5t Information Host Connectivity

" Resolve/Reverse ) Check port: &0

Lookup _ Traceroute to host
et DNS Racords @ Do it all

" Whois {Web)
" Whois (IP ownar)

weewn micresaft, com [ Dot | |
L

"

Checking Port BO...

Fort B0 |s open and accepting connections.




Port Scanning

» Google can be used to locate servers running the NQT program,
ngt.php

* Once servers are harvested, they can be used to perform port scans
(usually through a web proxy)

« NQT also allows remote posts, so that more than one port can be
checked at a time from an html form you create...

AN Coogle Search: inurl:nqt.php

E Google Search: inurkngt.php | g

Web Images Groups News Froogle more » O

Google === =

Web Results 1 - 51 of about 89 for inurl:ngt.php. (0.71 seconds)

€ b 4 b
A




Automation




Automation

+ Google’s stand on automation: "Use our API or don't do it.”
* APl vs. Non-API



Tools - Athena

+ Athena: http://www.buyukada.co.uk/projects/athena/

B Gy foe-mininiomars e e L g o e e e a1 Vi st vy e—

el larema b 1o s [ oo o g = e i g o Y s
fu Ta ey maie b o e P b gl Feen il

8 plrm L) e e et i L el el

T T W e IR e RS T D g e maias

e [ e iy

— s p—y i TR I T S

e by S g P crowd cepeged e e faee oeilingd pere iy el peuiy ble 1 gieedy

AeE
Froumr paoe s T e ol B el weels raabsi

Fots o Toinaiens gyt w0 S |

et fumn dmiuca e Simad e
B Camge-

ATHENA ... ..




Tools - Gooscan

+ Gooscan by some johnny guy...

ol LY ] -1

aae rootilocalhost:~/file/final

AAA hittp: f ek any. ihackatuff. com

| intitlac s i 5 * intiti OCLITE D — LR
! - i : B & | A haep: | fjohnny.Bhackstufl comy

rov| "Error [iag ic Info on" intitle: "Errc— | -

rav]intitie:"Index of " finance.xis 8]

rav|intitiesin = |&] Gooscan Results

rou| "# Dunpi :
Fd | it it les index .o SitE: [ona
au | intitle: : i mput file; test.gs
X I : r r i : Executed: Thu Feb 26 11:56:06 2004
intitle 5

;--E-EEI'EH
lintitle:"500 Internal Server Error

server at”

LinkIResults ||

1450

'"m':.-'SQL;rmr with query”

; ("You have an error in your SQL syntax near”
linurl:search.php vbulletin

link 0
link SB7
lirnk

52200

link 178000

rau]intitla:zin f d ak i :inuri:fumer.inc.nhﬂ

lin 406

_'_""" lintitie:in [inurl:info.inc.php

lintitle:" Inde:

rowl intitis: "Inc fE e " htpassud "Pawered by mnoGaSearch - free web search engine

raod | it itle: " Index of™ “.h sxud™ "h W ESEIFEWEIFE"

link 50

c |8 jim.:rl:t:u;f;i—w.r_a.asn

Hi:
=
=3
i
=

rod| intitle: " Index o f"_"r"a BB SE Dev Team”

road | intitle: " Indes ¥ ]
Jehnnye=Losputer ~/locunent s vorkbench/gooacan=>4 FII'E":""F"E :"IT.'F-E sowd

3
o
o
o0
by
S
—

=]
-
[}

pooscan by jOhnny
httm:{Hehnny, lhackostu it oom




Tools

+ Site Digger by Foundstone:
www. foundstone.com/resources/proddesc/sitedigger.htm

if (unanswered emails > 2 ) {screenshot =IULL },

Seriously though, they did plug my site in their docs, so
thanks guys. =)



Poking, Prodding and Pummeling
SQL



Poking SQL

» Gathering SQL usernames is simple with this search
nOo :b>Warning < b>: Access denied for u..t_o_index.php</b> on line <b>30<,

Forensic Science Service website | Contact us | Graphic version

Warning: Access denied for user: Warning: Accass denfed for user: ‘rootBlccalhost’ (Using password

‘roct@lecathost’ (Using passwaord: NO) in b ; - pi
Iuarfwrwws himl) pabarnibtyf§_a. ihdacohp N in fwarf wwew/ html/ paternity/ t_o_index.php on fine 130

on.ine 90 Warning: MySQL Connection Falled: Access denied for user:

. 'roob@localhost’ (Using passward: NO) in

Warning: MySOL Connection Failed: Access vini- e sk i) e .
denied fl:.rduwr: ‘roct@localhest’ [Using ey I ty/t_e_i o imiodbonain
ST L)) o Warning: Suppled argument 5 nok a valid MySQL-Lnk resounce in
:;:'I'::L*ﬂ“‘rhm” patemnity/t_o_index.php Swarf weww fhtml/ paternity/t_o_index.php on line 131

) : Warning: Supplied argument = not a valid MySQL-Link resauree in
Warning: Supplied argument is not & valid
MySOL-Link FusGiros:in Hwarf weww fhtml )/ paternity /t_o_Index.php on line 168

{varfweew [html/ paternity /[t_o_index.php o ning: Supplied argument is nat a valid MySQL result resource in

on line 61 S varf www S htmil/ patemnity/t_o_index.php on line 170

Warning: Supplied argument is not a walid Warning: No MySOL-Link resource supplied in

MySOL-Link resource in - . 3

Jvac) wvewfhtialf it o Indsiphp Searf woww f hitml/ paternity/t_eo_index.php on line 220 L
on lne 63 F

"

T4 - Y
% =y

"access denied for user” "using password™




Poking SQL

» This query will locate SQL schemas on the web

Images Groups News Froogle more » ”

Go ogle “# Dumping data for table” “search

Web Resuits 1 - 100 of about 3,450 for "# Dumping data for table”. (0.59 seconds) 4
S <lol




Poking SQL

* This is a complete database schema dump, essentially a
complete database backup

ann =i

l 4 B ] | t:-_! ﬂ'hnp_.f.fw.w.r. com/misc/dev/t2/setup.sgl SO~ Google

#
# Dumping data feor table "config® tD
#

INSERT INTO config VALUES { 'laat update’, "'};

B e -
i
# Table structure for table 'creatures’

#

CREATE TABLE creatureaa |
id ink(1l} DEFAULT '0° HOT MULL anto increment,
name wvarchar{255) BOT HULL,
cwner int{ll) DEFAULT '0' ®WOT NULL,
carnivore enum{'Y¥','H") DEFAULT "¥' HOT NULL,
waight int{ll) DEFAULT "0' NHOT HULL,
___jﬂgﬁﬂ"intilljmﬂﬁfﬁ?LT '0' WOT WULL. =

[

"3 Dumping data for tahle"



Poking SQL

+ In addition, this query finds the words ‘username’ and
‘password’ inside the SQL dump

Images Groups News Froogle more » "

Go ogle “# Dumping data for table” username password ‘ Search ) Ed:j.,w E':-

Web Resuits 1 - 100 of about 1,030 for “# Dumping data for table" username password.
_‘jil-l-




Poking SQL

* This potent query finds SQL dumps with either ‘username’,
‘user’, ‘users’ or ‘password’ as a table name

Im Groups News Froogle more »
ping data for table (username|user|users|pass’ | Search ) M—E,:' :;:d E!f“"’h

Web Resuits 1 - 100 of about 389 for "# Dumping data for table MMHEIMIM-H:

ﬁ —y R
: i




Prodding SQL

+ This search can be used by an attacker to find SQL
injection targets

ERECOE : ORA=-00933: 801l command not proparly ended

Z0CC BEFroOEooOs L
EMROR : ORA-00833: SQL command nobt properly ended [
£200C EEFOECOOdBSs  E:

SRACR @+ ORA-00833: BQL command not propearly anded

errorcodes -

OF : ORA-00933: BQL command not propearly snded

CCC -errorcodes

ERRCE : ORA-00533: 8QL command not properly ended
142000 =aprroarcodes I
ZHECE : ORA-00833: S5QL command nokt proparly ended
te 200 erraorcodes =1

: CRA-D00933: S5QL command not propecly ended

i B e e =
i'-ll - ﬁl"'"

E

4

: BOL command not provarly anded

e

"ORA-00933: SOL command not properly ended™



Prodding SQL

+ ...another SQL injection target...

“Unclosed quotation mark hefore the character string™



Prodding SQL

« ..and another...

Error Occurred While Processing Request

red While Proce...
[Microsoft][ODBC SQL Server Driver]|[SQL Server]Unclosed quotation mark before the
character string ">Mrs. Prisbrey"s Second Grade Class v'.
SQL = "SELECT LinkBuilder_Enabled, FK_PK_TeacherID, Published FROM TB_ClassPage m
INNER JOIN TB_Teacher ON TB_ClassPage FK_PK_TeacherlD = TB_Teacher.PK_TeacherID
WHERE PK_ClassPagelD = 30365 AND LinkBuilder_ID = 10822">Mrs. Prisbrey"s Second Grade |
Class v"
_————— — ) .
—= — =

“Unclosed quotation mark hefore the character string™



Prodding SQL

* In most cases, there’s nothing better for an SQL injector
than a complete line of SQL source code..

AAA Error Occurred While Processing Request

Error Occurred While Proce. .. _—E

The error occurred in D:A\INET\ fun_sitel_NEW_\f_main.cfm: line 87
Called from D:\INET\fun_site'\, NEW _\f_index.cfm: line 13

Called from D:AINET\fun_sitel, NEW \F_index.cfm: line 14

Called from DOAINET\fun_site’, MEW _\f_index.cfm: line 200

B5 1@ SELECT id, thumbnail, big, small, property
BG : FROM wallpapers
B7 @ WHERE id = <cfqueryparam cfsqltype="cf_sql_integer” value=#ListGetAt(pid
BB 1 </efquery>
B9 : </cfloop>
- 3

intitle*Ermror Occurred”™ "The error occurred in™



Prodding SQL

..except for really really long lines of SQL code.

& B ﬁ Error Occurred While Processing Request

SQL "EELEL‘I‘ s
i.id j.thumbnail_filename i.item_description,i.item_graphic_filename.i.item_addnl_
iitem_addnl_field_2 i.item_addnl_field_3.i.item_addnl_field_4i.item_addnl_field
i.is_a_service i.price i.merchant_id, i.thumbnail_link_text FROM (SELECT

id thumbnail filename jtem_description.item_graphic_filename.item_addnl field
itemn_addnl_field_2.item_addnl _field_3.item_addnl_field 4 item_addnl_field_35,
is_a_service price,merchant_id thumbnail_link_text FROM item WHERE contro
3505 AND stats in CAVAILABLE' 'NOSTOCK") i, (SELECT id, control_id E
item_group WHERE id = 46694 AND conwol_id = 3503) ig, (SELECT item_id
item_group_id FROM item_group_item WHERE item_group_id = 46694 ) igi "ﬁu
i.id = igi.item_id ORDER BY i.item_description”

[ —— e e ) j4l»

= — 2

v




Pummeling SQL

+ This graphical front-end to SQL is misconfigured to allow

anyone admin access

AAA phpMyAdmin running on localhost - phpMyAdmin 2.5.7
!Mrﬁﬁnm running on L. E — .

Welcome to phpMyAdmin 2.5.7

MySal 4.0.18-log running on localhost as dines@localhost

MySQL phpMy Admin
" Create new database: |Documoniaton] r Language (*): | [ngh,,hﬂn..m..ﬁ.'g-;g,;] I!
No Prviages
I" Show pmcesses [Documentation] I phpMyAdmin documantation
I Databaszes M OHicial phpMyAdmin Homepage
I Expon |Changelog] [CVS] [Lists]
I Log out (™) 3
 ———— . —
A

inurizmain.php Welcom e to phpMyAdmin



Pummelling SQL
» Big SQL dumpage... Wicked cool query...

8 p— Error Occurred While Processing Request
m E Hh::p # own. Blak{ny. us /toh/department_desails cfm?iD= Ié‘.rﬂ.- Coagle

([Error Diagnostic Infermation

CALC Error Code = THHH) {$yniss error or sccess violation )

| Micensdl]| ODBC S0L Server Driver || S0L Seiver]Lme & Incormst wynlee ngar ‘s’

Dt Sesrce = nrenolbeatngion”

S0L = SELECT D (SELECT COLUNTT ") FROM Deparimenilivisons DE WHERE D Depalld = [UDN AS inlal_Divisions,
[(SELECT COLUNTY) FROM Events E WHERE E DepmllD = DI AND E EveniErdDale = {d T005-07-257 AND E.Aciveflage| ) AL

eventConnd, (SELECT OOUNT™) FROM Nows M WHERE N DopalD = D100 AND Noactiveflag = 17 A5 newsCognt FROM Deparimeni
O WHERE 3100 =™

The erfor seturred whils proceaing on elemest witk a general Mentiler of (CPQUERY ). occepyag documeal positea (B:1) w (B:AT)
in thg lgmplaie fily Drwesrstioh'dopartment dotails cfm

The apeeific sequcsos al files iwneleded ar peodoucd =
U NI RHETHIST_NITAILS 2T

b T e B e L b
Frowpar - Horille/® @ (Feowmiced; I FRE Mac 06 X enl fpploVebEaes 08 2 (0EML, lohe Oechod Saferis128 . &
Bawors Addvadd:

Feferer: hbbp: /! wee. gosgle  cosfmrerchl” rapes [3LE Tearyi ] sl gl =
B a2 CRaRE At i Lo SRS ST d o Hs v o il | L0 o woiiefd bl et 0 5200 43 YN RE 6 SECT T LIC T TRITETE o a Dt i B DR b w ki B by
wpdete : 3wt rolidsperest_dutoile . ofs
wery Jngirg [l

— —

intitle:"Ermor Occurred While Frm:essing REIIIIES'II" +WHERE
(SELECT|INSERT) filetype:c¢fm

alel =




Pummeling SQL

+ the mysql_connect function makes a database query with a
supplied username and password! (Other functions do this
as well. Search for the function.)

* This file should not be on the web
™A http://216.239.41.1...ysql_connect&hl=en

I http://216.239.41.104/sear E‘

<?php

Shost="m "

Suser="cslprojo";

Spassword-="tTnM76mx5" [

Sdatabase="ealiproijo"

mysql_ connect($host, Suser,$password);
émyaql select db(Sdatabase) or die ("I cannot |4
7> v

. A a|e

A

filetype:ine intext:mysqgl_connect



SQL Passwords

» Question: What's the SQL syntax that can be used to set a
password?

* (TWO WORDS)

« Answer: “INDENTIFIED BY™



Pummelling SQL
* Here's a simple way to go after “IDENTIFIED BY™

Q- filetype:sql +"IDENTIFIED BY" -cvs

Web ragek Growgs MNows Froogs moms

GGOSIE (Toyoe sal VIDENTIRED B -0 G

Fepaufis 1 - 100 of aboct 334 for flstypeceql +TDENTIFIED BY" -cve. (043 soconds)

I’-ﬂi‘hdﬂ'" mwmw hhdﬂ;lmim Hﬂl-i'l-!i'
A GERBELOT |damtified by bdo defauk mblaspoans users: croate usor M_HIGUERA, ..
A Sfriras|-croaie-user.sgl - 5k - Cophed - Sdnr panps

ﬁ'lll!lllﬂ-'#ﬂhﬂ! Hﬂrﬂﬂ hlmﬂﬂﬂuﬁmmmmﬂm
WEEE Qrant Coneect, RS ouncs o arhold; crealn ubesr brandt iderdified ..

I, fosle, dof-iweDBSorpt sql - B - Loptes - Bimsar ooons

HLE X ST foel - i BF LalLRATiE Lkiie e, AL DL A e .
croads user Faics identifled by studen Ssfaul laboe pecs uspm bimporary ablespacs
DT, AN SORRRC], PEROUICH 10 Mg Cricitd Usnl Bppokd iantilied by ...
WA do'—ewwaBolBECnpl sl - 3k - Cachad = Samlar g

ullll =i 15
'EFI.!A'I'! D.A‘I'JLI.SE I-;m Ll!EFl EYE ﬂ:hl"rﬂ I'l' changs IJ:!-ER S-HT!H IHHITIIEE I-'l’m
LOGFLE GROUP 1 [Tvarfocakins isionmsatal psriaredol og) BZE .
e gt bipnat’ BRI By Do ruhmin R T RS b risa i £ - TH - ﬂ-\_"u-l_l TESS [Hyicy

_'dli'l:l'ﬂ'I"II}:IHUTHLH.Lm'Tﬂ:I:' I1 hH'-l-]HDTM.I.LmI'“I FH
GRANT SELECT ON passed TO my L IDENTIFIED BY ‘mystadoe’. GRANT ..
saitiy. | Fplierkaell_my sgRssama g - 3k - Tached - Snler Dices

£
L]
"




Pummelling SQL

* The hardcore Google hacker’s version:

~ Q- filetype:sql +"IDENTIFIED BY" ("Grant * on *" | "create user")

:ﬂﬁ ul-r HJJEEHH"I"-.'EFI hhlﬂ:l'l-d by hda n-lhul: :ﬂhhl:nlu:ﬂ nﬂﬁ'l :ﬂﬂi ul:ir
KM_GERBELOT identified by bda dofaut Rbespace usors: croates Ussr H HIGLERA _.
WA, frimass-cremte-user 54 - Sk - Cgchid - Sariler paoeE

CREATE DATABASE hydria USER SY3 IDENTIFIED BY change USER SYSTEM

thl
« EXECUTE ON DBMSE_PIPE TO PUBLIC, GRANT EXECUTE OM DEMS_LOCK TO
PLUBLIC . ROLLBACK SEGMENT RES ONLINE: CREATE USER HYDRD IDENTIFIED BY

WALLRES "4F 1 B0TD5BEF BRESE .
WA i grivaikipobl Masn Sy stemadministaton'dboraate.sof - Tk

Ciprhindd - Shimilar pEided

Hﬂld“mm Hﬂ.l.l-ﬂ-ﬂﬁﬁ'rﬂ-ﬂ I.ahuamm I.I-Il"ll m WE
Lm'm grant connect, nesource B armhold; croale user brand) Idantified ..
dei—ureaDBSCrip: sql - Bi - Cachod - Similar pages

Muwmmm nylwwmpzu uSEs mlpnmry Inthlplﬂ
i grant connoct, raounco o hoire: eroats user Fppoid identified by ...
et deit<owaBiaDBEcriptsgl - 3K - Cachod - Simiar poges

' i i =
. BCCLES "REI.I "'"*E'-l.!ATE U!!!nu: IDEH'I'IFI!D l'l' me . |:u.|pI:I:| sof &6 Grant

EIEEI.IT‘EM dbms_pips on ..
WA COMVE NV ICHE Wi r'l.n'l:!I:li"Elﬂ.l'I"IIP-'l.F..l'l.!m- 18 - CRchi - BITEir Cosond

Web Retubs 1 - B4 of about 255 for filetype:agl +"IDENTIFIED BY™ ("Grant * on =" | "create user™). (1,48 seconds)

Bponeoiad Links

Dacatnse Marposmaent Trig
Fress Trial ol DEWArisan and access

o th DBA BGrpT Gorber
www dharlisan.com

220000 Fri Grant Mocsy
Heeser Repay Guaramiped! Use For Ary

Punposo. Fogisior Today Qnbng
wwey RaaiCas hPrograms. com

S0 YOUT ITESS000 Dane.




Pummelling SQL

* Another curious way to go after SQL passwords.

!'El.,- filetype:properties inurl:db intex::passwnrd| i
—————

drivers =org.gjt. mm.mysql.Driver logfile=d:\\other\vwwwi\llog.txt ...

v AN Otherwaiiiog. xt mysql.url=jdbe: mysgliocalhostbbs Pusell nicode=trued&characterEncoding
=BB59_1 mysglmaxconn=1000 mysgl.user=root mysgl.password=hnkjy

wiiew i et WERB- INF/classesidb proparties - 1k - Supplemental Resuk - Cached - Similgr pages

drivers=org.git. mmmysgl. Driver logfile=c/dbPool. log okjgpdb. url=dbec: mysgl/locahostiest
okjspdb maxconn=0 okjspdb.user= ok pdb. password=
witw i kiteamdwaterfava class/db properias - 1k - Suppamantal Resull - Cachad - Simillal pages

= -, I

# salj.url=jdbc:oracle:thin: @localhost: 1521:orcl # sglj.ur=jdbc ...

. jdbc oracke;ociB. (@ #¥sql.url=jdbc oracke:thin:@rfhs_8012:1528:0ra8 sql.uri=jdbc:oraclacthi
sqliuser=saj39122 sql. password=sajigs122
rfhaB012.7 e del ~sai39122/DB/ueb/ueb 1/connect. properties - 1k - Supplement




Google Hacking “Security People”



Certificates

« Security conscious people use certificates..

YO O GCoogle Search: BEGIN (CERTIFICATE .. | filetype:csr | filetype:key
m ﬂ Elrmn .r.rm google.com/searc| = Q- 5|gr1|r1 ﬂm'.-ne url

Web Imapes Groups KNews Froogie mores E
‘ Oogle BECT (CERTFICATEIDSAIRSA) Filetyawcrt | Fietyee <4 | Saaren )

‘Web Results 1 - 100 of about 364 for BEGIN (CERTIFICATE|DSAIRSA) (filetypa:crt | filetype:csr | fi

BEGIN CERTIFICATE ...

----- BEGIN CERTIFICATE-----
MUEELCCAxagiw|BAgILRAAAAAAASET G wiDOY SK0Z | e MAQ EF BOMs W ELMAKG

A1 LUEBHMC UEw HT AbBgNVBASTFELINVGWE Y mF uay BT e CdgeiBy LnBubRAwDgYDVOOL ...
L ica_Bursdkecrt - 8k - Cached - Similsr paies

BEGIN CERTIFICATE ...

H]lFJTM%WJWIMcMEEMMDMG&ﬂUMH
ETAPEgNVEACTCGYT Y HbmNIMR W EAYDVOIO LEwBd XRobi pdHix Cz AJ BghVBAMT ...
e wkicrica-oparnior, car - 3k - Cachad - Similar pages

BEGIN RSA PRIVATE KEY ...
. RRCATHWE PG4 rBwgSELECILI 17 1g== -—END RSA PRIVATE KEY---—BEGIN CERTIFICATE--

MECrzCCARGLAD AWDOY JKAZ I e NALQ EEBCawiZ B CrASBGMN VEAY TANTUMRESDWYD ...
GV Sourcalorge. nedvieweve oyl sllercaplatiercapiator sslemireve1.2 - 3k - Cached - Simils pages

BEGIN F TE ..

——BEGIN CERTIFIGATE--—-

BANENE CCASyY i Bl BADAN BgkphhiG im0 BACOF ADC By DELMAKG A1 LIEBh MM
ETAPSghvBAgTCE 1 pYahpd2FuliRk«EAYDVOOHEWL YW hWFEn2Ex N TAz BghivBaaT ..,
yakka adumalcen.cn - 2k - Cachad - Simior pagns




Private Certificates
* PRIVATE keys. AOL I(ewmrd PRIVATE!

Q- Gongls
e ———
Wb Raguin 1 - 103 o shoer 147 o7 Sletypepem pam ke privaie (085 macoroa

BEGIN FEA PRIVATE KEY ..,

—---DEGN RSA PRIVATE METY-—— KBCARASRTG0 Dyt off Lop Ot lnds T e 3 5 BoS GO Do T rrrmi A bl i el [+
W;’tﬂﬂu w

anmch o orgi e O 00 HL S0AR- S (Geryrio- e v ais.pem - 2 - il - S e

) A 5l RIEIA 1t I Y
—-EH mﬁ.lﬂﬂd:l Iﬂ.‘r‘— 'ﬂmm-.ﬁ:u.r-mm1w
Mnﬂ el ot Oy M‘Mﬁl

e DR BAT etk -0 1 1 s bn oy e - O - !mpph-r-un.-ul Lol - Sia oo
|IJ-|m e fpre aaarrh cpae oeg i

- BE(# AEA PAIVATE FEV-—— Fice Type. 4.ENCRYFTED DER v, DES EDES CR: EDESCTSEBCAECSC
mmusminmmuu1mmmmu -
— DYDY TIN). T« D0 - b - (T D

o pess/tunTel DM - snnotehs - 1.5

| Fiebers o slarrad pee CVE kg . 1 buger 1.2 8 30 Ve M conliers

u privaie key and @ corifcais seod for wiumrel 18 The .,

DOl . Salmlonl OO P M L et Ve Y D 13 [pcid < S joos

il BEun el P - v - 1.3
Fim: j2erl 2ol leals ¢ slurss sl pam (downicas) eviaee: 1.2 Mon jas 1315258
I LITC (B mersky ago bsy bagaar - Tel Sa cortiee o privebs by ond .

pieid AR R IVREP [ Trire 01 TEDOOIL Dt L e P - O e « S0 (e
| ot ol i ol B |

wimf

ward Y el clel pem - TR -i;.';r;;l-:n'lrmq

A EE—————




Locating Nessus Scans

+ Lots of hits, but we have samples and garbage...

'F_.'tﬁ (&) Coogle Search: "This file was generated by Nessus”

[ e | | c ] (Gl hitp: { fwww google.com/searchhlwenddredi = Q= Coogle

GOUS[E "'"’”"‘:“‘“9"'“"““]- B © FIGivus v oogie comiseartomume 1008 en 8O- Coogie

= F 1

ﬂﬁ iy Gﬂﬂl Search: “This file was generated by Nessus”

Nessus Scan Repon
Waeb Hesults 1 - 93 of about 190 for "This file . factor : High CVE M-Bﬂ1m14.?hllﬂhnwhﬁlm-,

iohnny.ihackstuff com = I'm iOhnny. | hac

.-« This file was generated by Messus® Steve Ca N
: 3 . ; gseus Scan Repor
rates it: (no ratings yat). This search yeids nessus e FOF your information, hers is 1he racerouts to 151,108,232 120

i ':,' 14T " -:$1 ] I.Drn r'||;||:_-.:-| php el e

= DhOni TEA 108 232188

| Moon meyhy fror IR aT [

redllama - Nessus Raport

v Contact AKVAS Information Se
Thia file was generated by Jf
WA Y DTN S e LTy e

“This file was generated by Nessus”



Nessus Scans

+ Every now and then you get something interesting.
* This ‘corporate’ scan was found on a personal site.

=]
-]

-]

o0 0 Oo O 0000 OC D

o fig (21fcp) (Security notes found)

syl (250 e ([ Necurity hode fownd)
dinmsin (5 cp ) (Secwrity warnings fownd)

o finger ("W (Security notes found)

woww [N e p :'.Tr'-::urrr_r hole fnu.mdj

o poppaisd (106itcp)

pop-2 (11 Wiep] (Security notes found)

gtk (£ 35cp ) (Security warnings found)
methios-sm {1 3%cp)

urtknown (445hep)

wnknowe [ J0580cp ) | Security motes found)
wriknowe (33720

ko [ § Vi)

wreknown ([035/cp ) (Security notes found)
unknown (61 2%wcp)

gereralicp (Security warnings found)

pengraliudp (Security notes found)

LRI

S Lo 1007

Pt 021 .F//



Locating ISS Scans

« Same deal, lots of samples, but then a few gems. How
about navy.mil? (be good kids, it's gone now =)

| Host IF Address !F NS Mame | I Status -! l Oiperating System l
e - Reachable  Windows NT 4.0

[ Vulnerability Name
Fipd args core dump
! Additional Info

| severity |

I

“This report lists™ “identified by Internet Scanner”



ISS Scans

+ Test scans always lack realistic details, like usernames that
match accounts on matching mail servers.... Wait... this
ain't no test scan...

alals) iss=navy.mil.htmi
| « » il ¢ WO =0
Livgronin leivikrs nol sel - ¥ =
Sdditianal Info Maore Inifn
il in
[ |1
lenih

|&
|IDDS [CAD

il s




IDS Data: ACID

+ SNORT IDS data delivered graphically, served up fresh

[ | —" pﬂﬂl!.lhrh'iull.\"'h.ln- Il:ﬂlln"lnil\ﬁl -h-'LI“ I-Hﬁ-t ':'r

‘ACID: Cuuery Resufts: 15 Last Alerts

S

EEE

ZTE LTS 18

FRE-RE-E S L R b

1B TE M 1238

ST 1B T4.20. 1336

TR T3 1395

FRERESNE R =R

PTRAELTAR: TEM

Wob Faciait 1 - 3 of abead 1,850 fir AGID "ty Sesen Daryiw™ Sty pba. 0UH i ||=|“|
ussiniaha 4 <Toke ~ = Camrigl C) 2000 Camsge Mello . o
;: -Ihwnw&wmmlﬂhwn-;ﬂﬂ:‘ﬂm #1-  [snoet) (hip_inspect] 15 LBECODE D720
caimn e ] i - A T T
w.-n.'.u:?lw;u.-u-ma.uu AL P :n.uz J.EILTIAELT-I: - it - S rike L - ?Elésnmpﬂlﬂ.r ENCODING 1haT 42
et bl o ¥ oase pe-bnes [Lostedir 1 seiangs) A B2 [enort] (AL inspect] 115 USEDOCDE n b B bR, H]
#0 BT | Wy A Dy o fad of Be ACERT e | [1- CODEPOINT EMCODING 34T A
——— e T el il g _vimn php TTH P i e _Tm
ACE_ Time Profle of Aars
| e | AEID 0 BT | by Pavvess Dusrplle s el of Bua AERCERT 3  [mnort] {bitpl_inspect) 1S LNECODE 200720
e} |- CODEPOINT EMCOMHMG 13.4£T-£2
—— baeeibaoall iral Bevep (M0 B - Can Pl - Sl s o THEILS)
AGR: Al biarg. 12 L3R A 84 [snor] (Hps inspect] IS UNIGODE 20040720
| e e e {1+ CODEPOINT ENCODING 134742
= - - wdwnd_ SIS Bt A R e e - Ak - geer - e (e T“H]
_ S I WD, groay laedh, |, B 1, | e in 0 sesceda) #0- . Lemort fittpl et} -
ACIS 0. DI | l;lu-ﬂnhul---r-! o e MEERT payail | = _ [t CODEPQINT ENCODING 1drA2
lambil il et i phpdlar-timi  Peiuarnllaks b s e oelireineis @ 3 THGNE]
i+ Il
[ i i 1 s =20 | B6  [wnoe] (Wipl_insgect] 13 UMEDODE o T ]
. 1= COREPQINT EMNCOHNG 1ATA2
ACE Clasmhiaqon T'I!I'i;l?l
ﬂmﬁml AED o] 3 T o o Raman Dnayeewy 5o oEs
m—— iany Jnptear prmrepiEy B S Caored - SR g @7 [weort] [TEh_insgect] 113 URBGODE 0730
T D |cr 1 CODEPQINT ENCODING 134742
TEE3]
B8 [anont] {Wigh_inspect] 15 UMBCODE 00720
e e |
e

ACID "hy Roman Danyliw" filetype:php




SSH Host Keys

+ Guess the Google query...

10
“Frouylaarmame™=""
"Praylasaverd”=""
"FroxyTelnetCcmrend*="gconnect Lhast Spartiin®
"FroNyBECESVersLlon” sdword i D0O0S085
"HaMauasRepocting "=dwaed: 0000208
“RafemateRenize =ducrd: 00000000
“HOAltBrrean " sdwnrd i O 000D 000
"HalbanataWinTitle "sdword: 38000808
“Raflackepace "=dword: 00000000
"HolanbtaCharaat " sdvord DIO0D0S0

"Printar“=""

“Boglgnorel "=dwerd: 10000000
"BoglPlalaPel " sdwo rdq §0000 000
“BogREAL " =dward: 00000000
“BugRMALT *=dword: 00000009
"Bojgberlivekey? " sdword DD 0SA00
“BugRiAPad} sdworcd: 30000808
"BuglRIEx? " =dward 80000000

[ EKEY_CURBERT USER\SOFTEANELSimcaTathan'\PuTIT\SskicetKeys |
"galawy.acl.sgh.eda.pl®="0025 /0l E01096]146bcoRdindal 6Thenl
"rea?d??:galawy.oci, agh . eda, pl =" 0x23, Onacdel 52492045921 FhE

—————

m ﬂ E]m:.-ms:a-i 39, im.lmm =

L oy Tl U k]

e

3 b e s :
o Thrype 1eg HKEY_CURRENT USER iEHl-u:rmE'rs )

"Kl ].ﬂilpd.l:l' =" :I.:.:.u.hulu B®

" LocatlForihooepiil | "=duord« 33400000
"Resctefostheceplill "sduard s Q000000 E
“FertForwacdinge "=""
"Pronyizclodeliat "=""

"ProaytypEs " =dwnrd O0000HEE
“proxyHost =" proay "

S PrerpFart T =dwsrd c Q00000 RS
"Proryliassnuse =" "

RLET T FTT T R

"FroxySOCESVersica "=dwocda 5300005
“HoMcuadlsport g " =dunrd s BE330000
" HoRema el Rl pe " =duard, DEEEII0D

“MoAltBerann” wdwerd ) 0000H0ET

“HoRemctalinTit e " =dword: HE100000

'hﬁlaklplul'lﬂudlﬂhbblﬂd
L ST R R LT R S LD D

"Prister®=""

"Hoplgoorel™ =gpsrd 000D DEE

"hogFlslnFH] "=dacod i 0 DO RS

" Begiial "=duord 3000000

“ PogSEALD " =dwvocdr 14000000

" Ioglerivakeyl " sdword i ODDEE0d1

" HegREARadd " =dward 1 J0000DES

" PegbEadEnd " =dward r JAGHDHBE

“preayTalnotfoasind "= “coacest Thask Spsct’un™

[ EEEY_CURRENT DEEE\SOFTHARE\SimonTetfes'PuT?? EckEcatNaye |
“galaxy . ual. sph.edy. pl =" G e L IR LERRI L idbPooRkdiadc LEThER led T bbGobab Td 4 T2 0ed R T4 Rok-d fad 3d1 1E€
"EnalRI2 i qalany el agh. el pl "= 0R D Suaada B el eS0T 1 EREIPADS S 0 0FESRSI [ dbnEnlddiacaib i1l -

LI

i o —




PGP Private Keys

m [ &} II‘ g hnwmnltmJmmﬁwrum-ﬂulllnmﬂnnmam:hdu+m4m

e L e d H e LT T

Web |mgosy Grups MHees Froook mosss

Google ===~ it

Wb Fumeks 1 - 8 of nboet £ ior infle: Index of” pecring 2ak (0,17 sscondi|

I of St Daagwe
inan of o= o 2 11Uk F 000 1255 Tk pat by 25- Julb 2000 1755 T sncdect o
¥l 20008 1268 1k rom ol

ot 11 Jul-J000 1355 0k sacring balk 11-J
Py Wi PRI T S - SHTET [

muw_ 2001 1874 e 0% D00 1k pabreg plet
13 Ky 2003 ﬂl1krﬂl¢ﬂjﬁ1ﬂ-mpﬁ§iﬁ Ik 23R

13
ik
pre . o CONITDgORES | 1 - Cyched - Eriy pages

aiil ..- 3 3 B e A e B _,H1”tl T
mimﬂﬂammﬂmmmaﬂu Saring bom 10-Bap
7 oy ermark-warnd - 2 - Suprsererial Ao el - ﬁrr\lﬂ Jarremr e

Inden of (Gart Fpdies

Ieadirn o At arypgelies. . H01 00 td Bk pubring. ppg 2 Al F001 B0 12 1k pubring plr
PE-Fug- 3 O 14 Tk megranad bie 26 Asg- 2007 2014 Th smcring bak 34-Aag -
W e g baterailsppfieal - M - Y ppwrracie] P ol - ol - Sl pages

of feqrepgoies . 2000 1514 Ck 2¥Aug-200" 1518 1k pubeing
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Ineig o rrndhdos nd Kripngrafod A mmat ko FLIFPGRNPG
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Indax of otk i Hrip oo o simrmirel o PG TG
O b 0003 1312 BSk puiddingupby D gl 20803 1312 BEL ssering: ki 1 8ky
L w-mmm:mtmmmmw 2% - Baqiemarisl Rmsilr - Caches - el (o

o At ISP PG .. k-4 gl (8- Apr- 2000 2227 4k
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Hacking ‘hackers’... you know?
IRC users??



Accessing IRC

* Finding a temporary IRC bounce is easy. These sites offer a
web-based IRC client.

Y Google Search: filetype cgi "egi-ire” -lfnlt

| || {.1-| |G Ihtp.  fwww. gaoglecom/searchtny = Ez,_ruler-.-ne '

Wil LI'I.IEJ.EE Gioups  Mews Eioogle

GD'LJS[E filetype:cgi “cgrire” efnet

Web Resuits 1 - 14 of about 27 for filetype:cgl "ogizire” efnet. (021 =

CGLIRC Login

CGLIRE Login. Mickname, Sarver, Channal, Advanced. .
CGEIRG 0.5 S0avid Leadbeater 2000- 2002

gens. consolermul comlogi-binfegirelinc.cgi - 3K

EFnet Webchal IR Padal
Meckname, Realnamea, Channel. Serder, COI: 1HC 0.5.3 |EII|3- 10728

chat efreal.infoire cgifadv=1 - 4k -

CGLIRC Login

CGIIRG Logn. Mickname, Ftnﬂ"lm Server, inc.nel leledk, ..

web b, P =iy asc gi-bindine. cg tady=1 - dk - Cached -
CGLIRC Login
CGIERG Login. Mickname, Sarder, irc. inat_tele dk. .., w
el B, noe - myvalcoe-benuen o - 4% 7

[ - - - ] i

Filetype:cygi Scyizire” efnet



Accessing IRC

+ Some of these sites are even kind enough to let you
connect to any irc server you want.

o e L CCLIRC Login

!_I 1 |? [ ] =T Filetywme O

CGEIRC Login

Mickname  joknew
Realname joj0 no popd

COSEIVET ircblessednet
|
¥

Pon | 6660

Channel #haxtsz
Password
Format | minc
Lagen

COGLIRC 5.2

filetype:cyi inurlzirc.cqi



Pillaging IRC

+ Lots of leeto hackers use psybnc for bouncing irc
connections.... Not so leeto if the config file lands on the
web....

PSYBNC.SYSTEM.-FORT I=H8HE
FEYBNC . SYSTEM. HOST 1=+

PEYBNRC . HOSTALLOWS . ENTRYQ=*; *
USERL.USER.LOGIN=tuomasra
USERL.USER.USER=Wha 8 Your Daddy | #peaga Rulael
VSERL.USER. PASS==0i0x0f0cOMIBIS ' §° 7
USEHL . USER.RIGHTS=]1

USERL.USER.VLINK=0

UWSERL .USER. PFORAT=0

USERL.UZSER. PARENT={

U5ERL . USER.QUITTEDO=D

USER] . USER . DCCENABLED= |

DSER] .USER . AUTOGGETDLC=()
USER].USER.AIDLE=0

USERI . USER.LEAVEQUIT=0Q

USER].USER. AUTOREJOIN=]

USERL.USER. EYSHMEGs]

USERL.USER. LASTLOG=0
USERL.USER.VHOST=is . drunk.and. ircing.con
USERL.USER.NICK=Lula

USERZ . USER. LOGIN=Gerni
USERZ.USER.USER=Joonas "HPF|Geeni Salonaho # #hashpipe
DEERZ .USER.PALSem !-EEI.'IZIII'-H_-\'J".'{ID' G L T
USERE . USER. RIGHTS=d

filetype:conf inurlzpsybnc.conf
"USER.PASS="



Pillaging IRC

* WWanna become someone on |IRC? Let's find their nickserv
registration passwords.

el http://216.239.59.104 /searc.. his+for+later+use%22&hl=en
[ 4 b [ [L‘r] IGlhttp://216.239.59.104/search?q=cache:3R A'Q- Coogle 13"

b[22:54| =NickServ=Your nickname is now registered under the h
[22:54 ] =NickServ=Your password is [(kaladon] - Remember this
[22:54) [thyrell lecool

[22:54]) *** davidu (~davidu®12.,25.235.40) has left #binarycl
(22:54)] [thyrell]tnx dave

[22:54) *** davidu (~davidu®12.25.235.40) has joined #binaryc
[22:54) <davidu>oops

[22:54 ] <davidu>heh

[22:54) [thyrell|re

[22:54] [thyrell |tnx for the register tip

[22:54] <davidu>werd

[22:55) [thyrell]i m not really experienced with ire

[22:55] <oweff>hey A
[22:55] <oweff>1 m back Y
ﬁ T
= b

“Your password is * Remember this
for later use™



Pillaging IRC

+ *sigh”

[(14:36 PM] <RobertoFrog> how do i register my nick?

[04:36 PM] <Sumthing> magic

[04:36 PM] <Sumthing> =D

[04:36 PM] <+Lucylnyo=o__ O

[04:36 PM] <Sumthing> type /msg nickserv register password
[04:36 PM] <Sumthing> i think

[04:37 PM] <Sumthing= | haven't registered anvthing in forever
[04:37 PM] *** Sumthing is now known as Frank

[04:37 PM ] <+Lucyinyo=o__ O

[04:37 PM] *** Lucyinyo is now known as Kayley

[04:37 PM] <RobertoFrog> hmm.. i guess | will use froggy as my password
[04:37 PM] <+Kaylev> Hi Frank

[04:37 PM] <+Y osho> /ns register <password>

[04:37 PM] <+Kayley=o0_ O

[04:37 PM] * Kinzu unfs Kayley

[04:37 PM] <+Kayley> @ _@

[04:37 PM] <+Y osho> easier

[04:37 PM] <@ Xernn> hmm

[04:37 PM] <Frank> hivo Kayley

-NickServ- Nickname RobernolFrog registered under your account:
RobertoFro@ * ade(409 ade iprimus. net.au

-NickServ- Your password is froggy - remember this for later use.

“Your password is * Remember this
for later use”




Getting Sensitive




Locked out!

« Some sites lock down sensitive data..

* However, the Google
cache image still
remains.

403 Forbidden

mur—

B e e R

00 VTew 47 - Thw 07700 Tome 0F 19 P **amual Smie Rovonls
bl | o By e Y il M D Rl My b g e | oo e Aalae | e e

W ageamans | cmpasy  Sblwes | Chad % Adbdeyes [ 0 oy 1 emad e Pecame WY Fip i
| wam ™ | A Meang (YilBYs "T1 g E-mil:imij*l‘l-‘-l-'--_‘ e T

Enke oy e Vo Supee  Aadare | @ ame Bageamgs | cepany Abdemss Ll Y Aldeyss |
T N R be . THEHA LN TS ey %A Maana (YIBEYSE ™Y b Dol

saggrmadetibg s | comen  Pyymes Vietd Yiga' wid o ow S0VIVI0T149%8 ] Exp. Date:

GED 1l b ik B o | ol 'l."l‘l"qlﬂh'l & = e | E—
e—AE . - ""-"'_‘ﬂ’i-‘.'-“‘ A REIRE: R - a YN IE ""..1.1._-.. Tonm P il n
“.li.i.‘l“l.-ﬁ' B 1._| G o 1. ™ L Pl | a & el - T g

Gl o P *Yigmaal wmiks Baosls | s | cabemg an T i by Ve .l.l-'l-hli.-. bl ey m.n | oomg | .
-

amw Alme | a9 Samw | g cas | cmpasy Al 04 Mealesy Sl C 0 oy | pma

- it 0 | L 5 ||-_.r‘__” i THL WL L |-




Credit card info on the web?

* How can this happen? Let's take a tour of some of the
possibilities...



Court Documents

+ Court cases sometimes give TONS of detail about cases,
especially fraud.

UNITEL STATES COURT

LAl L kU

UNITED STATES (OF AMERICA

¥ CASE MOy,




Court Documents

gccount number

account #

Bank

Platinum

account

account &

STALCTTHENL account

account




Court Documents

* How much detail is too much detail? =)

CREMT CARD
ADCOLN ACODUNT MAME
NUMBER
AMOUNT

i 23 3 Kl
Harsk 1550 1.4 L5 1)
Bank « Al a7 % o)
I Bank 1550 13 5 A
dank LU L] 5 ()
Hank £ i % )
. Bank 134 e 5 ]
r Bank L] fred § L]
Hank FTEH 17 g (41|
Hank 160 16 5 1060
Hank 1] (L] 5 i




Court Documents

« Of course, fraud accounts are closed pretty quickly, no?

ACCOUNT ACDOUNT NAME
HANE NUMHER
AMOLINT

i Hank 151 13 &1
I3 53

Bank 0} 97 5

Hamk i e o2 &
Hank 1 96 L

i Hank K, 27 211

Bank 1 a1 51




A tale of a corn snake

+ |s this for real? Either way it's pretty sad...

‘Re: Corn Snakes For Sale
m B [Glhl:m //64.233.161. lm.fsearch?q-caﬂ're v

Re: Corn Snakes For Sale

| Follow Lips | | Post Followup | | ReptilesPark discussion board and
message forum |

8 Q- Coogle

Fosted by W s o tm - o

In Reply to: Re: Com Snakes For Sale posted by S® S on e

: please send your smallest corn snake, send o 0 8w at 16

Tl T s charge 10 e Vica @ 5o
— Fxp = 2005

—_— 2 .
- -




Getting shell.. the easy way

* Now I've heard the term ‘using your credit card online’ but
this is ridiculous!

applying for a shell acct

o T Paing sk & Paing oy

- Smhﬁwn.rf~-¢r TR T F '

® From: [ pesee e S wd IR 0T i
& Dlaksr wa TN EHE CCETRL R

Bi there i sm interssted ko buy & shall acet for sy son.
{ m 2 buay becsuas of aome CEAROAN. Thia Ls ®my only way to communicaba
with sy don... 80 § wask 2 buy a shell acct using my creditcard

the login name and password will be:
Login nAMmBG =y e B
passwordl §' @

Down kbl will bBa the detalla aboalk M.
is = .

Fortwna ,Ch, 95540

tel#;

Billing Informatiom:

Hama on caedi N I
credit cacd #; & TRBERE:ET BRRAD
pxpiration dates G1F00

type of card: wisa

Tharnk you and I hope to hear from you soon.




Some people just don’t get it....

Questions & Ofers Board

Owr Questions & Offers board ks the place o view guestions and offers batween othor buyers and the sallor, Pmmemhwmmmmhnvmm_qﬂmwﬁm
ihe seles o guesion.

Questions & Offers between and the Seller

qw: hi there Riere is my credit card details below @ mame on coed 2 card number : exoire date © 10/05 W2 nember ;
Buyer card Type | Wiss name an card : rard Aumbar | R 0pice date | 02705 cyy? aumber - 0 card type - Vien ploase kit ma
knisw B you finiehed charge my crodit cand. thanks  War 23 9450007
|
O, 1 wall attempt bo cherge your cand first thing tomorrow when [ am back at the office. Also, what address do you wanit this shipped to? Thonks  Mar i

AREW R
Saller .y 5 sreor




Some people just don’t get it....

PeitwCash

wiFS

CHECKI NG

s [ah i

133 xxx

-\.:l:-|'-|'.|_

vvailable Halanee




Getting serialz... wha-hay!! and MORE!

* This Is a very generous person. He's willing to give his
software serial numbers and his credit card info to the whole
world. Generosity like this could change the world.

ATals Wirtual €0 Sumnport Farum :I
| A & N kop) e aerualod ol inioamiediappssupac s O S SN R lizense
Gun Tag, syles ) (B = = = | spaong |7 e do
> k> b > b > b P b b} e
1o 11 ¥ i | I L L3 L]

Gxood day

I hawve no small problem

|...5nig@. .|

| enfered my Serlal number of HEBD-63TD-4ZBC-0B40

Th message: The Serielimummer 1S wrong
B W Pl ITHTHE
[..&mig...]

SO MaITENET

Moy Can | Tig bl LEZ@ns rsmimier?

[---&nip...]
1 L igsfsr g mesr
I purchased on the 23rd by means of VISA Mumber 41655521057 78903,

—_— 24.2.3004 Expiration Date of 2.24_2004

Dozt fIr brvia

L =| Thanks Tor info




Police Crime reports

+ Two questions:
* Are police reports public record?

* YES.
* Are they on the web?

* YES.

+ Many states have begun placing campus police crime
reports on the web. Students have a right to know what
crimes take place on campus.



Crime shouldn’t pay...

+ I'm thinking there should be a process for filtering these

reports.

. Police Department

« A few might fall through the cracks....

Fesults 1 - 28 of 28




Expense Reports

+ It's not uncommon for expense reports to be generated.
This one is for a county.

Couaty
EXZEN] RESOAT
ACE

24

L34 35
154 a5
P4 35
94 35
194 35
194 45
24 Tt

L4 155




Expense Reports

+ Bank account numbers....

CONEFDEN
CONFDEN
COMFLDEN
BANK

69 41

B9 41

69 41

o3 Tl b

69 &

- -
4 e

Bl S R R R




Expense Reports

+ Bank loan information... $20,000 + transactions

e BANK

119 LOAN

BANK BANE
10
04
0

BANK BANK
04

04




Expense Reports
+ Oh boy...

STAPLERS. 20 115
20 J1§
20 115
20 11§
20 J15
20 11%
20 115
LONG DISTANCE 10 135
ge a9 VISA 10 115

10 JBE

10 JB%




Expense Reports...

+ Somebody has to pay for all this stuff....

381

5o

13:

VIGA

ViISA

[ e

FOOD




Expense Reports

+ That's one heck of a video series.... $300+

VIDEC SERIES 2400! 39
VIDED SERIES 2400: 39
VIDEO SERIES 2400 a9
VIDEO SERIES 2400! 39
VIDEQ SERIES 2400! 39

49

@9

el L L Lad




Credit cards... Google hacker’'s gold...

* The legend of finding credit cards online is true. ..
* | just get bored sifting through them all....




Credit card listings




Credit card listings

Haskeeocaed

Hosieroard

Exp 4

ate:

Exp Data:

Expilre i

Exp Data:

Exp Dates 04




Credit card listings

WISA - VISA |

Visa
LCard Mumber

¥isA




Credit card listings

Card Ho

Explre

EEpLIES;

Expire

Expira




Credit Listings

S ala







Reifede dhe 8154

[ L]

There was one ern page. For more §  Disphoy 2 menu




Neiieds dhe &4

AFaNa
vl 5] -0~
measterca Pl
Expirstice (5
i
Expiration 1]
wisn
Expiration
vis
Expiration
[ | 4
Dizplay 2 menu
-
lasteril s ¥
k| 4 ¥

f
Dizpfay 2 menu

Expiration




1 +
i ﬂm.
*.‘_;
1" .wwNw

N




Pick a card any card...

* We proudly accept...

Amiorioas ENpresd

HastarCard Biscower
Discower

Amaricas Exprass

eRpiren

American Express

Amarican Exprass

Exp. Dabte

Exp. Daks




Credit Validation

Question: What keeps someone from using a pilfered credit
card number and expiration date to make an online
purchase?

« Answer: That little code on the back of the card.
* Bonus question: What's that code called?
* Answer: A “"CVV' code.



Credit Card Numbers, Expiration Date and CVV
numbers, ch my!

Wi

Mastercard

CVIC
MasterCard
Exp Date ;
cvvd:




That’s not all....

* Credit cards are sooo 1990's =)

Lo

routing?
account
caccounin

paypal pass

CVV

bhank
bank
bank
bank

55T .

paypal_passwd

chayid;

chaypass:

paypal_passwd:

Checking account;

Routing number;

Check number:




Getting more personal

* Question: What's the one 9 digit number you shouldnt give
to ANYONE?

* Answer: SSN

* Bonus question: What can you do with someone’s SSN?

« Answer: Steal their identity.

* How do SSN's get on the web? Let's take a look at some
possibilities.



SSN’'s in source code

* Well, they could be hardcoded into a healthcare system...
and uhmmm... put on the web..

(SIS NE] S - Software Development Inventory
| 4 > | & |G hmp://64.233.161.104 /searchTg=cache LYT9FTWEDXg)www.heah = O~ Coogle
I SBN Wi B £ O

s5M E0% W1 OR

SEN - -EI:IE NE OR

s8N 1970 OR

S5N BS W& OR

B8N - 668004 OR

£au 4822 OR

88N - 468 oR

58N B4l OR

s8N 521085 O

SEN - 08O 1 OR

588 E&H B R

£5M EER 4 OR

88N - 413 'S THEN OUTFUT;
NETH ABAETERARDAT-




Crime shouldn’t pay...
+ Remember the police reports? Since the credit card

accounts in them are no good, maybe we should troll them
some more....

. Police Department

VISA ATM
VIsa
S(H SEL




SSN’s - Police Reports

S0 SEC &

Police Department




SSN's

+ Students have a right to know...

DL

Police Department

PFETTY THEFT

MOTHER S DL

Fesults 1 - 28 of 28




Social Security Numbers

« Many privacy violations are self-inflicted. ..

CURRICULM VITAE -
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Social Security Numbers

+ Schools are notorious... Grades posted w/ student’'s SSN's
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Social Security Numbers

+ Schools again...

rimgwer b pEgnEEn &7 grade
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Social Security Numbers

+ Once you get a lock on a grade list, the results fan out as
you explore the site.
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Social Security Numbers

* More schools

Mid-Term Grades

Mid-Term Exam Avernge Grode = 73,22
Aid-Term Evam Median Grade = 53
Uppeer Quartie >= 93

2ol Craartile == B3

Ird Qartile == 68

Lower Cuartile <= 6%

High Grade = 97
Low Gradde = 27
[ocial Security Number Mi-Torm Numerical Grade
[# s
[+ - 6l
e 1 Sk i
| =¥ |6
[ 1 - [l
| i
35 25
e (43
i1 {28
- ]
178 b
04 ]
@ s
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Social Security Numbers

+ In order to make the most out of a pilfered SSN, you need
some more details, like names... These usually get
blocked...

I I File Not Found

We're sorry, but the document or address you have requested is not available. Please
make sure you have typed the name andfor URL comeactly, or report the eror fo:

ﬂ E-Emaﬂm = - &




Social Security Numbers

+ ...unless Google’s caches grabs them first...
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+ Schools seem to be very bad about posting names and
SSNs together with grade postings.

Social Security Numbers




A tale of one city

+ A city document outlining residents who are in debt to the
city... A little report of names, addresses, amount owed and
SSN numbers...

il = 0§ s A e

AMT
ACCT N NAME <% & -t 53N ol v ADDRESS DUE
i & AT
I i 4 ir
o il uno; :
a1 nllisab T L L 1
5 | T L " iy
N T L T Fh e gl @ - =
L
" £ H g 1
T T ] #= T I L ™ |
1| ™ L3 P Tel old




A tale of one city

* Or perhaps more than a little report...
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A tale of one city

* Hundreds of city residents’ personal information posted to
the web... 90% including SSN and address.




Prevention

* Do not put sensitive data on your web site, even temporarily
* Proactively check your web presence with Google on a
regular basis

* Use sites like http://johnny.ihackstuff.com to keep up on the
latest "Google Hacks”




Prevention

+ Use site: queries against each of your web hosts

* Don't forget about hosts that do not have DNS names. Site
scan |IP addresses and FQDN’s.

(ZlalE! Coogle Search: site:csc.com
ﬁ I.',nq-g::lu ?._t_.it'-l:h' & ITEC SO L -'
Web miacg: Goups MNews Froogs more » E
Google == _—
Web Results 1 - 100 of about 16, 700 from cec.com for . (0.30 seconds)
¥
| = - - =,

« Scan each result page, ensuring that each and every page it
supposed to be in Google’s database



Prevention

+ Automate your scans with tools like
Athena or sitedigger by Foundstone.

Fnundﬂm Inc.® Strategic Suuaﬂtr ]
|m |! | | !| R T T p————— Q- | _ :,"'

'i-l---n--'--h- Inc.® & PP v 1 i o i

Compamy Products

Foundstone

» Home > Resawwroes > Free Teols

o pvmew |
O FOUNDSTINE LABS |

O FOUNDETONE ADVISDRES | FREE TOOLS

O AEK THE EGFERT

©) NEWSLETIER ﬂmmm-

) FTRlT S ]
sl = Shabigger™ vi,0 Nelcasoeg 5/77/2004

e Copyright 2004 (c) by Founastone, Inc .
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Prevention

+ Visit the ‘Search Engine Hacking’ forum or the Googledorks
database on my web site, http://johnny.ihackstuff.com
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About DC3

* Who does Johnny really work for?



Final words

* Be on the lookout for “Google Hacking for Pen Testers” by
Syngress Publishing.

* Thanks to my company, CSC and to DC3. They make my
research possible. Shouts to strikeforce, the ‘TIP and all
those in the security community who have provided me a
helping hand.

* Thanks to the Google Masters List: MURFIE, The Psyko
(stevew@security-forums.com), crash_monkey, MILKMAN
(milkman@b4b0.org), zoro25, 10om, Deadlink, wasabi

(sanguls) and Peefy.



Thanks

* Thanks to God for the gift of life.

* Thanks to my wife for the gift of love.

* Thanks to my kids for the gift of laughter.

* Thanks to my friends for filling in the blanks.



