Peculiarities In Nation State Malware Research
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Endpoint agents
Threat indicators
Mitigation tactics

Silent data exchange



Threat -
Indicators

Q&A Data - Agent
Threat detection
Signature hits & mitigation
Timestamps

Hit frequencies
Binaries
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Todo parece indicar que Nisman fue enganado.
A su teléfono Motorola xt626 llego un archivo

con el titulo

. Acaso

creyendo que se trataba de un documento
importante, lo abrio sin advertir la extension
"jar'. Al1l1 estaba el virus.
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INTERNATIONAL Afrigue  Amérigues Asie-Pacifigue Europe Proche-Orient Planéte Irak

Quand les Canadiens partent en
chasse de « Babar »

PET
Persistent
Flephant
Threat

part of tasking seen in collection
— Internal Name: Babar
— Developer username: titi
Babar is a popular French
children’s television show
Titi is a French diminutive for
Thiery, or a colloquial term for a
small person

ntrass.exe {_HJ-J-% 7
— DLL Loader uploaded to a victim as \ *_ E;:'

C'est une véritable traque qu'ont menée les services secrets techniques
canadiens du Centre de la sécurité des télécommunications du Canada (CSEC).
Elle est relatée dans le document fourni au Monde par Edward Snowden, dans
lequel ils présentent leurs trouvailles. Avare en détails, ce document permet
néanmoins de retracer I'engquéte qui a permis de pointer la France du doigt.

Comme dans une partie de chasse, ce sont des empreintes qui attirent en
premier lieu I'attention des services canadiens. La note interne indique en effet que
le CSEC collecte quotidiennement et automatiquement un certain nombre de









MISERY BUSINESS

Who wrote the malware?

Who controlied the malware?

Who were-the victims?

What was-the aim-of the-operation?
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SH+ Academics say

Source code authorship
attribution

Automatic detection of
stylistic features in
binary code

Problems?
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Datafication of RE results

Different domains & lots of attributes

Any attribute can be faked or random

Assumption: Impossible that all vary in all cases
Goal: Even out individual human / compiler influence



STRING CONSTANTS
Error messages

String formatting style
English grammar mistakes
C&C commands

Timestamp formatting

IMPLEMENTATION
TRAITS

Memory allocation habits
Use of global variables
Multi-threading model

Software architecture and
design

Constructor design

Dynamic APl loading
technique

Exception handling

Usage of public source
code

Programming language
and compiler

Compilation time stamps
and time zones

CUSTOM FEATURES
Obfuscation techniques

Stealth and evasion
techniques

Use of encryption and
compression algorithms

Encryption keys

Re-used source code
Malware specific features
System infiltration
Propagation mechanisms

Artifact naming schemes
/ algorithms

Data exfiltration
techniques

System / OS version
determination technique

C&C command parsing
implementation

INFRASTRUCTURE
C&C servers

Countries / languages
used for domain hosting
and naming

Beaconing style

Communication protocol
and port

Communication intervals
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String constants

Implementation traits

Custom features

Infrastructure

Error / status messages
String formatting style
English grammar mistakes
C&C commands
Timestamp formatting

Memory allocation habits

Use of global variables
Multi-threading model

Software architecture and design
Constructor design

Dynamic APl loading technigque
Exception handling

Usage of public source code
Programming language and compiler

Compilation time stamps and time zones

Obfuscation technigues

Stealth and evasion technigues

Use of encryption and compressicn algorithms
[Shared) encryption keys

Re-used source code in general

Malware specific features

C&C servers

ori
ti
en

Malware configuration

MBOT/TFC Bunny Babar

Mo Many Many

All plain, commands/config all caps, no special charact Partially plain, config encrypted, config all caps in XML1 ALl plain, config all caps, enclosed in '%' characters
Mo Many Many

PING,EXEC,HTTPF ASPFLOOD, TCPFLOOD, WEBFLOOD, POSTFI mainfrequency,getconfig, fipput, ftpoet sendfile, getfile, L N4

Time APl= _time&d, _mktimegd; '%02d:3%02d:3%02d', Time Time APl GetSystemTime(), 'timestamp %04d-3:02d-%02 NfA

direct calls to _mallog/_free, no wrappers GetProcezsHeap()/HeapAlloc)/HeapFree() in large nun direct calls to _malloc/_free, no wrappers

Few Few, storing of event handles, strings, global flags use Few, storing of event handles, strings

Simple, main thread with several worker threads Simple, main thread with several worker threads Complex, multi-threading in various instances coordina
Standalone executable, classical bot structure Standalone executable, classical bot structure, integrat DLL, designed to run in context of arbitrary process, mail
MEVC++ default MEWVC++ default MEVC++ default with complex object dependencies

Present, subset of APls only, per AP, APl name identifie Present, subset of APIs only, per API, APl name identifie Present, subset of APls anly, per API, APl name identifie
(++ EH and unhandled exception filter: ExitThread() C++ EH and unhandled exception filter: ExitThread() (dy C++ EH default

Mone (known) Lua engine, C/Invoke bindings Keylogger from codeproject.com, Opencore&MR library, [
C++ [ MEVC++ BD C#+ [ MSVC++ ED C#+ [ MEVC++ D

2010:03:11 17:55:03+01.00 2011:08:29 15:02:29+02:00

2010:02:16 18:05:54+01:.00 2011:10:25 21:28:39+02:00 2011:08:29 13:48:42+02:00

2010:05:06 15:47:37+02:00 2011:10:25 21:28:00+02:00 2011:07:06 15:50:11+02:00

Obfuscation of subset of APl names that are to be load Obfuscation of subset of APl names that are to be load Obfuscation of subset of APl names that are to be loade

Obfuscation of subset of APls Emulator check, Containing directory name check,Payloa Obfuscation of subset of APls,Infection strategy’ based
APl name cbfuscation custom algorithm APl name cbfuscation custom algorithm APl name obfuscation custom algorithm, adaption of St
KOR key AB34CDT7h ¥OR key AB34CDT7h, keys for command/data en-/decryp 128bit AES, 24 FECS AD 3456 F7FE 1201 00 AEBR TC DE A
Timestamp generation, APl name hashing and loading, APl name hashing and loading, infection strategy and £ infection strategy and AV product enumeration through

DDoS bot for flooding of network packets Lua scripted bot for automation of tasks Espicnage malware and userland rootkit

ing in context of Lo nning in context ¢ Loaded through registry key which invokes regsvri2 exe
Y

= netmer.exe, ninternal name Babared, payload dump2lch.dll, directon

Dumpfiles regularly pushed to C&C (assumption)

NS&

over as Encry| ; E.C, command parsit NfA

hardcoded [ encrypted hardcoded [ encrypted

ming pre
sent o

hardcoded [ plaintext

http://callientefever.info/, http://fullapple.netf http:/fle-progres.net/, http://ehatreh.com/, http://usthk http:f/www. horizons-tourisme.com/, http:/fwww gezelir

Countries f languages used for domain hosting and namin US/English Us/French, Us/Iranian, Us/Algerian Us/Aalgerian, US/Turkish

Uszer agent / beaconing style
Communication protocol [ port
Communication intervals

User-fgent: Mozilla/4.0 (compatible; MSIE 8.0; Window: User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32) User-Agent: Mozilla/4.0 {compatible; MSI 6.0; Windows |
HTTR/20 HTTR/20 HTTR/B0
On demand Regular, interval configurable Regular (assumption)
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SECRET MALWARE IN EUROPEAN UNION ATTACK LINKED
TO U.S. AND BRITISH INTELLIGENCE

BY MORGAN MARQUIS-BOIRE, CLAUDIO GUARNIERI, AND RYAN GALLAGHER ¥ @headhntr ¥ @rj_gallagher

POPULAR
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USERDNSDOMAIN=BGC.NET

USERDOMAIN=BELGACOM

USERNAME=1d051897a

USERPROFILE=C:\Users\id051897a



Belgacom Attack: Britain's GCHQ Hacked Belgian Telecoms Firm

e

REUTERS

A cyber attack on Belgacom raised considerable attention last week. Documents leaked by Edward Snowden
and seen by SPIEGEL indicate that Britain's GCHQ intelligence agency was responsible for the attack.




"Looking at the code closely, we
conclude that the "QWERTY"
malware is identical in
functionality to the Regin 50251
plugin.”
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Control component talking to a device driver \\.\asr2892
Sending IOCTLs 220004 & 220008

Orchestrator component executing ‘

ninaries from disk L e & ...’ &)
Drops ‘msrun.exe’ from .rsrc section 3 e,
Redirects standard handles of

spawned process, piping output back to

launcher

2002 —




Prepared to run on _old_ Windows versions
Usmg APls deprecated after Win95/98/ME
Functlon ;0 check for the MZ value,

the PE value and the NE value

2002




Implementation traits and user agent string
Indicate Win NT 4.0 as target platform

Persists as sheII extensmn for the icon handler
Wants to run in the context of the ‘Progman’ window

esa\

= ’s’ )\
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b

Implant to monitor terminal server sessions

Global hook to filter for WM_KEYFIRST,
WM_SYSKEYDOWN, WM_CHAR, WM_SYSCHAR

Loads msob4k32.dll and 6 exports by ordinal

2007-2009
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String obfuscation using XOR 9Bh
Evasive when network
.-sniffer products are running

Super stealthy network communication:
Versatile communication method

9+ C&C servers, infrequent intervals
Communication done through injected
standard browser instance

2007-2009



Fine tuned )
to paddle around

Kaspersky security
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