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Disposable Email Addresses

* Anonymous P.O. boxes of the internet
* Fast and easy
« (Can be used and abused
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DEA Domain Registrations D.E.A. Domain Registrations

 Domain abuse
« Dedicated phishing websites Guerrilamai
* Malware delivery Ta——
» (G2 Infrastructure Vopmail

AirMail

20minutemail

* Registration records
« Captured in WHOIS

« DomainTools
* Reverse Whois Fake Inbox [33
* Registrant Monitor ——
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D.E.A.D.Pool Concept | P

» Internal resource for ThreatConnect Research Team
« Data partnership: DomainTools
* Obijectives:
» Create collection of domains registered using DEAs
« Track WHOIS changes
» Alert on DNS resolution changes
« Provide context to other indicators in ThreatConnect
* Approach:
Compile reverse WHOIS reports for DEA domains
Import domains to ThreatConnect Source
Set up DomainTools registrant alerts
Parse alert emails and feed to ThreatConnect Source



i
Rombertik Case Study ¢

www.pcworld.com/article/2918632/rombertik-malware-destroys-computers-if-detected.html [ www.techtimes.com/articles/51295/20150508/meet-rombertik-a-deadly-virus-that-will-self-destry

Th|$ terrifying malware "TECH TIMES  FErsoNALTECH BIZTECH FUTURE TECH
destroys your PC if detected

|1 www.dailymail.co.uk/sciencetech/article-3069470/Are-ris|

Meet Rombertik, A Deadly Virus That Will Self-
Destruct And Destroy Your Computer Once

Da| |v mail You Detect It

.com
Home | U.K. | News | Sports | U.S. Showbiz | Al By Anu Passary, Tech Times | May 8, 3:41 AM

Jeremy Kirk
IDG News Service

Latest Headlines | Science | Pictures

Are YOU at risk from Rombertik? Terrifying
‘'suicide bomber' malware can destroy your
computer if it thinks you've detected it

In May 2015, a single Rombertik malware sample signaled
the end of the internet. EVERYBODY PANIC!
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Rombertik Case Study

[ YoX V4 " A Follow TCP Stream (tcp.stream eq 0) - 0
s Threat Spotlight: Rombertik ... ?f\+
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Rombertik Case Study

Internet.bs Corp. May 4, 2015 at 8:19 AM ﬁ <« '
To: kallysky@yahoo.com,

genhostkay@dispostable.com
The domain norgren.com will expire in 14 days

;.:uarrdl‘:r!mm;ren.qqm will expire in 14 days. Int"netob' corp-
R To: kallysky@yahoo.com, genhostkay@dispostable.com

Please renew it now by following the link below:
http:/iwww.intemetbs. net'envdomain-name-registrations/AutoLogin himi?o=31-63641446441b1032aa0be13a7 fch7c0cde=IcK4DHWYQX7NnB&a=RenewalAction

If your domains have Auto-renewal enabled but you don't have enough prepaid funds, we will not Auto-renew those domains.

The domain norgren.com will expire in 14 days

: [ maroce ogurdonun | Linx
/ kallysky - Google Search x\ +
Tuttton inc. [US], htpec/twittsscon = = @ | @ Metps://weinkedincomiubayode-ogundokun 8T/ T3aS17

S! @~ (€)= | & https/www.google.comi#g=kallysky

CAE) P
G.D_OS?Q kallysiy kayode ogundokun
Information Technology and Services

Professional
Web Maps Shopping Images News More ~ Search tools

Ngera  Intormation Technology and Services

Seit empoyea
New Horizons Computer Laarming Carter

About 3,890 results (0.17 seconds)

Kallysky Internet World | Facebook ogundokun kayode
https:/www.facebook.com/KallyskyInternetWorld ~ Favorites oogundok Join LinkedIn and access kayode's full profile.
Kallysky Internet World, Lagos, Nigeria. 694 likes. Kallysky Internet World Provides » Am a fun guy, charming and open It's free!
Information Products | Internet Packages | Free Browsing | Job |... IS P W Jrod v ‘As & Linkedin member, youl join 300 million other prolsssionals who ars
sharing connections, ideas, and opportunities.
5 % Dagr ¥ Mown + Sen who you now = common
Kallysky's Profile - Nairaland ) Joined December 2008 + Getwvouons
www.nairaland.com/kallysky ~ e et

Kallysky's Latest Topics ( View All 45 Topics | Posts ). Computers / How To Browse For
Free On Computer (watch The 2014 Edition Video) by kallysky. 2 posts ...
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® ORGANIZATION

*¥1 hsbcauth.top
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P s THREATCOMNEC DASHBOARD  BROWSE  ANALYZE  SPACES CREATE IMPORT AVALDIVIA B Search

SPACES CREATE

Additional Owners
Name

Disposable Email Domains

Details

Type Host
Added 06-16-2016
Modified  06-16-2016

[] Follow
#7] pbns
#] whois

Observations/False Positives

. Overview Tasks Activity DNS Whois Associations Sharing Spaces

Host sk&74.click @
Host hsbcemail.top Q Desrrlptlon

ThreatConnect Research / Alex Valdivia says:
Host skyworthtg.com @

@ None
b hsbeemailauth.top * Suspicious domain typosquatting HSBC.
Host slivege.xyz @

Source
Host hehoanline, ing ® ThreatConnect Research / Alex Valdivia says:
Host smartchoice77.com 0 @~ None

ThreatConnect Research Team Enrichment
Host hsbcouk.top @
Host smikkel.beer @

Security Labels

_ @~ Choose Security Labels

EXPORT v
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48 THREATCONNECT RESEARCH

Rating

Overall Rating
Overall Confidence 0

Confidence

50

[] Report False Positive
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Twitter: @ThreatConnect
youtube.com/threatconnect1
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