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WHATS THE PROBLEM WITH SOCIAL?

» Targeted Phishing

« Social Engineering

« Executive Impersonations SOCIAL MALWARE &
« Account Takeover

» Cyber Attack Planning

@

INFORMATION
LEAKAGE

ATTACK
PLANNING

« Sensitive Information Leakage

 Customer Scams ENGINEERIN ACCOUNT

« Corporate Impersonations ° o TR

« Compliance Violations S

« Trademark Fraud PERSONATORS m

° Pll Theft & Sale EXECUTIVE CUSTOME
IMPERSONATIONS R SCAMS

« Watering Hole Phishing & Malware
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OUTCOME - UMICH PHISH

12.5%

VISItOrsS

filled out email & sent PlI

--DEADLINE FOR FIRST ROUND IS TONIGHT AT 11:59¢

Are you looking for an internship this summer? Do you nee:
graduation?

Through UMichJobs, we will put you directly in touch with v
companies upon signup. Job opportunities range across mi
Engineering, Media, Journalism, Law, Finance, Healthcare,
Creative Ars, Advertising, Marketing, and many more.... St

TV

UMich Jobs

Companies know that University of Michigan students are among the best in the
world. Michigan alumni are exceling i top POSITONS in their Kald, and they want to
heip you reach your full potential, Well make your search easier by connecting
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OUTCOME - SARAH

5%

click thru

once matched
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OUTCOME - ICECREAM

Student Asscciation favorited your Tweet

clicks

admbam®

[Z Robert Doyle and 4 others retweeted you 5

Yooas

[Z Marie Rose retweeted you

1 other retweet

5] Kevin Proctor and 3 others retweeted you 21h

Katie Cleveland, Chris Tinozzi and Syracuse Memes favorited your 22h
Tweet

Syracuse Memes favorited a Tweet you were mentioned in 22h

“if this is true, we HAVE to win. , T T e
We just have to” ot

to.

memes If this is true, we HAVE fo win. We just have

View conversation
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TAKEAWAYS - ATTACKS

1. Targeted & Topical 12.5% visitors

filled out email & sent PII

2. Spray & Pray 408 clicks

3. Targeted Common 75% proﬁles

Denominator clicked link
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HOW WE SOLVE THE PROBLEM

DISCOVER & MONITOR ANALYZE & CONTEXTUALIZE PROTECT & INTEGRATE

ZEROFOX

—_— PROFILE ANALYSIS LINK ANALYSIS

@ O ENGINE ENGINE
PEOPLE a

o (in) TARGETED —— ALERTS (U—=
INTERACTIONS
SECURITY
0 ENFORCEMENT

ORGANIZATIONS CONTENT ANALYSIS
ENGINE
—>

ANALYTICS &
EVENT MGMT
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SOCIAL MEDIA
CYBER SECURITY
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Baltimore, MD 21230



