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A target system network is a tuple N = (G, X, A, T, /)
G = (V,E) is a graph
The graph has type information T = (Ty, Te, Tg)
2 is an alphabet of vertex types
A is an alphabet of edge types

Tv:V —> X isafunctionthat mapsve Vtoo e X
Te : E— A is a function that mapse€ Etod € A

Tc : X X A — String defines the type of the graph

The graph has identifier information
idy(V) : V — String is a function that maps a vertex to an

identifier
ide(E) : E — String is a function that maps an edge to an
identifier

idc(G) : G — String is a function that maps the graph to an_
identifier.
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* Human-readable graphical language

* Registry of vertex and edge types Ak ..)O'V
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Provider
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urn:cptl:cloud:cloudspace-streampics.network
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= smlns="http: " graphml.graphdrawing.org/=mlnz"
smlns:ssi="http:/ Svman, w3, orgs 2001 XML chema-instance" =

1id="1label" Ffor="node" attr.name="label" attr.type="=z=tring" =

id="type" For="node" attr.name="type" attr.type="string"/ =

[ ] [ ]
= id="urn:cptl:cloud: cloud=space. network"

edgedetaul t="undirected" =

Aoh R

. . . = | —=i e obtawn fullicontexst= ofb led. b concatingiwitbh: containing graph ——=
urn:cptl:cloud:cloudspace.network S e

= key="Tlabel"=Main Switch 1=+ =
= kigy=""1type" = Switch’ =

=4 =

= id="TORSwi tch_1"=
= key="label"=Top Of Rack Switch 1=/ =
= leey="1tywpe" =Suni tchas =

=4 =

= id="TORSwi tch_2"=
= key="label"=Top Of Rack Switch 2=/ =
B key="+type"=5uwitch</ =

=4 =

= id="Blade_1"=
= key="Tlabel"=S%erver Blade 1=/ =
= key="type" =Bl ade=/ =

=4 =

= id="Blade_ 2"=
= key="Tabel"=5%erver Blade 2=/ =
= Ley="type"=Blade=/ =

=4 =

= id="Blade_3"=
= ley="Tahel"=5%erwver Blade 3=/ =
= Ley="type"=Blade=/ =

=4 =

= id="EBlade_4"=
= key="label"=5erver Blade 4=/ =
= key="type"=HBlade=/ =

=4 =

= id="EBlade_5"=
= key="label"=5%erver Blade 5= =
= Ley="type"=Blade=/ =

= =

O

Badger42.org blackhat




 Yellow == Caution

 Green == It’s all good
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Networked Security State Estimation

* Measurement of the state of security

CONTENT RATED

 Somewhat polarizing m

BULLSHIT

 Take it for what its worth . . .
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URN:CPTLID:CAPABILITY:ATTRIBUTE

Diagram renders in application
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badger42.org

github.com/bigezy/badger
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Demo Time orifom g

LA

import skills, sys, time, demo
from luck import *

now = time.time()
demo = open(‘badger’, ‘r’

for blackhat in demo:
print skills.haxor(blackhat)
else:

print ‘WASTED/!’
blgl?:k hat
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REQUEST:badger42.org/GETCAPABILITY?source_vertex_attr_type=urn
-cptl-HOST-ipv4

RESPONSE: A list of capabilities formatted as text/json

[{ name: "urn:badger:get_hostip_dest_hostnames", description:
"Given an IPv4 address, get the destination hostnames",
source_vertex_attr_type = "urn-cptl-HOST-ipv4",
target_vertex_attr_type = "urn-cptl-HOST-hostname" },

{ name: "urn:badger:get_host_dest_tldcounts”, description: "Given an
IPv4 address, get the top-level domain counts”,
source_vertex_attr_type = "urn-cptl-HOST-ipv4",
target_vertex_attr_type = "urn-cptl-HOST-hostname" } ]
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REQUEST:badger42.com/service?name=urn:badger:get_host_dest_tld
counts_selected_vertex_attr values =192.168.1.100,192.168.1.120

RESPONSE: A graph of the following format:

{[ {"id": 1, sourcel_vertex_attr_type: "urn-cptl-HOST-ipv4"}
{"id": 2, source2_vertex_attr_type: "urn-cptl-HOST-ipv4" {"id": 3,
target_1 vertex_attr_type: "urn-cptl-HOST-tag-tldcount”,
target_1 vertex_attr_value: "com,44"}{"id": 4,

target_2_ vertex_attr_type: "urn-cptl-HOST-tag-tldcount”,
target_2 vertex_attr_value: "com,44"}],

EDGES: [{"source": 1, "target":4}, {"source":2, "target":4}] }
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map.network-perception.com

Analysis In progress...

Mode: command line

[Cisco Parser][Backup EMS.txt] done.
DOME 1/5

[Cisco Parser][Primary_EMS.txt] done.
DONE 275

[Cisco Parser][Remote A.txt] done.
DOME /5

[Cisco Parser][Internet.txt] done.
DONE 475

[Cisco Parser][Main CORP.txt] done.
DOMNE S5/5

File(s) successfully parsed.

Performing topology inference...

Inspect routes...

Creating primary networks. ..

Marking VPN networks. ..

Creating nodes from group definitions...

Building border cloud. .. =
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BADGER42.0RG =

Github.com/bigezy/badger

Github.com/ITl/cptl-power
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