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APT AttributionsWho wrot
Tactics, Techniques and Procedures (TTP)
Behavior of APT adversary

HUMINT extracted from DNS or Whois

Gather intelligence from open source

Dynamically monitoring of PassiveDNS =»
PassiveWhois

Analysis by visualization tool (Maltego)
MalProfile Tools and demo
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Sunday researcher in malware analysis and
digital forensics

Part time lecturer

A Lazy blogger (espionageware.blogspot.com)
NOT associated with PLA 61398 or Mandiant

NOT associated with PLA 61486 or
CrowdStrike or Taia Global
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Dlsclalmer NO’E?“gO‘mg’to:pf‘ iy opinion on
the latest indictment or Yoke Bun or Clock Tower

Not a major concern for private sector, but for LE

or intelligence agencies
Not difficult, if you have source code

Not hard, if you focus only on strings & human
readable data within a malware program

But, to attribute responsibility with “Certainty” is
almost impossible, unless they make a mistake
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Source code attribution

IS

Attributes of Windows binaries
Attrioution malware
Attribution of APT by digital DNA
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The term Sty;ﬁ)é etryrefers’fhe application of
attribute the authorship by coding style

Kind of profiling by writing style
Comments and coding crumbs

JStylo: By comparing unknown documents
with a known candidate author’s document*

Not a solution because most APT samples
collected are compiled binaries

*Islam, A. (2013). Poster: Source (g ) @
Code Authorship Attribution blackhat
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* PE headers aré des-constructe ind metadata
(artifacts) are categorized (Yonts, 2012)

 Extract the technical and contextual attributes
or “genes” from different “layers” to group

the malware (Xecure-Lab, 2012 and Pfeffer,
2012)

* By a proprietary reverse engineering and
behavioral analysis technology (Digital DNA,
2014)
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c:\documents and settings\administratorhdesktoph\agendatdgl034dg003.exe

% Headers | ™ Dos | @ Sections | fx Functions | R« Resources | 8 i F4

HEADERS (Coff+Option=" NATA NIDCOTODY
OOOOEE4Z  EntryPoint (rva)

O00D0SE42 EntryPoint (raw) Relocations stripped Debug information stripped
Executable image Run from swap (removeable)
00400000 ImageBase Line numbers stripped Run from swap [net)

00031000 Size of Image Locale symbols stripped File system
Agaressive WS trime DIl

o Large address aware No multiprocessor systems
00001000  File Alignment Bytes reversed low Bytes reversed high

00000004 Number of sections | ¥ 32 bit machine expected

00001000 Sections Alignment

0000D10F  Characteristics Computed characterisics : 0000010F Save

Visit Stud PE Forum Test'it || Rva<=>Raw || File Compare oK
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DNA Extractor

Exploit Concept

Exploit CVE

Shellcode

Malware Concept

PE Information

Code Snippet

Behavior

Network Concept

C&C IP/Domain

Protocol

Extracting

Uata
CVE-2009-3129
Code=90903CFDEF
CAPO=E2FES071
PUCA=002191CB
6.821483

140,128,115,
smtp.126.com
test.3322.org.cn

J5=A103FE426E214CE
15=90C0C0C0OC

AS=32EF90183227  Normalizing

PE=EF024788
Entry=000B7324
Code=D7B5A0120987FE
Code=83D2325AB5
Code=20BDCE
?;ltomn-iﬂ'ARTUP_FOLD
Behavior=DLL-Injection,
Password Collector

PE=EF93461A
Entry=0003CACO
Code=AC231098
Code=19EFAC21
Behavior=API-Hooking

O

APT Clustering Analysis
API Integration

Malware Forensics Report

APT Genes

SC.5D5818EE
SC.D810C601
PE.EBD5880B
PE.5A05A491
CD.FC7839E2
CD.102C752B
CD.2AFBT73A
ML.47E1B4C6
NT.549535DD
CC.656C20E1
CC.77DEB444

APT

Partial research works have been shared at Defcon 2011, HIT 2011 and BoT 2011

APT Taskforces

i

Fingerprints

Harvesting Intelligence

APT Knowledgebase

From: Xecure-Lab, 2012 black hat
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TACTICS, TECHNIQUES AND

PROCEDURES (TTP)




Attribution: Tracking Cy

pA0 N0} |
Forensics marks that could be extracted from raw data in three
intelligence layers

— Net Recon

— Developer Fingerprints

— Tactics, Techniques, and Procedures (TTP)

Among these three layers, TTP should carry the highest mtelllgence
value for identifying human attackers

But, near impossibility of finding the human actors with deﬁnitive
intelligence

— Social Cyberspace (i.e., DIGINT)
— Physical Surveillance (i.e., HUMINT)

http://www.youtube.com/
watch?v=k4Ry1trQhDk
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Hoglund’

Lifetime =

Minutes Hours Days Weeks  Months Years
Blacklists ATTRIBUTION-Derived

‘

e Algorithms
NIDS sans - Hooks <

ddress \

Protocol ™  |nctall

£l

P Address

Checksurm
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A military term?

A term to describe the behavior of adversary?
A modern term to replace modus operandi?

— the method of operation
— The habits of working

TT'P are human-influenced factors

pibekhat
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A eTough!

Tools eChallenging
Network/

Host Artifacts OAnnoylng

Domain Names eSimple

efasy

Hash Values eTrivial

From David Bianco’s Blog Q
http://detect-respond.blogspot.hk/2013/03/
the-pyramid-of-pain.html blal_‘élglggz
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TTP OR BEHAVIOR OF APT

ADVERSARY




Defining
target

Sending
spear-
phishing
emails

Dropped
backdoor

Initial
outbound
connection

USA 2014

Data
gathering

Exfiltration




1INg spe mtial outbo
efining target phishing emails connection Exhitration

Human Dropped Data gathering

reconmanssance DACKOOOr

bibekhat
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Domain reglstratloTrw’ A og

Naming convention is ndt typo squattlng,
meaningful Chinese PingYing (Bf&)

Creation DNS-IP address pairs

Engaging a “friendly ISP” to use a portion of their C-class subnet of
IP-addresses situated at the domicile of the targeted victims

DNS names and IP addresses may be cycled for reuse (a.k.a.
campaigns), which may provide indications or links to the attacker
groups -
Embedding multiple DNS A-records in exploits

Preparing spear-phishing email content after reconnaissance of the
targeted victims

Launching malicious attachments through spear-phishing emails

pibekhat
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The exploits drop blhaﬁ?és’fhat ‘extr’a’c records and begin

communicating with the C2 by resolving the IP addrésses from DNS
servers. |

The C2 servers or C2 proxies register the infections on the C2 database

The intelligence analysts of the attacker groups review the preliminary
collected information of the targeted victims through C2 portals.

The infected machines are further instructed to perform exfiltration of
collect further intelligence from the infected machines.

The infrastructure technical persons of the attacker group apply changes
(domain manipulation) to the DNS-IP address pair, domain name
registration information (Whois information), and the “parked domains”
from time to time or when a specific incident occurs

In contrast with the Fast-Flux Services Networks mentioned by the
HoneyNet Project, the information does not change with high frequency

pibekhat
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HUMINT EXTRACTED FROM DNS




gk

e Domain names: A’{Recoré‘; Cname\ NS record

* Whois records: valid email address (once),
name, street address, name servers

Parked-domains: temporary IP address
assigned creation of first DNS record on the
name server (newly created domains are kept
under 1 IP address for future use)

pibekhat
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Extract DNS f?ﬁm"’ché* malic e (sandbox)
_.ookup the currently assigned IP address |

Retrieve all parked-domains from the identified
P address |

Retrieve whois information from the identified
domains

Update identified record to a relational database
for future analysis |

Repeat the process and record all changes in the
database

pibekhat
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? getAll.py -f -d

samples

getAll.py -f -d

getAll.py -c

detects

getAll.py -c

getAll.py -c -
L

passive_dns

N

passive_ip

r
-

passive_whois

(‘,‘

passive_domains

getAll.py -c | getAll.py -q

getAll.py -c | getAll.py -q | getAll.py -w
o > i i
%)

domains whois

getAll.py -o
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UERIES FROM OPEN SOURCE




Nslookup
Whois
Domain tools: reverse DNS and reverse whois

nttp://bgp.he.net
nttp://virustotal.com
nttp://passivedns.mnemonic.no
nttps://www.farsightsecurity.com
nttps://www.passivetotal.org

pibekhat
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{&ipoMAINTOOLS

Invoice

=2 Print this
Payee:
DomainTools.com
2211 5th Ave

Suite 201
Seattle, WA 98121

http://www.domaintools.com

Payer:
Frankie Li
(ran2@vxrl.org)

Payment:
PayPal 3YMVR4Z8TUQS8 fukayli@gmail.com

Invoice Number: DT13555833
Invoice Date: 2013-03-22 08:28:34

Invoice Status: PAID

Item List:

Item Description

Quantity Unit Price

Extended Price

Reverse Whois Report (Registrant (Owner) Exactly Matching "WANGLUO SHAN") 1 99.00

bl

SubTotal:
Taxes:
Total:

USA 2014

99.00

99.00
0.00
99.00
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| ‘§| ‘El |E’ |Z| Lt @ bgp.he.net c

174.128.255.228 - bgp.he.net

VoL

174.128.255.228 - bgp.he.net

L IP address information - Virus... L fast.bacguarp.com domain info... l How to use REPLACE Comman...

HURRICANE ELECTRIC

INTERNET SERVICES

| | | Search |

174.128.255.228

Quick Links

BGP Toolkit Home
BGP Prefix Report
BGP Peer Report
Bogon Routes
orild Report
ulti Origin Routes
DNS Report
op Host Report
nternet Statistics
ooking Glass
ree IPv6 Tunnel
Pv6 Certification
Pv6 Progress
oing Native
ontact Us

lIP Info| |Whois| |[DNS| [RBL |

The following A records are set to 174.128.255.228:

16tc.com, 1yue.com, 273dy.com, 360cy.net, Saixiu.com, admini8.com, ahshenghuo.com, anrle.com,
bdting.net, bianlijia.com, bmc-ad.net, chiman.org, chinabori.com, cn365.org, coolinr.com, dfshzs.com,
fenge600.me, haoinfo.info, hh10000.com, hnmic.com, huwanbao.com, hztwweb.com, idc66.net,
ishudong.com, itppc.com, jiduyuan.com, jishixin.com, kenxs.com, lichanghai.com, maopao.info,
mewa.me, myOday.com, pingjiangxian.com, pp29.com, ppbaidu.com, pygcw.com, rogerusrex.com,
sendust.net, senmafushi.com, shouchuntang.net, shubai.net, sueer.com, thedantehouse.com,
tm0577.com, tttemplar.com, ued.me, wuzhai365.com, xajewel.com, xiongdizugiu.com, xpgzf.net,
xzhxx.com, yn96155.com, zjhsj.com

Updated 06 Dec 2013 07:29 PST @ 2013 Hurricane Electric
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PASSIVE DNS TO PASSIVE WHOIS




d . i !
Passive DNS is a technology ructs zone replicas
without cooperation from zone administrators, and is
based on captured name server response

Passive DNS is a highly scalable network design that stores
and indexes both historical DNS data that can help answer

guestions such as:

— where did this domain name point to in the past

— which domain name points to a given IP network
VirusTotal kept passive DNS records collected from
malicious samples

Higher chance malicious historical DNS-IP records

pibekhat
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fast.bacguarp.com

£ Passive DNS replication

VirusTotal's passive DNS only stores address records. This domain has been seen to resolve to the following IP addresses.
2013-09-04 121.127.248.27

2013-10-30 210.56.63.60
A Latest detected URLs

Latest URLs hosted in this domain detected by at least one URL scanner or malicious URL dataset.

3/50 2013-10-30 13:10:12 http://fast.bacguarp.com/

pibekhat
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- There are no open source keeping those .
whois changes, like VirusTotal Passive DNS
project (or whois history at who.is)

a2

* By stepping through the IP lookup, retrieval of
parked-domains and whois lookup, any |
changes will then be updated to a relational
database |
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select t3.date, t3.name, tl.scan_date, tl.dns, tl.ip_addr, t2.domain, t2.Cname from c2 as t1, domains as t2, samples as t3 where tl.id = t2.sid and t3.id =

tl.sid

Execute query

Error message from database engine:

No error
Data returned:

date name

2013-04-12
2013-04-12
2013-04-12
2013-04-12
2013-04-12
2013-04-12
2013-03-02
2013-03-02
2013-03-02
2013-03-02
2013-03-02
2013-03-02

Insurance
Insurance
Insurance
Insurance
Insurance
Insurance
Japan
Japan
Japan
Japan
Japan
Japan

scan_date

2013-10-24
2013-10-24
2013-10-24
2013-10-24
2013-10-24
2013-10-24
2013-11-02
2013-11-02
2013-11-02
2013-11-02
2013-11-02
2013-11-02

dns

wznewbook.gicp.net
wznewbook.gicp.net
wznewbook.gicp.net
wznewbook.gicp.net
wznewbook.gicp.net
wznewbook.gicp.net
webmonder.gicp.net
webmonder.gicp.net
webmonder.gicp.net
webmonder.gicp.net
webmonder.gicp.net
webmonder.gicp.net

O

ip_addr

174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228
174.128.255.228

domain

ued.me
wuzhai365.com
xajewel.com
xiongdizuqiu.com
xpgzf.net
xzhxx.com
050sf.com
2bbaike.com
chilia-info.com
chinabori.com
design-zy.com
goodnoon.com

Cname
mytension.gicp.net
shiyuekai.gicp.net
xianidc.gicp.net
syql0086.gicp.net
tangjiands.gicp.net
xzhxx.gicp.net
chaocha.gicp.net
116.112.7
qq329684750.gicp.net
zoweeoffice.gicp.net
qq329684750.gicp.net

todayliu.gicp.net

blackhat
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ANALYSIS BY VISUALIZATION

MALTEGO




014-~01-30

bbs.zuesinfo.con  forum.zuesinfo.com | web.zuesinfo.com  fast.bacguarp.com

fast2.bacguarp.com

Exploit.MSWord.CVE-2012-0158.ay

2013-03-18

210.56.63.60

e
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Continuouslfﬁ‘@nlté?l.n'“gif’ serxvers” and
DNS—IP address pairs |
Intelligence may be lost if they change their TTP

in the future, particularly after the publication of
this paper

TTP are determined by the cultural background
of the attacker groups

The intelligence collection process should thus be
adjusted toward these changes and analysts
should have the same cultural mindset

pibekhat
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Is attributio

All discussed me’f‘ﬁ%d’s's ome,value to the
attribution

But, TTP should carry the highest intelligence value for
|dent|fy|ng human attackers

Any artifacts that support the highest human link should be
allocated with highest value to the attribution

However, the increasing sharing of TTP and tools by various
actors may reduce the reliability to associate with them.
(I've read a paper promoting a framework called OpenAPT)

Another challenging factor is attribution intelligence are
not shared enough and intelligence community are not
fully understood

pibekhat
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Local

e The tools consists of 2 parts:
— MalProfile script to grabbing intelligence from the
Internet

— Maltego Local Transforms to help analysis procéss

pibekhat
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e
Ran2:myscripts fukayli$ getAll.py -h
Usage: getAll.py [options]

Options:

-h, --help show this help message and exit

-1 initialize c2 database [c2_dev.db]

-f FILENAME Provide a FILENAME to check

-d DNS Provide a DNSNAME to check

-C rescanning c2 to update all subsequent tables

-0 rescanning owner table to update all subsequent tables

-p rescanning passive tables to update ip table

-q rescanning ip table to update domains & whois tables

-r rescanning domains table to update passive_ip table

-5 rescanning ip table to update passive_domains & passive_whois

tables

-t rescanning and update tmp table

-W rescanning and update domains table to update whois

-X rescanning and update whois table from passive_whois
Ran2:myscripts fukayli$

pibekhat
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Special thanl?glégfb to Kenneth Tse a d Eric Yuen
who is upgrading my messy code into a class
You can find the code at: https:// |
code.google.com/p/malicious-domain-profiling/

To allow more intelligence can be added when
new TTP be identified

Any interested are welcome to contribute to this
project. Please contact ran2@vxrl.org or
kennetht@gmail.com

pibekhat
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Introduction

MalProfile? is a set of tools to:
1. Fetch useful data from different sources include malware samples, suspicious |P/Domain being used, passive DNS records, md5 hash and
save to a database at different time slot for behaviour and/or timeline analysis

2. Present in Maltego the relationship of malware, current and passive domain/IP/Email/Telephone etc to get the origin of the source. And
elaborate the relationship to get suspected IP/Domain for proactive prevention and detection.

History
Please refer to CHANGELOG?

Requirements

. Kali Linux 1.0.7 or later (for illustration purpose only, for advance users, just use the tool per your preference, in my case, | install it on my
Mac)

. Maltego Edition 3.4.0 or later (If community version is used, only 12 records will be randomly displayed)
. Virustotal registration and API key
. Maltego Basic Python Library - https://www.paterva.com/web6/documentation/developer-local.php

(Other system with Python 2.7 and Maltego may work but never tried :) )

Package Files

The following files are included in the MalProfile? package.

MalProfile/MalProfile.py
MalProfile/MalProfile.ini
MalProfile/README. txt
MalProfile/c2_PittyTiger
MalProfile/c2_Xsecu
MalProfile/Maltego/MyEntities.mtz
MalProfile/Maltego/*
MalProfile/Utils/*

ReadMe/*

Samples/*

MalProfile main script

MalProfile configuration file

this file

Sample database file (not included in the code email ran2@vxrl.org)
Sample database file (not included in the code email ran2@vxrl.org)
Maltego Input Entities

Maltego Transform scripts, Refer to ReadMe/Transform_Readme for more info
Libraries and plugins for MalProfile

Documentation of MalProfile design and usage

Samples for demonstration (not included in the code email ran2@vxrl.org)

BRI R

Installation

. unzip the MalProfile.zip to /Root/MalProfile
. apt-get install python-setuptools

. easy_install pip

. pip install python-whois

. pip install hashlib

USA 2014







| Palette
Devices
Infrastructure
Locations
My Entities

Sample
SamplesDB
c2Address
c2Domain

= c2Hostname
exploits
md5
registrant

registrar

Penetration T...

Personal

Social Network

. Start Page

Main View

4] New Graph (2) x

Bubble View

Entity List

- Output

D <

i

Debug /Library/Python/myscripts/mDomainToWhois.py #3 x

USA 2014

Debug /Library/Python/myscripts/mDomainToWhois.py #4 x

I Overview

£l Detall View

Property View
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Thank youl!
Q&A

Frankie Li

Ran2@vxrl.org
http://espionageware.blogspot.com
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~ Please complete the Speaker
Feedback Surveys

Frankie Li

Ran2@vxrl.org
http://espionageware.blogspot.com




