Governments
ASs Malware

Authors:
The Next Generation
Mikko Hypponen
@mikko CRO

F-Secure




{ T8RN

i Different governmental uses for malware

* Law Enforcement
Espionage
Surveillance
Sabotage

Warfare
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WANTED

B Y "TI"EXE. E "X

Conspiring to Commit Computer Fraud; Accessing a Computer Without Authorization for the Purpose of Commercial Advantage
and Private Financial Gain; Damaging Computers Through the Transmission of Code and Commands; Aggravated Identity Theft;
Economic Espionage; Theft of Trade Secrets

SUN KAILIANG

Aliases: Sun Kai Liang, Jack Sun
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Masking "file.scr"

file.scr
SCreen saver
917 kB
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! rcs, Ukraine-Gas-Pipelines-Security-Report-March-20 14, pdf
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CosmicDuke remnants

c:\botgenstudio\generations\8f1777b0\bin\Bot.pdb
d:\production\nitro\sva\generations\809113dd\bin\Bot.pdb
d:\sva\nitro\botgenstudio\interface\generations\80ddfcc1\bin\Bot.pdb
D:\PRODUCTION\NITRO\KSK\Generations\70BCDEA1\bin\Bot.pdb

C:\Projects\NEMESIS\nemesis-gemina\nemesis\bin\carriers\ezlzma_x86_exe.pdb
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MALWARE ANALYSIS

Cosmu with a twist of
MiniDuke

CONTENTS

INTRODUCTION
Scope
REL
Anrhval
Infection
Data theft
Data transmission
TECHNICAL DETAILS
Dropper: RLO
Dropper: Decoys

Expioit
Loader: MinlDuke 3rd Stage
Maln Component: Info-stealer
RC4 Encryption
Samples
APPENDIX A | SAMPLES
APPENDIX B | SERVERS

TLP: WHITE

Al oNE T nEhwwWWWN NN

In this document we report on our analysis of
CosmicDuke - the first maiware seen to Include
«code from both the notorious MiniDuke APT trojan
and another longstanding threat, the Information-
stealing Cosmu family. When actve on an infected
machine, CosmicDuke will search for and harvest
login detalls from a range of programs and forward
the data to remote servers, some of which were
actve at the timae of writing.

F-SECURE LABS
SECURITY RESPONSE
Whitepaper
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Programm was started at %021 :%021:%021

%021 %021 : %021 . %041 :

B e g g b b b b b b g
Start finging of LAN hosts...

Finding was fault. Unexpective error

Was found %1 hosts 1n LAN:

Hosts was't found.

%021) [%s]
Was found %1 OPC Servers.
%1 L[%5 %5
CLSID: %S
[} UserType: %5
VerIndProgID: %S

OPC veraipn_auppnrt: %5
OPC Servers not found. Programm finished
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@ Industrial Routers, Industriz X & %

il

&« C' | [ www.ewon.biz/en/Products

//' WON Press/News - Events - Partner area - Careers - Contact Global website

e e Wiliciellaiy) Solutions  Applications  PLC connectivity ~ Support  Distributors ~ About us

Serial-to-Ethernet Gateway

Industrial Routers, Industrial Wireless Router, VPN Routers

Industrial Modular M2M
Router

Industrial Remote Access o
Router

Industrial Remote Access Router

A key strategy for many machine OEMs involves building solid, long-term relationships with
their customers by providing dependable, superior after-sales support. They have come to
realize the value that remote machine support provides to their customers, as well as to

themselves.

Talk2M
VPN appliance

Companion tools
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Agent.BTZ / Turla / Snake / Uroburos

F-Secure has published a new description:

- Worm:W32/Agent BTZ - Low (1)
hittp:ff'www f-secure com/v-descsiworm w32 agent btz _shtml
2008-06-26, 17:30:41




lal

.daka: 10016, DDOODOOA C Log end.\n

[] .data:10016.. OOOODOLD = *0zd: 9e02d:%02d ' Ag ent.BTZ
[] .data:10016... DOOOOOLF ¢ Error in slorintf copy bytes in

.data: 10016, OODODOIF € Log: Ervor(%d) get file sizein

[5] .data:10016.. = Log: Size of log(%dB) is too big, stop write.\n
[] .data:10016.. 00000OZA ¢ size of log(*%dB) is too big, stop wrike.in
data:10016,., 0O000OLS € %slisystem32\winview.ocx

.data; 10016, 0DO0OOLE c %024, %:02d.%04d Log begin:in
(5] .data:10016... ©0OODOO0S = Sttt

data: 10016, OO000000A [ Shwindowsth

data:10016.. 00OOOODC c e syshem3z

5] .rdata:0041.. 000ODDOA C Log end.in

] .rdata:0041.. 00000016 € %s\isystem32iivtmon.bin Turla
'3 .rdata:0041.. 00000014 € Exception CEnclog::Open.in

5] .rdata:0041.. 0O00ODDIE C 5:02d.%602d. %04d Log begin:in

5] .rdata:0041.. 00000032 c Buffer is boo bigl%dB), Logsize{%edB), Limib{%ed8)in
F2 .rdata:0041.. 00000010 c 02d:%02d; %02d

= .rdata:0041.. 0OOODOIS C Sz d:%02d: %02d %0

5 .rdata:0041.. 00OODDZL C Error in slprintf, max %d bytesin

&1 .rdata:0041... 00000011 c assistant_helper

5] .rdata:0041.. 0000000A € assistant

s C Lag: Error{%d) get file size.in

Size of logleds) is too big, stop wite,in

~
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Developer Signatures

$id:
$id:
$id:
$Id:
$id:
$id:

event.c 14097 2010-11-01 14:46:27Z gilg $
mime64.c 12892 2010-06-24 14:31:59Z vlad $
named_mutex.c 15594 2011-03-18 08:04:09Z gilg $
nt.c 20719 2012-12-05 12:31:20Z qgilg $

ntsystem.c 19662 2012-07-09 13:17:17Z gilg $
snake_config.c 5204 2007-01-04 10:28:19Z vlad $

—
F-Secure "J*



JATIC ET 2005



S 39 Sl

White hat hackers

AF A a0 Huaasie woss Sa Loaae O sla S

S alas ) als ool sladdls

‘ Black hat hackers

3 Al 4 0ad 3l L as ais ol sl NS Sla Sa

A8 o eolizile g (03,5 wgals b Sledbl 5 0l

é Gray hat hackers

2dls e YL (o 05 90 By A (5 RS OIS sla S

" Pink hat hackers

,l).i’(,;_\.'.-gla,Af_\.‘.;....‘s;l,...rJ SEl Soge o sla S

25505, 0 01K cudly T 4 Gl s

. )*?L»)&”ﬁ?

Ole3 Syl Dl g 4 LD

Sz pad b 457 35,5 o GBI 3,05 5l 295 A i rmle Sz b s5lome 3,05
SEAB! Kir aiiS e o3kizl 13l Olsie 45 SIGL1) sladsuds s AL 51 o 5>
S 5 gy el Jubs 4 M alamsles S ey s SleNbl LN L

da s B S 5l 98 s g5 o OF 03,55

>

=Hlas> el
Interception L :,;.‘-@
A n S5y e DAY S wilina S5 & F 308 hes ool 4o

Modification L Sle¥bl ,.,.-:*

35313 g0 DAVl s 9 (S 4 S8 e, ol o
Fabrication L Sledbi o:,}il@

S e Ll SleMbl Jol  Blol SleMB 358 iss o2l o

Interruption di,g
el e Sledbl Jols g als o Pl el S8 iy, ol 0o

STUXNET  alas o
Yele - YeoRiaub
u;.;.o‘shpz...,_n.."»

Caallad 53 SRS i) Ak OAD gy 29 ¢ mne |

eoe - e T
L2 & 2 4
4
-
ul.:...’,f\(-—
ool 93 (Sl S Sile
YeoA gt
—> a Ol 55 g3 Cule g ¢ el
Al Jld ek Szl g iz sl
®e0
e st S opl ke
Sl Olpie 4 Gl LTy

F Rl N
e la Al 9 la ST Cdys Gl iy
Al Jlad Ll sl p i (6l .,

s culas:

Nt UTE *

An e o5 Axailyis
ek el =~ ®O0
S dedrdkedk w00

i L & & 2 & 4 &N oee

NewScientist : gue

; b’ Wy il L2 ¢ e q

Ll

—

4l o AURORA
P Y
Saa i s Gsis oYL
U pal 3 i (555l0 2L
sl 1S538 Ga NS sgat oy S5 e
OV sl OIS s
ooe
L. & & & ¢

BYZANTINE CANDOR : ale> o5
Ye-¥-2 5,0
O R R e

—> G

ales oL GHOSTNET
el Yeov-Y..q
Gaa ol ol sla Gl e
Al ok e pis
o Olaaes 280
el 2 Ol G 4 35k plaat
(X s
L 2 & & 3
Shadow in the cloud: al> oG
LEEL T SR R i E
W g a0 B Osa
Sl Olesle 3

S 5el Ay
s S 31 (533 st B o + aag]
eeo
L & & & 4

WIKILEAKS TAKE DOWN. ales ol
Yoo gt

Sl 5,8 a3 1 ]
el 4ials 2,5 Jlab ui —

«

DL 5 Cad Ol deast case
LB b a4 s U wile s
o2&
* o *

SOPSES

Sl bxe maie SO L s (g5l (oS I www.infographics.ir



Langner

To Kill a Centrifuge

A Technical Analysis of
What Stuxnet’s Creators
Tried to Achieve

Ralph Langner

Novemnber 2013
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The control units in the pictures above display process pressure and setpoints. The picture below shows the
same product (MKS PR-4000) as advertised on the Internet for sale (fergutec.com).

The pressure controllers must be compromised in order to disable
the Cascade Protection System’s stage exhaust valves. This suggests
a link between the Cascade Protection System’s main controller, the
Siemens $7-417, to the pressure controllers. Since the PR-4000
doesn’t come with a built-in PROFIBUS interface, communication is
most likely established via a PROFIBUS-to-serial gateway, as shown

in the diagram below; a configuration that is used in similar
applications. From the attack code it can be inferred that a total of 21 pressure controllers were used per
cascade, with the lower 15 controlling stage exhaust valves.
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"There was also some music playing randomly on several of the
workstations during the middle of the night with the volume
maxed out. | believe it was the american band acdc
thunderstruck. It was all very strange and happened very quickly.
the attackers also managed to gain root access to the machine
they entered from and removed all the logs.”
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Gauss encryption

mov ecx, (LENGTHOF tToCrypt)-1
mov edx, OFFSET tToCrypt
mov ebx, OFFSET tEncrypt
Ll:
XOR eax, ACDC
mov [ebx], eax
inc edx
inc EBX
LOOP L1
mov edx, OFFSET tOutEncr
call WriteString
mov edx, OFFSET tEncrypt
call WriteString
call Crlf
ret

~
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I've now been accused of helping al-
Qaeda, because our antivirus blocks
malware created by the US
Government.
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WORLD

N.Korea doubles cyber war personnel

JULY 6, 2014

SEQUL, July 6 — North Korea has doubled the number of its elite cyber warriors over the past two years and
established overseas bases for hacking attacks, a report said today.

The North's cyber war unit now has 5,900 personnel, compared with 3,000 two years ago, the South's Yonhap
news agency said.

“The communist country operates a hacking unit under its General Bureau of Reconnaissance, which is home
to some 1,200 professional hackers,” a military source was quoted as saying.
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FinFly

Usage Example 2: Intelligence Agency



2 SUPPORTED PLATFORMS

Platform Supported Version Latest Version on the Market
: 2xx 3.xx 4.0x 4.1Xx
Android 225 Adx 4.4
@ Blackberry 93X 6 T X 10.1
J 10S
Untethered Jailbreak | 4.3.x 5.x 6.Xx 7.0x 7.1

required

sym Symbian A3, Anna, Belle
. ’ ’ ’ . A
bian Symbian S60 v5.x v3.x Symbian A3 Anna, Belle
F 54 Windows Mobile 6.1, 6.5 6.5
o Windows Phone Not Supported Yet 8

=




UAE, Bahrain, Saudi Arabia, Syria...

e Finfisher (Gamma)

e RCS (Hacking Team)
* DarkComet
* BlackShades
* Xtreme RAT

* Spynet

~
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From: Melissa Chan <melissa.aljazeera@gmail.com=
Subject: Torture reports on Nabeel Rajab

Acting president Zamnab Al Khawaja for Human Rights
Bahrain reports of torture on Mr. Nabeel Rajab after his recent
arrest.

Please check the attached detailed report along with torture
images.

@ 1 attachment: Rajab.rar 1.4 MB

Image Source: When Governments Hack Opponents: A Look at Actors and Technology, Citizen Lab + ICSI

.
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| 2] Blackshades - Home x4
C' [ bshades.eu

BlackShades

Home Page Products Login Register Forums VPN

Home

Blackshades - Home

News and Events

Special Package

Blackshades Team is proud to present our
special package with a combin...

BIaCKShades May 10th, 2:25 AM Read More »
» Advanced key recording for perfect [NEW] VPN Accounts

surveillance every time.
P Target exactly what you need with New update,

. ; : All VPN have once in been te rarily
unique keyword filtering. Websites, ¢ : S
disabled.

games, chats and more are within Pleas

your grasp.

) oo May 2nd, 11:07 PM Read More »

VPN Accounts

We've temporarily locked all VPN accounts.
Special Package May 10th, 2:25 AM In order to unlock your ac...




Hacker Units indside UKUSA intelligence agencies

10P SECRET//COMINT//REL T0 USA, AUS, CARN GERNIA »
= R
o) L

e Show me all the exploitable machines in
country X

JTRIG




THE EYES

* FIVE EYES: USA, UK, Canada, Australia, New Zealand
* NINE EYES: Five Eyes + Denmark, Norway, The Netherlands and France

 FOURTEEN EYES: Nine Eyes + Sweden, Germany, Belgium, Italy and Spain
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Geneva Convention

"Legitimate military targets are limited to those objects which by
their nature make an effective contribution to military action and
whose total or partial destruction, capture or neutralization, in the
circumstances ruling at the time, offers a definite military advantage”
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Thank You

Please fill your feedback form if you have
nice things to say. Otherwise, never mind.

bla‘n?:k hat

USA 2014



