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Abstract

Dutch banks introduced contactless payments in
April 2014, and have been promoting the use of
contactless cards since then. Contactless payments
are based on the EMV specification, the worldwide
standard for contact and contactless transactions.
EMYV Contact is a well-researched field and many
vulnerabilities have been found. Although EMV
Contactless is newer and less researched, a few vul-
nerabilities have already been identified. All known
EMYV Contactless vulnerabilities exist in legacy
modes that EMV provides. These modes, however,
are not supported in the Netherlands and thus these
vulnerabilities are not applicable to Dutch cards or
terminals.

We present the first vulnerabilities in EMV Con-
tactless that are applicable to Dutch cards and
terminals. We show that a relay attack can be
performed with very limited resources and widely
available off-the-shelf hardware. Our proof-of-
concept relay attack proves that a criminal can pay
at a Point-of-Sale terminal, using the card inside a
wallet of a victim, while the victim is arbitrary far
away from the terminal. All Dutch cards are vul-
nerable to our proof-of-concept relay attack.

1 Introduction

Several major banks in the Netherlands have en-
abled contactless payments for small transactions
with NFC-supporting terminals for their customers
in 2014. NFC stands for near field communication
and it is the next development in payment methods
after EMV Contact cards and magnet stripes. EMV
is a global standard that strives for compatibility be-
tween all bank cards and terminals in the world and
is defined and managed by the private corporation
EMVCo. EMVCo is named after its founders Eu-
ropay, MasterCard and Visa and manages the stan-
dards for both contact cards and contactless cards.

EMV Contact cards have been introduced to
reduce the exponential growth of skimming dam-
ages of magnet stripes. The roll-out of contactless
cards is not necessary for security reasons but re-
search suggests that by improving user experience,
customers are likely to spend 30% more money'.
Questions arise about the security and reliability
with almost every introduction of new techniques,
especially if they involve financial transactions. A
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new step in technology must not mean a step back
in security properties. Intuitively, a protocol for
contactless transactions requires additional security
measures than a protocol for contact chip transac-
tions, since the contactless nature introduces new
attack factors.

Scope This paper focuses on all EMV Contact-
less cards available in the Netherlands. EMV Con-
tactless implementations in mobile phones are not
considered.

QOutline The remainder of this thesis is structured
as follows: Section 2 gives an explanation of EMV
Contactless transaction including the transaction
communication. Section 3 describes the relay setup
that we used, and how we optimized the perfor-
mance of the relay attack. Section 4 discusses the
results and performance of our relay setup. Sec-
tion 5 gives the conclusions of our research and this

paper.

2 EMY Contactless

EMYV Contactless is the latest standard of bank
cards. It is not placed as the successor of EMV
Contact, but as a faster alternative. The core of
the protocol suite of EMV Contactless is still the
same as EMV Contact but there are some dif-
ferences in options, possibilities, supported fea-
tures and of course a different interface. While
EMV Contact uses the contact chip in bank cards,
EMYV Contactless uses the Radio-Frequency IDen-
tification (RFID) chips available in the newer bank
cards. These RFID chips can communicate and
carry out transactions with Near Field Communi-
cation (NFC) enabled Point-Of-Sale (POS) Termi-
nals.

Bank cards are typically sized according to the
ISO/IEC 7810 ID-1 specifications [16]. The con-
tact chips on these cards are based on the ISO/IEC
7816 specifications [21] and the ‘contactless inte-
grated circuit’ is based on the ISO/IEC 14443 1-4
specifications [17-20].

The EMV Contactless specification is described
by the EMV Contactless books [6-8], kernel spec-
ifications [9—15], additional documents published
by Maestro [22] and to some extent the EMV Con-
tact books [2-5].

The MasterCard contactless implementation
PayPass is extensively described in Book C-2 [10].
The PayPass transactions are not too different from
standard EMV Contact transactions and the termi-
nology coincides for a large extent. An excellent
and detailed description of EMV Contact can be
found in the work of De Ruiter and Poll [1]. We
will now discuss the basics of EMV Contactless
transactions.

EMYV Contactless transactions An EMV Con-
tactless transaction begins with the selection of a
combination of an application on the card and a
kernel on the terminal. An application on the card
is a software program that supports the commands,
data items and communication protocol for cards
as defined by its corresponding kernel in one of the
seven kernel books. A kernel on the terminal is a
software program that supports the commands, data
items and communication protocol for terminals as
defined by one of the seven kernel books. Cards can
have multiple applications and terminals can have
support for multiple kernels. Typically a terminal
has support for more than one kernel for compati-
bility reasons (e.g. in Europe it is very common to
support at least Visa and MasterCard), while a card
typically has one or two applications.

Contactless transactions performed with Mae-
stro and Visa cards follow slightly different proto-
cols. The following description is based on a con-
tactless transaction performed with a Maestro card.

The ‘Handshaking/Negotation’ part of a con-
tactless transaction is shown in more detail in Fig-
ure 1. Every contactless transaction begins with
the card sending its Answer To Reset (ATR) (mes-
sage 1). The terminal then selects the Proximity
Payment System Environment (PPSE) (message 2).
The card responds with its list consisting of an Ap-
plication Identifier (AID) with a priority indicator
per supported payment application (message 3). Of
the applications that are supported by the terminal,



the terminal selects the one with the highest prior-
ity (message 4). The card then responds whether
the AID was selected correctly (message 5). The
terminal requests the processing options (message
6) and the card responds with the Application In-
terchange Profile (AIP) and Application File Loca-
tor (AFL) (message 7). The terminal requests the
record indicated by the AFL (message 8) and the
card returns these records (message 9).

After the initialization phase, the terminal de-
cides (based on risk assessment) whether to per-
form an online transaction (Figure 2, action 1), and
requests a cryptogram from the card (message 2).
The card also performs risk management (action
3), and sends the cryptogram to the POS terminal
(message 4). The POS terminal forwards all trans- 2. Select PPSE
action data and the cryptogram to the bank (mes-
sage 5), and the bank will either approve or decline
the transaction (message 6). Dutch cards and termi-
nals, however, are only allowed to perform online 5 AID selected
transactions. As a result, actions 1 and 3 are omit-
ted in the Netherlands and message 2 is always a
‘Generate AC(ARQC)’ message. A complete trace 7. (AIP, AFL)
of a Dutch Maestro EMV Contactless transaction
(between card and POS terminal) is shown in Ap- : . .
pendix A. f 8. Read Record(i)

9. Record(i)
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1. ATR

3. AIDs

4. Select AID

6. Get Processing Options

Repeat for each Record in AFL

3 Relay Attack

We have used the following equipment for our
relay attack (as shown in Figure 3): an EMV Con-
tactless card, a Nexus 7 (2012) as card reader,
a Nexus 7 (2013) as card emulator, an Omnikey
5321v2 contactless USB reader’ and a laptop.
The card reader together with the laptop are pro-
grammed to emulate a POS terminal. This way,
transactions can be emulated between card and ter-
minal. From the point of view of a card, the emu-
lated transactions are identical to real transactions.
Howeyver, the transaction details are not sent to a
bank by the emulated reader, as there is no need
for that. The card has already left the proximity
of the reader, so it would never receive information

Figure 1. Message sequence chart of
the beginning of a Maestro contact-
less transaction

’https://www.hidglobal.com/sites/
hidglobal.com/files/resource_files/
omnikey-5321-v2-usb-reader-en-ds.pdf
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4. {ARQC}Kcard,issuer
5. {ARQC}Kcard,issuer
X 6. ‘Approved’ or ‘Declined’

Figure 2. Message sequence chart of a Maestro contactless transaction after initializa-
tion, with communication to and from the issuer

Figure 3. Our test relay setup: (from left to right) bank card, Mole Device, Relay Device,
emulated POS terminal)



from the bank even during real transactions. The
card emulating device needs Android 4.4 (KitKat)
or higher, because since that version Host-based
Card Emulation (HCE)? is supported.

Figure 4 shows the complete overview of the
communication of our relay attack. Intuitively, re-
laying all communication between the POS ter-
minal and the card adds additional delays. Fig-
ure 5 shows the timings of normal transactions, per-
formed directly with a card and a POS terminal
(shown in green), and the timings of the relayed
transactions with the same cards (shown in red).

Optimizing performance The most intuitive
countermeasure against relay attacks is to deter-
mine the upper limit of a normal, direct transaction
and reject all transactions that take longer, as they
are most likely relayed transactions. Therefore, we
performed performance optimization to show that
this will probably not be a effective countermea-
sure for Dutch cards.

We discovered that many of the messages in a
transaction are static, i.e., they are the same for
each transaction with the same card. In Figure 1,
all the messages are static and could be cached by
the Relay device. In practice, cards in the Nether-
lands have four records, so messages 8 and 9 are
both sent four times each transaction. The only
dynamic messages, i.e., messages that are different
each transaction, are messages 2 and 4 in Figure 2.
Using this information, we created a relay attack
that uses less relayed messages but caching instead
(Figure 6). This way, we reduced the number of
relayed messages from 16 to 2.

Furthermore, some commands can be omitted to
be sent to the card in order to perform a transaction.
In Figure 1, these commands are messages 2 and 8.
As there typically are four records, the total num-
ber of commands sent to the card can therefore be
reduced from 8 to 3. There is one additional ‘Get
ready’ message to signal the Mole Device that it
can already start the initialization of the transaction
with the card.

3http://developer.android.com/about/
versions/kitkat.html#44-hce

Additionally, we discovered that there is an ag-
gressive power saving function active in Android
for the network adapter. After 100ms of inactivity,
it enters some sort of ‘sleep mode’. This increases
the delay of approximately 40ms per sent and re-
ceived transaction. This power saving function was
activated four times in our model (sending and re-
ceiving the ‘Generate Cryptogram’ command and
sending and receiving the actual Cryptogram). We
created an asynchronous task in our app that sends
(and receives) a ‘keep alive’ message over the net-
work adapter every 80ms to circumvent the power
saving functions. This circumvention led to a re-
duction of approximately 160ms per relayed trans-
action.

4 Results

The timing results of our optimized relay at-
tack are shown in Figure 5. All of the transaction
times of the optimized relay setup are lower than
the transaction time of a normal, direct transaction
performed with the slowest card (the ABN 1st gen-
eration card). A transaction with the 1st generation
ABN card is even faster when the optimized relay
setup is used compared to a normal, direct trans-
action. To the best of our knowledge, this is the
first relayed transaction that is actually faster than
a direct transaction performed with the same card.

As a POS terminal cannot possibly determine
what the normal transaction time for a specific card
would be, the upper limit in general cannot be
lower than the transaction time needed for a trans-
action performed directly with the slowest card. As
a result, even with a competitive transaction time
upper limit, the POS terminal would be unable to
detect our optimized relay attack.

5 Conclusions

We have shown that it is very well possible to
perform a relay attack with only two off-the-shelf
Android devices, and a simple relay app that could
be developed in two days. With EMV Contact-
less and Android specific optimizations to the pro-
tocol and the power saving functions respectively,
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we successfully created the first relay setup that
performs transactions faster than direct transactions
with the same card. Furthermore, all relayed trans-
actions are faster than a transaction performed di-
rectly with the slowest card. Therefore, relay detec-
tion and prevention based on measuring transaction
times is not likely to be effective at all.
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Appendices
A Complete Trace of an EMV Contactless Transaction

Bytes that indicate the length of the content of a tag are underlined and not shown in the explanation of
the command. Some bytes are anonymized with ‘p’ to hide privacy sensitive information. Some bytes are
replaced with ‘. . . .” where there are many bytes that do not add information (e.g. encrypted data or public
keys). Commands from the terminal to the card are (briefly) explained in natural language, as it is more
interesting what is commanded rather than how it is commanded. Responses from the card, however, are
extensively described.

Terminal — Card (message 2 in Figure 1):

Select 2PAY.SYS.DDFO1

00A4 04 00 OE 325041592E5359532E4444463031 00

Card — Terminal (message 3 in Figure 1):

9000 6F 2C 84 OE 325041592E5359532E4444463031 A5 1A BFOC 17 61 15 4F 07
A0000000043060 50 07 4D41455354524F 87 01 01

9000: Status OK
6F: File Control Information
84: Dedicated File Name
325041592E5359532E4444463031: 2PAY.SYS.DDFO1
A5: File Control Information Proprietary Template
BFOC: File Control Information Issuer Discretionary Data
61: Application Template
4F Application Identifier
A0000000043060
50: Application Label
4D41455354524F: MAESTRO
87: Application Priority Indicator
01

Terminal — Card (message 4 in Figure 1):

Select application with AID: A0000000043060
00A4 04 0007 A0000000043060 00

11



Card — Terminal (message 5 in Figure 1):

9000 6F 1E 84 07 A0000000043060 A5 13 50 07 4D41455354524F 87 01 01 5F2D 04
6E6C656E

9000: Status OK
6F: File Control Information
84: Dedicated File Name
A0000000043060
A5: File Control Information Proprietary Template
50: Application Label
4D41455354524F: MAESTRO
87 Application Priority Indicator
01
5F2D Language Preference
6E6C656E: nlen (Dutch, English)

Terminal — Card (message 6 in Figure 1):

Get Processing Options

80A8 00 000283 00 00

Card — Terminal (message 7 in Figure 1):

9000 77 0E 82021980 94 08 0802030018010201

9000: Status OK
77: Response Message Template Format 2

82: Application Interchange Profile
1980

94: Application File Locator

08020300: SFI 1, Records 2 and 3, not for offline authentication
18010201: SFI 3, Records 1 and 2, use Record 1 for offline
authentication

12



Terminal — Card (message 8 in Figure 1):
Read Record SFI 1, Record 2
00B2 02 0OC 00

Card — Terminal (message 9 in Figure 1):
9000 701F9F42020978 9F08 020002 57136734000531570525297D19022010000010664F

9000: Status OK
70: EMV Proprietary Template
9F42: Application Currency Code
0978: Euro
9F08: Application Version Number
0002
57: Track 2 Equivalent Data
67340005ppprppprPr5297D19022010000010664F: Account number anonymized

Terminal — Card (message 8 in Figure 1):

Read Record SFI 1, Record 3

00B2 03 0OC 00

Card — Terminal (message 9 in Figure 1):

9000 70 81E0 8F 01 05 9F32 01 03 92 24 5F[34 additional bytes]9F 90 81BO
AO0[174 additional bytes] OB

9000: Status OK
70: EMV Proprietary Template
8F': Certification Authority Public Key Index

05

9F 32: Issuer Public Key Exponent
03

92: Issuer Public Key Remainder
5F....9F: 36 bytes total

90: Issuer Public Key Certificate
AO0....0B: 176 bytes total

Terminal — Card (message 8 in Figure 1):
Read Record SFI 3, Record 1
00B2 01 1C 00

13



Card — Terminal (message 9 in Figure 1):

9000 708181 5F2503140514 5F24 03190228 9F¥07 02 3D00 5A 0A
67340005ppppppp5297F 5F34 01 01 8E 0C 000000000000000042031F03 9FOD 05
B450848000 9FOE 05 0000180000 9FOF 05 B470848000 8C 21
9F02069F03069F1A0295055F2A029A039C019F37049F35019F45029F4C089F3403 8D 0C
910A8A0295059F37049F4C08 5F28 02 0528 9F4A 01 82

Q

9000: Status OK
70: EMV Proprietary Template
5F25: Application Effective Date
140514: 14th May 2014
5F24: Application Expiration Date
190228: 28th February 2019
9F07: Application Usage Control
3D00
5A: Application Primary Account Number (PAN)
67340005pppppppr5297F: PAN anonymized with ‘p’
5F34: Application Primary Account Number Sequence Number
01
8E: Cardholder Verification Method List
000000000000000042031F03
9F0D: Issuer Action Code Default
B450848000
9F OE: Issuer Action Code Denial
0000180000
9F OF: Issuer Action Code Online
B470848000
8C: Card Risk Management Data Object List 1
9F02069F03069F1A0295055F2A029A039C019F37049F35019F45029F4C089F 3403
8D: Card Risk Management Data Object List 2
910A8A0295059F37049F4C08
5F28: Issuer Country Code
0528: The Netherlands
9F 4A: Static Data Authentication Tag List
82

14



Terminal — Card (message 8 in Figure 1):
Read Record SFI 3, Record 2
00B2 02 1C 00

Card — Terminal (message 9 in Figure 1):
9000 70 81BE 9F49 03 9F¥3704 9F¥47 01 03 9F46 81B0 2C[174 additional bytes]ll

9000: Status OK
70: EMV Proprietary Template
9F49: Dynamic Data Authentication Data Object List
9F3704: Unpredictable Number with length 4
9F47: Integrated Circuit Card Public Key Exponent

03
9F46: Integrated Circuit Card Public Key Certificate
2C....11: 176 bytes total

Terminal — Card (message 2 in Figure 2):

Generate Application Cryptogram of type Transaction Certificate, with Combined Dynamic Data Authenti-
cation (CDA) performed

80AE 50 002B 000000000001 000000000000 0528 8000000080 0978

140626 00 nnnnnnnn 22 0000 0000000000000000 3FO0000 00

80AE: GENERATE AC
90: Application Cryptogram (AC) type: Authorization Request Cryptogram (ARQC) with CDA
000000000001: Amount, Authorized: 0.01
000000000000: Amount, Other: 0.00
0528: Terminal Country Code: The Netherlands
0000000080: Terminal Verification Results
0978: Transaction Currency Code: Euro
14062 6: Transaction Date: 26th June 2014
00: Transaction Type: Default value
nnnnnnnn: Unpredictable Number
21: Terminal Type: Attended, merchant operated, online only
0000: Data Authentication Code
0000000000000000: ICC Dynamic Number
1F0302: Cardholder Verification Method Results

15



Card — Terminal (message 4 in Figure 2):
9000 77 81A2 9F27 01 80 9F36 02 0070 9F4B 81B0 81[126 additional bytes]74 9F10
12 2B11A04003223000000000000000000000FF

9000: Status OK
77: Response Message Template Format 2
9F27: Cryptogram Information Data
80: AC type: ARQC
9F 36: Application Transaction Counter
00C5: 197th transaction
9F 4B: Signed Dynamic Application Data
1B....6E: 128 bytes total
9F10: Issuer Application Data
2B11A04003220000000000000000000000FF

16
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