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The rubilyn Rootkit

works across multiple kernel versions (tested 11.0.0+)

Using DKOM to hide

give root privileges to pid
process

hide files / folders
hide a process
hide a user from 'who'/w'

hide a network port from netstat

sysctl interface for userland control




Process Structure in Kernel

]

LIST ENTRY(proc list; List of all processes. */
_ P p_ H p

pid t p_pid; /* Process identifier. (static)*/
void * task; /* corresponding task (static)#*/
struct proc * p pptr; /* Pointer to parent process.(LL

pid_t p_ppid; /* process's parent pid number */
pid t p_pgrpid; /* process group id of the process

leck mtx t p_mlock; mutex lock for proc */

char p_stat; S* process status. (PL)*/
char p_shutdownstate;

char p_kdebug; P KDEBUG eq (CC)*/

char p_btrace; * P BTRACE eqg (CC)*/

LIST_ENTRY[procJ p_pglist; List of processes 1in p .(PGL) */

LIST ENTRY(proc) p_sibling; List of sibling processes. (LL)*/

L;ST hEAD(, proc) p_ cnlldren, /* Pointer to list of Chlidltn 'LL)*/
igt . List of




Detecting rubilyn Process Hiding




struct proc {
LIST _ENTRY(proc) p_list; List of all processes. */

pid_t p_pid; Process identifier. (static)*/

void * task; corresponding task (static)*/

struct proc * p pptr; Pointer to parent process.(LL) */
pid_t p_ppid; process's parent pid number */

pid_t p_pgrpid; process group id of the process (LL)*/

struct task {
/* Synchronization/destruction information */
decl_lck_mtx_data(,lock) /* Task's lock */

uint32_t ref count; /* Number of references to me */
boolean_t active; /* Task has not been terminated */
boolean_t halting; /* Task is being halted */

/* Miscellaneous */

vm_map_t map; /* Address space description */
gueue_chain_t tasks; /* global list of tasks */

void *user_data; /* Arbitrary data settable via IPC */

/* Threads in this task */
queue_head_t threads;




Volatility and Bypass Volatility
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'Naniteki-MacBook-Air:ext_research Nani$ launchctl list

PID

11665
11648
11511
11483
11401
11305
11263
11253
11178
10785
10411
10341
10312
10237
10247
10242
10240

Status

Label

Ox7fc8e9c3blal.

Ox 7 fc8eQdd7abi
[@x@-0x5ab5ab]

Ox 7 Tc8eQele9b0.
Ox 7 Tc8e9c39010.
Ox 7 fc8eQelc/c.
Ox 7 fc8e9dd77P0.
Ox 7 fc8e9dRodon.

Ox7fc8eQelcdcd

Ox7fc8eQelcach.
Ox7fc8e9Qc3b4al.

Ox7fc8e9c3aeald

anonymous .
.ANoNymous.
.com.SweetScape.W1BEd tor
anonymous .
anonymous .
.Google
anonymous .
anonymous .
. ANONYmMous
anonymous .
anonymous .
.ANONYMOUS .
Ox 7 fc8e9dd71P0.
Ox 7 fc8eQc3abald.
Bx 7 Tc8e9c3a0390.
Ox 7 fc8e9c3a8a0.
Ox 7 Tc8e9c39d90.

anonymous

anonymous

anonymous

.Google

.Google
anonymous.
anonymous .
anonymous .
vmnet-natd

launchctl
WITWA Pe — X

Chrome
Chrome
Chrome
Chrome
Chrome
Chrome
Chrome
Chrome
Chrome
Chrome
vmnet-dhcpd

vmware-usbarbi t
vmnet-netifup

Google
Google

Google
Google

Google
Google
Google
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A Privi

host privilege

:ged Normal User



Running Privileged Tasks as a Normal User

e 00 (2l Desktop — bash — 90x24
Last login: Tue Mar 11 09:49:53 on ttys000

vms-Mac:~ vm$ cd Desktop/

vms-Mac:Desktop vm$ whoami

vm

vms-Mac:Desktop vm$ kextstat |grep "nanika.true"
vms-Mac:Desktop vm$ ./kext_load

getpid:429 uid:501 euid:501

1

ret:0x0

log:<array ID="0"></array>
getpid:429 uid:501 euid:501
vms-Mac:Desktop vm$ kextstat |grep "nanika.true"
92 0 Oxffffff7f81a5d000 0x3000 0x3000 nanika.truehide (1) <7 5 4 3 2 1>
vms-Mac:Desktop vm$




Host Privilege

struct host {
decl lck_mtx_data(,lock) /* lock to protect exceptions */
ipc_port_t special [HOST_MAX_ SPECIAL_PORT + 1];
struct exception_action exc_actions[EXC_TYPES_COUNT];

}i

typedef struct host host_data_t;

extern host_data_t realhost;

/*
* Always provided by kernel (cannot be set from user-space).
*/

#define HOST_PORT 1

#define HOST PRIV PORT 2

#define HOST IO MASTER_ PORT 3

#define HOST_ MAX SPECIAL_ KERNEL PORT 7

/* room to grow */




Host Interface

host get clock service - Return a send right to a kernel clock’s service port.
host get time - Returns the current time as seen by that host.

host_info - Return information about a host.

host _kernel version - Return kernel version information for a host.
host_statistics - Return statistics for a host.

mach_host_self - Returns send rights to the task’s host self port.

Data Structures processor_set default
host basic _info - Used to present basic information about a host. hOSt_p rocesso r_set_p riV

host load _info - Used to present a host’s processor load information.
host sched info - - Used to present the set of scheduler limits associated with the host.
kernel resource sizes - Used to present the sizes of kernel’s major structures. prccessor_set_taSkS

Host Control Interface

host_adjust time - Arranges for the time on a specified host to be gradually changed by an adjustment value.
h memory manager - Set the default memory manager.

host get boot info - Return operator boot information. ,

host _get clock control - Return a send right to a kernel clock’'s control port.

host processor_slots - Return a list of numbers that map processor slots to active processors.

host processors - Return a list of send rights representing all processor ports.

host reboot - Reboot this host.

host set time - Establishes the time on the specified host.

Host Security Interface

host security create task token - Create a new task with an explicit security token.
host security set task token - Change the target task's security token.
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mach_port_name_t
host_self_trap(
__unused struct host_self trap_args *args)

{

ipc_port_t sright;
mach_port_name_t name;

sright = ipc_port_copy send(current_task()->itk_host);
name = ipc_port_copyout send(sright, current_space());
return name;

Lf_hdst;sel?;trap?

OxFEEEEE 3000555t 5] 4889ES e s

X mov rbp, rsp

B 2 i Rme..

X mov rax wor rax+dx

OxfFFFFF8000225f34 488BB820020000 mov rdi, gword ds: rax+®x220] MOV rax, [rza)<4-())(22()]
Oxffffff8000225f3b E890Q34FFFF call _ipc_port_copy_send .

OxfFFFFFf8000225f40 65438B0C2508000000 mov r(j|’ rax

Oxffffff800022549
Oxffffff8000225f50
Oxffffff8000225f57

488B8958030000
488BB168020000
4889C7

Oxffffff8000225f5a 5D

Oxffffff8000225f5b

E9EQ@34FFFF

mov
mov
mov
pop
jmp

rcx, qword
rsi, qgword

rcx, gword Egs :0x8]
ds:rcx+0x268

3 rcx+®x358]

_ipc_port_copyout_send



Direct Kernel Task Access




Since Mac OS X 10.6, it restricted task
access for kernel task

"task_for_pid() is not supported on the kernel task, no matter your
privilege level nor what API you use.

... there is no legitimate use for inspecting kernel memory.”
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Bypass § ernel Module
Verification in 10.9



In Mac OS 10.9, if you want to load a kernel module

Put the kernel module file into /System/
Library/Extensions/

Run kextload to load the file

If the kernel module is not signed, OS will
pop up a warning message

Kernel extension is not from an identified
developer

The kernel extension at */System/Library/Extensions/

patch_kext_request.kext” is not from an identified
developer but will still be loaded.

Please contact
updated software.
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kext_request()

typedef struct mkext2 file entry {
uint32_t compressed_size; // if zero,
uint32 t full size;
uint8_t data[0];

} mkext2 file entry;

file is not compressed
// full size of data w/o this struct
// data is inline to this struct

typedef struct mkext2 header {
MKEXT_HEADER_CORE
uint32 t plist offset;
uint32 t plist_compressed_size;
uint32_t plist_full size;

} mkext2 header;




A Trick to Gain Root Permission



securityd

ucsp_client_authorizafionCreate —> mach_msg

launchdadd_msg_launchd_request —> mach_msg

» ldclient_request_launchd_request —> mach_msg




system.privilege.admin

system.privilege.taskport
com.apple.ServiceManagement.daemons.modify
com.apple.ServiceManagement.blesshelper

AuthorizationRights *grantedRights = NULL;
AuthorizationItem readLogsRight = { .name = rightName,

.valuelLength =
.value = NULL,
. flags = kAuthorizationFlagDefaults };




com.apple.SoftwareUpdate.scan

security_auth is trying to check for new
Apple-provided software. Type your password
to allow this.

Name: vm

Password:

Cancel Check
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