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INCIDENT RESPONSE ACTIVITY - Contin

COMPROMISE VIA “CREDENTIAL

S B - = s
STORAGE” VULNERABILITY
ICS-CERT recently leamed of an incident that occurred early
last year involving hackers who penetrated the building energy
management system (EMS) of a New Jersey manufacturing
company. According to the source, intmuders successfully
exploited a weak credential storage vulnerability to access the
organization’s Tridinum MNiagara AX building EMS. The intruders
were able to identify the Internet facing devices using the
SHODAMN search engine and compromised the system by taking
advantage of weak authentication credentials.
The incident in New Jersey was similar to another incident
that occuwrred 1n early 2012 where a state government facility’s

building EMS was also compromised. In this incident, the facility

was compromisad by an intruder who was able to exploit weak

energy management, building automation, telecommunications,
security automation, and total facilities management applications.
WATERING HOLE ATTACKS

In early January 2013, ICS-CERT became aware of and issued an
alert to warn of waterning hole attacks that used two vulnerabihities,
including a zero-day ((-day) vulnerability affecting Microsoft
Internet Explorer (IE), Versions 6, 7. and 8.

This zero=-day was reportedly being used in at least two watering
hole attacks against the Council of Foreign Relations ({CFR) and
Capstone Turbine Corporation where attackers compromised the

Web sites with malware in order to target visitors of those Web sites.

Watering hole attacks involve compromising legitimate Web sites

with malware in an attempt to infect visitors of those sites. Web sites

thought to be of interest to particular organizations are often chosen
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ICS5-CERT recently learmmed of an incident that occurred early
last year involving hackers who penetrated the buillding energy
management system (EMS) of a New Jersey manufacturing

company. According to the source, intruders successfully
exploited a weak credential storage vulnerability to access the

- - - o - —

that occurred 1n early 2012 where a state government facihity’s
buillding EMS was also compromised. In thas incident, the facilitv
was compromised by an intruder who was able to exploit weak
authentication sethings on the system’s Internet-accessible Niagara
nmterface and manmipulate set points to change the temperature
settings. (see February 2012 Monthly Monitor).




Intelligent Building

Interaction between security systems
and otherbuilding systems

Card Access Video Intrusion HVAC Lighting



Facility Management Systems

Intrusion Elevator b . HVAC | nghtmg

System Interact-lon: UnOCCUpied bU||d|ng, Saturday nlght




Facility Management Systems

“Access Granted, \

Card Access

Lighting

System Interaction: Scottswipes card at main entrance, works on 4t floor South




Facility Management Systems

-

“Access Granted,

“Camera Preset 1,

Initiat?_ﬁe.ﬂgding”

Intrusion Elevator Lighting

System Interaction: Video system needsto verify and record Scott’s entrance




Facility Management Systems
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“Access Granted,

“Camera Preset 1,

Initiat?_ﬁe.ﬂgding”

“Disarm Intrusion
Zone 4”

LEGACY
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Intrusion Elevator _ ~ HVAC Lighting

System Interaction: Alarm system armed, need to disarm 4" floor intrusion zone




Facility Management Systems

\ | o
“Access Granted,
e i 5

“Camera Preset 1,

Initiat?_ﬁe.ﬁgding”

“Disarm Intrusion
Zone 4”

LEGACY

Intrusion Elevator
“Floor 3 Enable”

System Interact-lon: Allow access to l|.th ﬂoor




Facility Management Systems

“Access Granted, \ i B g |

“Camera Preset 1,

lnitiat?.FF'ﬁSding”

“Disarm Intrusion
Zone 4”

LEGACY

Intrusion Elevator ~ HVAC Lighting
“Floor 3 Enable” “Zone 4 Occupied”

DBACnet

System Interaction: tis hot in Scott’s office, turn on AC




Facility Management Systems
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“Access Granted,

“Camera Preset 1,

lnitiat?.FF"i"iSding” : : \ N 7 S
Sy, yé Ny
“Disarm Intrusion \ . “Circuit 1, 2 ON”
Zone 4” \ =
LEGACY Intrusion Elevator THVAC Lighting
“Floor 3 Enable” “Zone 4 Occupied”

DBACnet

System Interaction: Scottneeds light on 4™ floor hallway and office




Facility Management Systems

“Access Granted, \

Card Access p 4 .‘ ~Tenant Billing

amers N : - G\ N N “Totalize light and
lnitiat?.FF"i"iSding” : N\ 7 - HVA one 4”
V4 Energy @
A 4 ‘ ‘ V4 [Uiie. i S

“Disarm Intrusion “Circuit 1, 2 ON”

Zone 4”

LEGACY

Intrusion Elevator THVAC Lighting
“Floor 3 Enable” “Zone 4 Occupied”

DBACnet

System Interaction: Lights and AC for Scott used 50 kWH




Facility Management Systems

\ “Generate / email

: § = Ai: \ "‘*..\_‘ X . & : for Sat”
Card Access A =ik *'jgjlﬁieS%TaP

“Totalize light and

HVA@Zone 4”
emhiess

“Circuit 1, 2 ON”

“Access Granted,

“Camera Preset 1,

'nitiat?.FF‘i"iSding”

“Disarm Intrusion
Zone 4”

LEGACY

Intrusion Elevator Lighting

“Floor 3 Enable” “Zone 4 Occupied”

DBACnet

System Interaction: Invoice Scott for $150 of after hours energy usage




Device Password Retrieval Vulns

Niagara Framework :

* Unauthenticated user can retrigve theQewcepasswords

* Password is "encoded”, we've wrlttp'n a roptine tosdecode’the encoded password

* Clear text password can.pe useckto gaiQ adminjstrative access to the device

» Administrative access can be’used 16 gainROOT 6f SYSFEM on-the underlying device

N\ “\ \

,/

MetaSys < \

- Unauthenticated User can retrieve the déwce password hashes (SHA1)
* Unauthenticated Password Reset for any user

 Authentication Bypass

* Compromise of the underlying system-at SYSTEM
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Physical Security is Important

Physical access typicalf-ly allows:

» Compromise through g@h\sgie\’aqzess,

NG\ IBNGE N\

* Use of techmuan/serwc@crgd&ntlals to access
maintenance MEMlSE 28V 40

* Access to the Building Automation and Control Network
(BACnet)



.

LAY 4

-y
2







Device Password Retrieval Vulns

Niagara Framework — Issues fixedand-addressed by

the latest security patches » = ~

AN AN NN
/ / s/ /

MetaSys— No responS/e frém the vendor @
* Reported11/22/2013 to DHSVia ICS-CERT



A Deeper Look into MetaSys

The device we have runs on WmCE
IDA Pro tellsgs portatﬂe eﬁggcf’tables afe for x86
Some of files are”. NEfaQS/mbT/es' |

W



Metasys Filesystem

Flash:/Metasys contains-all the audit logs and
configuration files SN GRN
vy
N L \ \
Flash: /Metasys/SecureSB{S/chtyDB xml contains
users and password hashes 7/

\ ,

MetasysSysAgent accountis.a the "*Metasys System
Agent” and has the USERID of 2



<thllUser:
<UserId=-1</UserId:-
<TzerName-MetasysSyshgent -/ Tseriame >
<Pa33wnrd_:fl’-'asswurd}
<ForcePazswordChange>false</ForcePasswmordChanges:
<CreateDate>2002-08-01T15:36:24.487-04:00</ Createhatex>
<ModifyDate>2002-11-11T15:18:17.413-05:00</ Modifyhate>
<AiccountLockediut>false/ AocountLockeddut >
<hocountDisabledsfalse</ AecountDisableds
<hooonntExpirations-0</ AocountExpirations
<CanChangePasswords-true</ CanChangePasswords
<PolicyId-1</PolicyId:>
<LoginCounter:>0</LoginCounters>
<LastPasswordChangelbate>2002-08-01T15:36:24.487-04:00</LastPasswordChangeDate:
<LastPazsswordHiztoryDate>-2002-08-01T15:36:24.487-04:00</LastPasswmordHistoryDates
<Uzserbescription-Metasys System Administrator</Userlescription>
<dingleliccesslUzer-false</Singlelooessllsers
<FullNamerMetasys 5System Agent</Ful llName:
<EMailiddress />
<PhoneMNurber />
<Enahleludiblellarm>-Ffalse</Ensbleiudibledlarm:
<Userbefined>false</Tzerbefined:
<TempUzer>false</ Templlzers
<TempUserExpirelate>2099-02-01T00: 00: 00-05:00</ TempUserExpirelatex
<TzerCanModifyProfilextrue</TzerCanModifyProfiles
<UzerCanViewbefaultTree>true</UserCanVievDefaultTree:

{LanguageSetUalue>en_US<fLanguageSetvalue}
<DefNavViewdetValus />
<hooeptedTerms-true</ AoceptedTermss




Captain Obvious

WinCE typically has unauthenticated telnet open,

which drops you to.a shell , /s

AN AN NN
S/
\\\ \\ \
WinCE also typically hds uﬁauthentlcated FTP open,

which gives you access.to system files






Metasys File system

Flash:/Storage contains crashdump§ and-associated
memdumps \

\ \
J g
NGO\ AN\
Flash: /Storage/Metasys/ e\f\e(ég\c\e%’stores uSer and system

preferences

@4

\\

W

Flash/Storage/Metasys/SecureDB has-another copy of the
SecurityDB.xml file, as'wellas the “*Metasys” database (SDF
file)



Metasys File system

Flash:/Storage/Metasysfwwwroot/MetasysXXX contains
application logic for the web interface
T4 Y
\\ \ .\\ ‘\“
Webroot contains ~ 50 cflff\eren\Jar flles may.of which
get deployed to-the cllent/ J

\‘.

Flash:/Storage/Metasys/wwwroot/metasysXXX/WS
contains webservice code



Metasys Web Services

All application logic is contained within precompiled binaries
in the flash: /storage/I\/Ietasysvkwf;ywroot/metasysXXX/WS/b|n

directory RGN

Most of the binafiesare .NET a§semblies!

Reversing these binaries revealed some interesting bugs ©



Metasys Web Services

Digging through the . NET assemblles we see web
services to: NN SNy

* Retrieve directory Ilstlngjr\m/tﬁé c}ewce

* Upload arbitrary file to arbTra/)/\focatlons

* Retrieve a users password hash ™.



Metasys Web Services

Digging through the . NET assemblles we see web
services to: NN

* Retrieve directory Ilstmg)jr\m}f?é c}ewce

* Upload arbitrary file to arb"tra)ﬂ‘ocatlons

* Retrieve a users password hash € because remotely
retrieving a users password hash is’a really.popular feature!



WebService.Common.dll

J WebServices.Common

5 I

WebServices.Common.dll

«3 References

i -

{} JohnsonControls.MetasysIll.EventManagement.WebServices

{} JohnsonControls.MetasysIlLSecurity

{} JohnzonControls.MetasysIlLWebServices

{} JohnsonControls.MetasysILWebServices AuditTrailsW5

{} JohnszonControls.MetasysIlL WebServices.Commaon

{} JohnsonControls.MetasysllL WebServices.Common. HistoricalData
{} JohnsonControls.MetasysIlL WebServices.Platform

{} JohnsonControls.MetasysllLWeb5Services, SiteDirector

{} JohnsonControls.MetasysIl.WebServices. TimeManagement




WebService.Common.dll

- {} JohnsonControls.MetasysIL5ecurity
7 “¢ AdministrationService
1 “¢ GetActiveDirectoryFeatureStatus

1 ‘14 Loginservice

[WebMethod(D Escripti‘u::n: "Returns t}'|EIpru:|pert_-,f forasingle user stored in the clatat:asﬁ_"]]
public AmiNode GetUserProperty(int userld);




Subsystems.Common.dll -

{} JohnsonControls.Metasy=ILMain
{} JohnsonControls,MetasysIILMetasysDictionary
{} JohnsonControls.Metasy=IIlLPersistentStorage

{} JohnsonControls.MetasysIlLSecurity

1“1 AccountSyncManagement

1 “i4 ActiveDirectoryFeatures

1) =7 ActiveDirectoryFeatureStatusEnum
1 “I¢ AuthenticationModule

3“4 AuthorizationCheckAttribute




Subsystems.Cﬂommon.dII - PrincipaIStore()

prwate IMn::mtn:rmg—mchcmn‘mnclmg genericltem;

private const string INTRACOMPUTERUSER = "IntraComputer”;
private const string METASYSSUPERUSER = "Metasys5ysAgent”;
private const string METASYSSUPERUSERPASS = "p";

private const string METASYSSUPERUSERPATH = @"\5cftware'Johnson Controls\Metasys";
private Thread passwordChangeThread;

private PlatformType platform;

private const int PWLEN = 0100,

private const int RASCNTL_SERVER_USER_SET_CREDENTIALS = 0w 5;
private SecurityRecordDataCache securityRecordDataCache;

private const int UNLEN = 0:100;

static PrincipalStore();

private PrincipalStore();

public int AcceptedTermsAndConditions(int userld, string loginUserMName];

public int AddCopiedUser(int inputld, bool addUserProperties, string leginUserMame, string userMame, string password, string desc
public int AddCopiedUser(int inputld, bool addUserProperties, string loginUserMame, string userMame, string password, string desc
public int AddGroup(string groupMame, string groupDescription, bool userDefined, string loginUserMame, int groupld, int copyOfG
public int AddGroup(string groupMame, string grnupDescriptinn bool userDefined, string loginUserMName, int groupld, int copyOfG
public void AddGroupObjectViews(int groupld, -xrr.a* rList Dbject‘-fla.-vs]

private int AddGroupToSglistri




PrincipalStore — getUserProperty(

-

" curren
current




POST

POST /MetasyslII/WS/Security/Admin'Serv‘i/cetésmg H:FTP$//1.1
y V 4 y

<?xml version="1.0" encoding="utf-8'2> ~\' L

<soapi12:Envelope xmlns:xsi="http# //www«ﬂ@ orgﬂ{)m/XMfSchema instance"

xmlIns:xsd="http://www.w3.0rg/2001/XMLSchema
xmIns:soap12="http://www.w3.org[;o /oysoa p}» NS Y

<soapi12:Body> : A N \\ \
<GetUserProperty xmIns="http:/’/fohnsoﬁfontra‘(com/ﬁﬁre‘\casys"l"l;l'/WebServices/Security/">
<userld>1</userld> BN /’,.\\. /:,.\‘ > N
</GetUserProperty>

</soap12:Body>

</soap12:Envelope>



Response

HTTP/1.1 200 OK | ONS

N N\

<?xml version="1.0" encoding="utf-8"?><s6ap: Envek')lpe xmlg{oap hﬁ; :/[wwwW.w3.0rg/2003/05/soap-envelope"”
xmlns:xsi="http://www.w3: org/zoo1/XMLSchem¢z\mstaﬂ&&B A\
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"> <GetU PropertyResponse
xmlIns="http://johnsoncontrols.com/Metasysll|/WebSe wces}g urity/*> GetUserPropertyResuIt><Stuff><MetasysUser
id= "1"><userName>MetasysSysAgent<7u,serNa\h1¢><pa§5.word>PASSW0RDHASH</password><fu|INa
me>Metasys System Agent</fu|IName><em’a|IAddre,%/><de§¢pt|on>l>¢ktasys SyStem
Adm|n|strator</descr|pt|0n><smgIeAccessUser>faIse</s|ngIeAccessUser><temporaryUser>false</temporaryUser><userE
xpiresDate>2099-02- N \,
o1</userExplresDate><passwordExp|resDate>Exp|rat|onDate<7passworJExp|resDate><mustChangePassword>faIse</mu
stChangePassword><cannotChangePassword>false</cannotChangePassword><accountDisabled>false</accountDisable
d><accountLockedOut>false</accountLockedOut><modifyOwnProfile>true</modifyOwnProfile><canViewNavTree>true
</canViewNavTree><userDefined>false</userDefined><Roles><Role id="4" [><Role id="1"
/></RoIes></MetasysUser></Stuff></GetUserPropertyResuIt></GetUserPropertyResponse></soap:Body></soap:EnveIope
>
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Epic Fail...



Epic Fail...

y 4 | y 4 K
NG NN e\
Y, / / / y 4
NN RN\

Web Services are‘avaifablé to ONAUTHENTICATED
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Our Enumeration Effort

Initially based on Shodan, moved to custom,scanners in Amazon
EC2 SESES
o A Y

NN RN\
We've identified over 50,00,@?'buiId(ngs,;ae’xposed to'the Internet

AN
4 /’/ y 4

Stadiums, hospitals, police stations, prisohs, military
installations...etc

Total cost of about $500 to get equipment and EC2 time



These systems-are surprisingly
prevalent 6n thelntérnet
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Building Static Press Setpt

Area Served First Floor YAY Boxes

0.1 infwc

Duct Static Press Setpt

Occ Clg Setpt

72.0°F

Occ Htg Setpt

Building Static Press -0.0 %
Duct Static Press

UnOcc Clg Setpt
UnOcc Htg Setpt

Mixed AirTemp 66.7 °F

Economizer Position

Economizer Ovrd

Return Air Temp 66.8 °F

Current Cooling Capacity
SAT Cooling Control Point
Total Cooling Capacity
Compressor A1 Relay CMD
Compressor A2 Relay CMD
Compressor B1 Relay CMD

Occupancy

Discharge Pressure A

0.0%

0.0 °F

0.0%

Off

78.0 °F

68.0 °F

Suction Pressure A

Saturated Suction Temp A
Saturated Condensing Temp A
Compressor A1 Feedback
Compressor A2 Feedbhack
Compressor B1 Feedback
Discharge Pressure B

Suction Pressure B

Saturated Suction Temp B
Saturated Condensing Temp B

Supply Fan Enable
Supply Fan VFD

Discharge Air Temp | 71.5°

19-8ug-13 1:28 AMEDT

106.8

106.8

62.7

OFf

Off

Off

139.2

108.3

77.9

Requested Heat Stages
Htg Stage 1
Htg Stage 2
Htg Stage 3
Htg Stage 4

RTU Effective Control Point 75.50

Outside Air Temp

OFF

Off

OFF

Off

59.0 °F

m



Boiler System

19-Aug-13 1:29 AM EDT

Hot Water Supply Temp| 156,50 ’
Hot Water Return Temp| 156.30

HWP-2 Start/ Stop Start

HWP-1 Start/ Stop Stop

Outside Air Temp
Hot Water System Enable Set Point
When oat is below this # HW Enables

Boiler Enable Enable

59.0 °F

100.0 °F
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@ Control Drawings
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@ HVAC moon: :_ T e Ty @ NM-1 All Points Report
‘ @ NM-2 All Points Report

@ NM-3 All Points Report
@ NM-4 All Points Report
@ NM-5 All Points Report
@ NM-6 All Points Report
@ NM-7 All Points Report

[i] NM-8 All Points Report

@ NM-9 All Points Report




¥ Station {(GLF_3044WebsterTX_EMSCtrla) ~ nfig  fam CtriStrategy  fm Eneray

|52 station (GLF_3044websterTx_EMSCtrla)

- B config
5 Services
+ <7 Drivers
+ CtriStrategy
= MNetworkInputs
+ @ Site Emergency
+ @ Phase Loss
+ @ Outdoor Temp
+ @ Outdoor Light/Dark
+ @ Outdoor Humidity
+ @ Enthalpy
+ @ Indoor Humidity
+ @@ Outdoor Light
+ @ Outdoor COZ
+ @ Pulse Meter
+ [ inputs
G 3 oecurity System
+ @ Indoor CO2
+ [] GreaterThan
+ @ Indoor Temp
+ {3 StoreName
+ (3 EMSVersion
+ Q) EMSControllera
+ E Files
+ &g History

Active EMS Mode: Unoccupied

novar 30 Day Daily Consumption
10 -
&‘\ Current Demand: 3.1 kW  [(kw-hr) (ew-he) 55 : [
\,ES« Current Day: 4.0 Ki-hr B oo T lgg
Home Previous Day: 216 Kv-hr 10, o &
12-Jan-13 1:14 AM CST 16-Aug-13 12:00 &M COT
Schedules& 15 Minute Demand Window
Setpoints 23.04
,' ! 18,0
En.ergy ‘ ‘
(kw)
t: 13.0 l [
Alarms % } *" “ | 1’ ( .' W ',
| “ l "i L b
Lol - \
Hiztory 1I3-Aug-13 7:45 PM CDT 15-Aug-13 7:45 P CDT 17-Aug-13 7:45 P CDT

i




- [ NetworkInputs

+ @ Site Emergency
@ Phase Loss
@ Outdoor Temp
@ Outdoor Light/Dark
@ Outdoor Humidity
@ Enthalpy
@ Indoor Humidity
& Outdoor Light
@ Outdoor COZ
& Pulse Meter
inputs
& Indoor CO2

+
+
+
+
+
+
+
+
+
+
+
+
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MDS Equipment

22.3°C

27.0 %RH
D&T Tech -

149°C ! MDS MCR
ao%rH | 16.9°C
38.0 %RH

Video Server | [
16.9 °C

CSC Equipment

BO%RH  ———
.
- A COT Opertations 19.1°C

19.0 °C 34.0 %RH

\r 33.0 %RH
i Ing

Equipment Room /1 Equipment Room [2 |
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Breaker
Status'
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|2 Most Visited

I.SDEHIJ\RENA -PRS

Bookmarks

Bt

Toals

Help

B9((=)Ed

I-_I-__I...._.
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D&T Tedch

PR5-DO1
PR5-D01  Closed
PD25#10 | Closed
PD36#4 | Closed
PD12#7 | Closed
PD12#11 | Closed
PD12#13 Closed
PD12#14  Closed
PD12#15 Closed
PD25#2 | Closed
PD25#8 | Closed

PR5-DO2
PR5-D02  Closed
PD6#2  Closed
PD6#12  Closed
PD36#1 | Closed
PD42#5  Closed
PD48#6 | Closed

PR5-T1
PR5T1 | Closed
PT3#1  Closed
FT3#6  Closed
PT3#12  Closed
PT6#5  Closed
FT6#8  Closed
FT12#2  Closed
PT12#10 Closed
PT25#4  Closed
PT25#11 |Closed

PR5

PR5-T2
PR5T2 |Closed
PT25#9 |Closed
PT36#7 |Closed
PT42#3 |Closed

PT3 | Open

PR5-UPS1
PR5UPS1 |Closed
PU42#6 | Closed
PU42#4 | Closed
PUIE#3 | Open
RESERVA | Open
PU12#7 |Closed
PU12#5 | Closed
PU25#3 | Closed
PU25#2 | Closed
PU12#3 | Open

PR5-UPS2
PR5-UPS2
PU30#10

PU3#13
PU25#12
PU12#11

PU2579

PUG#1
PT3#2
FT3#4
PT1272
PU3#1

PU12#1

RESERVA

Pfgeesiigigs

Dane




PRS

PR5-DO1 PR5-D02 PR5-T1 PR5-T2 PR5-UP51 PR5-UPS2
PR5-D01 Closed PR5-D02 Closed PR5-T1 Closed PR5-T2 Closed PR5-UPS1 Closed PR5-UPS2 Closed
PD25#10 Closed PD6#2  Closed PT3#1  Closed PT25#9 Closed PU42#6 Closed PU30#10 Closed
PD36#4 Closed PD6#12 Closed PT3#6  Closed PT36%#7 Closed PU42#4 Closed PU3#13 [Closed
FO12#7 | Closed PD3I&#1 | Closed FT3#12 |Closed FT42#3 Closed FU3E#E | Open PU25#12 |Closed
PD12#11 |[Closed PD42#5 | Closed PTE#S  Clozed FT3 Cpen RESERVA | Open PU12#11 |Closed
PD12#13 |[Closed PD48#6 Closed PT6#8  Closed PU12#7 Closed PU25#9 Closed
FD12#14 Closed FT12#2 |Closed PU12#5 |Closed PUG#1 Cpen
PD12#15 Closed FT12#10 Closed FU25#3 |Closed PT3#2 Cpen
PD25#2 | Closed FT25#%#4 | Closed PU25#2 | Clozed FT3#4 Cpen
PD25#8 |Closed PT25#11 Closed FU12#3 | Open FT12£2 | Cpen

PU3#1 Closed
PU12#1 Closed
RESERVA | Open
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APP .-name =5 ;| N

ApP.version=s NI

vm.name=s:Java Hotipot<IM>» 64-Bit Server UM
vm.version=s:-23.7-h#Hl

ps.name==s:Windows Y

ps..version==s:h

ctation.name=5 | SOCHI _ARENA

lang=s:Ien

timefone=s:Europe -Moscowil4488AA:A:null:null
ho =t I d== : I
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ignature >
“/license>{/respr

This dewvice is owned by:| OBS

[You looked up the license for:
Thiz license was generated nn:
The license vendor is: I
The license is for veprsion:
Thisz license expires on:paausr

The project for this device 1s:

<signature . I
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Access control attack points - Reader

Physical Access trumps everything

7

//’,f

Typically 5/12 volts to the\corr&ct wike ora. serlal replay will trigger
a door unlock L T P
N \‘\ \ 7

W

Requires physical access ™

Usually requires disassembly of a device from a wall (be careful of
tamper alarms)



Access control attack points - Software

Typically installed on Wlndow&boxes

Popular access controf’sgf‘f’v\\@rfé in€ludeés:
» CCURE VI RLRLL L
\.._\\ \\ ‘\\ p p
- HANDnet @V
- DOOR.NET



Finding Access Control Software

Registry key - HKLM\SOFTWARE\Mi¢rosoft\Windows{CurrentVersiom{Uninstall

. L
CCURE A .
/ 4 /

3 v\‘ 2
* Displayname - CCURE System /
* Uninstall Key— {2DD780Ao-E179—11D4-80DC-ooCoz,Fo;Bkg} \ \\ \*.
g ,’/ / // V 4
NE NG N N
4 ogd)

DOOR.NET ”
y. ,

; .
* Displayname — Doors_vX.XX

N N\ b\
N » N
* Uninstall Key = {7FFA81CC-F551-11D7-B44A*00A0CC3FC224} ; \\_ -

4 Y 4 > 4

HandNet
* Displayname — HandNet for Windows

* Uninstall Key - {EDEEAA62-EE2C-11D4-8C79-000103813D31}



Configure Controllers ] Properties I Program System  Manual Hardware Definition l
Add 4 Door Ctr | Add 2 Door Ctlr | Apply Changes | Undo Changes | Delete Expand All Collapse All

You must select a module.
All changes to the database have been applied.

Modified Controller Template Name Mainboard Type
Standard Four Door PXLNetd
.Standarci Two Door PXLNet?
'Exténdéd Four Door PXLNetd
'Extended Two Door PXLNet?

7 2 Door Control with 1 Local Door Alarm PxLMNet2
=1BUS 1

Module Name
Keri Reader
Door Extension

BUS 2

Modqle Name
Keri Reader




Setup Reports

All Transactions ~

Ramiiact Ceasy
© Request Status

Selected Items

Cardholders

Rarir CSaarrh

Cardholders

Default Time

Access to the applications allows for

by design unlocking of doors

Select the device you wish to unlock
and press “unlock” ©

Add a rogue user to a user group that
has access

General | Acceszz Rights | Adwanced  Conbact Photo I Custom

Always Active
Cleaning Crew

MNever Active

Securnity

Motesz

Accesz Groups




Setup Reports

All Transactions ~

Rarm act Chatyy
0 Request Status

Selected Items

Cardholders

Rarcir Caarrh

Cardholders

_ L) Default Time
B

.

Unlock

Access to the applicatic s allows for
by design unlockin of doors

Select the device you wish to unlock
and press “unlock” ©

Add a rogue user to a user group that
has access

General | Acceszz Rights | Adwanced  Conbact Photo I Custom

Always Active
Cleaning Crew

MNever Active

Security

Motesz

Accesz Groups




Access control attack points - Database

CCURE VA,
* Sysprogress is.the DB éd,miﬁi,sat’r.a\t@(account
* Database nameis usu5|~l‘y,C\C"L)J,R\E\_§Qt

KERI DOORS NN N

* |Install Iocation:\Doors_vX:.-X&X\DB\Bac‘l‘ge (Doors for Windows)

* Database name is usually DHS_MAIN via Windows Auth
(Doors.NET)



- 2 dbo.t_person

Microsoft SQL Server Management Studio
= 3 Columns

Edit View Debug Tools  Window H;p

" T A | S NewQuery (]

Object Explorer
Connect~ 33 %) T (2] 5

# | J BizTalkHwsDb
3 | BizTalkMgmtDb
| J BizTalkMsgBoxDb

| BizTalkRuleEngineDb

J CCURE_SQL

4 Database Diagrams

1 Tables

# [ System Tables
dbo.BAMSDATACOMP
dbo.bts_ccure_adis_match
dbo.BTSBAMS
dbo.ccure dn
dbo.ccure_b
dbo.ccure_ovsm_mapping
dbo.ccure_ovsmp_lecation
dbo.DenverMatched_Persons
dbo.ovsm_cf_temp
dbo.OVSMDatabase
dbo.personid_ovsm_data
dbo.t_card
dbo.t_ccure_journal
dbo.t_CCURE800_OCCUPANCY
dbo.t_Clear_Person
dbo.t_Clearance
dbo.t_Clearance_Owner_Report
dbo.t_EFTPSReport
dbo.t_person
dbo.t_Person_Field_Values
dbo.t_va_ccure_journal
dbo.tbl_ccureB00_cf_ovsm
dbo.tbl_ccureB00_cf_
dbo.tbl_ccure800_cf_person_btsid
dbo.tbl_ccure800_jf_cf_person_btsid
dbo.tbl_ccure800_location_patterns
dbo.Temp_DRAC_Card
dbo.VendorAccounts

&
=]
g 3
=
&
]
|
&
&
]
3
&
&
=]
g 3
=
&
]
=]
&
&
]
3
&
&8
=]
g 3
&
&

dbo.VendorMapping_BTS
+ 3 Views
Synonvms

)

| el

il el (o e

e il (e

Person_ID (PK, int, not null)
Intl (int, null)

Int2 (int, null)

Int3 (int, null)

Intd (int, null)

Int5 (int, null)

Logicall (bit, null)

Logical2 (bit, null)
Badge_Layout_ID (int, null)
Card_num (decimal(20,0), null)
Last_Name (nvarchar(126), not null)
Is_User (bit, null)

PIN (int, nu

Issue_Code (int, null)
Facility_code (int, null)

Inactive (bit, null)

Expired (bit, null)

Disabled (bit, null)

Deleted (bit, null)

Lost (bit, null)

Noticed (bit, null)

Person_Type (int, null)
Last_Mod_Person (int, null)
First_name (nvarchar(126), null)
Middle_Name (nvarchar(120), null)
ADA (bit, null)
Activate_AP_Event (bit, null)
Asset_Administrator (bit, null)
Partition_ID (int, not null)
Person_GID (decimal(20,0), null)
Activation_DT (int, null)
Expiration_DT (i
Home_Server_CID (int, null)

p N, {

The database structure can be a little
complicated (CCURE is shown here)



- 2 dbo.t_person
= 3 Columns
¢ Person_ID (PK, int, not null)
=] Intl (int, null)
=] Int2 (int, null)

Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Help
e aaH =S i< RS

Object Explorer

Access to the applications allows for

Connect~ %] 3J

TalkHwsDb
TalkMgmtDb
TalkMsgBoxDb
TalkRuleEngineDb
J CCURE_SQL
4 Database Diagrams
1 Tables
4 System Tables
dbo.BAMSDATACOMP
dbo.bts_ccure_adis_match
dbo.BTSBAMS
dbo.ccure_bts_cdn
dbo.ccure_bts_ovsmp
dbo.ccure. n_mapping
dbo.ccure_ovsmp_lecation

|

dbo.DenverMatched_Persons
dbo.ovsm_cf_temp
dbo.OVSMDatabase
dbo.personid_ovsm_data
dbo.t_card
dbo.t_ccure_journal
dbo.t_CCURE800_OCCUPANCY
dbo.t_Clear_Person

I

dbo.t_Clearance
dbo.t_Clearance_Owner_Report
dbo.t_EFTPSReport

dbo.t_person
dbo.t_Person_Field_Values
dbo.t_va_ccure_journal
dbo.tbl_ccureB00_cf_ovsm
dbo.tbl_ccure800_cf_ovsm_update
dbo.tbl_ccure800_cf_person_btsid
dbo.tbl_ccure800_jf_cf_person_btsid
dbo.tbl_ccure800_location_patterns
dbo.Temp_DRAC_Card
dbo.VendorAccounts
dbo.VendorMapping_BTS

Views

&
=]
g 3
=
&
]
|
&
&
]
3
&
&
=]
g 3
=
&
]
=]
&
&
]
3
&
&8
=]
g 3
&
&

Synonvms

j
j

il

il il (e

e il (e e

Int3 (int, null)

Intd (int, null)

Int5 (int, null)

Logicall (bit, null)

Logical2 (bit, null)
Badge_Layout_ID (int, null)
Card_num (decimal(20,0), null)
Last_Name (nvarchar(126), n
Is_User (bit, null)

PIN (int, null)

Issue_Code (in!

Facility_code (irff,

Inactive (bit, null)

Expired (bit, null)

Disabled (bit, null)

Deleted (bit, null)

Lost (bit, null)

Noticed (bit, null)

Person_Type (int, null)
Last_Mod_Person (int, null)
First_name (nvarchar(126), null)
Middle_Name (nvarchar(120), null)
ADA (bit, null)
Activate_AP_Event (bit, null)
Asset_Administrator (bit, null)
Partition_ID (int, not null)
Person_GID (decimal(20,0), null)
Activation_DT (int, null)
Expiration_DT (int, null)
Home_Server_CID (int, null)

D . {

by design unlocking of doors

Looking at the t_card,
t_ccure_journal, and t_person are
some of the more interesting tables

t_person has all the card numbers
and pins
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| want to auth’Qtf’r\gFganlzatlon
where do/lxstart’



Facilities Management

Ask your facilities department about:
* Tridium - Nlagara
oy
* Johnson Contrgis M;taSys
* Automated Logic 7WebCTRL
» Delta Controls - eneliWEB




Access Controls

Ask your phy5|cal securlty folks about:

* Keri = Door. N\EZF / /'""
* Schlage~ HandNE”T




Surveillance Systems

Ask your physical security folks about:
* PELCO - IP and G;sygtems

* American )ynamtzs —DVR, VideoEdge
NSNS

A N




The folks;/vh;@“r&n your
Datacenters have access to
everyt%mg .






