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“The secretary of state, Hillary Rodham Clinton, 
said on Thursday that a global effort was needed 
to establish rules for cyberactivity.”
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The new policy document pushed through by the White 
House includes the promise of "Enhanced Domestic Law 

Enforcement Operations" and "Improved Domestic 
Legislations" as two of its five strategic action items. 

The penny drops. First comes the bogeyman, and then 
comes the protection we need: 

more legislation and more law enforcement.



There is little cost to posting analysis online, especially where the conclusions pass a basic smell 
test or reinforce preconceived ideas. But there are many types of analysis including recounts of 
hacks, malware analysis by both professionals and amateurs, intelligence analysis in tracking down 
attackers, statistics and metrics and general punditry. Each has different burdens of proof, 
depending on the conclusions drawn and the value assigned to the results.  

The APT1 report was portrayed as conclusive evidence of Chinese military espionage, 
but instead it is more akin to an intelligence estimate, in which separate threads are 
woven together into a form acceptable to the analyst, but alternatives have not been 
excluded.  

Mandiant provide no confidence interval for their estimate, except to state “beyond reasonable 
doubt”! 
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HTP vs. MIT 
Rival group on SwiftIRC 
SwiftIRC has Linode Servers 
Linode uses name.com for DNS 
Linode + old code 
Access to Nmap, Nagios, 
Sucuri. Hak5 (and the machine i still use to irc)

http://name.com


Rational actor myth 
Determination & Patience 
Incident Response 
Detection 
Supply Chain Problems





Dismissal 
Sysadmin danger! 
USB : Unlimited Secrets Bus 
US-centric Clouds



PS | AS



On the fringes
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Aircraft Hacking (2)
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Control-Flow integrity in Web 
Applications 
Sorry Your Princess is in Another Castle: 
Intrusion Deception to Protect the Web

Active Defense
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Reflection in Managed Languages: James Foreshaw  

Breaking XML DigSig: James Foreshaw  

UEFI Attacks 

Android Attacks 

De-Anonymizing Alt.Anonymous.Messages

Exploitation
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A Password is Not Enough: Why disk encryption is 
broken and how we might fix it 

Finding DNS tunnels through information theory 
(“Practical Comprehensive Bounds on Surreptitious 
Communication over DNS”) 

Attack Driven Defense  

Phishing as training “Building Antibodies – The Phishing 
program at Twitter"

Defense
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http://phish5.com

http://phish5.com
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Extremely prominent researchers shout them down, but 
the programs allow up-n-coming folks to get started. 

Google started paying for open source bugs and fixes. 

Microsoft now pays out for mitigation bypasses. 

Bugcrowd 

“An Empirical Study of Vulnerability Rewards Programs” 
shows that for the cost of roughly 1 security engineer, 
programs returned about 25% of all significant bugs.

Bounties



[Rising|Falling] Trends



LE Hacks 

Big Data? 

OPSEC 

Drones 

Sensors 

AV Hacks 

Privacy 

Home Spun Security

BYOD 

Hacktivism 

SCADA 

Mobile (we hope) 

StrikeBack



Dan Geer (Trends in CyberSec)
Trend #10: Complexity in the supply 
chain 

Security is non-composable 
Trend #12: Attack surface growth versus 
skill growth  

we are expanding the society-wide 
attack surface faster than we are 
expanding our 



Dan Geer (Trends in CyberSec)

“Where there are so many questions and so few 
answers, such deep needs and such shallow 

appreciation of trend directions, the greatest risk is the 
risk of simplistic solutions carried forward by 

charismatic fools”
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